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Abstr act

Mobile |Ps datagramtunnelling is inconpatible with Network Address
Transl ation (NAT). This docunent presents extensions to the Mbile
| P protocol and a tunnelling nethod which pernits nobile nodes using
Mobile IP to operate in private address networks which are separated
fromthe public internet by NAT devices. The NAT traversal is based
on using the Mbile I P Hone Agent UDP port for encapsul ated data
traffic.
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1. Introduction

1.1 Term nol ogy

The Mobile IP related term nol ogy described in RFC 3344 [10]

in this docunent. |In addition, the following terns are used:

Forward Tunne

at the honme agent,

A tunnel that forwards packets towards the nobile node.
and ends at the nobile node’s care-of address.
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Rever se Tunnel
A tunnel that starts at the nobile node’'s care-of address and
term nates at the honme agent.

NAT
Net wor k Address Translation. "Traditional NAT would allow hosts
within a private network to transparently access hosts in the
external network, in nost cases. |In a traditional NAT, sessions
are uni-directional, outbound fromthe private network." -- RFC

2663 [11]. Basic NAT and NAPT are two varieties of NAT

Basi ¢ NAT
"Wth Basic NAT, a block of external addresses are set aside for
transl ati ng addresses of hosts in a private donmain as they
originate sessions to the external domain. For packets outbound
fromthe private network, the source I P address and related fields
such as I P, TCP, UDP and | CMP header checksuns are transl ated.
For inbound packets, the destination |IP address and the checksuns
as listed above are translated." -- RFC 2663 [11].

NAPT
Net wor k Address Port Transl ation. "NAPT extends the notion of
transl ation one step further by also translating transport
identifier (e.g., TCP and UDP port nunbers, |CMP query
identifiers). This allows the transport identifiers of a nunber
of private hosts to be nmultiplexed into the transport identifiers
of a single external address. NAPT allows a set of hosts to share
a single external address. Note that NAPT can be conbined wth
Basi ¢ NAT so that a pool of external addresses are used in
conjunction with port translation." -- RFC 2663 [11].

In this docunment, the nore general term NAT is used to cover both
NATs and NAPTs. |n nost depl oynent cases today, we believe that the
NATs used are of the NAPT variety.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in BCP 14, RFC 2119 [6].

1.2 Probl em description
A basic assunption that Mbile IP [10] nakes is that nobile nodes and
foreign agents are uniquely identifiable by a globally routable IP

address. This assunption breaks down when a nobile node attenpts to
communi cate from behi nd a NAT.
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Mobile IP relies on sending traffic fromthe hone network to the

nobi | e node or foreign agent through IP-in-IP tunnelling. |P nodes
whi ch conmuni cate from behind a NAT are reachable only through the
NAT' s public address(es). |IP-in-1P tunnelling does not generally

contain enough information to permt unique translation fromthe
common public address(es) to the particular care-of address of a
nmobi | e node or foreign agent which resides behind the NAT; in
particular there are no TCP/UDP port nunbers available for a NAT to
work with. For this reason, IP-in-1P tunnels cannot in general pass
through a NAT, and Mobile IP will not work across a NAT

Mobile IPs Registration Request and Reply will on the other hand be
abl e to pass through NATs and NAPTs on the nobil e node or foreign
agent side, as they are UDP datagrans originated fromthe inside of
the NAT or NAPT. \When passing out, they nmake the NAT set up an

addr ess/ port mapping through which the Registration Reply will be
able to pass in to the correct recipient. The current Mbile IP
protocol does however not pernmit a registration where the nobile
node’s | P source address is not either the CoA, the Hone Address, or
0.0.0.0.

What is needed is an alternative data tunnelling mechanismfor Mbile
I P which will provide the neans needed for NAT devices to do uni que
mappi ngs so that address translation will work, and a registration
mechani sm which will pernit such an alternative tunnelling nechani sm
to be set up when appropriate.

This mechanismw || address 3 different scenari os:
- A nobile node with co-located address behind a NAT; no FA

- A nobile node registered with an FA where both the nobile node and
the FA are behind the same NAT

- A nobile node with co-located address using an FA whi ch denands
that registrations pass through the FA (sets the "R' bit) where
both the nobile node and the FA are behind the same NAT

1.3 Assunptions

The primary assunption in this docunent is that the network all ows

conmmuni cati on between an UDP port chosen by the nobil e node and the
hone agent UDP port 434. |If this assunption does not hold, neither
Mobile | P registration nor data tunnelling will work.

Thi s docunment does NOT assune that nmobility is constrained to a

common | P address space. On the contrary, the routing fabric between
the nobil e node and the hone agent may be partitioned into a
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"private" and a "public" network, and the assunption is that sone
mechani smis needed in addition to vanilla Mbile I P according to RFC
3344 [10] in order to achieve nobility within disparate | P address
spaces.

For a nore extensive discussion of the problens with disparate
address spaces, and how they may be solved, see RFC 3024 [9].

The reverse tunnels considered here are symetric, that is, they use
the sane configuration (encapsul ation nmethod, |P address endpoints)
as the forward tunnel

2. NAT Traversal Overview

This section gives a brief overview of the MP UDP tunnelling
mechani sm whi ch may be used to achieve NAT traversal for Mbile IP

In MP UDP tunnelling, the nobile node nay use an extension
(described below) in its Registration Request to indicate that it is
able to use Mobile IP UDP tunnelling instead of standard Mobile I P
tunnelling if the home agent sees that the Registration Request seens
to have passed through a NAT. The hone agent may then send a
registration reply with an extension indicating acceptance (or
denial). After assent fromthe hone agent, M P UDP tunnelling wll
be available for use for both forward and reverse tunnelling. UDP
tunnel | ed packets sent by the nobile node use the same ports as the
regi stration request nmessage. In particular, the source port may
vary between new registrations, but remains the sane for al
tunnell ed data and re-registrations. The destination port is always
434. UDP tunnell ed packets sent by the hone agent uses the sane
ports, but in reverse.

2.1 Basic Message Sequence

The message sequence di agram bel ow exenplifies setting up and using a
Mobile | P UDP tunnel as described in this docunent. The tunnel is
set up by the use of specific extensions in the initial Mbile IP
Regi strati on Request and Reply exchange. Thereafter, any traffic
fromthe honme agent to the nobile node is sent through the UDP
tunnel. The nmobile node may at its discretion use the UDP tunnel for
reverse tunnelling or not, although in nobst cases where M P UDP
tunnelling is needed, reverse tunnelling will also be needed.
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nobi | e node NAT hone agent

| Registration |
| Request with

April 2003

|
|
|
|
----------------- I D
| UDP Tunnel Request |
| | +
| | [| I'P Source and
| | || CCoA address
| | | | discrepancy
| | || seen
| | Registration +
| | Reply with |
RSSEEEEEFEE TR N R |
| | UDP Tunnel Reply.
| | |
| UDP tunnell ed pkg|
| 111 >>|
| | UDP tunnelled pkg
| << 111 |
| | | | absence of
| | ||traffic for
| | | | UDP keepal ive
| UDP keepalive | | | peri od
R N >>+
. . +
3. New Message Formats
3.1 UDP Tunnel Request Extension
This extension is a skippable extension. It signifies that the

sender is capable of handling M P UDP tunnelling, and optionally that
a particular encapsulation fornmat is requested in the M P UDP tunnel
The format of this extension is as shown below |t adheres to the

short extension format described in [10].

0 1 2
01234567890123456789012345¢6738

3
901

T e

Reserved 2| Encapsul ation | Reserved 3

+-
|

+- +-
| FIR
+- +
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Type 144
Length 6. Length in bytes of this extension, not
i ncluding the Type and Length bytes.
Sub- Type 0
Reserved 1 Reserved for future use. MJST be set to O on

sendi ng, MUST be ignored on reception

F F (Force) flag. Indicates that the nobile
node wants to force MP UDP tunnelling to be
est abl i shed.

R R (Regi stration through FA Required) flag.
Indicates that the R bit was set in the FA's
Agent Advertisenent. Registration is being
made using a co-located care-of address, but
t hrough the FA

Reserved 2 Reserved for future use. MJST be set to 0 on
sendi ng, MUST be ignored on reception

Encapsul ati on I ndi cates the type of tunnelled data, using
the sane nunbering as the | P Header Protoco
Fi el d.

Reserved 3 Reserved for future use. MJST be set to 0 on

sendi ng, MJST be verified as 0 on receipt;
ot herwi se the extension nust be handl ed as not
under stood and silently skipped.

3.1.1 F (Force) Flag

I ndi cates that the nobile node wants to use traversal regardl ess of
the outconme of NAT detection perforned by the hone agent. This is
useful if the route between the nobile node and the hone agent works
for Mobile I P signalling packets, but not for generic data packets
(e.g., because of firewall filtering rules). |If the honme agent
supports this protocol, it SHOULD either accept the traversal and
reply with a UDP Tunnel Reply Extension or reject the Registration
Request. In case of the registration failing, the Home Agent SHOULD
send a Registration Reply with Code field set to 129

("adm nistratively prohibited").
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If the HA does not understand the UDP Tunnel Request Extension, it
will silently discard it, and if everything else is fine, it wll
reply with a registration reply with reply code 0 (registration
accepted), but without any UDP Tunnel Reply Extension. In this case,
the nmobil e node MJUST NOT use M P UDP tunnelling.

3.1.2 R (Registration through FA Required) flag

This flag MUST be set by the nobile node when it is using a co-
| ocat ed address, but registering through an FA because it has
recei ved an Agent Advertisenment with the "R bit set.

3.1.3 Reserved Fields

The 'Reserved 1' and 'Reserved 2’ fields nmust be ignored on receipt,
while the 'Reserved 3' field nust be O on receipt, otherw se this
ext ensi on MUST be handl ed as not understood and silently skipped.
This permits future additions to this extension to be nade which
either can co-exist with old inplenentations, or will force a
rejection of the extension froman old inplementation

3. 1.4 Encapsul ation

The ' Encapsul ation’ field defines the node of encapsul ati on requested
if MP UDP tunnelling is accepted by the honme agent. This field uses
the sane values as the | P header Protocol field:

4 | P header (1P-in-UDP tunnelling) RFC 2003 [4]
47 CGRE Header (GRE-in-UDP tunnelling) RFC 2784 [ 8]
55 M nimal | P encapsul ati on header RFC 2004 [5]

If the home agent finds that UDP tunnelling is not needed, the
encapsul ation will be determined by the "M and 'G flags of the
registration request; but if the honme agent finds that M P UDP
tunnel I i ng shoul d be done, the encapsulation is deternined fromthe
val ue of the Encapsulation field. |If the value of this field is
zero, it defaults to the value of "M and 'G fields in the

Regi strati on Request nessage, but if it is non-zero, it indicates
that a particular encapsulation is desired.
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3.1.5 Mbbile I P Registration Bits

The Mobile IP registration bits S, B, Db M Gand T retain their
nmeani ng as described in RFC 3344 [10] and RFC 3024 [9] (except that
the significance of the Mand G bits nay be nodi fied by the

Encapsul ation field when MP UDP tunnelling is used, as described
above). The use of the Mand G bits together with M P UDP tunnelling
is al so touched upon in Section 4. 1.

When the MN requests MP UDP tunnelling, the 'D bit (Decapsul ation
by the nobile node) MJST be set, otherw se UDP tunnelling would not
be neani ngful .

Both the MN and the FA SHOULD set the 'T' bit when requesting M P UDP
tunnelling, even if not all traffic will be reverse tunnelled. This
ensures that a HA which is not prepared to accept reverse tunnelling
will not accept a registration which may later turn out to be
unusable. Al so see the discussion of use of the 'T bit in Foreign
Agent Consi derations (Section 4.5).

3.2 UDP Tunnel Reply Extension

This extension is a non-skippable extension. It is sent inreply to
a UDP Tunnel Request extension, and indicates whether or not the HA
will use MP UDP tunnelling for the current nmobility binding. The
format of this extension is as shown bel ow.

0 1 2 3
01234567890123456789012345678901

B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Type | Length | Sub- Type | Reply Code
B Lt r s i i i o o T s ks S R S
| F| Reserved | Keepal i ve | nterval
B s T s s e T o e S T ks et s oot ST S S S o S S 3
Type 44
Length 6. Length in bytes of this extension, not

i ncludi ng the Type and Length bytes.
Sub- Type 0
Reply Code I ndi cat es whether the HA assents or declines

to use UDP tunnelling for the current nmobility
bi nding. See Section 3.2.1 bel ow
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F F (Forced) flag. |Indicates that tunnelling is
bei ng forced because the F flag was set in the
tunnel ling request, irrespective of the
detection of a NAT or not.

Keepal ive Interval Specifies the NAT keepalive interval that the
nmobi | e node SHOULD use. A keepalive packet
SHOULD be sent if Keepalive Interval seconds
have el apsed wi thout any signalling or data
traffic being sent. If this fieldis set to
0, the nobile node MJIST use its default
configured keepalive interval

Reser ved Reserved for future use. MJST be set to 0 on
sendi ng, MUST be ignored on reception

3.2.1 Reply Code

The Reply Code field of the UDP Tunnel Reply Extension indicates if
UDP tunnelling have been accepted and will be used by the HA.  Val ues
in the range 0 .. 63 indicate assent, i.e., that tunnelling will be
done, while values in the range 64 .. 255 indicate that tunnelling
shoul d not be done. More information nmay be given by the val ue of

t he response code.

The foll owi ng response codes are defined for use in the code field of
the UDP Tunnel Reply Extension:

0 W1l do tunnelling
64 Tunnel I i ng declined, reason unspecified
3.3 M P Tunnel Data Message
This M P nmessage header serves to differentiate traffic tunnelled
t hrough the well-known port 434 fromother Mbile |IP nessages, e.g.
Regi strati on Requests and Registration Replies.
0 1 2 3
01234567890123456789012345678901
B T e o i S I i i S S N iy St S I S S
| Type | Next Header | Reserved

R o T S i S S it S SR S S S S S s i S

Type 4
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Next Header I ndi cates the type of tunnelled data, using
the sane nunbering as the | P Header Protoco
Fi el d.

Reserved Reserved for future use. MJST be set to 0 on

sendi ng, MUST be ignored on reception

The Next Header field uses the sane values as the | P header Protoco

field. Inmmediately relevant for use with Mbile IP are the foll ow ng
val ues:
4 | P header (I1P-in-UDP tunnelling) RFC 2003 [4]

47 GRE Header (GRE-in-UDP tunnelling) RFC 2784 [8]
55 M nimal | P encapsul ati on header RFC 2004 [5]

The receiver of a tunnelled packet MJST check that the Next Header
val ue natches the tunnelling node established for the nobility

bi ndi ng with which the packet was sent. |f a discrepancy is
detected, the packet MJST be dropped. A log entry MAY be witten,
but in this case the receiver SHOULD ensure that the anount of |og
entries witten i s not excessive.

In addition to the encapsulation fornms |isted above, the MP UDP
tunnelling can potentially support other encapsul ations, by use of
the Next Header field in the MP Tunnel Data Header and the
Encapsul ati on Header field of the UDP Tunnel Request Extension
(Section 3.1).

3.4 UDP Tunnelling Flag in Agent Advertisenents

The only change to the Mbility Agent Advertisement Extension defined
in RFC 3344 [10] is a flag indicating that the foreign agent
generating the Agent Advertisenent supports M P UDP Tunnelling. The
flag is inserted after the flags defined in [10].

0 1 2 3
01234567890123456789012345678901
T S i o S S e i < S S S S S S S S S S

| Type | Length | Sequence Numnber
B i ok it I I S e S e S ki ol ik i I TR SR i S S e S e e e e i i 5
| Lifetime |IRIRBIHHFIMGr]| Tl U reserved

B o T T S e i i Sl NI S e S et ol mt ST T S i S S
| zero or nore Care-of Addresses
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The flag is defined as foll ows:

U UDP Tunnel ling support. This Agent supports M P UDP Tunnelling
as specified in this docunent. This flag SHOULD be set in
adverti senents sent by a foreign agent which supports M P UDP
tunnelling and is situated behind a NAT. It MJST NOT be set in
advertisenents fromforeign agents which are not situated
behind a NAT, and thus has no need to advertise the capability.

3.5 New Regi stration Reply Codes

4.

One new registration reply code is defined:

ERROR_HA UDP_ENCAP_UNAVAI L Request ed UDP tunnel encapsul ation
unavai |l abl e

This is used by the HA to distinguish the registration denial caused
by an unavail abl e UDP tunnel encapsul ati on node from a deni al caused
by unavail abl e standard tunnel encapsul ation requested by use of the
"T" bit together with either "M or 'G bit.

Pr ot ocol Behavi our

4.1 Relation to standard M P tunnelling

The default encapsul ation node for MP UDP tunnelling is |P-in-UDP
encapsul ation. The nobil e node MAY request alternative forms of
encapsul ation to be used with UDP tunnelling by setting the "M bit
and/or the G bit of a Mbile IP registration request, or by
explicitly requesting a particular encapsulation for the MP UDP
tunnel by using the Encapsulation field. The Mand G bits retain the
meani ng as described in RFC 3344 [10] within the context of MP UDP
tunnelling. The UDP tunnelling version of the classic MP
encapsul ati on net hods can be summari sed as:

IPin UDP. Wen Mobile IP UDP tunnelling is used, this is the
default encapsul ati on type. Any hone agent and nobil e node that
i mpl enents Mobile IP UDP tunnelling MJUST inplenent this
encapsul ation type.

GRE in UDP. If the "G bit is set in a registration request and
the Encapsul ation field is zero, the nobile node requests that its
hone agent use GRE encapsul ation [3] for datagrams tunnelled to
the nmobile node. |If MP UDP tunnelling is also requested and
accepted, GRE-in-UDP encapsul ation SHALL be used in the sane cases
as GRE in I P encapsul ation would be used if the MP UDP tunnelling
had not been request ed.
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M ni mal encapsulation in UDP. |If the "M bit is set and the
Encapsul ation field is zero, the nobile node requests that its
hone agent use m ninmal encapsul ation [5] for datagrans tunnelled
to the nobile node. If MP UDP tunnelling is also used, mninal
encapsul ation in UDP SHALL be used in the same cases as m ni mal
encapsul ati on according to RFC 2004 [5] would be used if the MP
UDP tunnel ling had not been requested.

When the Encapsulation field is non-zero, a particular encapsul ation
format is requested for the MP UDP tunnel. If tunnelling is

i ndi cated, the request MJST either be accepted using the requested
encapsul ation, or rejected with the error code

ERROR_HA UDP_ENCAP_UNAVAI L, "Requested UDP tunnel encapsul ation
unavail abl e" defined in Section 3.5. On receipt of this error, the
nmobi | e node MAY choose to send a new Registration Request with
different requirenents on MP UDP tunnelling encapsul ation.

4.2 Encapsul ating | P Headers in UDP

MP I P-in-UDP tunnelling, or UDP tunnelling for short, is done in a
manner anal ogous to that described for IP-in-1P tunnelling in RFC
2003 [4], with the exception of the addition of an UDP header [1] and
M P Message header [10] between the outer and inner |P header.

Mobil e | P Registrati on Requests and Regi stration Replies are already

in the formof UDP nessages, and SHALL NOT be tunnelled even when M P
| P-in-UDP tunnelling is in force.
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To encapsul ate an | P datagram using M P | P-in-UDP encapsul ation, an
outer | P header [2], UDP header [1] and M P Message header [10] is
inserted before the datagrami s existing | P header, as foll ows:

| Quter | P Header |

| M P Tunnel Data |
| Message Header |

oo + oo +
| | | |
| | P Header | | | P Header |
o e e e e e e m e e e Bt Oy +
| | | |
| | P Payl oad | | | P Payl oad

| | | |
| | | |
o m e e e e e e e e meaao - + o m e e e e e e e e meaao - +

The outer | P header Source Address and Destination Address, together
with the UDP header Source Port and Destination Port, identify the
"endpoi nts" of the tunnel. The inner |IP header Source Address and
Destination Addresses identify the original sender and the recipient
of the datagram respectively. The inner |P header is not changed by
t he encapsul ator, except to decrement the TTL by one if the
tunnelling is being done as part of forwarding the datagram as noted
in RFC 2003 [4], and renains unchanged during its delivery to the
tunnel exit point. No change to IP options in the inner header
occurs during delivery of the encapsul ated datagram through the
tunnel. Note that the security options of the inner |IP header MAY
af fect the choice of security options for the encapsul ating (outer)

| P header.

M ni mal Encapsul ati on and GRE encapsul ation is done in an anal ogous
manner, follow ng RFC 2004 [5] for M ninmal Encapsul ation and RFC 2784
[8] for GRE Encapsul ation, but using outer IP, UDP and M P headers in
pl ace of the outer |P header

Al'l other provisions and requirenents of RFC 2003 [4] and RFC 3024

[9] are in force, except in one respect, as covered in Packet
Fragnmentation (Section 4.8).
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4.3 Decapsul ation

Bef ore decapsul ation is actually done, the decapsul ati ng node MJST
verify that the outer |IP addresses and UDP port nunbers exactly match
the val ues used for the tunnel, with the exception of tunnels that
are "half bound" (as described in Section 4.11) where the source UDP
port can change

| P-in-UDP encapsul ated traffic is decapsulated sinply by stripping
off the outer IP, UDP and M P header, which | eaves the original IP
packet which is forwarded as is.

M ninmal | P encapsulation is processed by the receiver conceptually as
follows. First, the UDP and the Mobile I P headers are renoved from

t he packet, and the Protocol field of the I P header replaced with the
Next Header field in the MP Tunnel Data header. Second, the

remai ning | P header total |ength and checksum are adjusted to match
the stripped packet. Third, ordinary mninmal |P encapsul ation
processing is done.

GRE encapsul ated traffic is processed according to RFC 2784 [8] and
RFC 1701 [3], with the delivery header consisting of the outer IP
UDP and M P headers.

4.4 Mbbil e Node Consi derations

The UDP Tunnel Request Extension MAY be used in a Mobile IP

Regi stration Request fromthe nobile node to the honme agent when the
nmobi | e node uses a co-located care-of address. It SHALL NOT be used
by the nobile node when it is registering with a foreign agent care-
of address.

The purpose of this extension is to indicate to the home agent that
the nmobile node is able to accept MP UDP tunnelling if the hone
agent has an indication that the nobile node resides behind a NAT or
NAPT. It thus functions as a conditional solicitation for the use of
M P UDP tunnel ling.

As per Section 3.2 and 3.6.1.3 of RFC 3344 [10], the nobile node MJST
pl ace this Extension before the Mbil e-Hone Authenticati on Extension
in registration nmessages, so that it is covered by the Mbil e-Hone
Aut henti cati on Extension

If the nobile node includes the UDP Tunnel Request extension in a

regi stration request, but receives a registration reply wi thout a UDP
Tunnel Reply extension, it MJST assunme that the HA does not
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understand this extension, and it MJST NOT use UDP tunnelling. |If
the mobile node is in fact behind a NAT, the registration may then
succeed, but traffic will not be able to traverse the NAT

When the nobile node sends M P UDP tunnelled data, it MJST use the
same UDP source port as was used for the nost recent registration
request.

Wien the nobile node re-registers w thout having noved, it SHOULD
take care to use the same source port as was used for the origina
registration of the current nobility binding. Oherw se, while the
hone agent woul d change destination port on acceptance of the new
regi stration, and the nobile node woul d presunably start |istening on
the new port, the packets in flight fromthe home agent at the tine
of change will be dropped when arriving at the nobile node’'s old
port. (This does not nmean that the home agent should refuse a

regi stration request using MP UDP tunnelling where a new port have
been used, as this might be the result of the NAT dropping state, the
nobi | e node re-booting, changing interface, etc.)

If a nobile node is registering through a foreign agent but using a
co-located care-of address, and the agent advertisenent fromthe
foreign agent had the 'U bit set, the nobile node MIST set the 'R
flag in its UDP Tunnel Request Extension, in order to nake the HA use
MP UDP tunnelling. 1In this case, the nobile node al so MIJST send a
keepal ive as soon as its registration has been accepted.

If a nobile node is registering through a foreign agent but using a
co-located care-of address, and the agent advertisenent fromthe
forei gn agent does not have the 'U bit set, the nobile node MIUST NOT
i nclude a UDP Tunnel Request Extension in the registration request.

4.5 Foreign Agent Considerations

The UDP Tunnel Request Extension MAY be used by a foreign agent when
it is forwmarding a Mobile I P Registration Request to a hone agent,
when the foreign agent is situated behind a NAT or has sone other
conmpel ling reason to require M P UDP tunnelling.

The purpose of this extension is to indicate to the home agent that
the foreign agent is able to accept MP UDP tunnelling if the home
agent has an indication that the foreign agent resides behind a NAT
or NAPT. It thus functions as a conditional solicitation for the use
of M P UDP tunnelling.

A foreign agent which requires the nobile node to register through a

foreign agent by setting the 'R bit in the agent advertisenment, MJST
NOT add the UDP Tunnel Request Extension when forwarding a
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regi stration request which uses a co-located care-of address, as this
will lead to a UDP tunnel being set up fromthe hone agent to the
foreign agent instead of to the nobil e node.

As per Section 3.2 and 3.7.2.2 of RFC 3344 [10], the foreign agent
when using this extension MIUST place it after the Mobil e-Hone

Aut hentication Extension in registration nessages. |f the foreign
agent shares a nmobility security association with the hone agent and
t heref ore appends a Forei gn-Honme Aut hentication Extension, the UDP
Tunnel Request Extension MJST be pl aced before the Foreign-Hone

Aut hent i cati on Extension

As the honme agent detects the presence of a NAT in the path between
the sender and itself by seeing a m snmatch between the | P source
address and the care-of address given in the registration request, it
is REQU RED that the foreign agent, when using this extension, sends
the registration request with an I P source address matching the
care-of address.

A foreign agent using MP UDP tunnelling to a home agent because the
FA is situated behind a NAT may be configured to encourage reverse
tunnelling, or be neutral about it, depending on the characteristics
of the NAT. |If the NAT translates all source addresses of outgoing
packets to its own public address, it will not be possible to

mai ntai n sessi ons when noving away fromthis network if the nobile
node has used triangular routing instead of reverse tunnelling. On
the other hand, if it is known that the NAT is snart enough to not
translate publicly routable source addresses, AND does not do ingress
filtering, triangular routing may succeed. The leg fromthe hone
agent to the foreign agent will still use MP UDP tunnelling to pass
t hrough the NAT.

Therefore, if it is known when configuring a foreign agent behind a
NAT that the NAT will translate public as well as private addresses,
or it is known that ingress filtering is being done between the
private and public networks, the foreign agent SHOULD reply to

regi stration requests which don't have the 'T bit set with a reply
code 75, "reverse tunnel is nmandatory and 'T' bit not set".

Conversely, if it is known that the NAT is smart about not
transl ati ng public addresses, and no ingress filtering is done, so it
is reasonable to believe that a nobile node with a publicly routable
address nmay be able to keep up sessions when noving to or fromthis
network, the foreign agent MAY be configured to forward registration
requests even if they don’t have the 'T bit set.
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If the behaviour of the NAT is unknown in this respect, it SHOULD be
assumed that it will translate all addresses, thus the foreign agent
SHOULD be configured to reply to registration requests which don’t
have the 'T bit set with a reply code 75, "reverse tunnel is
mandatory and 'T° bit not set".

4.6 Hone Agent Considerations

The purpose of the MP UDP Tunnel Reply Extension is to indicate
whet her or not the hone agent accepts the use of MP UDP tunnelling
for this mobility binding, and to informthe nobile node or foreign
agent of the suggested tunnel keepalive interval to be used.

The UDP Tunnel Reply Extension MJST be used in a Mbile IP

Regi stration Reply fromthe honme agent to the nobile node when it has
recei ved and accepted a UDP Tunnel Request (Section 3.1) froma
nmobi | e node.

The hone agent MJST use a misnmatch between source | P address and
care-of address in the Mobile | P Registration Request nessage as the
i ndi cation that a nobile node may reside behind a NAT. |If the

Regi stration Request also contains the UDP Tunnel Request extension
without the "R flag set, and the home agent is capable of, and
permits MP UDP tunnelling, the home agent SHALL respond with a
registration reply containing an assenting UDP Tunnel Reply Extension
as described in Section 3.2. If the 'R flag is set, specia

consi derations apply, as described bel ow.

If the home agent receives a Registration Request with matching
source | P address and co-located care-of address which contains a MP
UDP Tunnel Request Extension, the hone agent SHOULD respond with a
Regi stration Reply containing a declining UDP Tunnel Reply - unless
tunnel i ng has been explicitly requested by the nobile node using the
"F' flag as described in Section 3.1.

If the hone agent assents to UDP tunnelling, it MJST use the source
address of the registration request as the effective care-of address,
rather than the care-of address given in the registration request,
except in the case where the 'R flag is set in the UDP Tunne

Request Extensi on.

If the hone agent receives a Registration Request with the "R flag
set in the UDP Tunnel Request Extension, it SHOULD reply with an
assenting UDP Tunnel Reply Extension if it is capable of, and pernits

MP UDP tunnelling. 1In this case, however, the source address and
port of the registration request may be a NAT ed version of the
foreign agent source address and port. In order to direct tunnelled

traffic correctly to the nobile node, the honme agent MJST wait for
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the first keepalive packet fromthe nobile node to arrive, before it
can send traffic back to the correct NAT port (the one which is
mapped to the MN). In this case, the home agent MJST check that the
outer source address (but not the port) of this keepalive packet is
identical with the source address of the corresponding registration
request. The inner source address (that of the encapsul ated | CWP
echo request) MJIST be the honme address of the nobile node, and the

i nner destination address MJST be that of the honme agent. |If al
this holds, the outer source address and port of this keepalive
packet SHALL be used by the HA as the outer destination address and
port of the MP UDP tunnel when forwarding traffic to the nobile
node.

The honme agent SHOULD be consistent in acknow edgi ng support for UDP
tunnelling or not. A honme agent which understands the UDP Tunne
Request Extension and is prepared to respond positively to such a
request SHOULD al so respond with a UDP Tunnel Reply Extension
containing a declining reply code if use of MP UDP tunnelling is not
i ndicated for a session. The nobile node MUST NOT assune such

behavi our fromthe home agent, since the hone agent may undergo a

sof tware change with reboot, a policy change or a replacenent; and
consequently a change of behavi our.

4.6.1 Error Handling
The followi ng actions take place when things go wong.
The HA does not support the UDP Tunnel Request extension

The hone agent ignores the extension and proceeds nornally, which
woul d be to refuse the registration if the I P source address does
not match the care-of address, the honme address or 0.0.0.0. Even
if the HA nistakenly does accept the registration, the nobile node
will not be able to receive forward tunnelled data if it is behind
a NAT.

(I't would be beneficial to have the nobile node de-register in
this case. The nobile node, however, nornmally has no way of
telling that it is behind a NAT if it does not receive a UDP
Tunnel i ng Reply.)

NAT detected by hone agent, but traversal not all owed:

In sone cases the honme agent nay disable NAT traversal even though
it supports the UDP Tunnel Request extension and a NAT is

detected. In this case, the home agent SHOULD send a Registration
Reply with the Code field set to 129, "administratively
prohi bi ted".
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NAT not detected, 'F flag set, but hone agent does not allow forced
use of MP UDP tunnelling:

The hone agent SHOULD send a Registration Reply with the Code
field set to 129, "adm nistratively prohibited"

UDP Tunnel Request extension sent by the nobile node (placed before
the M\-HA authentication extension), but 'D bit in registration
request header not set:

The hone agent SHOULD send a Registration Reply with the Code
field set to 134, "poorly forned Request".

UDP Tunnel Request extension sent by the foreign agent (placed after
the M\-HA aut hentication extension), but "D bit is set:

The hone agent SHOULD send a Registration Reply with the Code
field set to 134, "poorly forned Request".

Reserved 3 field of UDP Tunnel Request extension is nonzero:

The hone agent SHOULD send a Registration Reply with the Code
field set to 134, "poorly forned Request™.

Encapsul ation type requested in UDP Tunnel Request extension is
unsupport ed:

The hone agent SHOULD send a Registration Reply with the Code
field set to ERROR HA UDP_ENCAP_UNAVAI L, "Requested UDP tunne
encapsul ati on unavail abl e" defined in Section 3.5.

4.7 MP signalling versus tunnelling

UDP tunnelling SHALL be used only for data packets, and only when the
nmobi l ity binding used for sending was established using the UDP
Tunnel Request, and accepted by an UDP Tunnel Reply fromthe hone
agent. After MP UDP tunnelling has been established for a nobility
bi ndi ng, data packets that are forward or reverse tunnelled using
this nobility binding MUST be tunnelled using MP UDP tunnelling, not
I P-in-1P tunnelling or sonme other tunnelling nethod.

As a consequence:
- Mbile IP signalling is never tunnell ed.
- When using simultaneous bindings, each binding my have a

different type (i.e., UDP tunnelling bindings may be mxed with
non- UDP tunnel i ng bi ndi ngs).
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- Tunnelling is only allowed for the duration of the binding
lifetinme.

4.8 Packet fragnentation
From RFC 3022 [12]:

"Transl ati on of outbound TCP/ UDP fragments (i.e., those originating
fromprivate hosts) in NAPT set-up are dooned to fail. The reason is
as follows. Only the first fragnment contains the TCP/ UDP header t hat
woul d be necessary to associate the packet to a session for
transl ati on purposes. Subsequent fragnments do not contain TCP/ UDP
port information, but sinply carry the sane fragnentation identifier
specified in the first fragnent. Say, two private hosts originated
fragmented TCP/ UDP packets to the sanme destination host. And, they
happened to use the sanme fragnmentation identifier. Wen the target
host receives the two unrel ated dat agranms, carrying sane
fragmentation id, and fromthe sane assigned host address, it is
unabl e to deternmi ne which of the two sessions the datagrans bel ong
to. Consequently, both sessions will be corrupted.”

Because of this, if the nobile node or foreign agent for any reason
needs to send fragnented packets, the fragmentati on MUST be done
prior to the encapsulation. This differs fromthe case for IP-in-IP
tunnel I ing, where fragnentation nay be done before or after
encapsul ati on, although RFC 2003 [4] recomrends doing it before
encapsul ati on.

A simlar issue exists with some firewalls, which nmay have rul es that
only permt traffic on certain TCP and UDP ports, and not arbitrary
out bound (or inbound) IP traffic. |If this is the case and the
firewall is not set to do packet reassenbly, a honme agent behind a
firewall will also have to do packet fragnmentation before M P UDP
encapsul ation. Qherwise, only the first fragnment (which contains
the UDP header) will be allowed to pass fromthe home agent out
through the firewall

For this reason, the hone agent SHOULD do packet fragmentation before
it does MP UDP encapsul ation

4.9 Tunnel Keepalive

As the existence of the bi-directional UDP tunnel through the NAT is
dependent on the NAT keeping state information associated with a
session, as described in RFC 2663 [11], and as the NAT rmay deci de
that the session has termnated after a certain tine, keepalive
messages may be needed to keep the tunnel open. The keepalives
shoul d be sent nore often than the tinmeout value used by the NAT
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This tinmeout may be assuned to be a couple of nminutes, according to
RFC 2663 [11], but it is conceivable that shorter tineouts may exi st
in sone NATs.

For this reason the extension used to set up the UDP tunnel has the
option of setting the keepalive nessage interval to another val ue
than the default value, see Section 3.2

The keepal i ve nmessage sent MJST consist of a properly UDP
encapsul ated | CVWP echo request directed to the honme agent.

For each nobility binding which has UDP tunnelling established, the
non- HA endpoi nt of the Mbile-IP UDP tunnel MJST send a keepalive
packet if no other packet to the HA has been sent in K seconds. Here
Kis a parameter with a default value of 110 seconds. K may be set
to anot her value by the HA as described in the UDP tunnelling reply
ext ension (Section 3.2).

Except for the case where the nobile node registers with a co-located
address through an FA (see Section 4.11) MP UDP tunnelling is done
usi ng the sane ports that have already been used for the registration
request / reply exchange. The MNor FAw Il send its first keepalive
message at the earliest K seconds after the registration request was
sent. The sane UDP source port MJST be used for the keepalive
messages as was used for the original Registration Messages and for
dat a nessages

The renote UDP tunnel endpoint MJST use two-way keepalives consisting
of UDP encapsul ated | CMP Echo Request/Reply messages. The rationale
for using two-way keepalives is two-fold:

1. Two-way keepalives allow the nobile node to detect |oss of a NAT
mappi ng. Detection of NAT mapping loss in turn allows the MN to
conpensate by re-registering and using a shorter keepalive to
avoid | oss of NAT mappings in the future.

2. One-way keepalives (keepalives sent by MN or FA, but w thout any
reply fromthe hone agent) actually cause nore keepalive traffic
over head; the keepalive nessages have to be sent nore frequently
to conpensate for occasional |oss of keepalive nmessages. In
contrast, two-way keepalives are acknow edged, and retransm ssions
occur only when a response is not received for a keepalive request
within a reasonable tine.

4.10 Detecting and conpensating for |oss of NAT napping

When a nobil e node is using UDP encapsul ated | CMP Echo Request/Reply
nmessages as keepalives, it will have to deal with the possibility
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that a NAT nmapping is lost by a NAT device. The crucial thing here
is of course not the loss of the NAT mapping in itself; but rather
that the home agent, in the absence of a Registration Request through
the new mapping, will continue to send traffic to the NAT port

associ ated with the ol d mapping.

If the nobile node does not get a reply to its UDP encapsul ated | CW
Echo Request even after a nunber of retransmissions, and is stil
connected to the same router that was used to establish the current
nmobi l ity binding, the nobile node SHOULD re-register with the hone
agent by sending an Registration Request. This |lets the HA know
about the new NAT nmapping and restores connectivity between nobile
node and hone agent.

Havi ng established a new nobility binding, the nobile node MAY use a
shorter keepalive interval than before the NAT mapping was lost; in
particul ar, the nobil e node MAY deviate fromthe keepalive interva
assigned by the hone agent. |If the binding | oss continues to occur,
the nobil e node may shorten the keepalive interval each tine it re-
registers, in order to end up with a keepalive interval that is
sufficient to keep the NAT mapping alive. The strategy used to
arrive at a keepalive interval when a NAT mapping is lost is

i npl enent ati on dependent. However, the nobile node MIUST NOT use a
keepalive | ess than 10 seconds.

Not e that the above discussion only applies when the nobile node is
re-registering through the same router, and thus presumably through
the sane NAT device that | ost a NAT mapping earlier. |f the MN noves
and still finds itself behind a NAT, it SHOULD return to its origina
keepalive interval (the default value, or as assigned by the home
agent) and it SHOULD NOT do any keepalive interval conpensation
unless it discovers a |loss of NAT mapping in the new environnent.

The hone agent MJUST NOT attenpt to detect or conpensate for NAT

bi ndi ng | oss by dynam cally changi ng the keepalive interval assigned
in the Registration Reply; the hone agent does not have enough
information to do this reliably and should thus not do it at all

The nmobile node is in a nuch better position to determ ne when a NAT
mappi ng has actually been lost. Note also that a MNis allowed to

I et a NAT mapping expire if the MN no | onger needs connectivity.

The di scussion above does only in a linmted sense apply to a foreign
agent which is situated behind a NAT and using M P UDP tunnelling.

In this case, it is a matter of permanently configuring the FA to use
a keepalive interval which is |ower than the NAT mapping lifetinme
rather than trying to dynamcally adapt to the binding lifetinmes of

di fferent NATs.
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4.11 Co-located registration through FA

5.

This section summari zes the protocol details which have been
necessary in order to handle and support the case when a nobil e node
registers with a co-located address through a foreign agent, due to
the FA advertisenents having the "R bit set. It gives background

i nformation, but lists no new requirenents.

Wien a nobile registers a co-located care-of address through an FA,
the registration request which reaches the HA will have a different
care-of address in the registration request conpared to the source
address in the registration request | P-header. |If the registration
request al so contains a UDP Tunnel Request Extension, the HA will
erroneously set up a UDP tunnel, which will go to the FA instead of
the MN. For this reason, as nentioned in Section 4.4, the nobile
node nust not include a UDP Tunnel Request Extension in the
registration if it is registering a co-located address through an FA
whi ch does not have the 'U bit set in its advertisements.

In order to still be able to use MP UDP tunnelling in this case,
foreign agents which are situated behind a NAT are encouraged to send
adverti senents which have the "U bit set, as described in Section

3. 4.

If the FA advertisenment has the 'U bit set, indicating that it is
behind a NAT, and also the 'R bit set, and the nobile node wi shes to
use a co-located care-of address, it MJUST set the "R flag in the UDP
Tunnel Request Extension, in order to informthe HA of the situation
so that it may act appropriately, as described in Section 4.4.

Because the UDP tunnel is now taking another path than the

regi stration requests, the home agent, when handling registrations of
this type, nmust wait till the arrival of the first keepalive packet
before it can set up the tunnel to the correct address and port. To
reduce the possibility of tunnel hijacking by sending a keepalive
with a phony source address, it is required that only the port of the
keepal i ve packet may be different fromthat of the registration
request; the source address nust be the sanme. This neans that if the
FA and MN are conmuni cating with the HA through different NATs, the
connection will fail.

| mpl enent ation | ssues

5.1 Movenment Detection and Private Address Aliasing

In providing a nobile node with a nechani smfor NAT traversal of
Mobile IP traffic, we expand the address space where a nobil e node
may function and acquire care-of addresses. Wth this cones a new
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probl em of novenent detection and address aliasing. W here have a
case which may not occur frequently, but is nmentioned for
conpl et eness:

Since private networks use overl appi ng address spaces, they may be

nm staken for one another in sonme situations; this is referred to as
private address aliasing in this docunent. For this reason, it may
be necessary for nobile nodes inplenenting this specification to
monitor the link |layer address(es) of the gateway(s) used for sending
packets. A change in the Iink [ayer address indicates probable
nmovenent to a new network, even if the I P address remains reachabl e
using the new link |ayer address.

For instance, a nobile node may obtain the co-located care-of address
10.0.0.1, netmask 255.0.0.0, and gateway 10.255.255. 254 usi ng DHCP
fromnetwork #1. It then noves to network #2, which uses an

i dentical addressing schene. The only difference for the nobile node
is the gateway's link |layer address. The nobile node should store
the link layer address it initially obtains for the gateway (using
ARP, for instance). The nobile node may then detect changes in the
link Iayer address in successive ARP exchanges as part of its

ordi nary novenent detection nmechani sm

In rare cases the nobile nodes may not be able to nonitor the link

| ayer address of the gateway(s) it is using, and nay thus confuse one
poi nt of attachnent with another. This specification does not
explicitly address this issue. The potential traffic blackout caused
by this situation may be limted by ensuring that the nobility
binding lifetinme is short enough; the re-registrati on caused by
expiration of the nobility binding fixes the problem (see Section
5.2).

5.2 Mobility Binding Lifetine

When responding to a registration request with a registration reply,
the hone agent is allowed to decrease the lifetine indicated in the
regi stration request, as covered in RFC 3344 [10]. Wen using UDP
tunnelling, there are some cases where a short lifetine is
benefi ci al

First, if the NAT mappi ng mai ntai ned by the NAT device is dropped, a
connection blackout will arise. New packets sent by the nobile node
(or the foreign agent) will establish a new NAT nmappi ng, which the
home agent will not recognize until a new mobility binding is
established by a new regi stration request.

A second case where a short lifetinme is useful is related to the
aliasing of private network addresses. In case the nobile node is

Levkowet z & Vaaral a St andards Track [ Page 25]



RFC 3519 NAT Traversal for Mbile IP April 2003

not able to detect nobility and ends up behind a new NAT devi ce (as
described in Section 5.1), a short lifetime will ensure that the
traffic blackout will not be exceedingly long, and is termnated by a
re-registration.

The definition of "short lifetinme" in this context is dependent on
the requirenents of the usage scenario. Suggested maxinmumlifetinme
returned by the home agent is 60 seconds, but in case the
abovenenti oned scenarios are not considered a problem [|onger
lifetimes may of course be used

6. Security Considerations

The ordinary Mbile | P security mechanisnms are al so used with the NAT
traversal nechani sm described in this docunent. However, there is
one noticeabl e change: the NAT traversal nechanismrequires that the
HA trust unauthenticated address (and port) fields possibly nodified
by NATs.

Rel yi ng on unaut henti cated address informati on when forming or
updating a nobility binding | eads to several redirection attack

vul nerabilities. |In essence, an attacker may do what NATs do, i.e.
nmodi fy addresses and ports and thus cause traffic to be redirected to
a chosen address. The sane vulnerabilities apply to both M\-HA and
FA- HA NAT traversal

In nmore detail: without a NAT, the care-of address in the
registration request will be directly used by the HA to send traffic
back to the MN (or the FA), and the care-of address is protected by
the MN\-HA (or FA-HA) authentication extension. Wen comunicating
across a NAT, the effective care-of address fromthe HA point of view
is that of the NAT, which is not protected by any authentication
extension, but inferred fromthe apparent |P source address of

recei ved packets. This nmeans that by using the nobile IP

regi stration extensions described in this docunent to enable
traversal of NATs, one is opening oneself up to having the care-of
address of a MN (or a FA) naliciously changed by an attacker.

Sone, but not all, of the attacks could be alleviated to sonme extent
by using a sinple routability check. However, this document does not
specify such a nmechanismfor sinplicity reasons and because the
mechani sm woul d not protect against all redirection attacks. To
limt the duration of such redirection attacks, it is RECOMVENDED to
use a conservative (that is, short) nobility binding lifetine when
usi ng the NAT traversal nechani smspecified in this docunent.

The known security issues are described in the sections that foll ow
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6.1 Traffic Redirection Vulnerabilities
6.1.1 Manipul ation of the Registration Request Message

An attacker on the route between the nobile node (or foreign agent)
and the honme agent may redirect nobility bindings to a desired
address sinply by nodifying the P and UDP headers of the

Regi strati on Request nessage. Having nodified the binding, the
attacker no longer needs to listen to (or manipulate) the traffic.
The redirection is in force until the mobility binding expires or the
nmobi | e node re-registers.

This vulnerability nay be used by an attacker to read traffic
destined to a nobile node, and to send traffic inpersonating the
nmobi |l e node. The vulnerability nmay al so be used to redirect traffic
to a victimhost in order to cause denial -of-service on the victim

The only defense against this vulnerability is to have a short tine
between re-registrations, which limts the duration of the
redirection attack after the attacker has stopped nodifying

regi strati on nessages.

6.1. 2 Sendi ng a Bogus Keepal i ve Message

When regi stering through an FA using a co-located care-of address,
anot her redirection vulnerability opens up. Having exchanged

Regi strati on Request/Reply nmessages with the HA through the FA, the
IMN i s expected to send the first keepalive nmessage to the HA thus
finalizing the nobility binding (the binding will remain in a "half
bound" state until the keepalive is received).

Havi ng observed a Regi strati on Request/Reply exchange, an attacker
may send a bogus keepalive nessage assuning that the nobility binding
is in the "half bound" state. This opens up a sinilar redirection
attack as discussed in Section 6.1.1. Note, however, that the
attacker does not need to be able to nodify packets in flight; sinply
bei ng abl e to observe the Registration Request/Reply nessage exchange
is sufficient to nount the attack

Wth this in mnd, the home agent MJST NOT accept a keepalive nmessage
froma different source |IP address than where the Registration
Request cane from as specified in Section 4.6. This requirenent
limts the extent of the attack to redirecting the traffic to a bogus
UDP port, while the | P address nust remain the sane as in the initial
Regi strati on Request.
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The only defenses against this vulnerability are: (1) to have a short
time between re-registrations, which linmts the duration of the
redirection attack after the attacker has stopped sendi ng bogus
keepal i ve nessages, and (2) to ninimze the tine the binding is in a
"hal f bound" state by having the nobile node send the first keepalive
nmessage i medi ately after receiving an affirmative registration

reply.
6.2 Use of |Psec

If the internmediate network is considered insecure, it is recomended
that | Psec be used to protect user data traffic. However, |Psec does
not protect against the redirection attacks described previously,
other than to protect confidentiality of hijacked user data traffic.

The NAT traversal nechani sm described in this docunent allows al

| Psec-related traffic to go through NATs without any nodifications to
I Psec. In addition, the | Psec security associations do not need to
be re-established when the nobile node noves.

6.3 Firewal | Considerations

Thi s docunent does not specify a general firewall traversa

mechani sm However, the nechanism makes it possible to use only a
single address and a port for all M\+HA (or FA-HA) communi cation
Furthernmore, using the sane port for the MP UDP tunnelled traffic as
for control messages nakes it quite probable that if a MP

regi stration can reach the home agent, MP tunnelling and reverse
tunnel i ng using the described mechanismw Il al so work.

7. UNSAF Consi derati ons

The mechani sm described in this document is not an "UNilateral Self-
Addr ess Fi xi ng" (UNSAF) nechanism Al though the nobil e node nakes no
attenpt to determine or use the NAT transl ated address, the nobile
node through the registration process does attenpt to keep the NAT
mappi ng alive through refresh nessages. This section attenpts to
address issues that may be raised through this usage through the
framework of the unsaf considerations | AB docunent [13].

1. Precise definition
This proposal extends the Mobile IP v4 registration process to
work across intervening NATs. The Hone Agent detects the presence
of the NAT by exanining the source address in the packet header
and conparing it with the address contained in the registration
nessage
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The NAT address and port detected by the hone agent are not
exported or comruni cated to any ot her node anywhere.

2. Exit strategy.
This mechanismw Il go out of use as IPv6 and Mbile IP v6 is
depl oyed, obviating the need for M Pv4 NAT traversal

It can also be noted that this nechani sm makes no changes to the
base M Pv4 protocol which nakes it dependent on the presence of
NATs or the current extensions - i.e., no additional protoco
changes woul d be needed if NATs were to go away.

3. Issues making systens nore brittle.
The specific issue which is relevant here is that the effective
care-of address (being the source address in the | P header
received by the HA) is not protected by the Mbile IP
aut henti cation extension, and therefore may be spoofed. This is
di scussed in sone detail in Section 6, Security Considerations.

4. Requirenents for |longer term sol utions.
The trivial long termsolution is a transition to an environnent
where NATs are not required. The nobst obvious such environnment
woul d be an | Pv6 based internet.

In the presence of NATs, an inproved solution would require

* the ability to discover the translati ons done by each NAT al ong
the route

* the ability to validate the authority of each NAT to do those
transl ati ons

* comuni cating as part of the signed registration request the
address of the NAT closest to the HA, for use as the effective
care-of address fromthe viewpoint of the HA

* configuration of all internediate NATs to accept only packets
fromthe nei ghbour NATs.

5. Inpact on existing, deployed NATs.
One precursor of the mechani sm descri bed here has been used
successful ly across depl oyed NATs in Sweden, Gernmany, Engl and,
Japan and the USA, wi thout necessitating neither adjustnents of
the NATs in question, nor adjustnent of any protocol paraneters.
At the tine of witing, little experience exist with the exact
i npl enent ati on proposed in this docunent, but effort has been put
into maki ng this nechani sm even nore robust and adaptive than its
precursors
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8.

Wth respect to the base Mobile I P specification, the inpact of
this docunent is that an increased frequency of registration
requests is recommended froma security perspective when the NAT
traversal mechanismis used

| ANA Consi der ati ons

The nunbers for the extensions defined in this document have been
taken fromthe nunbering space defined for Mobile | P nessages,

regi stration extensions and error codes defined in RFC 3344 [10].
Thi s docunent proposes one new nessage, two new extensions and a new
error code that require type nunbers and an error code val ue that
have been assigned by | ANA. The two new extensions al so introduce
two new sub-type nunbering spaces to be nanaged by | ANA

Section 3.1 defines a new Mbile I P extension, the UDP Tunnel Request
Extension. The type nunber for this extension is 144. This

ext ensi on introduces a new sub-type nunbering space where the value 0
has been assigned to this extension. Approval of new Tunnel Request
Ext ensi on sub-type nunbers is subject to Expert Review, and a
specification is required [7].

Section 3.2 defines a new Mbile I P extension, the UDP Tunnel Reply
Extension. The type value for this extension is 44. This extension
i ntroduces a new sub-type nunbering space where the value 0 has been
assigned to this extension. Approval of new Tunnel Reply Extension
sub-type nunmbers is subject to Expert Review, and a specificationis
required [7].

Section 3.3 defines a new Mbile I P nessage, the Tunnel Data nessage.
The type value for this nessage is 4.

Section 3.5 defines a new error code, ERROR HA UDP_ENCAP_UNAVAI L:
"Request ed UDP tunnel encapsul ati on unavailable", fromthe nunbering
space for values defined for use with the Code field of Mbile IP
Regi strati on Reply Messages. Code nunber 142 has been assigned from
the subset "Error Codes fromthe Hone Agent".

The values for the Next Header field in the MP Tunnel Data Message
(Section 3.3) shall be the same as those used for the Protocol field
of the I P header [2], and requires no new nunber assignment.

Intellectual Property Rights

The | ETF has been notified of intellectual property rights clainmed in
regard to sone or all of the specification contained in this
docunment. For nore information consult the online Iist of clained
rights (ww.ietf.org/ipr.htm).
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Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.
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