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Abst r act

Thi s docunent provides an overview of a workshop held by the Internet
Architecture Board (1 AB) on Network Managenent. The workshop was
hosted by CNRI in Reston, VA USA on June 4 thru June 6, 2002. The
goal of the workshop was to continue the inportant dialog started

bet ween networ k operators and protocol devel opers, and to guide the

| ETFs focus on future work regardi ng network nmanagenment. This report
summari zes the discussions and lists the concl usions and
recomendations to the Internet Engineering Task Force (IETF)

conmmuni ty.
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roducti on

| ETF has started several activities in the operations and
agerment area to devel op technol ogi es and standards that aimto
p network operators nanage their networks. The main network
agement technol ogies currently being devel oped within the | ETF

are:

(o]

Schoen

The Sinple Network Managenment Protocol (SNWP) [ RFC3410] was
created in the late 1980s. The initial version (SNWv1l) is wdely
depl oyed, while the latest version (SNWPv3), which addresses
security requirements, is just beginning to gain significant

depl oynent .

The Conmon Information Model (CIM [CI M, devel oped by the

Di stri buted Managenent Task Force (DMIF), has been extended in
cooperation with the DMIF to describe high-level policies as rule
sets (PCIM [RFC3060]. Mappings of the CIMpolicy extensions to
LDAP schemas have been defined and work continues to define
specific schenma extension for QS and security policies.

The Conmon Open Policy Service (COPS) [ RFC2748] protocol has been
ext ended to provision configuration information on devices (COPS-
PR) [RFC3084]. Wbrk is underway to define data definitions for
specific services such as Differentiated Services (DiffServ).
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During 2001, several neetings have been organi zed at vari ous events
(NANOG- 22 May 2001, RIPE-40 Cctober 2001, LISA-XV Decenber 2001

| ETF-52 Decenber 2001) to start a direct dial og between network
operators and protocol developers. During these neetings, severa
operators have expressed their opinion that the devel opnents in the

| ETF do not really address their requirenents, especially for
configurati on managenent. This naturally leads to the question of
whet her the | ETF shoul d refocus resources, and which strategic future
activities in the operations and managenent area should be started.

The Internet Architecture Board (1AB), on June 4 thru June 6, 2002,
hel d an invitational workshop on network nanagenent. The goal of the
wor kshop was to continue the inportant dialog started between network
operators and protocol developers, and to guide the I ETFs focus on
future work regardi ng network nanagenent.

The wor kshop started with two breakout session to (a) identify a list
of technol ogies rel evant for network managenent together with their
strengths and weaknesses, and to (b) identify the nost inportant
operator needs. The results of these discussions are docunented in
Section 2 and Section 3. During the follow ng discussions, many nore
specific characteristics of the current SNWP franework were
identified. These discussions are docunented in Section 4. Section
5 defines a conbined feature list that was devel oped during the

di scussions foll owi ng the breakout sessions. Section 6 gives
concrete recomendations to the | ETF.

The follow ng text nakes no explicit distinction between different
versions of SNVWP. For the majority of the SNWP rel ated statenents,
the protocol version is irrelevant. Neverthel ess, sone statenents
are nore applicable to SNWPv1l/ SNMPv2c environnents, while other
statenments (especially those concerned with security) are nore
applicable to SNMPv3 environments.

2. Network Managenent Technol ogi es

During the breakout sessions, the protocol devel opers assenbled a
list of the various network nmanagenent technol ogies that are
avai | abl e or under active devel opnent. For each technol ogy, a list
of strong (+) and weak (-) points were identified. There are also
some characteristics which appear to be neutral (0).

The |ist does not attenpt to be conplete. Focus was given to | ETF
specific technol ogi es (SNWP, COPS-PR, PCIM and widely used
proprietary technol ogies (CLI, HTTP/HTM,, XM.). The existence of

ot her generic managenent technol ogies (such as TL1l, CORBA, CM P/ GDMO
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TWMN) or specific managenent technol ogies for specific problem domains
(such as RADIUS, DHCP, BGP, OSPF) were acknow edged, but were not the
focus of discussion.

2.1 SN\\P / SM / M Bs

The SNWVP nmanagenent technol ogy was created in the |ate 1980s and has
since been widely inplemented and deployed in the Internet. There is
I ots of inplenentational and operational experience, and the
characteristics of the technology are thus well understood.

+

SNMP wor ks reasonably well for device nonitoring. The statel ess
nature of SNWP is useful for statistical and status polling.

SNMP is wi dely deployed for basic nonitoring. Some core MB
nmodul es, such as the IF-M B [ RFC2863], are inplenmented on nost
net wor ki ng devi ces.

There are many wel |l defined proprietary M B nodul es devel oped by
net wor k devi ce vendors to support their managenent products.

SNMP is an inportant data source for systens that do event
correlation, alarmdetection, and root cause anal ysis.

SNWP requires applications to be useful. SNW was, fromits early
days, designed as a programmatic interface between nanagenent
applications and devices. As such, using SNWP w t hout nmanagenent
applications or snmart tools appears to be nore conpli cat ed.

St andardi zed M B nodul es often |l ack witable M B objects which can
be used for configuration, and this |leads to a situation where the
interesting witable objects exist in proprietary M B nodul es.

There are scaling problens with regard to the nunber of objects in
a device. \VWhile SNWP provides reasonabl e performance for the
retrieval of a small anpunt of data from nany devices, it becones
rat her sl ow when retrieving | arge ambunts of data (such as routing
tables) froma few devices

There is too little deployment of witable MB nodules. Wile
there are some notabl e exceptions in areas, such as cabl e nodens
where witable MB nodul es are essential, it appears that router
equi pnent is usually not fully configurable via SNW

The SNWP transacti onal nodel and the protocol constraints nake it
nmore conplex to inplement MBs, as conpared to the inplenentation
of commands of a command line interface interpreter. A |ogica
operation on a MB can turn into a sequence of SNWP interactions
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where the inplenentation has to naintain state until the operation
is conplete, or until a failure has been determned. In case of a
failure, a robust inplenentation nust be smart enough to roll the
device back into a consistent state.

SNMP does not support easy retrieval and pl ayback of
configurations. One part of the problemis that it is not easy to
identify configuration objects. Another part of the problemis
that the nami ng systemis very specific and physical device
reconfigurations can thus break the capability to play back a
previ ous configuration.

There is often a semantic nismatch between the task-oriented view
of the world usually preferred by operators and the data-centric
view of the world provided by SNWP. Mpping froma task-oriented
view to the data-centric view often requires sone non-trivial code
on the managenent application side.

Several standardized M B nodul es | ack a description of high-1leve
procedures. It is often not obvious fromreading the MB nodul es
how certain high-level tasks are acconplished, which leads to
several different ways to achieve the sanme goal, which increases
costs and hinders interoperability.

A nore detail ed di scussion about the SNWP nanagenent technol ogy can
be found in Section 4.

2.2 COPS-PR/ SPPI / PIBs

The COPS protocol [RFC2748] was defined in the late 1990s to support
policy control over QoS signaling protocols. The COPS-PR extension
al l ows provision policy informati on on devi ses.

+

COPS-PR al | ows high-level transactions for single devices,
i ncludi ng del eting one configuration and replacing it with
anot her .

COPS- PRs non-overl appi ng i nstance nanmespace nornal ly ensures that
no ot her manager can corrupt a specific configuration. All
transactions for a given instance nanespace are required to be
executed in-order

Bot h nmanager and device states are conpletely synchronized with
one another at all times. |If there is a failure in comunication
the state is resynchroni zed when the network is operating properly
again and the device's network configuration is valid.
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+ The atomicity of transactions is well-defined. |If there is any
failure in a transaction, that specific failure is reported to the
manager, and the |local configuration is supposed to be
automatically rolled-back to the state of the last "good"
transacti on.

+ Capability reporting is part of the framework PIB which nust be
supported by COPS-PR inplenentations. This allows nanagenent
applications to adapt to the capabilities present on a device.

+ The focus of COPS-PR is configuration, and the protocol has been
optimzed for this purpose (by using for exanple TCP as a
transport nechani sm.

0 Only a single nanager is allowed to have control, at any point in
time, for a given subject category on a device. (The subject
category maps to a COPS Cient-Type.) This single nmanager
assunption sinplifies the protocol as it nakes it easier to
mai ntai n shared state.

o Simlar to SNMP, COPS-PR requires applications to be useful since
it is also designed as a progranmatic interface between managenent
applications and devi ces.

- As of the time of the neeting, there are no standardi zed PIB
nodul es.

- Conpared to SNWP, there is not yet enough experience to understand
the strong and weak aspects of the protocol in operationa
envi ronnments.

-  COPS-PR does not support easy retrieval and pl ayback of
configurations. The reasons are simlar as for SNW

- The COPS-PR view of the world is data-centric, simlar to SNW s
view of the world. A mapping fromthe data-centric viewto a
task-oriented view and vice versa, has sinilar conplexities as
with SNWVP.

2.3 CM/ MOF/ uvm / PCM

The devel opnent of the Common Infornmation Model (CIM [CIM started
in the DMIF in the nid 1990s. The devel opnent foll ows a top-down
approach where core classes are defined first and later extended to
nodel specific services. The DMIF and the | ETF jointly devel oped
policy extensions of the CIM known as PClI M [ RFC3060] .
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+ The ClMtechnol ogy generally follows principles of object-
orientation with full support of nethods on data objects, which is
not available in SNWP or COPS-PR

+ The MOF format allows representation of instances in a comon
format. No such conmon format exists for SNMP or COPS-PR. It is
of course possible to store instances in the form of BER encoded
ASN. 1 sequences, but this is generally not suitable for human
readability.

+ There is support for a query facility which allows the |ocating of
Cl M obj ects. However, the query |anguage itself is not yet
specified as part of the ClMstandards. |Inplenentations currently
use proprietary query |languages, such as the Wndows Managenent
I nstrument ati on Query Language (WQ).

+ The information nodeling work in CIMis done by using Unified
Model i ng Language (UML) as a graphical notation. This attracts
people with a conputer science background who have | earned to use
UML as part of their education.

o The main practical use of CIMschemas today seens to be the
definition of data structures used internally by managenent
systens.

- The C M schemas have rather conplex interrelationships that nust
be understood before one can reasonably extend the set of existing
schenas.

- Interoperability between CIMinpl ementati ons seens to be
probl ematic conpared to the nunber of interoperable SNWP
i mpl erent ati ons avail abl e today.

- So far, CIMschemas have seen linmted inplenentati on and usage as
an interface between managenent systens and network devices.

2.4 CLI |/ TELNET / SSH

Most devices have a builtin comrmand line interface (CLI) for
configuration and troubl eshooting purposes. Network access to the
CLlI has traditionally been through the TELNET protocol, while the SSH
protocol is gaining nonmentumto address security issues associ ated
with TELNET. 1In the following, only CLIs that actually parse and
execute conmmands are considered. (Menu-oriented interfaces are
difficult for automation and thus not rel evant here.)

+ Command line interfaces are generally task-oriented, which make
them easier to use for human operators.
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+ A saved sequence of textual conmmands can easily be repl ayed.
Sinple substitutions can be nmade with arbitrary text processing
t ool s.

+ It is usually necessary to |learn at |east parts of the command
line interface of new devices in order to create the initial
configuration. Once people have |earned (parts of) the comand
line interface, it is natural for themto use the same interface
and abstractions for automating configuration changes.

+ A command line interface does not require any special purpose
applications (telnet and ssh are readily avail abl e on npost systens
t oday) .

+ Most conmand line interfaces provide context sensitive help that
reduces the | earning curve

- Sone conmand line interfaces |ack a common data nodel. It is very
wel | possible that the sanme conmmand on different devices, even
fromthe same vendor, behaves differently.

- The conmand line interface is primarily targeted to humans which
can adapt to minor syntax and format changes easily. Using
command line interfaces as a programmatic interface is troubl esone
because of parsing conplexities.

- Command line interfaces often |lack proper version control for the
syntax and the semantics. It is therefore tine consum ng and
error prone to maintain prograns or scripts that interface with
different versions of a command |line interface.

- Since comand line interfaces are proprietary, they can not be
used efficiently to automate processes in an environnent with a
het er ogenous set of devices.

- The access control facilities, if present at all, are often ad-hoc
and sonetines insufficient.

2.5 HITP / HTML

Many devi ces have an enbedded web server which can be used to
configure the device and to obtain status information. The commonly
used protocol is HTTP, and information is rendered in HTM.. Some
devi ces al so expect that clients have facilities such as Java or Java
Scri pt.

+ Enbedded web servers for configuration are end-user friendly and
sol ution oriented.
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+ Enbedded web servers are suitable for configuring consunmer devices
by i nexperienced users.

+ Web server configuration is w dely depl oyed, especially in boxes
targeted to the consuner market.

+ There is no need for specialized applications to use enbedded web
servers since web browsers are conmonly avail abl e today.

- Enbedded web servers are managenent application hostile. Parsing
HTML pages to extract useful information is extrenely painful

- Replay of configuration is often problenatic, either because the
web pages rely on sone active content or because different
versi ons of the same device use different ways to interact with
t he user.

- The access control facilities, if present at all, are often ad-hoc
and sonetines insufficient.

2.6 XM

In the late 1990's, some vendors started to use the Extensible Markup
Language (XM.) [XM.] for describing device configurations and for
protocols that can be used to retrieve and mani pulate XM. formatted
configurations.

+

XML is a nmachi ne readabl e format which is easy to process and
there are many good off the shelf tools avail able.

XM. all ows the description of structured data of alnbst arbitrary
conpl exity.

The basic syntax rules behind XM.L are relatively easy to |learn

XM. provides a docunent-oriented view of configuration data
(simlar to many proprietary configuration file formats).

XML has a robust schena | anguage XSD [ XSD] for which many good of f
the shelf tools exist.

XM. alone is just syntax. XM schemas nust be carefully designed
to make XML truly useful as a data exchange fornmat.
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XML is rather verbose. This either increases the bandwi dth

requi red to nove managenent information around (which is an issue
ineg., wreless or asymmetric cable networks) or it requires
that the systens involved have the processing power to do on the
fly conpression/ deconpression.

There is a lack of comonly accepted standardi zed nanagenent
specific XML schenas.

3. Operator Requirenents

During the breakout session, the operators were asked to identify
needs that have not been sufficiently addressed. The results
produced during the breakout session were |ater discussed and
resulted in the following list of operator requirenments.

1

Ease of use is a key requirenment for any network nanagenent
technol ogy fromthe operators point of view

It is necessary to make a clear distinction between configuration
data, data that describes operational state and statistics. Somne
devices make it very hard to determ ne which paraneters were

adm ni stratively configured and whi ch were obtai ned via other
mechani sns such as routing protocols.

It is required to be able to fetch separately configuration data,
operational state data, and statistics fromdevices, and to be
abl e to conmpare these between devi ces.

It is necessary to enable operators to concentrate on the
configuration of the network as a whole rather than individua
devi ces.

Support for configuration transactions across a nunber of devices
woul d significantly sinmplify network configurati on managenent.

G ven configuration A and configuration B, it should be possible
to generate the operations necessary to get fromAto B wth

m ni mal state changes and effects on network and systens. It is
important to minimze the inpact caused by configuration changes.

A nechanismto dunp and restore configurations is a primtive
operation needed by operators. Standards for pulling and pushing
configurations fronmfto devices are desirable.
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10.

11.

12.

13.

14.

It nust be easy to do consistency checks of configurations over
time and between the ends of a link in order to determine the
changes between two configurations and whether those
configurations are consi stent.

Net work wi de configurations are typically stored in centra
mast er dat abases and transformed into formats that can be pushed
to devices, either by generating sequences of CLI comands or
conpl ete configuration files that are pushed to devices. There
is no common dat abase schema for network configuration, although
the nodel s used by various operators are probably very simlar.
It is desirable to extract, docunent, and standardi ze the common
parts of these network wi de configuration database schenss.

It is highly desirable that text processing tools such as diff,
and version managenment tools such as RCS or CVS, can be used to
process configurations, which inplies that devices shoul d not
arbitrarily reorder data such as access control |ists.

The granularity of access control needed on managenent interfaces
needs to match operational needs. Typical requirenments are a

rol e-based access control nodel and the principle of |east
privilege, where a user can be given only the m ni mum access
necessary to performa required task

It nust be possible to do consistency checks of access contro
lists across devices.

It is inmportant to distinguish between the distribution of
configurations and the activation of a certain configuration
Devi ces should be able to hold nultiple configurations.

SNVP access control is data-oriented, while CLI access control is
usual Iy conmand (task) oriented. Depending on the managenent
function, sonetines data-oriented or task-oriented access contro
makes nore sense. As such, it is a requirenment to support both
dat a-ori ented and task-oriented access contr ol

So far, there is no published docunent that clearly defines the
requi renents of the operators.
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4, SNWMP Franmewor k Di scussi ons

During the discussions, many properties of the SNW franmework were
i dentifi ed.

1

10.

It is usually not possible to retrieve conplete device
configurations via SNMP so that they can be conpared with
previous configurations or checked for consistency across
devices. There is usually only inconplete coverage of device
features via the SNWP interface, and there is a | ack of
differentiation between configuration data and operational state
data for nmany features.

The quality of SNWMP instrumentations is sometimes di sappointing.
SNMP access sonetines crashes systens or returns wong data.

M B nodul es and their inplementations are not available in a
tinmely manner (sonetines M B nodul es | ag years behi nd) which
forces users to use the CLI

Qperators view current SNVP progranmi ng/scripting interfaces as
being too lowlevel and thus too tinme consum ng and i nconveni ent
for practical use.

Lexi cographic ordering is sonetinmes artificial with regard to

internal data structures and causes either significant runtinme
overhead, or increases inplenmentation costs or inplenentation

del ay or both.

Poor performance for bulk data transfers. The typical exanples
are routing tabl es.

Poor performance on query operations that were not anticipated
during the MB design. A typical exanple is the follow ng query:
VWhi ch outgoing interface is being used for a specific destination
addr ess?

The SNWP credentials and key nanagenent are consi dered conpl ex,
especially since they do not integrate well with other existing
credential and key managenent systens.

The SM | anguage is hard to deal with and not very practi cal

M B nodul es are often over-engineered in the sense that they
contain lots of variables that operators do not | ook at.
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11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

SNWP traps are used to track state changes but often syslog
nessages are considered nore useful since they usually contain
nore information to describe the problem SNW traps usually
requi re subsequent get operations to figure out what the trap
really neans.

Devi ce manufacturers find SNVP instrunmentations inherently
difficult to inplenment, especially with conplex table indexing
schenmes and table interrel ati onshi ps.

M B nodul es often | ack a description of how the various objects
can be used to achi eve certain managenent functions. (MB
nodul es can often be characterized as a list of ingredients

wi t hout a recipe.)

The | ack of structured types and various RPC interactions
(et hods) nake M B nodul es nmuch nore conpl ex to design and
i mpl enent .

The | ack of query and aggregation capabilities (reduction of
data) causes efficiency and scal ability problens.

The SNWVP protocol was sinplified in ternms of the nunber of
protocol operations and resource requirenents on nanaged devi ces.
It was not sinplified in terns of usability by network operators
or instrunentation inplenentors.

There is a semantic nmismatch between the | ow1level data-oriented
abstraction | evel of MB nodul es and the task-oriented
abstraction | evel desired by network operators. Bridging the gap
with tools is in principle possible, but in general it is
expensive as it requires sone serious devel opnment and progranm ng
efforts.

SNWP seens to work reasonably well for small devices which have a
limted nunber of nanaged objects and where end-user nanagenent
applications are shipped by the vendor. For nore conpl ex

devi ces, SNWP becones too expensive and too hard to use.

There is a disincentive for vendors to inplement SNMP equi val ent
M B nodul es for all their CLI commands because they do not see a
val ued proposition. This undernmines the value of third party
standard SNWP sol uti ons.

Rapi d feature devel opnent is in general not conpatible with the
standardi zati on of the configuration interface.
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5. Consol i dated Qbservati ons

1

10.

11.

12.

Programmatic interfaces have to provide full coverage otherw se
they will not be used by network operators since they have to
revert to CLIs anyway.

Qperators perceive that equi pment vendors do not inplement MB
nodules in a tinely manner. Neither read-only nor read-wite MB
nodul es are available on tine today.

The attendees perceive that right nowit is too hard to inplenent
useful M B nodul es within network equi pnent.

Because of the previous items, SNWP is not widely used today for
net wor k devi ce configuration, although there are notable
exceptions.

It is necessary to clearly distinguish between configuration data
and operational data.

It would be nice to have a single data definition |anguage for
all programmatic interfaces (in case there happen to be nultiple
progranmmatic interfaces).

In general, there is a lack of input fromthe enterprise network
space. Those enterprises who provided i nput tend to operate
their networks |ike network operators.

It is required to be able to dunp and rel oad a device
configuration in a textual format in a standard nmanner across
mul ti pl e vendors and devi ce types.

It is desirable to have a nmechanismto distribute configurations
to devices under transactional constraints.

Eliminating SNMP al together is not an option.

Robust access control is needed. |In addition, it is desirable to
be able to enabl e/ di sabl e individual MB nodul es actually
i npl emrented on a devi ce.

Textual configuration files should be able to contain

i nternational characters. Human-readable strings should utilize
the | east-bad internationalized character set and encodi ng, which
this year alnost certainly nmeans UTF-8. Protocol elenents should
be in case insensitive ASCl|.
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13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24,

25.

26.

27.

28.

29.

The depl oyed tools for event/alarmcorrelation, root cause
anal ysis and | oggi ng are not sufficient.

There is a need to support a human interface and a programatic
i nterface.

The internal nethod routines for both interfaces should be the
same to ensure that data exchanged between these two interfaces
i s al ways consistent.

The inplenmentati on costs have to be | ow on devices

The i npl enentation costs have to be | ow on nanagers.

The specification costs for data nodels have to be | ow

St andardi zati on costs for data npdels have to be | ow

There should be a single data nodeling | anguage with a hunman
friendly syntax.

The data nodel i ng | anguage nust support conpound data types.
There is a need for data aggregation capabilities on the devices.

There should be a common data interchange format for instance
data that allows easy post-processing and anal ysi s.

There is a need for a conmon data exchange format with single and
mul ti-systemtransactions (which inplies rollback across devices
in error situations).

There is a need to reduce the semantic mi smatch between current
data nodel s and the primtives used by operators.

It should be possible to perform operations on sel ected subsets
of managenent dat a.

It is necessary to discover the capabilities of devices.

There is a need for a secure transport, authentication, identity,
and access control which integrates well with existing key and
credential managenent infrastructure.

It must be possible to define task oriented views and access
control rules.
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30. The conplete configuration of a device should be doable with a
singl e protocol .

31. A configuration protocol rnust be efficient and reliable and it
nmust scale in the nunber of transactions and devi ces.

32. Devices nust be able to support mininmally interruptive
configuration deltas.

33. A solution must support function call semantics (nethods) to
i npl ement functions, such as a |ongest prefix match on a routing
tabl e.
6. Recommendati ons

1. The workshop recomends that the | ETF stop forcing working groups

to provide witable MB nodules. It should be the decision of
t he wor ki ng group whether they want to provide witable objects
or not.

2. The workshop recommends that a group be formed to investigate why
current M B nodul es do not contain all the objects needed by
operators to nonitor their networks.

3. The workshop recommends that a group be forned to investigate why
the current SNWP protocol does not satisfy all the nonitoring
requi renents of operators.

4. The workshop recomends, with strong consensus from both protoco
devel opers and operators, that the | ETF focus resources on the
standardi zati on of configuration nanagenent nechani sns.

5. The workshop recommends, with strong consensus fromthe operators
and rough consensus fromthe protocol devel opers, that the
| ETF/ | RTF shoul d spend resources on the devel opnent and
standardi zati on of XM.-based devi ce configuration and nanagenent
technol ogi es (such as conmon XM. configurati on schenmas, exchange
protocols and so on).

6. The workshop recommends, with strong consensus fromthe operators
and rough consensus fromthe protocol devel opers, that the
| ETF/ | RTF shoul d not spend resources on devel opi ng HTM.- based or
HTTP- based net hods for configurati on nanagenent.
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7. The workshop recommends, with rough consensus fromthe operators
and strong consensus fromthe protocol devel opers, that the | ETF
shoul d continue to spend resources on the evol ution of the
SM /SPPI data definition | anguages as being done in the SM ng
wor ki ng group.

8. The workshop recommends, with split consensus fromthe operators
and rough consensus fromthe protocol devel opers, that the | ETF
shoul d spend resources on fixing the MB devel opnent and
standardi zati on process.

The wor kshop al so discussed the following itens and achi eved rough
consensus, but did not nmake a recommendati on.

1. The workshop had split consensus fromthe operators and rough
consensus fromthe protocol devel opers, that the I ETF shoul d not
focus resources on Cl M extensions.

2. The workshop had rough consensus fromthe protocol devel opers
that the | ETF shoul d not spend resources on COPS-PR devel oprent.
So far, the operators have only very linmited experience with
COPS-PR.  In general, however, they felt that further devel opnent
of COPS-PR might be a waste of resources as they assune that
COPS- PR does not really address their requirenents.

3. The workshop had rough consensus fromthe protocol devel opers
that the I ETF should not spend resources on SPPI PIB definitions.
The operators had rough consensus that they do not care about
SPPI Pl Bs.
7. Security Considerations
This docunent is a report of an | AB Network Managenent workshop. As
such, it does not have any direct security inplications for the
I nternet.
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