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1. Introduction

All RFCs are required by RFC 2223 to contain a Security

Consi derati ons section. The purpose of this is both to encourage
document aut hors to consider security in their designs and to inform
the reader of relevant security issues. This nmeno is intended to
provi de guidance to RFC authors in service of both ends.

This docunent is structured in three parts. The first is a

conbi nation security tutorial and definition of comobn terns; the
second is a series of guidelines for witing Security Considerations;
the third is a series of exanples.

1.1. Requirenents

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ KEYWORDS] .

2. The Goals of Security

Most peopl e speak of security as if it were a single nonolithic
property of a protocol or system however, upon reflection, one
realizes that it is clearly not true. Rather, security is a series
of related but sonewhat independent properties. Not all of these
properties are required for every application

We can | oosely divide security goals into those related to protecting
conmuni cati ons ( COMMUNI CATI ON SECURI TY, al so known as COVSEC) and
those relating to protecting systems (ADM N STRATI VE SECURI TY or
SYSTEM SECURI TY). Since conmuni cations are carried out by systens
and access to systens is through communi cati ons channels, these goals
obviously interlock, but they can al so be i ndependently provided.

2.1. Conmuni cation Security
Different authors partition the goals of comunication security
differently. The partitioning we’'ve found nost useful is to divide

theminto three nmajor categories: CONFI DENTI ALI TY, DATA I NTEGRITY and
PEER ENTI TY AUTHENTI CATI ON

Rescorl a & Korver Best Current Practice [ Page 3]



RFC 3552 Security Considerations Cuidelines July 2003

2.1.1. Confidentiality

Wien nost people think of security, they think of CONFIDENTI ALITY.
Confidentiality means that your data is kept secret from unintended
listeners. Usually, these listeners are sinply eavesdroppers. When
an adversary taps your phone, it poses a risk to your
confidentiality.

Qobviously, if you have secrets, then you are probably concerned about
others discovering them Thus, at the very least, you want to

mai ntain confidentiality. When you see spies in the novies go into
the bathroomand turn on all the water to foil bugging, the property
they’'re looking for is confidentiality.

2.1.2. Data Integrity

The second primary goal is DATA INTEGRITY. The basic idea here is
that we want to make sure that the data we receive is the sane data
that the sender has sent. |n paper-based systens, sone data
integrity cones automatically. Wen you receive a letter witten in
pen you can be fairly certain that no words have been renoved by an
attacker because pen marks are difficult to renove from paper.
However, an attacker could have easily added sone marks to the paper
and conpl etely changed the neaning of the nmessage. Simlarly, it’'s
easy to shorten the page to truncate the nessage.

On the other hand, in the electronic world, since all bits |ook
alike, it’s trivial to tanper with nessages in transit. You sinply
renove the nessage fromthe wire, copy out the parts you like, add
what ever data you want, and generate a new nessage of your choosing,
and the recipient is no wiser. This is the noral equivalent of the
attacker taking a letter you wote, buying some new paper and
recopyi ng the message, changing it as he does it. It’'s just a lot
easier to do electronically since all bits |ook alike.

2.1.3. Peer Entity authentication

The third property we're concerned with is PEER ENTITY
AUTHENTI CATI ON.  What we nean by this is that we know that one of the
endpoints in the communication is the one we intended. Wthout peer
entity authentication, it's very difficult to provide either
confidentiality or data integrity. For instance, if we receive a
message from Alice, the property of data integrity doesn’t do us nuch
good unl ess we know that it was in fact sent by Alice and not the
attacker. Sinmilarly, if we want to send a confidential nessage to
Bob, it’s not of nmuch value to us if we’'re actually sending a
confidential nessage to the attacker
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Note that peer entity authentication can be provided asymmetrically.
When you call soneone on the phone, you can be fairly certain that
you have the right person -- or at least that you got a person who's
actually at the phone nunmber you called. On the other hand, if they
don’t have caller ID, then the receiver of a phone call has no idea
who's calling them Calling soneone on the phone is an exanpl e of
reci pi ent authentication, since you know who the recipient of the
call is, but they don’'t know anythi ng about the sender

In messagi ng situations, you often wish to use peer entity

aut hentication to establish the identity of the sender of a certain
message. I n such contexts, this property is called DATA ORIG N
AUTHENTI CATI ON

2.2. Non-Repudi ation

A systemthat provides endpoint authentication allows one party to be
certain of the identity of soneone with whom he is comuni cati ng.
When the system provides data integrity a receiver can be sure of
both the sender’s identity and that he is receiving the data that
that sender meant to send. However, he cannot necessarily
denmonstrate this fact to a third party. The ability to make this
denmonstration is call ed NON- REPUDI ATI ON

There are many situations in which non-repudiation is desirable.
Consider the situation in which two parties have signed a contract
whi ch one party wishes to unilaterally abrogate. He might sinply
claimthat he had never signed it in the first place. Non-
repudi ati on prevents himfrom doing so, thus protecting the
counterparty.

Unfortunately, non-repudiation can be very difficult to achieve in
practice and naive approaches are generally inadequate. Section 4.3
describes sone of the difficulties, which generally stemfromthe
fact that the interests of the two parties are not aligned -- one
party wi shes to prove sonething that the other party w shes to deny.

2.3. Systens Security

In general, systens security is concerned with protecting one's
machi nes and data. The intent is that machi nes should be used only
by aut horized users and for the purposes that the owners intend.

Furt hernmore, they should be available for those purposes. Attackers
shoul d not be able to deprive legitinmte users of resources.
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2.3.1. Unauthorized Usage

Most systens are not intended to be conpletely accessible to the
public. Rather, they are intended to be used only by certain

aut hori zed individuals. Although many Internet services are
available to all Internet users, even those servers generally offer a
| arger subset of services to specific users. For instance, Wb
Servers often will serve data to any user, but restrict the ability
to nodify pages to specific users. Such nodifications by the genera
public woul d be UNAUTHORI ZED USAGE

2.3.2. Inappropriate Usage

Bei ng an authorized user does not nmean that you have free run of the
system As we said above, sone activities are restricted to

aut hori zed users, sone to specific users, and sone activities are
generally forbidden to all but adm nistrators. Mreover, even
activities which are in general permtted night be forbidden in sone
cases. For instance, users may be pernitted to send enmail but

forbi dden fromsending fil es above a certain size, or files which
contain viruses. These are exanpl es of | NAPPROPRI ATE USAGE

2.3.3. Denial of Service

Recal | that our third goal was that the system should be available to
legitimate users. A broad variety of attacks are possible which
threaten such usage. Such attacks are collectively referred to as
DENI AL OF SERVI CE attacks. Denial of service attacks are often very
easy to nount and difficult to stop. Many such attacks are designed
to consune nachine resources, nmaking it difficult or inpossible to
serve legitinate users. Oher attacks cause the target nachine to
crash, conpletely denying service to users

3. The Internet Threat Mbdel

A THREAT MODEL describes the capabilities that an attacker is assuned
to be able to depl oy against a resource. It should contain such
informati on as the resources available to an attacker in terns of

i nformati on, conputing capability, and control of the system The
purpose of a threat nodel is twofold. First, we wish to identify the
threats we are concerned with. Second, we wish to rule sone threats
explicitly out of scope. Nearly every security systemis vul nerable
to a sufficiently dedicated and resourceful attacker

The Internet environment has a fairly well understood threat nodel

In general, we assune that the end-systens engaging in a protoco
exchange have not thensel ves been conprom sed. Protecting against an
attack when one of the end-systens has been conpronised is
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extraordinarily difficult. It is, however, possible to design
protocol s which nininize the extent of the damage done under these
ci rcunst ances

By contrast, we assune that the attacker has nearly conplete control
of the communi cations channel over which the end-systens conmuni cate.
This means that the attacker can read any PDU (Protocol Data Unit) on
the network and undetectably renove, change, or inject forged packets
onto the wire. This includes being able to generate packets that
appear to be froma trusted machine. Thus, even if the end-system

wi th which you wish to communicate is itself secure, the Internet

envi ronnent provides no assurance that packets which claimto be from
that systemin fact are.

It’s inmportant to realize that the nmeaning of a PDU is different at
different levels. At the IP level, a PDU neans an |IP packet. At the
TCP level, it nmeans a TCP segnent. At the application |ayer, it
means sone kind of application PDU. For instance, at the |level of
email, it might either nmean an RFC-822 nessage or a single SMIP
command. At the HTTP level, it night nean a request or response.

3.1. Limted Threat Models

As we’'ve said, a resourceful and dedi cated attacker can control the
entire conmmuni cations channel. However, a |arge nunber of attacks
can be nounted by an attacker with fewer resources. A nunber of
currently known attacks can be nounted by an attacker with limted
control of the network. For instance, password sniffing attacks can
be mounted by an attacker who can only read arbitrary packets. This
is generally referred to as a PASSI VE ATTACK [ I NTAUTH] .

By contrast, Mrris’ sequence nunmber guessing attack [ SEQNUM can be
nount ed by an attacker who can wite but not read arbitrary packets.
Any attack which requires the attacker to wite to the network is
known as an ACTI VE ATTACK

Thus, a useful way of organizing attacks is to divide them based on
the capabilities required to nount the attack. The rest of this
section describes these categories and provides sonme exanpl es of each
cat egory.

3.2. Passive Attacks

In a passive attack, the attacker reads packets off the network but
does not wite them The sinplest way to nount such an attack is to
sinmply be on the sane LAN as the victim On nost common LAN
configurations, including Ethernet, 802.3, and FDDI, any mnachi ne on
the wire can read all traffic destined for any other nachine on the
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same LAN. Note that switching hubs nmake this sort of sniffing
substantially nore difficult, since traffic destined for a nachine
only goes to the network segnent which that machine is on

Simlarly, an attacker who has control of a host in the
conmuni cati ons path between two victimnachines is able to nount a
passive attack on their conmmunications. It is also possible to
conproni se the routing infrastructure to specifically arrange that
traffic passes through a conproni sed machine. This might involve an
active attack on the routing infrastructure to facilitate a passive
attack on a victimnmachine.

W rel ess conmuni cati ons channel s deserve special consideration
especially with the recent and growi ng popularity of wireless-based
LANs, such as those using 802.11. Since the data is sinply broadcast
on well known radio frequencies, an attacker sinply needs to be able
to receive those transm ssions. Such channels are especially

vul nerabl e to passive attacks. Although nmany such channel s incl ude
cryptographic protection, it is often of such poor quality as to be
nearly usel ess [ VEP].

In general, the goal of a passive attack is to obtain information
whi ch the sender and receiver would prefer to remain private. This
private informati on may include credentials useful in the electronic
wor| d and/or passwords or credentials useful in the outside world,
such as confidential business infornmation.

3.2.1. Confidentiality Violations

The cl assic exanpl e of passive attack is sniffing some inherently
private data off of the wire. For instance, despite the w de
availability of SSL, many credit card transactions still traverse the
Internet in the clear. An attacker could sniff such a nessage and
recover the credit card nunber, which can then be used to make
fraudul ent transactions. Mreover, confidential business information
is routinely transnitted over the network in the clear in emil

3.2.2. Password Sniffing

Anot her exanpl e of a passive attack is PASSWORD SNI FFI NG Password
sniffing is directed towards obtaining unauthorized use of resources.
Many protocols, including [ TELNET], [POP], and [ NNTP] use a shared
password to authenticate the client to the server. Frequently, this
password is transmtted fromthe client to the server in the clear
over the conmuni cations channel. An attacker who can read this
traffic can therefore capture the password and REPLAY it. In other
words, the attacker can initiate a connection to the server and pose
as the client and | ogin using the captured password.
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Not e that al though the |ogin phase of the attack is active, the
actual password capture phase is passive. Mreover, unless the
server checks the originating address of connections, the |ogin phase
does not require any special control of the network

3.2.3. Ofline Cryptographic Attacks

Many cryptographic protocols are subject to OFFLINE ATTACKS. |n such
a protocol, the attacker recovers data which has been processed using
the victinms secret key and then nmounts a cryptanal ytic attack on
that key. Passwords nmake a particularly vul nerable target because
they are typically |ow entropy. A nunber of popul ar password-based
chal | enge response protocols are vulnerable to DI CTlI ONARY ATTACK

The attacker captures a chall enge-response pair and then proceeds to
try entries froma list of conmon words (such as a dictionary file)
until he finds a password that produces the right response.

A simlar such attack can be nounted on a | ocal network when NIS is
used. The Unix password is crypted using a one-way function, but
tools exist to break such crypted passwords [KLEIN]. Wen NISis
used, the crypted password is transmitted over the |ocal network and
an attacker can thus sniff the password and attack it.

Hi storically, it has also been possible to exploit snall operating
system security holes to recover the password file using an active
attack. These holes can then be bootstrapped into an actual account
by using the aforenentioned offline password recovery techni ques.
Thus we conbine a lowlevel active attack with an offline passive
attack.

3.3. Active Attacks

When an attack involves witing data to the network, we refer to this
as an ACTI VE ATTACK. When IP is used without |IPsec, there is no

aut hentication for the sender address. As a consequence, it’s
straightforward for an attacker to create a packet with a source
address of his choosing. W' Il refer to this as a SPOOFI NG ATTACK

Under certain circunstances, such a packet nmay be screened out by the
networ k. For instance, many packet filtering firewalls screen out

al |l packets with source addresses on the | NTERNAL network that arrive
on the EXTERNAL interface. Note, however, that this provides no
protection against an attacker who is inside the firewall. In
general , designers should assune that attackers can forge packets.
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However, the ability to forge packets does not go hand in hand wth
the ability to receive arbitrary packets. 1In fact, there are active
attacks that involve being able to send forged packets but not
receive the responses. W' Il refer to these as BLI ND ATTACKS

Note that not all active attacks require forging addresses. For

i nstance, the TCP SYN deni al of service attack [ TCPSYN] can be
nmount ed successfully w thout disguising the sender’s address.
However, it is common practice to disguise one’s address in order to
conceal one’s identity if an attack is discovered.

Each protocol is susceptible to specific active attacks, but

experi ence shows that a nunber of common patterns of attack can be
adapted to any given protocol. The next sections describe a nunber
of these patterns and give specific exanples of themas applied to
known protocols.

3.3.1. Replay Attacks

In a REPLAY ATTACK, the attacker records a sequence of nessages off
of the wire and plays themback to the party which originally
received them Note that the attacker does not need to be able to
understand the nessages. He merely needs to capture and retransmt
t hem

For exanpl e, consider the case where an S/M ME nessage is being used
to request sonme service, such as a credit card purchase or a stock
trade. An attacker might wish to have the service executed twice, if
only to inconvenience the victim He could capture the nessage and
replay it, even though he can't read it, causing the transaction to
be executed tw ce

3.3.2. Message Insertion

In a MESSAGE | NSERTI ON attack, the attacker forges a message with
sonme chosen set of properties and injects it into the network. Oten
this message will have a forged source address in order to disguise
the identity of the attacker

For exanple, a denial-of-service attack can be nounted by inserting a
series of spurious TCP SYN packets directed towards the target host.
The target host responds with its own SYN and al |l ocates kernel data
structures for the new connection. The attacker never conpletes the
3-way handshake, so the allocated connection endpoints just sit there
taking up kernel menory. Typical TCP stack inplenentations only
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all ow sone linited nunber of connections in this "half-open" state
and when this linit is reached, no nore connections can be initiated,
even fromlegitimte hosts. Note that this attack is a blind attack
since the attacker does not need to process the victims SYNs.

3.3.3. Message Del etion

In a MESSAGE DELETION attack, the attacker renpbves a nessage fromthe
wire. NMorris’ sequence nunber guessing attack [ SEQNUM often
requires a nessage deletion attack to be performed successfully. In
this blind attack, the host whose address is being forged wll
receive a spurious TCP SYN packet fromthe host being attacked.
Recei pt of this SYN packet generates a RST, which would tear the
illegitimte connection down. In order to prevent this host from
sending a RST so that the attack can be carried out successfully,
Morris describes flooding this host to create queue overfl ows such
that the SYN packet is |lost and thus never responded to.

3.3.4. Message Modification

In a MESSAGE MODI FI CATI ON attack, the attacker renoves a nessage from
the wire, nodifies it, and reinjects it into the network. This sort
of attack is particularly useful if the attacker wants to send some
of the data in the nessage but also wants to change sone of it.

Consi der the case where the attacker wants to attack an order for
goods placed over the Internet. He doesn’'t have the victims credit
card nunber so he waits for the victimto place the order and then
repl aces the delivery address (and possibly the goods description)
with his own. Note that this particular attack is known as a CUT-
AND- PASTE attack since the attacker cuts the credit card nunber out
of the original nessage and pastes it into the new nessage.

Anot her interesting exanple of a cut-and-paste attack is provided by
[IPSPPROB]. If IPsec ESP is used without any MAC then it is possible
for the attacker to read traffic encrypted for a victimon the sane
machi ne. The attacker attaches an | P header corresponding to a port
he controls onto the encrypted | P packet. When the packet is
received by the host it will automatically be decrypted and forwarded
to the attacker’s port. Sinilar techniques can be used to nount a
session hijacking attack. Both of these attacks can be avoi ded by

al ways usi ng nessage authentication when you use encryption. Note
that this attack only works if (1) no MAC check is being used, since
this attack generates damaged packets (2) a host-to-host SA is being
used, since a user-to-user SAwll result in an inconsistency between
the port associated with the SA and the target port. |If the

recei ving machine is single-user than this attack is infeasible.
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3.3.5. Man-In-The-M ddl e

A MAN- I N- THE- M DDLE attack conbi nes the above techniques in a specia
form The attacker subverts the comuni cation streamin order to pose
as the sender to receiver and the receiver to the sender:

What Alice and Bob think
Al CE  mmmm oo o > Bob

What’ s happeni ng:
Alice <---------------- > Attacker <---------------- > Bob

This differs fundanmentally fromthe above forns of attack because it
attacks the identity of the communicating parties, rather than the
data streamitself. Consequently, nmany techni ques which provide
integrity of the comunications streamare insufficient to protect
agai nst man-in-the-m ddl e attacks.

Man-in-the-m ddl e attacks are possi bl e whenever a protocol |acks PEER
ENTI TY AUTHENTI CATION. For instance, if an attacker can hijack the
client TCP connection during the TCP handshake (perhaps by respondi ng
to the client’s SYN before the server does), then the attacker can
open anot her connection to the server and begin a man-in-the-mddle
attack. It is also trivial to nount man-in-the-m ddle attacks on

| ocal networks via ARP spoofing -- the attacker forges an ARP with
the victimis I P address and his own MAC address. Tools to nmount this
sort of attack are readily avail abl e.

Note that it is only necessary to authenticate one side of the

transaction in order to prevent nan-in-the-mddle attacks. In such a
situation the the peers can establish an association in which only
one peer is authenticated. |In such a system an attacker can

initiate an association posing as the unauthenticated peer but cannot
transmit or access data being sent on a legitinmte connection. This
is an acceptable situation in contexts such as Wb e-comerce where
only the server needs to be authenticated (or the client is

i ndependent |y authenticated via sonme non-cryptographi ¢c mechani sm such
as a credit card nunber).

3. 4. Topol ogi cal |ssues
In practice, the assunption that it's equally easy for an attacker to

read and generate all packets is false, since the Internet is not
fully connected. This has two primary inplications.
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3.5. On-path versus off-path

In order for a datagramto be transnmitted from one host to another
it generally must traverse some set of internediate |Iinks and

gat eways. Such gateways are naturally able to read, nodify, or
renove any datagramtransnitted along that path. This nmakes it nuch
easier to nount a wide variety of attacks if you are on-path.

O f-path hosts can, of course, transmit arbitrary datagrans that
appear to cone from any hosts but cannot necessarily receive

dat agrans i ntended for other hosts. Thus, if an attack depends on
being able to receive data, off-path hosts nust first subvert the
topology in order to place thenselves on-path. This is by no neans
i mpossi ble but is not necessarily trivial

Appl i cations protocol designers MIUST NOT assune that all attackers
will be off-path. Were possible, protocols SHOULD be designed to
resist attacks from attackers who have conplete control of the
networ k. However, designers are expected to give nore weight to
attacks which can be nounted by off-path attackers as well as on-path
ones.

3.6. Link-1loca

One specialized case of on-path is being on the sane link. |In sonme
situations, it’'s desirable to distinguish between hosts who are on
the |l ocal network and those who are not. The standard techni que for
this is verifying the IP TTL value [IP]. Since the TTL nust be
decremented by each forwarder, a protocol can denmand that TTL be set
to 255 and that all receivers verify the TTL. A receiver then has
sonme reason to believe that conforming packets are fromthe same
link. Note that this technique nust be used with care in the
presence of tunneling systenms, since such systens nmay pass packets
wi t hout decrenenting TTL.

4, Common | ssues

Al t hough each systenis security requirenments are unique, certain
conmmon requirenents appear in a nunber of protocols. Oten, when
nai ve protocol designers are faced with these requirenents, they
choose an obvi ous but insecure solution even though better sol utions
are available. This section describes a nunber of issues seen in
many protocols and the comon pieces of security technol ogy that nmay
be useful in addressing them
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4.1. User Authentication

Essentially every system which wants to control access to its
resources needs sone way to authenticate users. A nearly uncountable
nunber of such nechani sns have been designed for this purpose. The
next several sections describe sone of these techniques.

4.1.1. Usernane/ Password

The nmpost conmon access control mechani smis sinple USERNAME/ PASSWORD
The user provides a usernanme and a reusable password to the host
which he wishes to use. This systemis vulnerable to a sinple
passi ve attack where the attacker sniffs the password off the wire
and then initiates a new session, presenting the password. This
threat can be nitigated by hosting the protocol over an encrypted
connection such as TLS or I PSEC. Unprotected (plaintext)

user nanme/ password systens are not acceptable in | ETF standards.

4.1.2. Challenge Response and One Tinme Passwords

Systens whi ch desire greater security than USERNAME/ PASSWORD of t en
enpl oy either a ONE Tl ME PASSWORD [ OTP] scheme or a CHALLENGE-
RESPONSE. In a one tinme password schene, the user is provided with a
list of passwords, which nust be used in sequence, one tine each
(Often these passwords are generated from sone secret key so the user
can sinply conpute the next password in the sequence.) SecurelD and

DES ol d are variants of this schene. In a challenge-response
schene, the host and the user share sone secret (which often is
represented as a password). In order to authenticate the user, the

host presents the user with a (randomy generated) challenge. The
user conputes sone function based on the challenge and the secret and
provides that to the host, which verifies it. Oten this conputation
is performed in a handhel d device, such as a DES Gold card.

Both types of schene provide protection against replay attack, but
often still vulnerable to an OFFLI NE KEYSEARCH ATTACK (a form of
passive attack): As previously nentioned, often the one-tine password
or response is conputed froma shared secret. |If the attacker knows
the function being used, he can sinply try all possible shared
secrets until he finds one that produces the right output. This is
made easier if the shared secret is a password, in which case he can
nmount a DI CTI ONARY ATTACK -- neaning that he tries a list of common
words (or strings) rather than just random strings.

These systens are also often vulnerable to an active attack. Unless
communi cati on security is provided for the entire session, the
attacker can sinply wait until authentication has been perforned and
hi jack the connection
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4.1.3. Shared Keys

CHALLENGE- RESPONSE type systenms can be nade secure against dictionary
attack by using randomy generated shared keys instead of user-
generated passwords. |If the keys are sufficiently large then
keysearch attacks becone inpractical. This approach works best when
the keys are configured into the end nodes rather than nenorized and
typed in by users, since users have trouble remenbering sufficiently
| ong keys.

Li ke password-based systens, shared key systens suffer from
managenent problens. Each pair of conmunicating parties nust have
their own agreed-upon key, which |l eads to there being a | ot of keys.

4.1.4. Key Distribution Centers

One approach to solving the | arge nunber of keys problemis to use an
online "trusted third party" that nedi ates between the authenticating
parties. The trusted third party (generally called a a KEY

DI STRI BUTI ON CENTER (KDC)) shares a symetric key or password with
each party in the system It first contacts the KDC which gives it a
TI CKET containing a random y generated symmetric key encrypted under
both peer’s keys. Since only the proper peers can decrypt the
symretric key the ticket can be used to establish a trusted
association. By far the nost popular KDC systemis Kerberos

[ KERBERQCS] .

4.1.5. Certificates

A sinple approach is to have all users have CERTI FI CATES [ PKI X] which
they then use to authenticate in sone protocol -specific way, as in
[TLS] or [SSMME]. A certificate is a signed credential binding an
entity's identity to its public key. The signer of a certificate is
a CERTI FI CATE AUTHORI TY (CA), whose certificate nay itself be signed
by sonme superior CA. In order for this systemto work, trust in one
or nore CAs nust be established in an out-of-band fashion. Such CAs
are referred to as TRUSTED ROOTS or ROOT CAS. The prinary obstacle
to this approach in client-server type systens is that it requires
clients to have certificates, which can be a depl oyment probl em

4.1.6. Some Uncommon Systens

There are ways to do a better job than the schenmes nentioned above,
but they typically don’t add nuch security unless comrmunications
security (at least nmessage integrity) will be enployed to secure the
connection, because otherw se the attacker can nerely hijack the
connection after authentication has been perfornmed. A nunber of
protocols ([EKE], [SPEKE], [SRP]) allow one to securely bootstrap a
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user’s password into a shared key which can be used as input to a
cryptographic protocol. One nmmjor obstacle to the depl oynment of
these protocols has been that their Intellectual Property status is
extremely unclear. Simlarly, the user can authenticate using public
key certificates (e.g., S-HITP client authentication). Typically
these nethods are used as part of a nore conplete security protocol

4.1.7. Host Authentication

Host authentication presents a special problem Quite comonly, the
addresses of services are presented using a DNS hostnane, for
instance as a URL [URL]. Wen requesting such a service, one has to
ensure that the entity that one is talking to not only has a
certificate but that that certificate corresponds to the expected
identity of the server. The inportant thing to have is a secure

bi ndi ng between the certificate and the expected hostnane.

For instance, it is usually not acceptable for the certificate to
contain an identity in the formof an IP address if the request was
for a given hostname. This does not provide end-to-end security
because the hostnane-1P mapping is not secure unl ess secure nane
resol ution [DNSSEC] is being used. This is a particular problem when
the hostnane is presented at the application |ayer but the

aut hentication is perforned at sone | ower |ayer.

4.2. Ceneric Security Frameworks

Providing security functionality in a protocol can be difficult. 1In
addition to the problem of choosing authentication and key

est abl i shnent nechani sns, one needs to integrate it into a protocol
One response to this problem (enbodied in | Psec and TLS) is to create
a |l ower-1level security protocol and then insist that new protocols be
run over that protocol. Another approach that has recently becone
popul ar is to design generic application |ayer security franeworKks.
The idea is that you design a protocol that allows you to negotiate
various security mechanisns in a pluggable fashion. Application
protocol designers then arrange to carry the security protocol PDUs
in their application protocol. Exanples of such frameworks include
GSS- APl [GSS] and SASL [ SASL].

The generic framework approach has a nunber of problens. First, it
is highly susceptible to DOMGRADE ATTACKS. |In a downgrade attack

an active attacker tanpers with the negotiation in order to force the
parties to negotiate weaker protection than they otherw se woul d.
It’s possible to include an integrity check after the negotiation and
key establishnment have both conpleted, but the strength of this
integrity check is necessarily limted to the weakest common
algorithm This problemexists with any negotiation approach, but
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generic framewor ks exacerbate it by encouragi ng the application
protocol author to just specify the framework rather than think hard
about the appropriate underlying nechani sns, particularly since the
mechani sms can very widely in the degree of security offered

Anot her problemis that it’s not always obvi ous how the vari ous
security features in the framework interact with the application

| ayer protocol. For instance, SASL can be used nerely as an

aut hentication franework -- in which case the SASL exchange occurs
but the rest of the connection is unprotected, but can al so negotiate
traffic protection, such as via GSS, as a nechanism Know ng under
what circunstances traffic protection is optional and which it is
required requires thinking about the threat nodel.

In general, authentication frameworks are nost useful in situations
where new protocols are being added to systens with pre-existing

| egacy authentication systens. A framework allows new installations
to provide better authentication while not forcing existing sites
completely redo their |egacy authentication systens. Wen the
security requirements of a systemcan be clearly identified and only
a few forns of authentication are used, choosing a single security
mechani smleads to greater sinplicity and predictability. In
situations where a franework is to be used, designers SHOULD
carefully exam ne the framework's options and specify only the
mechani sns that are appropriate for their particular threat nodel.

If a franework is necessary, designers SHOULD choose one of the
establ i shed ones instead of designing their own.

4.3. Non-repudiation

The naive approach to non-repudiation is sinply to use public-key
digital signatures over the content. The party who wi shes to be
bound (the SIGNING PARTY) digitally signs the nmessage in question
The counterparty (the RELYI NG PARTY) can later point to the digita
signature as proof that the signing party at one point agreed to the
di sputed nessage. Unfortunately, this approach is insufficient.

The easiest way for the signing party to repudi ate the nessage is by
claimng that his private key has been conproni sed and that sone
attacker (though not necessarily the relying party) signed the

di sputed nessage. In order to defend against this attack the relying
party needs to denonstrate that the signing party’s key had not been
conpronmi sed at the tine of the signature. This requires substantia
infrastructure, including archival storage of certificate revocation
informati on and tinestanp servers to establish the tinme that the
message was si gned.
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Additionally, the relying party mght attenpt to trick the signing
party into signing one nessage while thinking he's signing anot her.
This problemis particularly severe when the relying party controls
the infrastructure that the signing party uses for signing, such as
in kiosk situations. In many such situations the signing party’ s key
is kept on a smartcard but the nessage to be signed is displayed by
the relying party.

Al of these conplications make non-repudiation a difficult service
to deploy in practice

4.4, Authorization vs. Authentication

AUTHCORI ZATION i s the process by which one deterni nes whether an

aut henticated party has perm ssion to access a particular resource or
service. Although tightly bound, it is inportant to realize that

aut henti cation and authorization are two separate nechanisns.

Per haps because of this tight coupling, authentication is sonetines
m stakenly thought to inply authorization. Authentication sinply
identifies a party, authorization defines whether they can performa
certain action.

Aut hori zation necessarily relies on authentication, but

aut henti cation al one does not inply authorization. Rather, before
granting pernission to performan action, the authorization nechani sm
nust be consulted to determi ne whether that action is permitted.

4.4.1. Access Control Lists

One comon form of authorization mechanismis an access control |ist
(ACL), which lists users that are pernmitted access to a resource.

Si nce assigning individual authorization perm ssions to each resource
is tedious, resources are often hierarchically arranged so that the
parent resource’'s ACL is inherited by child resources. This allows
adm nistrators to set top |level policies and override them when
necessary.

4.4.2. Certificate Based Systens

While the distinction between authentication and authorization is
intuitive when using sinple authentication nmechani snms such as

user nane and password (i.e., everyone understands the difference

bet ween the admini strator account and a user account), with nore
conpl ex aut henti cation nmechani sns the distinction is sonmetines |ost.

Wth certificates, for instance, presenting a valid signature does

not inply authorization. The signature nust be backed by a
certificate chain that contains a trusted root, and that root nust be
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trusted in the given context. For instance, users who possess
certificates issued by the Acme MS CA nay have different web access
privileges than users who possess certificates issued by the Acne
Accounting CA, even though both of these CAs are "trusted" by the
Acme web server

Mechani sns for enforcing these nore conplicated properties have not
yet been conpletely explored. One approach is sinply to attach
policies to ACLs describing what sorts of certificates are trusted.
Anot her approach is to carry that information with the certificate,
either as a certificate extension/attribute [PKIX, SPKI] or as a
separate "Attribute Certificate"

4.5. Providing Traffic Security

Securely designed protocols should provide some nechani sm for
securing (meaning integrity protecting, authenticating, and possibly
encrypting) all sensitive traffic. One approach is to secure the
protocol itself, as in [DNSSEC], [SSM Mg or [S-HTTP]. Although this
provides security which is nost fitted to the protocol, it also
requires considerable effort to get right.

Many protocols can be adequately secured using one of the available
channel security systens. W’Il|l discuss the two nost conmon, |Psec
[AH, ESP] and [TLS].

4.5.1. |Psec

The | Psec protocols (specifically, AH and ESP) can provide

transm ssion security for all traffic between two hosts. The |Psec
protocol s support varying granularities of user identification
including for exanple "I P Subnet", "IP Address", "Fully Qualified
Domai n Nanme", and individual user ("Ml box nanme"). These varying
I evel s of identification are enployed as inputs to access contro
facilities that are an intrinsic part of |IPsec. However, a given
| Psec inplenentation mght not support all identity types. In
particul ar, security gateways may not provi de user-to-user

aut henti cation or have mechani sns to provide that authentication

i nformati on to applications.

When AH or ESP is used, the application programrer m ght not need to
do anything (if AH or ESP has been enabl ed systemwi de) or night need
to nake specific software changes (e.g., adding specific setsockopt()
calls) -- depending on the AH or ESP inplenentation being used.
Unfortunately, APlIs for controlling |Psec inplenentations are not yet
st andar di zed.
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The prinmary obstacle to using |IPsec to secure other protocols is
depl oynent. The najor use of |IPsec at present is for VPN
applications, especially for renote network access. W thout
extremely tight coordination between security adm nistrators and
application devel opers, VPN usage is not well suited to providing
security services for individual applications since it is difficult
for such applications to determ ne what security services have in
fact been provided.

| Psec depl oynent in host-to-host environments has been slow Unlike
application security systens such as TLS, adding |IPsec to a non-IPsec
system general ly invol ves changi ng the operating system either by
nmodi fying with the kernel or installing newdrivers. This is a
substantially greater undertaking than sinply installing a new
application. However, recent versions of a nunber of commodity
operating systens include | Psec stacks, so deploynent is becom ng
easi er.

In environnents where IPsec is sure to be available, it represents a
viabl e option for protecting application communications traffic. |If
the traffic to be protected is UDP, |Psec and application-specific
obj ect security are the only options. However, designers MJST NOT
assune that IPsec will be available. A security policy for a generic
application layer protocol SHOULD NOT sinply state that |IPsec nust be
used, unless there is sone reason to believe that IPsec will be
available in the intended depl oynent environnment. |In environnents
where | Psec may not be available and the traffic is solely TCP, TLS
is the nethod of choice, since the application devel oper can easily
ensure its presence by including a TLS inplenmentation in his package.

In the special-case of IPv6, both AH and ESP are nandatory to

i mplerent. Hence, it is reasonable to assune that AH ESP are al ready
avai l abl e for I Pv6-only protocols or |Pv6-only deploynents. However,
aut omati ¢ key managenent (IKE) is not required to inplement so

prot ocol designers SHOULD not assunme it will be present. [ USElI PSEC]
provides quite a bit of guidance on when IPsec is a good choice.

4.5.2. SSL/TLS

Currently, the nobst conmon approach is to use SSL or its successor
TLS. They provide channel security for a TCP connection at the
application level. That is, they run over TCP. SSL inplenentations
typically provide a Berkel ey Sockets-like interface for easy
programing. The primary issue when designing a protocol solution
around TLS is to differentiate between connections protected using
TLS and those which are not.
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The two prinary approaches used have a separate well-known port for
TLS connections (e.g., the HITP over TLS port is 443) [HTTPTLS] or to
have a nechani smfor negotiating upward fromthe base protocol to TLS
as in [ UPGRADE] or [STARTTLS]. When an upward negotiation strategy
is used, care nust be taken to ensure that an attacker can not force
a clear connection when both parties wish to use TLS.

Note that TLS depends upon a reliable protocol such as TCP or SCTP.
This produces two notable difficulties. First, it cannot be used to
secure datagram protocols that use UDP. Second, TLS is susceptible
to IP layer attacks that IPsec is not. Typically, these attacks take
sone form of denial of service or connection assassination. For

i nstance, an attacker might forge a TCP RST to shut down SSL
connections. TLS has nechanisns to detect truncation attacks but
these nerely allow the victimto know he is being attacked and do not
provi de connection survivability in the face of such attacks. By
contrast, if |IPsec were being used, such a forged RST could be
rejected without affecting the TCP connection. |f forged RSTs or

ot her such attacks on the TCP connection are a concern, then AH ESP
or the TCP MD5 option [TCPMD5] are the preferred choices.

4.5.2.1. Virtual Hosts

If the "separate ports" approach to TLS is used, then TLS will be
negoti ated before any application-layer traffic is sent. This can
cause a problemwi th protocols that use virtual hosts, such as
[HTTP], since the server does not know which certificate to offer the
client during the TLS handshake. The TLS hostnane extensi on [ TLSEXT]
can be used to solve this problem although it is too new to have
seen w de depl oynent.

4.5.2.2. Renpte Authentication and TLS

One difficulty with using TLS is that the server is authenticated via
a certificate. This can be inconvenient in environnents where
previously the only form of authentication was a password shared
between client and server. |It's tenpting to use TLS wi thout an

aut henticated server (i.e., with anonynous DH or a self-signed RSA
certificate) and then authenticate via some chall enge-response
mechani sm such as SASL wi th CRAM MD5

Unfortunately, this conposition of SASL and TLS is |l ess strong than
one woul d expect. It's easy for an active attacker to hijack this
connection. The client man-in-the-m ddles the SSL connection
(remenber we’re not authenticating the server, which is what
ordinarily prevents this attack) and then sinply proxies the SASL
handshake. Fromthen on, it’s as if the connection were in the
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clear, at least as far as that attacker is concerned. 1In order to
prevent this attack, the client needs to verify the server’s
certificate.

However, if the server is authenticated, challenge-response becones
| ess desirable. |[If you already have a hardened channel then sinple
passwords are fine. |In fact, they' re arguably superior to

chal | enge-response since they do not require that the password be
stored in the clear on the server. Thus, conpronise of the key file
wi th chal | enge-response systens is nore serious than if sinple
passwords were used.

Note that if the client has a certificate than SSL-based client

aut hentication can be used. To nmake this easier, SASL provides the
EXTERNAL nechani sm whereby the SASL client can tell the server
"exam ne the outer channel for nmy identity". Obviously, this is not
subject to the layering attacks descri bed above.

4.5.3. Renote Login

In some special cases it may be worth providing channel -l eve
security directly in the application rather than using | PSEC or

SSL/ TLS. One such case is renote termnal security. Characters are
typically delivered fromclient to server one character at a tine.
Since SSL/TLS and AH ESP aut henticate and encrypt every packet, this
can mean a data expansion of 20-fold. The telnet encryption option
[ ENCOPT] prevents this expansion by foregoing nessage integrity.

When using renote termnal service, it’s often desirable to securely
perform other sorts of comrunications services. In addition to
providing renote login, SSH [SSH] al so provi des secure port
forwarding for arbitrary TCP ports, thus allowi ng users run arbitrary
TCP-based applications over the SSH channel. Note that SSH Port
Forwar di ng can be security issue if it is used inproperly to
circumvent firewall and inproperly expose insecure interna
applications to the outside world.

4.6. Denial of Service Attacks and Count er neasures

Deni al of service attacks are all too frequently viewed as an fact of
life. One problemis that an attacker can often choose from one of
many deni al of service attacks to inflict upon a victim and because
nost of these attacks cannot be thwarted, conmon w sdom frequently
assumes that there is no point protecting against one kind of denia
of service attack when there are nmany other denial of service attacks
that are possible but that cannot be prevented.
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However, not all denial of service attacks are equal and nore
inmportantly, it is possible to design protocols so that denial of
service attacks are made nore difficult, if not inpractical. Recent
SYN fl ood attacks [ TCPSYN] denonstrate both of these properties: SYN
flood attacks are so easy, anonynous, and effective that they are
nore attractive to attackers than other attacks; and because the
design of TCP enables this attack.

Because conplete DoS protection is so difficult, security agai nst DoS
must be dealt with pragmatically. |In particular, sonme attacks which
woul d be desirable to defend agai nst cannot be defended agai nst
economi cally. The goal should be to manage ri sk by defendi ng agai nst
attacks with sufficiently high ratios of severity to cost of defense
Both severity of attack and cost of defense change as technol ogy
changes and therefore so does the set of attacks which should be

def ended agai nst.

Aut hors of internet standards MJUST describe which denial of service
attacks their protocol is susceptible to. This description MJST

i nclude the reasons it was either unreasonable or out of scope to
attenpt to avoid these denial of service attacks

4.6.1. Blind Denial of Service

BLI ND deni al of service attacks are particularly pernicious. Wth a
blind attack the attacker has a significant advantage. |If the
attacker nmust be able to receive traffic fromthe victim then he
must either subvert the routing fabric or use his own | P address.

Ei ther provides an opportunity for the victimto track the attacker
and/or filter out his traffic. Wth a blind attack the attacker can
use forged | P addresses, naking it extrenely difficult for the victim
to filter out his packets. The TCP SYN flood attack is an exanpl e of
a blind attack. Designers should nmake every attenpt possible to
prevent blind denial of service attacks.

4.6.2. Distributed Denial of Service

Even nore dangerous are DI STRI BUTED deni al of service attacks (DDoS)
[DDOS]. In a DDoS the attacker arranges for a nunber of nmachines to
attack the target machine sinultaneously. Usually this is
acconpl i shed by infecting a | arge nunber of machines with a program
that allows renote initiation of attacks. The nmachines actually
performng the attack are called ZOWBIEs and are |ikely owned by
unsuspecting third parties in an entirely different [ocation fromthe
true attacker. DDoS attacks can be very hard to counter because the
zonbi es often appear to be making legitimte protocol requests and
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simply crowd out the real users. DDoS attacks can be difficult to
thwart, but protocol designers are expected to be cogni zant of these
forns of attack while designing protocols.

4.6.3. Avoiding Denial of Service

There are two common approaches to nmaki ng denial of service attacks
nmore difficult:

4.6.3.1. Make your attacker do nore work than you do

If an attacker consumes nore of his resources than yours when

| aunching an attack, attackers with fewer resources than you will be
unable to launch effective attacks. One comon technique is to
require the attacker performa tine-intensive operation, such as a
cryptographi c operation. Note that an attacker can still nount a
deni al of service attack if he can nuster substantially sufficient
CPU power. For instance, this technique would not stop the

di stributed attacks described in [ TCPSYN].

4.6.3.2. Make your attacker prove they can receive data fromyou
A blind attack can be subverted by forcing the attacker to prove that

they can can receive data fromthe victim A conmon technique is to
require that the attacker reply using information that was gai ned

earlier in the nmessage exchange. |If this countermeasure is used, the
attacker mnust either use his own address (naking himeasy to track)
or to forge an address which will be routed back along a path that

traverses the host fromwhich the attack is being | aunched.

Hosts on snall subnets are thus useless to the attacker (at least in
the context of a spoofing attack) because the attack can be traced
back to a subnet (which should be sufficient for locating the
attacker) so that anti-attack neasures can be put into place (for

i nstance, a boundary router can be configured to drop all traffic
fromthat subnet). A common technique is to require that the
attacker reply using infornmation that was gained earlier in the
nessage exchange

4.6.4. Exanple: TCP SYN Fl oods

TCP/IP is vulnerable to SYN flood attacks (which are described in
section 3.3.2) because of the design of the 3-way handshake. First,
an attacker can force a victimto consunme significant resources (in
this case, nmenory) by sending a single packet. Second, because the
attacker can performthis action w thout ever having received data
fromthe victim the attack can be performed anonynously (and
therefore using a | arge nunber of forged source addresses).
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4.6.5. Exanple: Photuris

[ PHOTURI S] specifies an anti-cl oggi ng mechani smthat prevents attacks
on Photuris that resenble the SYN flood attack. Photuris enploys a
time-variant secret to generate a "cookie" which is returned to the
attacker. This cookie nmust be returned in subsequent nessages for
the exchange to progress. The interesting feature is that this
cooki e can be regenerated by the victimlater in the exchange, and
thus no state need be retained by the victimuntil after the attacker
has proven that he can receive packets fromthe victim

4.7. (bject vs. Channel Security

It’'s useful to make the conceptual distinction between object
security and channel security. Object security refers to security
measures which apply to entire data objects. Channel security
measures provide a secure channel over which objects may be carried
transparently but the channel has no special know edge about object
boundari es.

Consi der the case of an enmail nessage. When it’'s carried over an

| PSEC or TLS secured connection, the nmessage is protected during
transm ssion. However, it is unprotected in the receiver’s mail box,
and in internediate spool files along the way. Mbreover, since nai
servers generally run as a daenobn, not a user, authentication of
messages generally nerely nmeans authentication of the daenon not the
user. Finally, since mail transport is hop-by-hop, even if the user
aut henticates to the first hop relay the authentication can't be
safely verified by the receiver.

By contrast, when an enmil nessage is protected with S/M ME or
QpenPGP, the entire nessage is encrypted and integrity protected
until it is exam ned and decrypted by the recipient. It also

provi des strong authentication of the actual sender, as opposed to
the machi ne the nessage cane from This is object security.

Mor eover, the receiver can prove the signed nessage’'s authenticity to
a third party.

Note that the difference between object and channel security is a
matter of perspective. bject security at one |layer of the protoco
stack often | ooks |ike channel security at the next |ayer up. So,
fromthe perspective of the |P |layer, each packet |ooks |Iike an

i ndividual ly secured object. But fromthe perspective of a web
client, |IPSEC just provides a secure channel

The distinction isn't always clear-cut. For exanple, S HITP provides

object level security for a single HITP transaction, but a web page
typically consists of nultiple HTTP transactions (the base page and
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nunerous inline imges). Thus, fromthe perspective of the total web
page, this |looks rather nore |ike channel security. Cbject security
for a web page woul d consist of security for the transitive closure
of the page and all its enbedded content as a single unit.

4.8. Firewalls and Network Topol ogy

It’s compn security practice in nodern networks to partition the
network into external and internal networks using a firewall. The
internal network is then assunmed to be secure and only linited
security neasures are used there. The internal portion of such a
network is often called a WALLED GARDEN.

I nternet protocol designers cannot safely assume that their protocols
wi Il be deployed in such an environment, for three reasons. First,
protocol s which were originally designed to be deployed in closed
environnments often are later deployed on the Internet, thus creating
serious vulnerabilities.

Second, networks which appear to be topol ogically disconnected may
not be. One reason nay be that the network has been reconfigured to
al | ow access by the outside world. Moreover, firewalls are

i ncreasingly passing generic application |ayer protocols such as

[ SOAP] or [HTTP]. Network protocols which are based on these generic
protocol s cannot in general assune that a firewall will protect them
Finally, one of the nost serious security threats to systens is from
i nsiders, not outsiders. Since insiders by definition have access to
the internal network, topological protections such as firewalls wll
not protect them

5. Witing Security Considerations Sections

While it is not a requirenment that any given protocol or system be
imune to all forns of attack, it is still necessary for authors to
consider as many fornms as possible. Part of the purpose of the
Security Considerations section is to explain what attacks are out of
scope and what counterneasures can be applied to defend agai nst them
In

There should be a clear description of the kinds of threats on the
descri bed protocol or technology. This should be approached as an
effort to perform"due diligence" in describing all known or

foreseeable risks and threats to potential inplenenters and users.
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Aut hors MJST descri be

whi ch attacks are out of scope (and why!)
. whi ch attacks are in-scope

.1 and the protocol is susceptible to

.2 and the protocol protects agai nst

At least the following forms of attack MJST be consi dered:
eavesdroppi ng, replay, nmessage insertion, deletion, nodification, and
man-in-the-middle. Potential denial of service attacks MJIST be
identified as well. If the protocol incorporates cryptographic
protection nechanisns, it should be clearly indicated which portions
of the data are protected and what the protections are (i.e.
integrity only, confidentiality, and/or endpoint authentication
etc.). Some indication should also be given to what sorts of attacks
the cryptographic protection is susceptible. Data which should be
hel d secret (keying material, random seeds, etc.) should be clearly

| abel ed.

If the technol ogy involves authentication, particularly user-host

aut hentication, the security of the authentication nethod MIST be
clearly specified. That is, authors MJST docunent the assunptions
that the security of this authentication nmethod is predicated upon
For instance, in the case of the UN X usernane/ password | ogi n et hod,
a statenent to the effect of:

Aut hentication in the systemis secure only to the extent that it
is difficult to guess or obtain a ASCII password that is a nmaxinmm
of 8 characters long. These passwords can be obtained by sniffing
tel net sessions or by running the 'crack’ programusing the
contents of the /etc/passwd file. Attenpts to protect against
on-1line password guessing by (1) disconnecting after severa
unsuccessful login attenpts and (2) waiting between successive
password pronpts is effective only to the extent that attackers
are inpatient.

Because the /etc/passwd file naps usernanes to user ids, groups,
etc. it nmust be world readable. In order to permt this usage but
make running crack nore difficult, the file is often split into
/etc/passwd and a 'shadow password file. The shadow file is not
wor |l d readabl e and contains the encrypted password. The regul ar
/etc/passwd file contains a dummy password in its place.

It is insufficient to sinply state that one's protocol should be run

over sone |lower |ayer security protocol. |If a systemrelies upon
| ower |ayer security services for security, the protections those

Rescorl a & Korver Best Current Practice [ Page 27]



RFC 3552 Security Considerations Cuidelines July 2003

services are expected to provide MIST be clearly specified. In
addition, the resultant properties of the conmbined systemneed to be
speci fi ed.

Note: In general, the ESG will not approve standards track protocols
whi ch do not provide for strong authentication, either internal to
the protocol or through tight binding to a | ower |ayer security

pr ot ocol

The threat environment addressed by the Security Considerations
section MJUST at a m ninuminclude depl oynent across the gl oba
Internet across nultiple adm nistrative boundaries w thout assuning
that firewalls are in place, even if only to provide justification
for why such consideration is out of scope for the protocol. It is
not acceptable to only discuss threats applicable to LANs and ignore
the broader threat environnment. Al |ETF standards-track protocols
are considered likely to have deploynment in the global Internet. In
sone cases, there might be an Applicability Statenment di scouraging
use of a technology or protocol in a particular environnent.
Nonet hel ess, the security issues of broader depl oynent should be

di scussed in the docunent.

There should be a clear description of the residual risk to the user
or operator of that protocol after threat mitigation has been

depl oyed. Such risks mght arise fromconpronise in a rel ated
protocol (e.g., IPsec is useless if key managenent has been

conprom sed), fromincorrect inplenentation, conpronise of the
security technol ogy used for risk reduction (e.g., a cipher with a
40-bit key), or there might be risks that are not addressed by the
protocol specification (e.g., denial of service attacks on an
underlying link protocol). Particular care should be taken in
situations where the conpronise of a single systemwould conpronise
an entire protocol. For instance, in general protocol designers
assune that end-systens are inviolate and don’t worry about physica
attack. However, in cases (such as a certificate authority) where
conproni se of a single systemcould |l ead to w despread conproni ses
it is appropriate to consider systems and physical security as well.

There shoul d al so be sonme di scussion of potential security risks
arising frompotential msapplications of the protocol or technol ogy
described in the RFC. This might be coupled with an Applicability
Statenent for that RFC

6. Exanpl es
This section consists of sone exanple security considerations

sections, intended to give the reader a flavor of what’s intended by
thi s docunent.
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The first exanple is a 'retrospective’ exanple, applying the criteria
of this docunent to an existing w dely deployed protocol, SMIP. The
second exanple is a good security considerations section clipped from
a current protocol

6.1. SMIP

When RFC 821 was written, Security Considerations sections were not
required in RFCs, and none is contained in that document. [RFC 2821]
updat ed RFC 821 and added a detail ed security considerations section
We reproduce here the Security Considerations section fromthat
docunent (wth new section nunbers). Qur comments are indented and
prefaced with "NOTE:'. W also add a nunmber of new sections to cover
topi cs we consider inportant. Those sections are nmarked with [ NEW
in the section header

6.1.1. Security Considerations
6.1.1.1. Mail Security and Spoofing

SMIP mail is inherently insecure in that it is feasible for even
fairly casual users to negotiate directly with receiving and rel ayi ng
SMIP servers and create nessages that will trick a naive recipient
into believing that they cane from sonewhere el se. Constructing such
a nmessage so that the "spoofed" behavior cannot be detected by an
expert is somewhat nore difficult, but not sufficiently so as to be a
deterrent to soneone who is determined and know edgeabl e.

Consequently, as know edge of Internet mail increases, so does the
know edge that SMIP nail inherently cannot be authenticated, or
integrity checks provided, at the transport level. Real nai

security lies only in end-to-end nethods involving the nessage
bodi es, such as those which use digital signatures (see [14] and,
e.g., PGP [4] or SIMME [31]).

NOTE: One bad approach to sender authentication is [IDENT] in
which the receiving mail server contacts the all eged sender and
asks for the usernane of the sender. This is a bad idea for a
nunber of reasons, including but not limted to relaying, TCP
connection hijacking, and sinple lying by the origin server.
Aside fromthe fact that IDENT is of |ow security val ue, use of

| DENT by receiving sites can lead to operational problens. Many
sendi ng sites bl ackhol e | DENT requests, thus causing mail to be
held until the receiving server’s | DENT request tinmes out.

Various protocol extensions and configuration options that provide
aut hentication at the transport level (e.g., froman SMIP client to
an SMIP server) inprove sonmewhat on the traditional situation
descri bed above. However, unless they are acconpani ed by carefu
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handoffs of responsibility in a carefully-designed trust environnent,
they remain inherently weaker than end-to-end mechani sms whi ch use
digitally signed nmessages rather than depending on the integrity of
the transport system

Efforts to make it nore difficult for users to set envelope return
pat h and header "Front fields to point to valid addresses other than
their owmn are largely msguided: they frustrate legitinate
applications in which nmail is sent by one user on behalf of another
or in which error (or normal) replies should be directed to a speci al
address. (Systens that provide convenient ways for users to alter
these fields on a per-nessage basis should attenpt to establish a
primary and pernanent mail box address for the user so that Sender
fields within the nmessage data can be generated sensibly.)

This specification does not further address the authentication issues
associ ated with SMIP other than to advocate that useful functionality
not be disabled in the hope of providing sonme small nmargin of
protection against an ignorant user who is trying to fake mail.

NOTE: We have added additional material on communications security
and SMIP in Section 6.1.2 In a final specification, the above text
woul d be edited sonewhat to reflect that fact.

6.1.1.2. Blind Copies

Addresses that do not appear in the message headers may appear in the
RCPT commands to an SMIP server for a nunber of reasons. The two

nmost conmon invol ve the use of a mailing address as a "list expl oder”
(a single address that resolves into nultiple addresses) and the
appearance of "blind copies". Especially when nore than one RCPT

command is present, and in order to avoid defeating sone of the

pur pose of these nmechanisns, SMIP clients and servers SHOULD NOT copy
the full set of RCPT command arguments into the headers, either as
part of trace headers or as informational or private-extension
headers. Since this rule is often violated in practice, and cannot
be enforced, sending SMIP systens that are aware of "bcc" use MAY
find it helpful to send each blind copy as a separate nessage
transaction containing only a single RCPT comand.

There is no inherent relationship between either "reverse" (from

MAI L, SAM., etc., comands) or "forward" (RCPT) addresses in the SMIP
transaction ("envel ope") and the addresses in the headers. Receiving
systens SHOULD NOT attenpt to deduce such rel ationshi ps and use t hem
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to alter the headers of the nessage for delivery. The popul ar
"Apparently-to" header is a violation of this principle as well as a
comon sour ce of unintended information disclosure and SHOULD NOT be
used.

6.1.1.3. VRFY, EXPN, and Security

As discussed in section 3.5, individual sites may want to disable

ei ther or both of VRFY or EXPN for security reasons. As a corollary
to the above, inplenentations that permit this MJIST NOT appear to
have verified addresses that are not, in fact, verified. If a site
di sabl es these commands for security reasons, the SMIP server MJST
return a 252 response, rather than a code that could be confused with
successful or unsuccessful verification

Returning a 250 reply code with the address listed in the VRFY
command after having checked it only for syntax violates this rule.

O course, an inplenentation that "supports" VRFY by always returning
550 whet her or not the address is valid is equally not in
conf or mance.

Wthin the | ast few years, the contents of mailing |ists have becone
popul ar as an address information source for so-called "spamers.”
The use of EXPN to "harvest" addresses has increased as |ist

adm ni strators have installed protections agai nst inappropriate uses
of the lists themselves. |nplenentations SHOULD still provide
support for EXPN, but sites SHOULD carefully evaluate the tradeoffs.
As aut hentication mechanisns are introduced into SMIP, sonme sites may
choose to make EXPN available only to authenticated requesters.

NOTE: It’'s not clear that disabling VRFY adds nmuch protection
since it’'s often possible to discover whether an address is valid
usi ng RCPT TO

6.1.1.4. Information D sclosure in Announcenents

There has been an ongoi ng debate about the tradeoffs between the
debuggi ng advant ages of announci ng server type and version (and,
sonetines, even server domain name) in the greeting response or in
response to the HELP conmand and the di sadvantages of exposing
informati on that m ght be useful in a potential hostile attack. The
utility of the debugging information is beyond doubt. Those who
argue for making it available point out that it is far better to
actually secure an SMIP server rather than hope that trying to
conceal known vulnerabilities by hiding the server’s precise identity
will provide nore protection. Sites are encouraged to evaluate the
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tradeoff with that issue in nmind; inplenentations are strongly
encouraged to mininmally provide for making type and version
i nformati on avail able in some way to other network hosts.

6.1.1.5. Information Disclosure in Trace Fields

In sone circunstances, such as when nmail originates fromwithin a LAN
whose hosts are not directly on the public Internet, trace
("Received") fields produced in conformance with this specification
may di scl ose host nanes and simlar information that woul d not
normal |y be available. This ordinarily does not pose a problem but
sites with special concerns about nanme di sclosure should be aware of
it. Also, the optional FOR clause should be supplied with caution or
not at all when nultiple recipients are involved lest it

i nadvertently disclose the identities of "blind copy" recipients to
ot hers.

6.1.1.6. Information Disclosure in Message Forwardi ng

As discussed in section 3.4, use of the 251 or 551 reply codes to
identify the replacenent address associated with a mail box may

i nadvertently disclose sensitive information. Sites that are
concer ned about those issues should ensure that they select and
configure servers appropriately.

6.1.1.7. Scope of QOperation of SMIP Servers

It is a well-established principle that an SMIP server may refuse to
accept mail for any operational or technical reason that makes sense
to the site providing the server. However, cooperation anong sites
and installations nmakes the Internet possible. |[If sites take
excessi ve advantage of the right to reject traffic, the ubiquity of
emai | availability (one of the strengths of the Internet) will be

t hreat ened; consi derable care should be taken and bal ance nai nt ai ned
if a site decides to be selective about the traffic it will accept
and process.

In recent years, use of the relay function through arbitrary sites
has been used as part of hostile efforts to hide the actual origins
of mail. Sone sites have decided to linmit the use of the relay
function to known or identifiable sources, and inpl enentati ons SHOULD
provide the capability to performthis type of filtering. Wen nai

is rejected for these or other policy reasons, a 550 code SHOULD be
used in response to EHLO, MAIL, or RCPT as appropriate.
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6.1.1.8. Inappropriate Usage [ NEW

SMIP itself provides no protection is provided against unsolicited

comrercial mass e-mail (aka spam)j. It is extrenely difficult to tel
a priori whether a given nessage is spamor not. From a protocol
perspective, spamis indistinguishable fromother e-mail -- the

distinction is alnbpst entirely social and often quite subtle. (For
instance, is a nessage froma merchant from whom you’ ve purchased
itens before advertising sinmilar itens spanf?) SMIP spam suppression
mechani snms are generally limted to identifying known spam senders
and either refusing to service themor target themfor

puni shnent / di sconnecti on. [RFC 2505] provides extensive gui dance on
maki ng SMIP servers spamresistant. W provide a brief discussion of
the topic here.

The primary tool for refusal to service spammers is the blacklist.
Some aut hority such as [MAPS] collects and publishes a list of known
spamers. |Individual SMIP servers then bl ock the bl acklisted

of fenders (generally by |IP address).

In order to avoid being blacklisted or otherwi se identified, spanmers
often attenpt to obscure their identity, either sinply by sending a
false SMIP identity or by forwarding their mail through an Open Rel ay
-- an SMIP server which will performmil relaying for any sender

As a consequence, there are now bl acklists [ORBS] of open relays as
wel | .

6.1.1.8.1. dosed Relaying [ NEW

To avoid being used for spam forwardi ng, nany SMIP servers operate as
cl osed rel ays, providing relaying service only for clients who they
can identify. Such relays should generally insist that senders
advertise a sending address consistent with their known identity. |If
the relay is providing service for an identifiable network (such as a
corporate network or an ISPs network) then it is sufficient to bl ock
all other IP addresses). |n other cases, explicit authentication
nmust be used. The two standard choices for this are TLS [ STARTTLS]
and SASL [ SASLSMIP] .

6.1.1.8.2. Endpoints [ NEW
Realistically, SMIP endpoints cannot refuse to deny service to
unaut henti cated senders. Since the vast najority of senders are

unaut henticated, this would break Internet nmail interoperability.
The exception to this is when the endpoint server should only be
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receiving nail from sonme other server which can itself receive

unaut henti cat ed nessages. For instance, a conpany might operate a
public gateway but configure its internal servers to only talk to the
gat evay.

6.1.2. Communi cations security issues [ NEW

SMIP itself provides no conmunications security, and therefore a

| arge number of attacks are possible. A passive attack is sufficient
to recover the text of nessages transmitted with SMIP. No endpoi nt
aut hentication is provided by the protocol. Sender spoofing is
trivial, and therefore forging email nessages is trivial. Sone

i mpl enent ati ons do add header |ines wth hostnanmes derived through
reverse nane resolution (which is only secure to the extent that it
is difficult to spoof DNS -- not very), although these header |ines
are normally not displayed to users. Receiver spoofing is also
fairly straight-forward, either using TCP connection hijacking or DNS
spoofing. Mbreover, since email nessages often pass through SMIP
gateways, all internediate gateways nmust be trusted, a condition
nearly inpossible on the global Internet.

Several approaches are available for alleviating these threats. In
order of increasingly high level in the protocol stack, we have:

SMIP over | PSEC
SMIP/ TLS
S/M ME and PGP/ M ME

6.1.2.1. SMIP over |PSEC [ NEW

An SMIP connection run over | PSEC can provide confidentiality for the
nmessage between the sender and the first hop SMIP gateway, or between
any pair of connected SMIP gateways. That is to say, it provides
channel security for the SMIP connections. 1In a situation where the
message goes directly fromthe client to the receiver’'s gateway, this
may provide substantial security (though the receiver nust stil

trust the gateway). Protection is provided against replay attacks,
since the data itself is protected and the packets cannot be

repl ayed.

Endpoint identification is a problem however, unless the receiver’s
address can be directly cryptographically authenticated. Sender
identification is not generally available, since generally only the
sender’s machine is authenticated, not the sender hinself.
Furthernmore, the identity of the sender sinply appears in the From
header of the nessage, so it is easily spoofable by the sender.
Finally, unless the security policy is set extrenmely strictly, there
is also an active downgrade to cleartext attack
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Anot her problemwi th I Psec as a security solution for SMIP is the

|l ack of a standard |Psec API. 1In order to take advantage of | Psec,
applications in general need to be able to instruct the | Psec

i npl enent ati on about their security policies and di scover what
protection has been applied to their connections. Wthout a standard
APl this is very difficult to do portably.

| mpl enentors of SMIP servers or SMIP admini strators MJST NOT assune
that I Psec will be available unless they have reason to believe that
it will be (such as the existence of preexisting association between
two machines). However, it nmay be a reasonable procedure to attenpt
to create an | Psec association opportunistically to a peer server
when nmail is delivered. Note that in cases where IPsec is used to
provide a VPN tunnel between two sites, this is of substantial
security value, particularly to the extent that confidentiality is
provi ded, subject to the caveats nentioned above. Also see

[ USEI PSEC] for general guidance on the applicability of IPsec.

6.1.2.2. SMIP/ TLS [ NEW

SMIP can be conbined with TLS as described in [ STARTTLS]. This
provides sinmilar protection to that provided when using | PSEC. Since
TLS certificates typically contain the server’s host nane, recipient
aut hentication may be slightly nore obvious, but is still susceptible
to DNS spoofing attacks. Notably, conmmon inplenentations of TLS
contain a US exportable (and hence | ow security) nmode. Applications
desiring high security should ensure that this node is disabled.
Protection is provided against replay attacks, since the data itself
is protected and the packets cannot be replayed. [Note: The
Security Considerations section of the SMIP over TLS docunent is

qui te good and bears reading as an exanpl e of how to do things.]

6.1.2.3. S/IMME and PGP/ M ME [ NEW

S/M ME and PGP/ M ME are both nessage oriented security protocols.
They provide object security for individual nessages. Wth various
settings, sender and recipient authentication and confidentiality may
be provided. More inportantly, the identification is not of the
sendi ng and receiving nachines, but rather of the sender and

reci pient thenmselves. (O, at least, of cryptographic keys
corresponding to the sender and recipient.) Consequently, end-to-end
security may be obtained. Note, however, that no protection is

provi ded against replay attacks. Note also that S/M M and PGP/ M ME
generally provide identifying narks for both sender and receiver

Thus even when confidentiality is provided, traffic analysis is stil
possi bl e.
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6.1.3. Denial of Service [ NEW

None of these security neasures provides any real protection against
deni al of service. SMIP connections can easily be used to tie up
systemresources in a nunmber of ways, including excessive port
consunption, excessive disk usage (email is typically delivered to
disk files), and excessive nenory consunption (sendnail, for
instance, is fairly large, and typically forks a new process to dea
wi th each nessage.)

If transport- or application-layer security is used for SMIP
connections, it is possible to nmount a variety of attacks on

i ndi vi dual connections using forged RSTs or other kinds of packet
i njection.

6.2. VRRP

The second exanple is from VRRP, the Virtual Router Redundance
Protocol ([VRRP]). W reproduce here the Security Considerations
section fromthat docunent (w th new section nunbers). Qur conments
are indented and prefaced with ' NOTE: .

6.2.1. Security Considerations

VRRP i s designed for a range of internetworking environnents that nay
enploy different security policies. The protocol includes severa

aut henti cation nethods ranging fromno authentication, sinple clear
text passwords, and strong authentication using |IP Authentication
with MD5 HVAC. The details on each approach including possible
attacks and reconmended environments foll ows.

I ndependent of any authentication type VRRP includes a nechani sm
(setting TTL=255, checking on receipt) that protects agai nst VRRP
packets being injected fromanother renote network. This linits nost
vul nerabilities to | ocal attacks.

NOTE: The security measures discussed in the follow ng sections
only provide various kinds of authentication. No confidentiality
is provided at all. This should be explicitly described as
out si de the scope.

6.2.1.1. No Authentication

The use of this authentication type neans that VRRP protoco
exchanges are not authenticated. This type of authentication SHOULD
only be used in environments were there is mininmal security risk and
little chance for configuration errors (e.g., two VRRP routers on a
LAN) .
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6.2.1.2. Sinple Text Password

The use of this authentication type neans that VRRP protoco
exchanges are authenticated by a sinple clear text password.

This type of authentication is useful to protect against accidenta

m sconfiguration of routers on a LAN. It protects against routers

i nadvertently backing up another router. A new router nust first be
configured with the correct password before it can run VRRP with

anot her router. This type of authentication does not protect against
hostil e attacks where the password can be | earned by a node snooping
VRRP packets on the LAN. The Sinple Text Authentication conbined
with the TTL check nakes it difficult for a VRRP packet to be sent
fromanother LAN to disrupt VRRP operation.

This type of authentication is RECOMENDED when there is mnimal risk
of nodes on a LAN actively disrupting VRRP operation. |If this type
of authentication is used the user should be aware that this clear
text password is sent frequently, and therefore should not be the
same as any security significant password.

NOTE: This section should be clearer. The basic point is that no
aut hentication and Sinple Text are only useful for a very limted
threat nodel, nanely that none of the nodes on the |Iocal LAN are
hostile. The TTL check prevents hostile nodes of f-LAN from posi ng
as valid nodes, but nothing stops hostile nodes on-LAN from

i npersonating aut horized nodes. This is not a particularly
realistic threat nmodel in many situations. In particular, it’'s
extremely brittle: the conprom se of any node the LAN all ows
reconfiguration of the VRRP nodes.

6.2.1.3. I P Authenticati on Header

The use of this authentication type neans the VRRP protocol exchanges
are authenticated using the nmechani snms defined by the IP

Aut henti cation Header [AH using [HMAC|. This provides strong
protection against configuration errors, replay attacks, and packet
corruption/ modi fication.

This type of authentication is RECOMENDED when there is linmted
control over the adm nistration of nodes on a LAN. Wile this type
of authentication does protect the operation of VRRP, there are other
types of attacks that nmay be enpl oyed on shared nedia links (e.qg.
generation of bogus ARP replies) which are independent from VRRP and
are not protected.
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NOTE: It's a nistake to have AH be a RECOWENDED in this context.
Since AH is the only nmechani smthat protects VRRP agai nst attack
from ot her nodes on the same LAN, it should be a MIST for cases
where there are untrusted nodes on the same network. In any case,
AH shoul d be a MJST inpl ement.

NOTE: There's an inportant piece of security analysis that's only
hinted at in this docunment, nanely the cost/benefit tradeoff of
VRRP aut henti cati on.

[The rest of this section is NEWnmaterial]

The threat that VRRP authentication is intended to prevent is an
attacker arranging to be the VRRP naster. This would be done by
joining the group (probably nultiple tinmes), gagging the naster and
then el ecting oneself master. Such a node could then direct traffic
in arbitrary undesirabl e ways.

However, it is not necessary for an attacker to be the VRRP naster to
do this. An attacker can do sinilar kinds of danage to the network
by forging ARP packets or (on switched networks) fooling the switch
VRRP aut hentication offers no real protection against these attacks.

Unfortunately, authentication nmakes VRRP networks very brittle in the
face of misconfiguration. Consider what happens if two nodes are
configured with different passwords. Each will reject nmessages from
the other and therefore both will attenpt to be nmaster. This creates
substantial network instability.

This set of cost/benefit tradeoffs suggests that VRRP authentication
is a bad idea, since the increnental security benefit is narginal but
the increnental risk is high. This judgnent should be revisited if
the current set of non-VRRP threats are renoved.
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10. Security Considerations

This entire docunent is about security considerations.
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