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Abst r act

Thi s docunent presents a sunmary of Request-Routing techniques that

are used to direct client requests to surrogates based on various

policies and a possible set of netrics. The docunent covers
techni ques that were commonly used in the industry on or before

Decenber 2000. |In this neno, the term Request-Routing represents
techni ques that is comonly called content routing or content
redirection. |In principle, Request-Routing techniques can be

classified under: DNS Request-Routing, Transport-I|ayer
Request - Routing, and Application-layer Request-Routing.
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1. Introduction

Thi s docunent provides a sunmary of known request routing techniques
that are used by the industry before Decenber 2000. Request routing
techni ques are generally used to direct client requests to surrogates
based on various policies and a possible set of nmetrics. The task of
directing clients’ requests to surrogates is also called
Request - Routi ng, Content Routing or Content Redirection.

Request - Rout i ng techni ques are comonly used in Content Networks
(al so known as Content Delivery Networks) [8]. Content Networks

i nclude network infrastructure that exists in layers 4 through 7.
Content Networks deal with the routing and forwardi ng of requests and
responses for content. Content Networks rely on layer 7 protocols
such as HTTP [4] for transport.

Request - Routi ng techni ques are generally used to direct client
requests for objects to a surrogate or a set of surrogates that could
best serve that content. Request-Routing nechani sns could be used to
direct client requests to surrogates that are within a Content
Network (CN) [8].
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Request - Rout i ng techniques are used as a vehicle to extend the reach
and scale of Content Delivery Networks. There exist multiple
Request - Routi ng nechanisns. At a high-level, these nmay be classified
under: DNS Request-Routing, transport-|ayer Request-Routing, and
application-layer Request-Routing.

A request routing systemuses a set of netrics in an attenpt to
direct users to surrogate that can best serve the request. For
exanpl e, the choice of the surrogate could be based on network
proximty, bandwi dth availability, surrogate |oad and availability of
content. Appendix A provides a summary of netrics and measur enent
techni ques that could be used in the selection of the best surrogate.

The meno is organi zed as follows: Section 2 provides a sumary of
known DNS based Request-Routing techniques. Section 3 discusses
transport-layer Request-Routing nethods. In section 4 application
| ayer Request-Routing mechani sns are explored. Section 5 provides
i nsi ght on conbining the various nethods that were discussed in the
earlier sections in order to optinize the perfornmance of the
Request - Routing System Appendi x A provides a summary of possible
nmetrics and neasurenents techni ques that could be used by the
Request - Routi ng systemto choose a given surrogate.

2. DNS based Request-Routing Mechani sns

DNS based Request-Routing techniques are common due to the ubiquity
of the DNS system [10][12][13]. |In DNS based Request- Routing

techni ques, a specialized DNS server is inserted in the DNS

resol ution process. The server is capable of returning a different
set of A, NS or CNAME records based on user defined policies,
metrics, or a conbination of both. In [11] RFC 2782 (DNS SRV)

provi des gui dance on the use of DNS for |oad bal ancing. The RFC
describes sone of the limtations and suggests appropriate useage of
DNS based techni ques. The next sections provides a summary of sone
of the used techniques.

2.1. Single Reply

In this approach, the DNS server is authoritative for the entire DNS
domai n or a sub domain. The DNS server returns the |IP address of the
best surrogate in an A record to the requesting DNS server. The IP
address of the surrogate could also be a virtual |P(VIP) address of
the best set of surrogates for requesting DNS server
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2.2. Miltiple Replies

In this approach, the Request-Routing DNS server returns multiple
replies such as several A records for various surrogates. Common

i npl ementations of client site DNS server’s cycles through the
multiple replies in a Round-Robin fashion. The order in which the
records are returned can be used to direct nmultiple clients using a
single client site DNS server

2. 3. Mul ti-Level Resol ution

In this approach nultiple Request-Routing DNS servers can be invol ved
in a single DNS resolution. The rationale of utilizing multiple
Request - Routing DNS servers in a single DNS resolution is to allow
one to distribute nore conplex decisions froma single server to

mul tiple, nore specialized, Request-Routing DNS servers. The nost
comon nmechani snms used to insert nultiple Request-Routing DNS servers
in a single DNS resolution is the use of NS and CNAME records. An
exanpl e woul d be the case where a higher | evel DNS server operates
within a territory, directing the DNS | ookup to a nore specific DNS
server within that territory to provide a nore accurate resolution

2.3.1. NS Redirection

A DNS server can use NS records to redirect the authority of the next
| evel domain to another Request-Routing DNS server. The, technique
allows nultiple DNS server to be involved in the name resol ution
process. For exanple, a client site DNS server resolving

a.b. exanpl e.com [ 10] woul d eventual | y request a resol ution of

a. b. exanpl e.com fromthe nane server authoritative for exanple.com
The nane server authoritative for this donmain night be a
Request - Routing NS server. In this case the Request-Routing DNS
server can either return a set of A records or can redirect the
resol ution of the request a.b.exanple.comto the DNS server that is
aut horitative for exanple.comusing NS records

One drawback of using NS records is that the nunber of
Request - Routing DNS servers are linited by the nunber of parts in the
DNS name. This problemresults from DNS policy that causes a client
site DNS server to abandon a request if no additional parts of the
DNS name are resolved in an exchange with an authoritative DNS
server.

A second drawback is that the | ast DNS server can determne the TTL
of the entire resolution process. Basically, the last DNS server can
return in the authoritative section of its response its own NS
record. The client will use this cached NS record for further
request resolutions until it expires.
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Anot her drawback is that sone inplenentations of bind voluntarily
cause tinmeouts to sinplify their inplenentation in cases in which a
NS [ evel redirect points to a nane server for which no valid A record
is returned or cached. This is especially a problemif the donain of
the nane server does not match the domain currently resolved, since
in this case the A records, which mght be passed in the DNS
response, are discarded for security reasons. Another drawback is
the added delay in resolving the request due to the use of nmultiple
DNS servers

2.3.2. CNAME Redirection

In this scenario, the Request-Routing DNS server returns a CNAME
record to direct resolution to an entirely new domain. In principle,
the new domai n might enploy a new set of Request-Routing DNS servers.

One di sadvantage of this approach is the additional overhead of
resol ving the new domai n nanme. The nain advantage of this approach
is that the nunmber of Request-Routing DNS servers is independent of
the format of the domain name.

2.4. Anycast

Anycast [5] is an inter-network service that is applicable to
net wor ki ng situations where a host, application, or user wi shes to

| ocate a host which supports a particular service but, if severa
servers utilizes the service, it does not particularly care which
server is used. In an anycast service, a host transmits a datagram
to an anycast address and the inter-network is responsible for
providing best effort delivery of the datagramto at |east one, and
preferably only one, of the servers that accept datagrans for the
anycast address.

The notivation for anycast is that it considerably sinplifies the
task of finding an appropriate server. For exanple, users, instead
of consulting a list of servers and choosing the cl osest one, could
sinmply type the nanme of the server and be connected to the nearest
one. By using anycast, DNS resolvers would no | onger have to be
configured with the | P addresses of their servers, but rather could
send a query to a well-known DNS anycast address.

Furthernmore, to conbine neasurenment and redirection, the
Request - Routing DNS server can advertise an anycast address as its IP
address. The sanme address is used by nultiple physical DNS servers.
In this scenario, the Request-Routing DNS server that is the closest
to the client site DNS server in terms of OSPF and BGP routing will
recei ve the packet containing the DNS resolution request. The server
can use this information to nake a Request-Routing decision
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Dr awbacks of this approach are |isted bel ow

0 The DNS server may not be the closest server in terns of routing
to the client.

o Typically, routing protocols are not |oad sensitive. Hence, the
cl osest server may not be the one with the | east network | atency.

0 The server load is not considered during the Request-Routing
process.

2.5. (Object Encoding

Since only DNS nanes are visible during the DNS Request-Routing, some
sol uti ons encode the object type, object hash, or sinilar information
into the DNS nane. This might vary froma sinple division of objects
based on object type (such as inmages. a.b. exanpl e. com and

stream ng. a. b. exanpl e. com) to a sophisticated schema in which the
domai n nane contains a unique identifier (such as a hash) of the

obj ect. The obvious advantage is that object infornmation is

avail able at resolution tine. The disadvantage is that the client
site DNS server has to performnmultiple resolutions to retrieve a
singl e Wb page, which mght increase rather than decrease the
overal |l |atency.

2.6. DNS Request-Routing Linitations

This section lists sone of the limtati ons of DNS based
Request - Rout i ng t echni ques.

0o DNS only allows resolution at the donmain |l evel. However, an idea
request resolution system should service requests per object
| evel

0 In DNS based Request-Routing systens servers may be required to
return DNS entries with a short tinme-to-live (TTL) values. This
may be needed in order to be able to react quickly in the face of
outages. This in return nmay increase the volune of requests to
DNS servers

o Some DNS inpl enentations do not always adhere to DNS standards.
For exanple, nmany DNS inpl enentations do not honor the DNS TTL
field.

0 DNS Request-Routing is based only on know edge of the client DNS
server, as client addresses are not relayed within DNS requests.
This limts the ability of the Request-Routing systemto determne
aclient’s proximty to the surrogate.
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0 DNS servers can request and all ow recursive resol ution of DNS
names. For recursive resolution of requests, the Request-Routing
DNS server will not be exposed to the | P address of the client’s
site DNS server. 1In this case, the Request-Routing DNS server
wi |l be exposed to the address of the DNS server that is
recursively requesting the information on behalf of the client’s
site DNS server. For exanple, ings.exanple.comm ght be resol ved
by a CN, but the request for the resolution night come from
dnsl. exanpl e.comas a result of the recursion

o0 Users that share a single client site DNS server will be
redirected to the sane set of |P addresses during the TTL
interval. This might lead to overloading of the surrogate during
a flash crowd.

o Some inplenentations of bind can cause DNS tineouts to occur while
handl i ng exceptional situations. For exanple, tineouts can occur
for NS redirections to unknown domai ns.

DNS based request routing techniques can suffer from serious
limtations. For exanple, the use of such techni ques can overburden
third party DNS servers, which should not be allowed [19]. In [11]
RFC 2782 provides warnings on the use of DNS for | oad bal anci ng.
Readers are encouraged to read the RFC for better understanding of
the limtations.

3. Transport-Layer Request-Routing

At the transport-layer finer levels of granularity can be achi eved by
the close inspection of client’s requests. In this approach, the
Request - Routing systeminspects the information available in the
first packet of the client’s request to nake surrogate sel ection
decisions. The inspection of the client’s requests provides data
about the client’s I P address, port information, and |ayer 4
protocol. The acquired data could be used in conbination with
user-defined policies and other netrics to determ ne the sel ection of
a surrogate that is better suited to serve the request. The

techni ques [20][18][15] are used to hand off the session to a nore
appropriate surrogate are beyond the scope of this docunent.

In general, the forward-flow traffic (client to newy sel ected
surrogate) will flow through the surrogate originally chosen by DNS
The reverse-flow (surrogate to client) traffic, which normally
transfers nmuch nore data than the forward flow, would typically take
the direct path.
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The overhead associated with transport-layer Request-Routing [21]]19]
is better suited for long-lived sessions such as FTP [1] and RTSP
[3]. However, it also could be used to direct clients away from
over | oaded surrogates.

In general, transport-layer Request-Routing can be conbined with DNS
based techniques. As stated earlier, DNS based nmethods resol ve
clients requests based on domains or sub domains with exposure to the
client’s DNS server |P address. Hence, the DNS based nethods coul d
be used as a first step in deciding on an appropriate surrogate with
nmore accurate refinenent nmade by the transport-Ilayer Request-Routing
system

4. Application-Layer Request-Routing

Application-1ayer Request-Routing systens perform deeper exam nation
of client’s packets beyond the transport |ayer header. Deeper

exam nation of client’s packets provides fine-grained Request-Routing
control down to the level of individual objects. The process could
be performed in real tine at the tinme of the object request. The
exposure to the client’s | P address conbined with the fine-grained
know edge of the requested objects enable application-|ayer
Request - Routing systens to provide better control over the selection
of the best surrogate.

4.1. Header Inspection
Some application | evel protocols such as HITP [4], RTSP [3], and SSL
[2] provide hints in the initial portion of the session about how the
client request nust be directed. These hints nay cone fromthe URL
of the content or other parts of the M ME request header such as
Cooki es.

4.1.1. URL-Based Request-Routing

Application | evel protocols such as HTTP and RTSP descri be the

requested content by its URL [6]. In many cases, this information
is sufficient to disanbiguate the content and suitably direct the
request. |In nost cases, it may be sufficient to make Request- Routing

decision just by exam ning the prefix or suffix of the URL.

4.1.1.1. 302 Redirection
In this approach, the client’s request is first resolved to a virtua
surrogate. Consequently, the surrogate returns an

application-specific code such as the 302 (in the case of HTTP [4] or
RTSP [3]) to redirect the client to the actual delivery node
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This technique is relatively sinple to inplenent. However, the nain
drawback of this method is the additional |atency involved in sending
the redirect nmessage back to the client.

4.1.1. 2. I n- Pat h El enent

In this technique, an In-Path elenment is present in the network in
the forwarding path of the client’s request. The In-Path el enent
provi des transparent interception of the transport connection. The
In-Path el ement examines the client’s content requests and perforns
Request - Rout i ng deci si ons.

The In-Path el enent then splices the client connection to a
connection with the appropriate delivery node and passes al ong the
content request. In general, the return path would go through the
In-Path element. However, it is possible to arrange for a direct
return by passing the address translation information to the
surrogate or delivery node through sonme proprietary neans.

The primary di sadvantage with this method is the performance

i mplications of URL-parsing in the path of the network traffic.
However, it is generally the case that the return traffic is nmuch
| arger than the forward traffic.

The technique allows for the possibility of partitioning the traffic
anong a set of delivery nodes by content objects identified by URLs.
This all ows object-specific control of server |oading. For exanple,
requests for non-cacheabl e object types may be directed away froma
cache.

4.1.2. Header-Based Request-Routing

This technique involves the task of using HTTP [4] such as Cooki e,
Language, and User-Agent, in order to select a surrogate. In [20]
some exanpl es of using this technique are provided.

Cooki es can be used to identify a custoner or session by a web site.
Cooki e based Request-Routing provides content service differentiation
based on the client. This approach works provided that the cookies
belong to the client. In addition, it is possible to direct a
connection froma mnulti-session transaction to the sane server to
achi eve session-1|evel persistence.

The | anguage header can be used to direct traffic to a

| anguage-specific delivery node. The user-agent header hel ps
identify the type of client device. For exanple, a voice-browser,
PDA, or cell phone can indicate the type of delivery node that has
content specialized to handle the content request.
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4.1.3. Site-Specific ldentifiers

Site-specific identifiers help authenticate and identify a session
froma specific user. This information nmay be used to direct a
content request.

An exanple of a site-specific identifier is the SSL Session
Identifier. This identifier is generated by a web server and used by
the web client in succeeding sessions to identify itself and avoid an
entire security authentication exchange. |n order to inspect the
session identifier, an In-Path el ement woul d observe the responses of
the web server and determine the session identifier which is then
used to associate the session to a specific server. The renaining
sessions are directed based on the stored session identifier

4.2. Content Mbodification

This techni que enables a content provider to take direct control over
Request - Rout i ng deci sions without the need for specific wtching
devices or directory services in the path between the client and the
origin server. Basically, a content provider can directly

comruni cate to the client the best surrogate that can serve the
request. Decisions about the best surrogate can be nmade on a per-
obj ect basis or it can depend on a set of nmetrics. The overall goa
is to inprove scalability and the performance for delivering the
nmodi fi ed content, including all enbedded objects.

In general, the nethod takes advantage of content objects that
consi st of basic structure that includes references to additional
enbedded objects. For exanple, nost web pages, consist of an HTM
docunent that contains plain text together with sone enbedded

obj ects, such as G F or JPEG i nages. The enbedded objects are
referenced using enbedded HTML directives. |In general, enbedded HTM
directives direct the client to retrieve the enbedded objects from
the origin server. A content provider can now nodify references to
enbedded obj ects such that they could be fetched fromthe best
surrogate. This technique is also known as URL rewiting.

Content nodification techniques nust not violate the architectura
concepts of the Internet [9]. Special considerations nmust be made to
ensure that the task of nodifying the content is perfornmed in a
manner that is consistent with RFC 3238 [9] that specifies the
architectural considerations for internediaries that perform
operations or nodifications on content.

The basic types of URL rewiting are discussed in the follow ng
subsecti ons.
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4.2.1. A-priori URL Rewiting

In this schenme, a content provider rewites the enbedded URLs before
the content is positioned on the origin server. |In this case, URL
rewiting can be done either manually or by using software tools that
parse the content and repl ace enbedded URLs.

A-priori URL rewiting al one does not allow consideration of client
specifics for Request-Routing. However, it can be used in

combi nation with DNS Request-Routing to direct related DNS queries
into the domai n nane space of the service provider. Dynanic
Request - Routi ng based on client specifics are then done using the DNS
appr oach.

4.2.2. On-Denmand URL Rewriting

4,

5.

On-Demand or dynamic URL rewiting, nodifies the content when the
client request reaches the origin server. At this tine, the identity
of the client is known and can be considered when rewiting the
enbedded URLs. In particular, an autonated process can determ ne
on-demand, which surrogate would serve the requesting client best.
The enmbedded URLs can then be rewitten to direct the client to
retrieve the objects fromthe best surrogate rather than fromthe
origin server.

2.3. Content Modification Limtations

Content nodification as a Request-Routing mechani smsuffers from many
limtation [23]. For exanple:

o The first request froma client to a specific site nust be served
fromthe origin server.

o Content that has been nodified to include references to nearby
surrogates rather than to the origin server should be marked as
non- cacheable. Alternatively, such pages can be narked to be
cacheable only for a relatively short period of time. Rewitten
URLs on cached pages can cause probl ens, because they can get
outdated and point to surrogates that are no |onger avail able or
no | onger good choi ces.

Conbi nation of Multiple Mechanisns

There are environments in which a conbination of different nmechani sns
can be beneficial and advantageous over using one of the proposed
mechani snms al one. The followi ng exanple illustrates how the
mechani snms can be used in conbination
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A basic probl em of DNS Request-Routing is the resolution granularity
that allows resolution on a per-domain level only. A per-object
redirecti on cannot easily be achieved. However, content nodification
can be used together with DNS Request-Routing to overcone this
problem Wth content nodification, references to different objects
on the sane origin server can be rewitten to point into different
domai n nane spaces. Using DNS Request-Routing, requests for those
obj ects can now dynanically be directed to different surrogates.

6. Security Considerations

The main objective of this docunent is to provide a summary of
current Request-Routing techniques. Such techniques are currently
impl enented in the Internet. However, security rmust be addressed by
any entity that inplements any technique that redirects client’'s
requests. In [9] RFC 3238 addresses the main requirenments for
entities that intend to nodify requests for content in the Internet.

Sonme active probing techniques will set off intrusion detection
systens and firewalls. Therefore, it is recomended that
i mpl ementers be aware of routing protocol security [25].

It is inmportant to note the inpact of TLS [2] on request routing in
CNs. Specifically, when TLS is used the full URL is not visible to
the content network unless it term nates the TLS session. The
current docunent focuses on HTTP techniques. TLS based techniques
that require the termnation of TLS sessions on Content Peering

CGat eways [8] are beyond the of scope of this document.

The details of security techniques are also beyond the scope of this
docunent .

7. Additional Authors and Acknow edgenents
The foll owi ng people have contributed to the task of authoring this
docunent: Fred Douglis (IBM Research), Mark Green, Markus Hof mann
(Lucent), Doug Potter
The aut hors acknow edge the contributions and comments of |an Cooper

Nalin Mstry (Nortel), Wayne Ding (Nortel) and Eric Dean
(Crystal Ball).

Barbir, et al. I nf or mat i onal [ Page 12]



RFC 3568 Known CN Request - Routing Mechani sns July 2003

Appendi x A.  Measurenents

Request - Routing systens can use a variety of netrics in order to
determ ne the best surrogate that can serve a client’s request. In
general, these netrics are based on network measurenents and feedback
fromsurrogates. It is possible to conbine nmultiple netrics using
both proxinity and surrogate feedback for best surrogate sel ection
The foll owi ng sections describe several well known metrics as well as
the maj or techniques for obtaining them

A.l. Proximty Measurenents

Proxi mty neasurenents can be used by the Request-Routing systemto
direct users to the "closest" surrogate. |In this docunment proxinity
nmeans round-trip tine. In a DNS Request-Routing system the
nmeasurenents are nade to the client’s | ocal DNS server. However,
when the I P address of the client is accessible nore accurate

proxi mty neasurenents can be obtained [24].

Proxi mty neasurenents can be exchanged between surrogates and the
requesting entity. In nmany cases, proximty nmeasurenments are
"one-way" in that they nmeasure either the forward or reverse path of
packets fromthe surrogate to the requesting entity. This is

i mportant as many paths in the Internet are asynmmetric [24].

In order to obtain a set of proximty nmeasurenments, a network may
enpl oy active probing techni ques.

A.1.1. Active Probing

Active probing is when past or possible requesting entities are
probed using one or nore techniques to deternine one or nore metrics
from each surrogate or set of surrogates. An exanple of a probing
technique is an | CMP ECHO Request that is periodically sent from each
surrogate or set of surrogates to a potential requesting entity.

In any active probing approach, a list of potential requesting
entities need to be obtained. This Iist can be generated
dynanmically. Here, as requests arrive, the requesting entity
addresses can be cached for later probing. Another potential
solution is to use an algorithmto divide address space into bl ocks
and to probe random addresses within those bl ocks. Linitations of
active probing techniques include:

0 Measurenents can only be taken periodically.

o Firewalls and NATs di sal |l ow probes.
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0 Probes often cause security alarns to be triggered on intrusion
det ecti on systens.

A 1.2. Metric Types

The followi ng sections list sonme of the netrics, which can be used
for proximty calcul ations.

0 Latency: Network latency nmeasurenents netrics are used to
determ ne the surrogate (or set of surrogates) that has the |east
delay to the requesting entity. These nmeasurenents can be
obt ai ned usi ng active probing techniques.

0 Hop Counts: Router hops fromthe surrogate to the requesting
entity can be used as a proxinmty measurenent.

o BGP Information: BGP AS PATH and MED attributes can be used to
deternm ne the "BGP distance" to a given prefix/length pair. In
order to use BGP information for proxinity neasurenents, it nust
be obtained at each surrogate site/location

It is inmportant to note that the value of BGP AS PATH i nformation can
be meani ngl ess as a good selection nmetric [24].

A.1.3. Surrogate Feedback
In order to select a "least-1|oaded" delivery node. Feedback can be
delivered fromeach surrogate or can be aggregated by site or by
| ocati on.

A.1.3.1. Probing
Feedback information may be obtained by periodically probing a
surrogate by issuing an HTTP request and observing the behavior. The
probl enms with probing for surrogate information are:
o It is difficult to obtain "real-time" infornation.
o0 Non-real-tine information may be inaccurate.
Consequently, feedback information can be obtained by agents that

resi de on surrogates that can communicate a variety of nmetrics about
t hei r nodes.
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