Net wor k Wor ki ng Group B. Aboba
Request for Comments: 3575 M crosoft
Updat es: 2865 July 2003
Cat egory: Standard Track

| ANA Consi derations for RAD US
(Renmote Authentication Dial In User Service)

Status of this Meno

Thi s docunent specifies an Internet standards track protocol for the
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and status of this protocol. Distribution of this neno is unlimted.
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Abstr act

Thi s docunent describes the | ANA considerations for the Renote
Aut hentication Dial In User Service (RAD US).

Thi s docunent updates RFC 2865.
1. Introduction

Thi s docunent provides gui dance to the Internet Assigned Numbers
Authority (I ANA) regarding registration of values related to the
Renote Aut hentication Dial In User Service (RADIUS), defined in

[ RFC2865], in accordance with BCP 26, [RFC2434]. It also reserves
Packet Type Codes that are or have been in use on the Internet.

1.1. Specification of Requirenents

In this docunent, several words are used to signify the requirenents
of the specification. These words are often capitalized. The key
words "MUST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT*, "SHOULD",
"SHOULD NOT", "RECOWENDED', "MAY", and "OPTIONAL" in this docunent
are to be interpreted as described in [RFC2119].
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1.2. Termnol ogy

The following terns are used here with the neani ngs defined in BCP
26: "nanme space", "assigned value", "registration"

The following policies are used here with the nmeani ngs defined in BCP
26: "Private Use", "First Conme First Served", "Expert Review
"Specification Required", "IESG Approval", "IETF Consensus"

" St andards Action".

2. | ANA Consi der ations

There are three name spaces in RADIUS that require registration
Packet Type Codes, Attribute Types, and Attribute Values (for certain
Attributes). This docunment creates no new | ANA registries, since a
RADI US regi stry was created by [ RFC2865].

RADI US is not intended as a general - purpose protocol, and allocations
SHOULD NOT be nade for purposes unrelated to Authentication
Aut hori zation or Accounti ng.

2.1. Recommended Registration Policies

For registration requests where a Designated Expert should be

consul ted, the responsible | ESG area director should appoint the

Desi gnated Expert. The intention is that any allocation will be
acconpani ed by a published RFC. However, the Designated Expert can
approve all ocations once it seens clear that an RFC will be
published, allowing for the allocation of values prior to the
docunent bei ng approved for publication as an RFC. The Desi gnated
Expert will post a request to the AAMA Wc mailing list (or a successor
designated by the Area Director) for comment and review, including an
Internet-Draft. Before a period of 30 days has passed, the

Desi gnated Expert will either approve or deny the registration
request, publish a notice of the decision to the AAA Ws mailing |ist
or its successor, and inform|ANA of its decision. A denial notice
nmust be justified by an explanation and, in the cases where it is
possi bl e, concrete suggestions on how the request can be nodified so
as to become acceptable.

Packet Type Codes have a range from1l to 253. RADI US Type Codes 1-5
and 11-13 were allocated in [ RFC2865], while Type Codes 40-45,

250- 253 are allocated by this docunent. Type Codes 250-253 are

al l ocated for Experinental Uses, and 254-255 are reserved. Packet
Type Codes 6-10, 12-13, 21-34, 50-51 have no neani ng defined by an

| ETF RFC, but are reserved until a specification is provided for
them This is being done to avoid interoperability problens wth
software that inplenents non-standard RADI US extensions that are or
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3.

3.

have been in use on the Internet. Because a new Packet Type has
consi derabl e inpact on interoperability, a new Packet Type Code

requi res | ESG Approval. The intention is that any allocation will be
acconpani ed by a published RFC. Type Codes 52-249 should be

all ocated first; when these are exhausted, Type Codes 14-20, 35-39,
46-49 nmay be allocated. For a list of Type Codes, see Appendix A

Attribute Types have a range from1l to 255, and are the scarcest
resource in RADIUS, thus nust be allocated with care. Attributes

1- 53, 55, 60- 88, 90- 91, 94- 100 have been allocated, with 17 and 21

avail able for re-use. Attributes 17, 21, 54, 56-59, 89, 101-191 may
be allocated by | ETF Consensus. It is recomended that attributes 17
and 21 be used only after all others are exhausted.

Not e that RADI US defines a mechani smfor Vendor- Specific extensions

(Attribute 26) for functions specific only to one vendor’s

i npl ement ati on of RADI US, where no interoperability is deemed usef ul
For functions specific only to one vendor’s inplenentation of RADIUS
the use of that should be encouraged instead of the allocation of

gl obal attribute types.

As noted in [ RFC2865]:

Attribute Type Val ues 192-223 are reserved for experinental use,
val ues 224-240 are reserved for inplenentation-specific use, and
val ues 241-255 are reserved and shoul d not be used.

Therefore Attribute Type val ues 192-240 are considered Private Use,
and val ues 241-255 require Standards Action

Certain attributes (for exanple, NAS-Port-Type) in RAD US define a
list of values to correspond with various meanings. There can be 4
billion (2732) values for each attribute. Additional values can be
al l ocated by the Designated Expert. The exception to this policy is
the Service-Type attribute (6), whose val ues define new nodes of
operation for RADIUS. Values 1-16 of the Service-Type attribute have
been allocated. Allocation of new Service-Type values are by | ETF
Consensus. The intention is that any allocation will be acconpanied
by a published RFC
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Security Considerations

The security considerations detailed in [ RFC2434] are generally
applicable to this docunment. Security considerations relating to the

are discussed in [ RFC2607], [RFC2865], [RFC3162],
[ RFC2869bi s] .
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i mpl enent ed and used.
assi gnnents are not
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RADI US Packet Types

RADI US Packet Type Codes is given bel ow
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Thi s docunent

IANA to list themin the registry of Packet Type Codes.

Type Codes 40-45, defined in [DynAuth],
Codes 40-45 were listed in [ RFC2882] and have been
G ven their current w despread usage,
reclaimable in practice.

here.

Access- Request

Access- Accept

Access- Rej ect

Account i ng- Request
Account i ng- Response
Account i ng- St at us

(now I nterim Accounti ng)
Passwor d- Request

Passwor d- Ack

Passwor d- Rej ect

Account i ng- Message
Access- Chal | enge

St at us- Server (experinental)
Status-Client (experinental)
Resour ce- Fr ee- Request
Resour ce- Fr ee- Response
Resour ce- Quer y- Request
Resour ce- Query- Response
Al t er nat e- Resour ce-

Recl ai m Request

NAS- Reboot - Request

NAS- Reboot - Response

Reser ved

Next - Passcode

Ref er ence
[ RFC2865]
[ RFC2865]
[ RFC2865]
[ RFC2865]
[ RFC2865]
[ RFC2882]

[ RFC2882]
[ RFC2882]
[ RFC2882]
[ RFC2882]
[ RFC2865]
[ RFC2865]
[ RFC2865]
[ RFC2882]
[ RFC2882]
[ RFC2882]
[ RFC2882]

[ RFC2882]
[ RFC2882]
[ RFC2882]

[ RFC2882]
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#
30
31
32
33
34
40
41
42
43
44
45
50
51

250- 253

254
255
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Message

New Pi n

Ter m nat e- Sessi on
Passwor d- Expi r ed
Event - Request

Event - Response

Di sconnect - Request
Di sconnect - ACK

D sconnect - NAK
CoA- Request

CoA- ACK

CoA- NAK

| P- Addr ess- Al | ocat e
| P- Addr ess- Rel ease
Experi mental Use
Reser ved

Reser ved
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Intellectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clainmed to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |license under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. [Information on the
| ETF' s procedures with respect to rights in standards-track and
standards- rel ated docunmentation can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt nmade to
obtain a general |icense or permission for the use of such
proprietary rights by inplenenters or users of this specification can
be obtained fromthe | ETF Secretari at.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which nmay cover technol ogy that nay be required to practice
this standard. Please address the infornation to the | ETF Executive
Director.
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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