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O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.
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Abstract

Thi s docunent defines the changes that need to be nade to the Donain
Nanme System (DNS) to support hosts running IP version 6 (IPv6). The
changes include a resource record type to store an | Pv6 address, a
domai n to support | ookups based on an | Pv6 address, and updated
definitions of existing query types that return Internet addresses as
part of additional section processing. The extensions are designed
to be conpatible with existing applications and, in particular, DNS

i mpl enent ati ons t hensel ves.
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1. Introduction

Current support for the storage of Internet addresses in the Donmain
Nanme System (DNS) [1,2] cannot easily be extended to support |Pv6
addresses [3] since applications assune that address queries return
32-bit 1 Pv4 addresses only.

To support the storage of IPv6 addresses in the DNS, this docunent
defines the foll ow ng extensions:

0 Aresource record type is defined to map a donmain nanme to an
| Pv6 address.

0 A domain is defined to support |ookups based on address.

0 Existing queries that performadditional section processing to
| ocate | Pv4 addresses are redefined to perform additiona
section processing on both IPv4 and | Pv6 addresses.

The changes are designed to be conpatible with existing software.

The existing support for |1Pv4 addresses is retained. Transition
issues related to the co-existence of both I Pv4 and | Pv6 addresses in
the DNS are discussed in [4].

The I P protocol version used for querying resource records is
i ndependent of the protocol version of the resource records; e.g.
| Pv4 transport can be used to query IPv6 records and vice versa.
Thi s docunent conbi nes RFC 1886 [5] and changes to RFC 1886 made by
RFC 3152 [6], obsoleting both. Changes mainly consist in replacing
the 1 P6. I NT donmain by |IP6. ARPA as defined in RFC 3152.

2. New resource record definition and donmain

A record type is defined to store a host’'s |IPv6 address. A host that
has nore than one | Pv6 address nust have nore than one such record.
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2.1 AAAA record type

The AAAA resource record type is a record specific to the Internet
class that stores a single | Pv6 address.

The | ANA assi gned value of the type is 28 (decinmal).
2.2 AAAA data fornat

A 128 bit I Pv6 address is encoded in the data portion of an AAAA
resource record in network byte order (high-order byte first).

2.3 AAAA query

An AAAA query for a specified domain nanme in the Internet class
returns all associ ated AAAA resource records in the answer section of
a response.

A type AAAA query does not trigger additional section processing.
2.4 Textual format of AAAA records

The textual representation of the data portion of the AAAA resource
record used in a nmaster database file is the textual representation
of an IPv6 address as defined in [3].

2.5 | P6. ARPA Donai n

A special domain is defined to |l ook up a record given an | Pv6
address. The intent of this domain is to provide a way of napping an
| Pv6 address to a host nane, although it may be used for other
purposes as well. The domain is rooted at |P6. ARPA.

An | Pv6 address is represented as a name in the |IP6. ARPA domain by a
sequence of nibbles separated by dots with the suffix ".IP6. ARPA"
The sequence of nibbles is encoded in reverse order, i.e., the

| ow-order nibble is encoded first, followed by the next |ow order

ni bble and so on. Each nibble is represented by a hexadecinmal digit.
For exanple, the reverse | ookup donai n name corresponding to the
addr ess

4321:0:1:2: 3:4:567: 89ab
woul d be

b.a.9.8.7.6.5.0.4.0.0.0.3.0.0.0.2.0.0.0.1.0.0.0.0.0.0.0.1.2. 3. 4.1 P6.
ARPA.
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3. Modifications to existing query types

Al'l existing query types that performtype A additional section
processing, i.e., nane server (NS), location of services (SRV) and
mai | exchange (MX) query types, nust be redefined to performboth
type A and type AAAA additional section processing. These
definitions nean that a nane server nust add any relevant |Pv4
addresses and any rel evant |Pv6 addresses available locally to the
addi tional section of a response when processing any one of the above
queri es.

4. Security Considerations

Any information obtained fromthe DNS nust be regarded as unsafe

unl ess techniques specified in [7] or [8] are used. The definitions
of the AAAA record type and of the | P6. ARPA domain do not change the
nodel for use of these techniques.

So, this specification is not believed to cause any new security
probl ens, nor to solve any existing ones.

5. I ANA Consi derati ons
There are no | ANA assignnents to be perforned.
6. Intellectual Property Statenent

The |1 ETF takes no position regarding the validity or scope of any
intellectual property or other rights that mght be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has made any effort to identify any such rights. Information on the
| ETF s procedures with respect to rights in standards-track and
standards-rel ated docunentation can be found in BCP-11. Copi es of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt made to
obtain a general |icense or permission for the use of such
proprietary rights by inplenentors or users of this specification can
be obtained fromthe I ETF Secretariat.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which nmay cover technol ogy that nay be required to practice
this standard. Please address the infornation to the | ETF Executive
Director.
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Appendi x A: Changes from RFC 1886

The foll owi ng changes were made from RFC 1886 "DNS Extensions to
support | P version 6":

- Replaced the "I P6.1NT" domain by "IP6. ARPA".
- Mentioned SRV query types in section 3 "MODIFI CATIONS TO
EXI STI NG QUERY TYPES"
- Added security considerations.
- Updated references :
* From RFC 1884 to RFC 3513 (I P Version 6 Addressing
Archi tecture).
* From "work in progress" to RFC 2893 (Transition Mechanisns for
| Pv6 Hosts and Routers).
* Added reference to RFC 1886, RFC 3152, RFC 2535 and RFC 2845.
- Updat ed docunent abstract
- Added table of contents
- Added full copyright statenent
- Added | ANA consi derations section
- Added Intellectual Property Statenent
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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