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Abst r act
This docunent revisits the so-called Chinese Lottery
massi vel y-paral l el cryptanalytic attack. |t explores Internet-based
anal ogues to the Chinese Lottery, and their potentially-serious
consequences.

1. Introduction

In 1991, Quisquater and Desnedt [ DESMEDT91] proposed an esoteric, but
technically sound, attack against DES or simlar ciphers. They
terned this attack the Chinese Lottery. It was based on a
massi vel y-paral | el hardware approach, using consuner el ectronics as
the "hosts" of the cipher-breaking hardware.

In the decade since Quisquater and Desnedt proposed their Chinese
Lottery thought experinent, there has been considerable growh in a
number of areas that make their thought experiment worth revisiting.

In 1991, the Internet had approximately 8 nillion reachabl e hosts
attached to it and in 2002, the nunber is a staggering 100 million
reachabl e hosts. 1In the tine since the Chinese Lottery paper

conput er power available to the average desktop user has grown by a
factor of approximtely 150.
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2.

Danger ous Syner gy

The conbi ned grow h of the Internet, and the unstoppable narch of
Moore’ s Law have combined to create a dangerous potential for
brute-force cryptanal ysis of existing crypto systens.

In the last few years, several wi descsale attacks by so-called
Internet Wornms [ SPAFF91] have successfully conprom sed and infected
surprisingly-large nunbers of Internet-attached hosts. |In 2001, The
Cooperative Association for Internet Data Anal ysis [ CAl DA2001]
reported that the Code Red v2 wormwas able to infect over 350,000
hosts in its first 14 hours of operation. The payl oad of the Code
Red worm was nischief: the defacenent of the host website with a
political nessage. It was bold, brash, and drew attention to itself
nearly inmediately.

Consider for a nmonent, an Internet wormwi th a darker and ultimately
nor e dangerous purpose: to brute-force cryptanal yse a nessage, in
order to determne the key used with that nessage. |In order for the
wormto be successful, it nust avoid detection for |ong enough to
build up a significant |evel of infected systens, in order to have
enough aggregate CPU cycles to conplete the cryptanal ysis.

Furt hernmore, our worm woul d need to avoid detection for |ong enough
for the cracked key to be useful to the owners of the worm Recent
research [ USEN2002] on stealthy wornms paints a very dark picture

i ndeed.

Even after such a wormis detected it would be nearly inpossible to
tell whose key the wormwas attacking. Any realistic attack payl oad
wi |l have one or two pieces of ciphertext, and sonme known pl ai ntext,
or probabl e-plaintext characteristics associated with it; hardly
enough data to determine the likely victim

W nner phone hone

When a given instance of the wormdeterm nes the key, it needs to
contact the originator in order to give themthe key. It has to do
this in such a way as to mininmize the probability that the originator
will get caught.

One such techni que would be for the wormto public-key encrypt the
key, under the public key(s) of the originator(s), and place this in
some i nnocuous spot on the website of the conprom sed host. The worm
coul d al so back-propagate so that a nunber of conproni sed websites in
t he t opol ogi cal nei ghborhood of the wormw Il also contain the data.
The file containing the key would be identified with sone uni que
keyword which the originators occasionally |ook for using Internet
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search engines. The wormcould make the process nore efficient by
using the "keyword registry" services of various Internet search
engi nes.

Anot her approach would be to post a (possibly PGP-encrypted) nessage
to several newsgroups, through an anonynous posting service.
Simlarly, Internet "chat" services like IRC could be used; indeed
there’'s an energing tradition of using IRC and sinilar services for
real -tine, anonynous, control of worns and viruses.

Any of these nmethods can be used both to allow the "w nning” worm
instance to send results and for the originator to send new work for
the amassed arny of conprom sed systens.

4. Evaluating the threat

Both Internet growh and CPU performance foll ow a reasonably

predi ctabl e doubling interval. Performance of conputing hardware
appears to still be followi ng Mboore’s Law, in which perfornmance
doubl es every 1.5 years. Internet growth appears to be followi ng a

doubl i ng period of 3 years.

By establishing a common epoch for both performance and | nternet
growth, we can easily determine the likely attack tine for any given
year, based on a purely arithnetic approach

A sinmplifying assunption is that it is indeed possible to construct a
sui tably-stealthy wormand that it can achieve a steady-state
infection of about 0.5%of all attached hosts on the Internet.

In 1995, J. Touch, at 1SI, published a detailed performance anal ysis
of MD5 [RFC1810]. At that time MD5 software perfornmance peaked at
87nbi t s/ second, or an equivalent of 170,000 single-bl ock M5
operations per second. |In the sane year, peak DES performance was
about 50, 000 set key/encrypt operations per second.

In 1995, the Internet had about 20,000,000 attached hosts. In 2002,
there are a staggering 100, 000, 000 attached hosts.

A simple C program given in Appendix A can be used to predict the
performance of our hypothetical wormfor any given year. Running
this program for 2002 gives

Year of estimate: 2002

For a total nunber of infected hosts of 503968

aggregate performance: MD5 9.79e+11/sec DES 2. 88e+1l/sec
DES coul d be cracked in about 1.45 days
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DES with 8 character passwords could be cracked in 16.29 m nutes
MD5 with 64-bit keys could be cracked in about 218.04 days
MD5 with 8 character passwords could be cracked in 4.79 minutes

The nunbers gi ven above suggest that an undetected attack agai nst
MD5, for a reasonable key length, isn't likely in 2002. A successfu
attack agai nst DES, however, appears to be a near-certainty.

5. Security Considerations

DES has been shown to be weak in the recent past. The success of the
EFF nmachi ne, described in [ EFF98] shows how a massivel y-parall el
hardware effort can succeed relatively econonically. That this |eve
of brute-force cryptanalytic strength could be made avail abl e wi t hout
custom hardware is a sobering thought. It is clear that DES needs to
be abandoned; in favor of either 3DES or the newer AES [FIPS197].

The picture for MD5 (when used in sinple MAC constructions) is nuch
brighter. For short nessages |long keys with MD5 are effectively
free, conputationally, so it nakes sense to use the |ongest
architecturally-practical key lengths with NMD5.

Operating system software is beconm ng nore conplex and the
perpetrators of Internet Wrns, Viruses, Trojan Horses, and other
mal war e, are becom ng nore sophisticated. While their aimhas

| argely been wi descale vandalism it seens reasonable to assume that
their methods could be turned to a nore focussed and perhaps nore
sinister activity.

As of February 2003, at |east one worm known as WB2/ Opaserv. A has a
payl oad designed to inplenent a distributed DES cracker
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Appendi x A: Sour ce Code

/

This program cal cul ates the performance of a hypothetica
"Chinese Lottery" brute-force cryptanal ysis worm based on
the current date, estinates of Internet growh rate and
Moor es Law.

* Ok Sk Ok Ok *

*/ #include <stdio.h> #include <math. h> /*
* EPOCH for the cal cul ations

*/ #define EPOCH 1995.0 /*

* Size of the Internet (ca 1995)

*/ #define | NTERNET_SI ZE 20000000. 0

/*
* Software MD5 performance (ca 1995)
*/ #define MD5PERF 170000.0

/*
* Sof tware DES perfornmance (ca 1995)
*| #define DESPERF 50000. 0

main (argc, argv) int argc; char **argv; {
doubl e yeardiff;
doubl e cryptoperf, multiplier
doubl e crackti ne;

yeardi ff = (doubl e)atoi (argv[1l]) - EPCCH

/*
* Moores Law perfornmance double interval is 1.5 years
*

/
cryptoperf
cryptoperf

yeardi ff / 1.5;
pow( 2.0, cryptoperf);

/*
* Some fuzz here--not all hosts will be the fastest avail able
*/
cryptoperf *= 0.450;
/*
* Internet size doubling interval is every 3 years
*/
mul tiplier = yeardiff / 3.0;
mul tiplier = pow(2.0, nultiplier);

mul tiplier *= (1 NTERNET_SI ZE*0. 0050) ;

fprintf (stderr, "Year of estimate: %l\n", atoi(argv[1]));
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fprintf (stdout, "For a total nunber of infected hosts of %\n"
(int)rmultiplier);
fprintf (stdout, "aggregate performance: M5 %. 2e/sec DES
9. 2e/ sec\ n",
MDSPERF* cr ypt operf*mul ti plier
DESPERF*crypt operf*nul tiplier);

cracktime = pow(2.0, 55.0);
cracktime /= (DESPERF*cryptoperf*nultiplier);
fprintf (stdout,
"DES could be cracked in about 93.2lf days\n",
crackti ne/ 86400. 0);

cracktime = pow(2.0, 8.0*6.0);

cracktime /= (DESPERF*cryptoperf*nultiplier);

fprintf (stdout,
"DES with 8 character passwords could be cracked in
93. 2l f mnutes\n", cracktine/60);

cracktime = pow(2.0, 64.0);
cracktime /= (MD5PERF*cryptoperf*nultiplier);
fprintf (stdout,
"MD5 with 64-bit keys could be cracked in about
93. 2l f days\n", cracktine/86400.0);

cracktime = pow(2.0, 8.0*6.0);

cracktime /= (MD5PERF*cryptoperf*nultiplier);

fprintf (stdout,
"MD5 with 8 character passwords could be cracked in
93. 2l f mnutes\n", cracktine/60); }
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Ful I Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Leech I nf or mat i onal [ Page 8]



