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Abst ract
Thi s docunent specifies requirements for a generic route-tracing
application. It also specifies requirenments for a protocol that wll
support that application. Network operators will use the generic

route-tracing application to verify proper operation of the IP
forwarding plane. They will also use the application to discover
details regarding tunnels that support |IP forwarding.

The generic route-tracing application, specified herein, supports a
superset of the functionality that "traceroute" currently offers.

Li ke traceroute, the generic route-tracing application can discover
the forwarding path between two interfaces that are contai ned by an
I P network. Unlike traceroute, this application can reveal details
regardi ng tunnels that support the IP forwarding path.

1. I nt roducti on

I P networks utilize several tunneling technol ogies. Although these
tunnel i ng technol ogi es provide operators with many useful features,
they al so present managenent chall enges. Network operators require a
generic route-tracing application that they can use to verify the
correct operation of the IP forwarding plane. The generic
route-tracing application nmust be capable of detecting tunnels and
revealing tunnel details. The application also nust be useful in

di agnosi ng tunnel faults.
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| mpl enentors also require a new protocol that will support the
generic-route tracing application. This docunent specifies
requirenents for that protocol. It specifies requirenents,
primarily, by detailing the desired capabilities of the generic
route-tracing application. A particular version of generic
route-tracing application may inplenent sone subset of the desired
capabilities. It may also inplenent a superset of those
capabilities. However, protocol designers are not required to

consi der the additional capabilities when designing the new protocol

Thi s docunent al so specifies a few protocol requirenments, stated as
such. These requirenents are driven by desired characteristics of
the generic route-tracing application. Wenever a protoco
requirenent is stated, it is mapped to the desired characteristic of
the route-tracing application

2. Review of Existing Functionality

Currently, network operators use "traceroute" to trace through the
forwarding path of an IP network. Section 3.4 of [RFC 2151] provides
a thorough description of traceroute. Although traceroute is very
reliable and very widely deployed, it is deficient with regard to
tunnel tracing.

Dependi ng upon tunnel type, traceroute nay display an entire tunne
as a single IP hop, or it may display the tunnel as a collection of
| P hops, without indicating that they are part of a tunnel

For exanpl e, assune that engineers deploy an IP tunnel in an IP
network. Assune also that they configure the tunnel so that the
i ngress router does not copy the TTL value fromthe inner |P header

to outer I P header. Instead, the ingress router always sets the
outer TTL value to its maxi num permitted value. Wen engineers trace
t hrough the network, traceroute will always display the tunnel as a

single I P hop, hiding all conponents except the egress interface.

Now assune that engineers deploy an MPLS LSP in an | P network.

Assume al so that engineers configure the MPLS LSP so that the ingress
router propagates the TTL value fromthe | P header to the MPLS
header. \When engineers trace through the network, traceroute wll
display the LSP as a series of |IP hops, without indicating that they
are part of a tunnel
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3.

Appl i cation Requirenents

Networ k operators require a new route-tracing application. The new
application nust support all functionality that traceroute currently
offers. It also nust provide enhanced tunnel tracing capabilities.

The following list provides specific requirenents for the new
route-traci ng application

1) Support the notion of a security token as part of the tunne
trace request. The security token identifies the tracer’s
privileges in tracing tunnels. Network elenments will use this
security token to determ ne whether or not to return the requested
information to the tracer. In particular, appropriate privil eges
are required for itenms (2), (3), (6), (8), (10), (13), and (14).

Justification: Operators may need to di scover network forwarding
details, while concealing those details fromunauthorized parties

2) Support in-line traces. An in-line trace reveals the path
bet ween the host upon which the route-tracing application executes
and any interface in an | P network.

Justification: Qperators need to discover how the network woul d
forward a datagram between any two | P interfaces.

3) Support third-party traces. A third-party trace reveals the
pat h between any two points in an IP network. The application
that initiates a third-party trace need not execute upon a host or
router that is part of the traced path. Unlike existing solutions
[ RFC-2151] [RFC-2925], the application will not rely upon IP
options or require access to the SNWP agent in order to support
third-party traces.

Justification: Operators need to discover how the network woul d
forward a datagram between any two I P interfaces.

4) Support partial traces through broken paths or tunnels.

Justification: Qperators need to identify the root cause of
forwardi ng pl ane failures.

5) When tracing through a tunnel, either as part of an in-line
trace or a third-party trace, display the tunnel either as a
single IP hop or in detail. The user’s request determ nes how the
application displays tunnels, subject to the user having

perm ssion to do this.
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Justification: As they discover IP forwarding details, operators
may need to reveal or mask tunneling details.

6) When displaying a tunnel in detail, include the tunnel type
(e.g., GRE, MPLS), the tunnel nane (if applicable), the tunne
identifier (if applicable) and tunnel endpoint addresses. Also,
i ncl ude tunnel conponents and round trip delay across each
conponent .

Justification: As they discover IP forwarding details, operators
may need to reveal tunneling details.

7) Support the follow ng tunneling technol ogi es: GRE, MPLS, | PSEC
GWLS, |P-in-1P, L2TP. Be easily extensible to support new tunne
t echnol ogi es.

Justification: Operators will use the generic route-tracing
application to discover how an I P network forwards datagrans. As
many tunnel types nay support the IP network, the generic
route-tracing application nust detect and reveal details
concerning nultiple tunnel types.

8) Trace through nested, heterogeneous tunnels (e.g., IP-in-IP
over MPLS).

Justification: Operators will use the generic route-tracing
application to discover how an I P network forwards datagranms. As
nest ed, heterogeneous tunnels may support the I P network, the
generic route-tracing application nust detect and reveal details
concer ni ng nested, heterogeneous tunnels.

9) At the users request, trace through the forwardi ng plane, the
control plane or both.

Justification: Operators need to identify the root cause of
forwardi ng plane failures. Control plane information is sonetines
useful in determ ning the cause of forwardi ng plane failure.

10) Support control plane tracing for all tunnel types. Wen
tracing through the control plane, the hop ingress device reports
hop details. The hop ingress device is the device that originates
t he hop.

Justification: Control plane information is avail able regarding
all tunnel types.
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4.

11) Support tracing through forwardi ng plane for all tunnel types
that inplenment TTL decrenent (or sonme sinilar nmechanism. Wen
traci ng through the forwardi ng pl ane, the hop egress device
reports hop details. The hop egress device is the device that
term nates the hop

Justification: Forwarding plane infornmation may not be avail able
for tunnels that do not support TTL decrenent.

12) Support tracing through the forwarding plane for all tunne
types that inplenent TTL decrenent, regardl ess of whether the
tunnel engages in TTL propagation. (That is, support tunne
tracing regardl ess of whether the TTL value is copied froman
i nner header to an outer header at tunnel ingress.)

Justification: Forwarding plane information is always avail abl e,
regardl ess of whether the tunnel engages in TTL propagati on.

13) When tracing through the control plane, display the MU
associ ated with each interface that forwards datagrans through the
traced path.

Justification: MU information is sonetines useful in identifying
the root cause of forwarding and control plane failures.

14) When tracing through the forwardi ng plane, display the MIU
associ ated with each interface that receives datagrans al ong the
traced path.

Justification: MU information is sonetines useful in identifying
the root cause of forwarding and control plane failures.

15) Support partial traces through paths containing devices that
do not provide protocol support for generic route tracing. Wen
the application encounters such a device, it should informthe
user and attenpt to discover details regarding the next interface
downst ream

Justification: The application nmust provide useful information
even if the supporting protocol is not universally depl oyed.

Pr ot ocol Requirenents

| mpl enentors require a new protocol that supports the generic
route-tracing application. This protocol reveals the path between
two points in an I P network. Wen access policy permts, the
protocol also reveals tunnel details.
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4.1. Information Requirenents

The protocol consists of probes and probe responses. Each probe
elicits exactly one response. Each response represents a hop that
contributes to the path between two interfaces. A hop can be either
a top-level 1P hop or lower-level hop that is contained by a tunnel

Justification: Because the generic route-tracing application nust
trace through broken paths, the required protocol nust use a separate
response nessage to deliver details regarding each hop. The protoco
must use a separate probe to elicit each response because the
alternative approach, using the single probe with the IP Router Alert
Option, is unacceptable. Many networks forward datagrans that
specify I P options differently than they would forward datagrans that
do not specify IP options. Therefore, the introduction of |IP options
woul d cause the application to trace a forwardi ng path other than the
path that its user intended to trace

4.2. Transport Layer Requirenents

UDP shoul d carry all protocol nessages to their destinations. O her
transport mechani sms may be consi dered when protocol details are
speci fi ed.

Justification: Because the probe/response schene descri bed above is
statel ess, a stateless transport is required. Candidate transports
i ncluded UDP over 1P, IP and I1CW. |CMP was disqualified because
carrying MPLS information in an | CMP datagram woul d constitute a

| ayer violation. 1P was disqualified in order to conserve protoco
identifiers.

4.3. Stateless Protoco

The protocol nmust be stateless. That is, nodes should not have to
mai ntai n state between successive traceroute nessages.

Justification: Statelessness is required to support scaling and to
prevent denial of service attacks.

4.4. Routing Requirenents

The device that hosts the route-tracing application nust nmintain an
IProute to the ingress of the traced path. It nmust also naintain an
IP route to the ingress of each tunnel for which it is requesting
tunnel details. The device that hosts the tunnel tracing application
need not maintain a route to any other device that supports the
traced path.
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Al'l of the devices to which the route-tracing application nust
maintain a route nust maintain a route back to the route-tracing
application.

In order for the protocol to provide tunnel details, all devices
contai ned by a tunnel nust maintain an IP route to the tunne
i ngress.
Justification: The protocol nust be sufficiently robust to operate
when tunnel interior devices do not maintain a route back to the
device that hosts the route tracing application

5. Security Considerations
A configurabl e access control policy determ nes the degree to which
features described herein are delivered. The access control policy
requires user identification and authorization
The new protocol nust not introduce security holes nor consumne
excessive resources (e.g., CPU, bandwidth). It also nust not be
expl oi tabl e by those | aunching DoS attacks or replayi ng nessages.

6. Informative References

[ RFC-2151] Kessler, G and S. Shepard, "A Priner On Internet and
TCP/ 1P Tools and UWilities", FYl 30, RFC 2151, June 1997.

[ RFC-2925] White, K., "Definitions of Managed Objects for Renote
Ping, Traceroute, and Lookup Operations", RFC 2925,
Sept enber 2000.
7. Acknow edgenents

Thanks to Randy Bush and Steve Bellovin for their coments.

Boni ca, et al. I nf or mat i onal [ Page 7]



RFC 3609

8.

Boni ca, et al. I nf or mat i onal

Aut hors’ Addresses
Ronal d P. Bonica
MCl
22001 Loudoun County Pkwy
Ashburn, Virginia, 20147
EMai | : ronal d. p. boni ca@rci . com
Kireeti Konpella
Juni per Networks, Inc.
1194 N. Mat hil da Ave.
Sunnyval e, California 94089

EMai | : ki reeti @uni per. net

Davi d Meyer

EMai | : dnm@maoz. com

Traci ng Requirenments for Generic Tunnels

Sept ember 2003

[ Page 8]



RFC 3609 Traci ng Requirenments for Generic Tunnels Septenber 2003

9. Full Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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