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Abstract

Thi s docunent defines a new sub-option for the Cabl eLabs dient
Configuration (CCC) Dynami ¢ Host Configuration Protocol (DHCP) option
code for conveying the network addresses of Key Distribution Center
(KDC) servers.

1. Introduction

A Cabl eLabs dient Configuration (CCC) Dynam c Host Configuration
Prot ocol (DHCP) Option code providing the Key Distribution Center
(KDC) server address will be needed for Cabl eHome-conpli ant
residential gateways configured to use Kerberos for authentication as
the first step in establishing a secure SNWMPv3 |ink between the
Portal Service (PS) logical elenent [2,3] in residential gateways,
and the SNMP entity in the cable operator’s data network.

The CCC DHCP option code will be used to address specific needs of

Cabl eLabs client devices during their configuration processes. This
docunent proposes a sub-option for the CCC DHCP opti on.
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Configuration of a class of CablelLabs client devices described in [2]
and [3] will require a DHCP sub-option to provide the client with the
network address of a KDC server in the cable operator’s data network.

The class of devices assunmed in [2] and [3] is unlike the class of
devices considered in [1], which performa DNS | ookup of the Kerberos
Real m nane to find the KDC server network address.

Thi s docunent proposes a sub-option of the CCC DHCP option code for
use with Cabl eLabs client devices. The proposed sub-option encodes
an identifier for the network address of each of one or nore Key

Di stribution Center servers with which the Cabl eLabs client device
exchanges security information.

The key words "MJST", "MJST NOT", "SHOULD', "SHOULD NOT" and "MAY" in
this docunent are to be interpreted as described in BCP 14, RFC 2119

[4].
2. Key Distribution Center |IP Address Sub-option

Cabl eHone specifications will specify the Key Distribution Center

net wor k address encodi ng as a sub-option of the CCC DHCP Option code.
This field will be used to informthe client device of the network
address of one or nore Key Distribution Center servers.

The encoding of the KDC Server Address sub-option will adhere to the
format of an | Pv4 address. The minimumlength for this optionis 4
octets, and the length MJUST always be a multiple of 4. If nultiple
KDC Servers are listed, they MIST be listed in decreasing order of
priority. The format of the KDC Server Address sub-option of the CCC
option code is as shown bel ow

SubOpt  Len Address 1 Address 2
[ +----- +----- +----- +----- +----- +----- +----- +- -
| 10 | n | al| a2 | a3 | a4 | al| a2
[ +--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +--- - - +- -

3. Security Considerations

This docunent relies upon the DHCP protocol [5] for authentication
and security, i.e., it does not provide security in excess of what
DHCP is (or will be) providing. Potential exposures to attack in the
DHCP protocol are discussed in section 7 of the DHCP protoco
specification [5] and in Authentication for DHCP Messages [ 6].

The CCC option can be used to nmisdirect network traffic by providing

i ncorrect DHCP server addresses, incorrect provisioning server
addresses, and incorrect Kerberos realmnanes to a Cabl eLabs client
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device. This misdirection can lead to several threat scenarios. A
Deni al of Service (DoS) attack can result from address information
being sinply invalid. A man-in-the-niddle attack can be nmounted by
provi ding addresses to a potential snooper. A malicious service
provi der can steal custonmers fromthe custoner selected service
provider, by altering the Kerberos real mdesignation

These threats are mitigated by several factors.

Wthin the cable delivery architecture required by Cabl eLabs

Packet Cabl e, DOCSI S, and Cabl eHome specifications, the DHCP client is
connected to a network through a cabl e nodem and the Cabl e Modem
Term nation System (CMIS). The CMIS is explicitly configured with a
set of DHCP servers to which DHCP requests are forwarded. Further, a
correctly configured CMIS will only allow downstreamtraffic from
specific | P addresses/ ranges.

Assum ng that server addresses were successfully spoofed to the point
that a malicious client device was able to contact a KDC, the client
device nust still present valid certificates to the KDC before being
service enabled. G ven the conputational overhead of the certificate
val i dation process, this situation could present a DoS opportunity.

It is possible for a nalicious (although certificate enabl ed) service
provider to redirect a custoner fromthe custoner’s sel ected service

provider. It is assumed that all service providers permtted onto an
access providers network are trusted entities that will cooperate to
ensure peaceful coexistence. |If a service provider is found to be

redirecting customers, this should be handled as an adm nistrative
matter between the access provider and the service provider

Anot her safeguard that can be taken by service providers to |imt
their exposure to their KDC server(s) is to configure their network
so that the KDC(s) reside on a separate subnetwork

Service providers can further protect their KDC server(s) by placing
a firewall in front of the KDC(s) only allow ng connections needed
for its current provisioning processes. The IP tenporary addresses
given the client devices fromthe DHCP server could be sent directly
to the firewall fromthe DHCP server to open a hole for Kerberos
messages only for those particular | P addresses for a short period of
time. If this was used it would be recommended that service

provi ders authenticate their DHCP server to the KDC as well. This
coul d be done via password authentication rather than digita
certificate due to the co-location of the DHCP server to the KDC
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Finally, Kerberos requires nmutual client-server authentication
Therefore, the client device nust authenticate itself with its
digital certificate and the KDC is required to authenticate it to the
client device. |If a hacker tries to redirect the client device by
replacing the service provider-configured KDC Server Address sub-
option with another |IP address, it is not likely to be a valid
service provider’'s KDC server and authentication will fail.

4. | ANA Consi derations

The KDC Server Address sub-option described in this docunent is
intended to be a sub-option of the CableLabs Cient Configuration

(CCC) option described in [1]. |ANA has assigned and registered
sub-option code 10 of the CCC option to the KDC Server Address sub-
option.

5. Intellectual Property Statenent

The | ETF takes no position regarding the validity or scope of any
intellectual property or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; neither does it represent that it
has nmade any effort to identify any such rights. [Infornmation on the
| ETF's procedures with respect to rights in standards-track and
standards-rel ated docunentati on can be found in BCP-11. Copies of
clains of rights nade available for publication and any assurances of
licenses to be nade available, or the result of an attenpt made to
obtain a general |icense or perm ssion for the use of such
proprietary rights by inplenentors or users of this specification can
be obtained fromthe | ETF Secretari at.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights which may cover technol ogy that may be required to practice
this standard. Please address the information to the | ETF Executive
Director.
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8. Full Copyright Statenent
Copyright (C) The Internet Society (2003). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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