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Abstract

This docunent presents a |ist of general requirenents in support of
Ener gency Tel econmuni cations Service (ETS). Solutions to these
requirenents are not presented in this docunment. Additiona
requirenents pertaining to specific applications, or types of
applications, are to be specified in separate docunent(s).

1. Introduction

Ef fective tel econmuni cati ons capabilities can be inperative to
facilitate i medi ate recovery operations for serious disaster events,
such as, hurricanes, floods, earthquakes, and terrorist attacks.

Di sasters can happen any tinme, any place, unexpectedly. Quick
response for recovery operations requires i mediate access to any
public teleconmmunications capabilities at hand. These capabilities

i nclude: conventional telephone, cellular phones, and Internet
access via online termnals, |IP telephones, and wirel ess PDAs. The
commer ci al tel econmuni cations infrastructure is rapidly evolving to

I nternet-based technol ogy. Therefore, the Internet comunity needs
to consider howit can best support energency nanagenent and recovery
operations.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [1].
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2.

Ter m nol ogy

Label
The term | abel has been used for a nunber of years in various |ETF
protocols. It is sinply an identifier. It can be manifested in

the formof a nuneric, alphanuneric value, or a specific bit
pattern, within a field of a packet header. The exact formis
dependent on the protocol in which it is used.

An exanpl e of a | abel can be found in RFC 3031; the Miltiprotoco
Label Switching Architecture. Another exanple can be found in RFC
2597 (and updated by RFC 3260); a bit pattern for the Assured
Forwarding PHB group. This latter case is a type of |abel that
does not involve routing. Note that specification of labels is
out side the scope of this docunent. Further comments on | abels
are di scussed below in section 3.

Exi sting Energency Rel ated Standards

The followi ng are standards from ot her organi zations that are
specifically ainmed at supporting emergency comuni cations. Most
of these standards specify tel ephony mechani sns or define

tel ephony rel ated | abel s.

St andard / Organi zation

1) T1.631 / ANS|
2) E. 106 / I TU
3) F. 706 / I TU
4) H. 460.4 / I TU
5) 1.255.3 / I TU

The first specifies an indicator for SS7 networks that signals the
need for a High Probability of Conpletion (HPC) service. This
indicator is termed National Security / Energency Preparedness

(NS/ EP) The T1.631 standard [2] is the basis for the U S. Governnent
Ener gency Tel econmuni cations Service (CGETS) [7].

The second standard describes functional capabilities for the Public
Swi t ched Tel ephone Network (PSTN) to support International Emergency
Preparedness System (1 EPS) [3]. Fromthe PSTN perspective, one can
view NS/EP as a standard with national boundaries, while IEPS is an
extension to international boundaries for tel ephony.

The third standard extends | EPS beyond the scope of telephony into
other forns that enconpass nultinedia [4].
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The fourth and fifth standard focuses on a nmulti-Ilevel |abeling
mechani sm di sti ngui shing emergency type traffic fromthat which is
not. The former case focuses on call signaling for H 323 networks
[5], while the latter has been applied for both SS7 [6] and data
net wor ks.

Wil e the above standards are outside the scope of the | ETF, they do
represent existing efforts in the area of energency comuni cati ons,
as opposed to conceptual of potential possibilities. They act as
exanpl e mani festati ons of Energency Tel ecomuni cations Service (ETS)

1.3. Problem

One problem faced by the | EPREP working group entails how, and to
what degree, support for these standards are to be realized within
the Internet architecture and the existing suite of |ETF standards
and associ ated working groups. This support could be in the form of
interoperability with correspondi ng | ETF protocols.

A subsequent problemis to ensure that requirements associated with
potential support is not focused just on | P tel ephony applications.
The I-Am Alive (I AA) database systemis an exanple of an ETS type
application used in Japan that supports both signal ed and non-
signal ed access by users [10]. It is a distributed database system
that provides registration, querying, and reply primtives to
participants during times of an energency (e.g., an earthquake) so
that others can make an after-the-event determnination about the
status of a person. |In this case, a separate signaling protocol like
SIP is not always required to establish or maintain a connection

G ven the case where signaling is optional, requirenents and
subsequent solutions that address these probl ens nust not assune the
exi stence of signaling and nust be able to support applications that
only have |l abels in data packets. These |abel(s) may be in various
pl aces, such as the application or |IP header

2. Scope

Thi s docunent defines a set of general systemrequirenents to achieve
support for ETS and addressing the problem space presented in Section
1.3. In defining these requirenents, we consider known systens such
as CETS and | AA that represent existing nmanifestations of energency
rel ated systens. These two exanpl es al so represent a broad spectrum
of characteristics that range fromsignaling & interactive non-

el astic applications to non-signaled & elastic applications.
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We stress that ETS, and its associated requirenments, is not the only
means of supporting authorized enmergency comunications. It is
sinply an approach influenced by existing systenms and standards.

Solutions to requirenents are not defined. This docunment does not
speci fy protocol enhancenents or specifications. Requirenments for
specific types of applications that go beyond the general set stated
in section 3 are to be specified in other docunent(s). At the
current witing of this docunent, [9] has been witten for the case
of 1P tel ephony.

The current | EPREP charter stipulates that any proposed solution to
support ETS that responds to the requirenents of this docunent are to
be devel oped in other working groups. W note that other specific
requirenents (like that of |IP tel ephony) nay be defined as an
extensi on of the general requirements presented in section 3 bel ow

2.1. CQut of Scope

Wil e the problem space stated in section 1.3 includes standards
related to tel ephony, this docunent is neant to be broader in scope.
Hence, enul ation of specific architectures, |like the PSTN, or focus
on a specific application is out of scope. Further, the
specifications of requirenents that are ained at adhering to

regul ations or |aws of governnments is also out of the scope of this
document. The focus of the |ETF and its working groups is technica
positions that follow the architecture of the Internet.

Another itemthat is not in scope of this docunent is mandating
acceptance and support of the requirenents presented in this
docunent. There is an expectation that business contracts, (e.g.
Service Level Agreenents), will be used to satisfy those requirenents
that apply to service providers. Absence of an SLA inplies best
effort service is provided.

3. General Requirenents
These are general requirenments that apply to authorized energency
tel econmuni cations service. The first requirenment is presented as a
conditional one since not all applications use or are reliant on
si gnal i ng.
1) Signaling
IF signaling is to be used to convey the state or existence of

energency, then signaling nmechani snm(s) MJST exist to carry
appl i cabl e | abel s.
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3.

2)

3)

4)

1

Label s

Label s may exist in various forms at different |layers. They night
be carried as part of signaling, and/or as part of the header of a
data packet. Labels fromdifferent |ayers are NOT required to be

the same, but MAY be related to each other.

Pol i cy

Policy MJUST be kept separate fromlabel (s). This topic has
generated a fair amount of debate, and so we provide additiona
gui dance fromthe foll ow ng

A set of labels may be defined as being related to each other
Characteristics (e.g., drop precedence) may al so be attributed to
these labels. [11] is an exanple of a related set of |abels based
on a specific characteristic.

However, the mechani snms used to achieve a stated characteristic
MUST NOT be stated in the definition of a |abel. Local policy
det ermi nes nmechani sn(s) used to achieve or support a specific
characteristic. This allows for the possibility of different
mechani snms to achi eve the sane stated characteristic.

The interaction between unrel ated | abel s MIST NOT be enbedded
within the definition of a label. Local policy states the actions
(if any) to be taken if unrelated |abeled traffic merges at a
node.

Finally, labels nmay have additional characteristics added to them
as a result of local policy.

Net wor k Functionality

Functionality to support a better than best effort SHOULD focus on
probability versus guarantees. Probability can be realized in
terns of reduced probability of packet |oss, and/or mininal

jitter, and/or nmininmal end-to-end delay. There is NO requirenent
that a better than best effort functionality MJST exist. There is
NO requirenent that if a better than best effort functionality
exists then it nust be ubiquitous between end users.

Ceneral Security Related Requirenments

The following are security related requirenents that emerge given the
requi renents 1 through 4 above.
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5) Authorization

Aut hori zation is a nethod of validating that a user or sone
traffic is allowed by policy to use a particular service offering.

Mechani sns nust be inplenented so that only authorized users have
access to energency tel ecommunications services. Any nechani sm
for providing such authorization beyond closed private networks
SHOULD neet | ETF Security Area criterion (e.g., clear-text
passwords woul d not generally be acceptable). Authorization
protects network resources from excessive use, from abuse, and

m ght al so support billing and accounting for the offered service.

Such aut hori zati on nmechani sns SHOULD be fl exi bl e enough to provide
various levels of restriction and authorization depending on the
expectations of a particular service or custoner.

6) Integrity & Authentication
In practice, authentication and integrity for |P based

communi cati ons are generally bound within a single nechani sm even
t hough conceptually they are different. Authentication ensures

that the user or traffic is who it clains to be. Integrity offers
assurance that unauthorized nodifications to objects can be
det ect ed.

Aut hori zed emergency traffic needs to have reduced risk of adverse
i npact fromdenial of service. This inplies a need to ensure
integrity of the authorized emergency network traffic. It should
be noted, though, that nechanisns used to ensure integrity can

al so be subject to Denial of Service attacks.

Users of emergency network services SHOULD consi der depl oyi ng
end-to-end integrity and authentication, rather than relying on
services that m ght be offered by any single provider of energency
network services. Users SHOULD al so carefully consider which
application-layer security services mght be appropriate to use.

7) Confidentiality

Some energency conmuni cations m ght have a requirenent that they
not be susceptible to interception or viewi ng by others, due to
the sensitive and urgent nature of energency response activities.
An emergency tel ecomruni cations service MAY of fer options to
provide confidentiality for certain authorized user traffic.
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Consistent with other | ETF standards and the Internet
Architecture, this docunment recomends that | EPREP users SHOULD
depl oy end-to-end security nechanisns, rather than rely on
security services that mght be offered by a single network
operator. |EPREP users SHOULD carefully consider security
alternatives (e.g., PGP, TLS, |Psec transport-node) at different
|l ayers (e.g., Application Layer, Session Layer, Transport Layer)
of the Internet Architecture before depl oynent.

4, | ssues

This section presents issues that arise in considering solutions for
the requirenents that have been defined for ETS. This section does
not specify solutions nor is it to be confused with requirenents.
Subsequent docunents that articulate a nore specific set of
requirenents for a particular service may nmake a statenent about the
foll owi ng issues.

1) Accounting

Accounting represents a nmethod of tracking actual usage of a
service. W assune that the usage of any service better than best
effort will be tracked and subsequently billed to the user
Accounting is not addressed as a general requirenent for ETS.
However, solutions used to realize ETS should not preclude an
accounti ng mechani sm

2) Admi ssion Control

The requirenents of section 3 discuss |abels and security. Those
devel opi ng sol utions should understand that the ability | abels
provide to distinguish enmergency flows does not create an ability
to selectively adnmit flows. Admission control as it is conmonly
understood in circuit-switched networks is not present in |P-based
net wor ks, and schenmes which presune the ability to selectively
admt flows when resources are scarce will fail outside of very
controlled environnments. |n cases where energency related fl ows
occur outside of controlled environnents, the devel opment of

t echnol ogi es based on admi ssion control is not recommended as the
foundati on of emergency services.

3) Digital Signatures

Verification of digital signatures is conputationally expensive.
If an operator acts upon a | abel and hence needs to verify the
authenticity of the label, then there is a potential denial-of-
service attack on the entity perform ng the authentication. The
DoS attack works by flooding the entity perform ng the

Carl berg, et al. I nf or mat i onal [ Page 7]



RFC 3689 ETS CGeneral Requirenents February 2004

authentication with invalid (i.e., not authentic) |abelled

i nformation, causing the victimto spend excessive anmounts of
conputing resources on signature validation. Even though the
invalid informati on m ght get discarded after the signature
validation fails, the adversary has already forced the victimto
expend significant anounts of conputing resource. Accordingly,
any systemrequiring such validation SHOULD defi ne operational and
protocol measures to reduce the vulnerability to such a DoS

att ack.

5. Related Wrk
RFC 3487 describes requirenents for resource priority nmechanisns for
the Session Initiation Protocol [8]. The requirenents specified in
that RFC pertain to a specific application |l evel protocol. In
contrast, the requirenments of this docunent are a generalization that
are not application specific. Fromthis blueprint (acting as a
gui deline), nore specific requirenents nay be described in future
docunent s.

6. Security Considerations
Security in ternms of requirenents is discussed sections 3.1 and 4.
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9. Full Copyright Statenent
Copyright (C) The Internet Society (2004). Al Rights Reserved.

Thi s docunent and translations of it nmay be copied and furnished to
others, and derivative works that comment on or otherwi se explain it
or assist in its inplenentation may be prepared, copied, published
and distributed, in whole or in part, w thout restriction of any

ki nd, provided that the above copyright notice and this paragraph are
i ncluded on all such copies and derivative works. However, this
docunent itself may not be nodified in any way, such as by renoving
the copyright notice or references to the Internet Society or other
I nternet organi zati ons, except as needed for the purpose of
devel opi ng Internet standards in which case the procedures for
copyrights defined in the Internet Standards process nust be
followed, or as required to translate it into | anguages other than
Engl i sh.

The linited perm ssions granted above are perpetual and will not be
revoked by the Internet Society or its successors or assignees.

Thi s docunent and the information contained herein is provided on an
"AS | S" basis and THE | NTERNET SOCI ETY AND THE | NTERNET ENG NEERI NG
TASK FORCE DI SCLAI M5 ALL WARRANTI ES, EXPRESS OR | MPLI ED, | NCLUDI NG
BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE | NFORMATI ON
HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.
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