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Abstract

Locati on-based services, navigation applications, energency services,
managenent of equipnent in the field, and other |ocation-dependent
services need geographic location information about a Target (such as
a user, resource or other entity). There is a need to securely
gather and transfer location information for |ocation services, while
at the sane tine protect the privacy of the individuals involved.

Thi s docunent focuses on the authorization, security and privacy
requi renents for such | ocation-dependent services. Specifically, it
describes the requirements for the Geopriv Location bject (LO and
for the protocols that use this Location hject. This LOis
envisioned to be the primary data structure used in all Geopriv

prot ocol exchanges to securely transfer |ocation data.
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1

Overvi ew

Locati on-based services (applications that require geographic

| ocation information as input) are beconing increasingly comon. The
collection and transfer of |ocation information about a particul ar
Target can have inportant privacy inplications. A key goal of the
protocol described in this docunent is to facilitate the protection
of privacy pursuant to Privacy Rules set by the "user/owner of the
Target" (or, nore precisely in the termi nology of this docunent given
in Section 3 and 5.4 below, the "Rule Mker").

The ability to gather and generate a Target’'s | ocation, and access to
the derived or conputed | ocation, are key elenents of the |ocation-
based services privacy equation. Central to a Target’s privacy are
(a) the identity of entities that have access to raw | ocation data,
derive or conpute |ocation, and/or have access to derived or conputed
| ocation information, and (b) whether those entities can be trusted
to know and follow the Privacy Rules of the user

The main principles guiding the requirements described in this
docunent are:

1) Security of the transm ssion of Location Object is essential to
guarantee the integrity and confidentiality of the |ocation
information. This includes authenticating the sender and receiver
of the Location (bject, and securing the Location Cbject itself.

2) Acritical role is played by user-controlled Privacy Rules, which
describe the restrictions inposed or perm ssions given by the
"user" (or, as defined below, the "Rule Maker"). The Privacy
Rul es specify the necessary conditions that allow a Location
Server to forward Location Information to a Location Recipient,
and the conditions and purposes for which the Location Information
can be used.

3) One type of Privacy Rules specify how |l ocation information should
be filtered, depending on who the recipient is. Filtering is the
process of reducing the precision or resolution of the data. A
typical rule may be of the form "ny location can only be
di scl osed to the owner of such credentials in such precision or
resolution"” (e.g., "ny co-workers can be told the city I am
currently in").

4) The Location Object should be able to carry a linmted but core set
of Privacy Rules. The exact form or expressiveness of those Rules
in the core set or in the full set is not further discussed in
this docunent, but will be discussed nore extensively in future
docunents produced by this working group
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5) WWhenever appropriate, the location infornmation should not be
linked to the real identity of the user or a static identifier
easily linked back to the real identity of the user (i.e.
Personally ldentifiable Information such as a nanme, nailing
addr ess, phone nunber, social security nunber, or email address or
usernane). Rather, the user should be able to specify which |oca
identifier, unlinked pseudonym or private identifier is to be
bound to the Il ocation information.

6) The user may want to hide the real identities of hinmself and his
partners, not only to eavesdroppers but also to other entities
participating in the protocol

Al t hough conpl ete anonynmity nmay not be appropriate for sone
applications because of |egal constraints or because sone |ocation
services may in fact need explicit identifications, nost often the
| ocation services only need sone type of authorization information
and/ or perhaps anonynous identifiers of the entities in question.

2. Conventions Used in this Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Note that the requirements discussed here are requirements on the
generic Location Object and on using protocols for location services.
Thus, for the nost part, the requirenments discussed in this docunent
refer to capabilities that are mandatory-to-inplenent. For exanple,
requiring that inplenentations support integrity is not the sane
thing as requiring that all protocol traffic be authenticated. In
contrast, an exanple of a mandatory-to-use (not just mandatory-to-

i mpl erent) requirenment nmight be one that states that the user always
receives a notice when his location data was not authenticated. This
practice is mandatory-to-use, not just to inplement.

3. dossary

For easy reference and readability, below are basic terns that will
be defined nore formally and fully later in this docunent.

Location Generator (LG: The entity that initially deterni nes or

gathers the location of the Target and creates Location Objects
describing the location of the Target.
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Location hject (LO: An object conveying location information
(and possibly privacy rules) to which Geopriv security
nmechani sns and privacy rules are to be appli ed.

Location Recipient (LR): The entity that receives | ocation
information. |t may have asked for this location explicitly
(by sending a query to a location server), or it nay receive
this | ocation asynchronously.

Location Server (LS): The entity to which a LG publishes |ocation
objects, the recipient of queries fromlocation receivers, and
the entity that applies rules designed by the rule naker.

Preci sion: The nunber of significant digits to which a value has
been reliably neasured.

Princi pal: The hol der/subject of the credentials, e.g., a
wor kst ation user or a network server

Resol ution: The fineness of detail that can be distinguished in a
nmeasured area. Applied to CGeopriv this nmeans the finite area
wi thin provided and cl osed borders (ex. Latitude and Longitude
boundari es).

Rul e Hol der: The entity that provides the rules associated with a
particular target for the distribution of |ocation information.
It may either 'push’ rules to a location server, or a |location
server may 'pull’ rules fromthe Rul e Hol der.

Rul e Maker: The authority that creates rules governing access to
|l ocation information for a target (typically, this it the
target thensel ves).

Rule, or Privacy Rule: A directive that regulates an entity’'s
activities with respect to location information, including the
col l ection, use, disclosure, and retention of |ocation
i nformation.

Target: A person or other entity whose location is conmunicated by
a Geopriv Location Object.

Using Protocol: A protocol that carries a Location (bject.
Viewer: A Principal that consunes location information that is

communi cated by a Geopriv Location Object, but does not pass
this information further.
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Resol ution and Precision are very close terns. Either quality can be
"reduced’ to coarsen location information: 'resolution’ by defining a
of f-center perimeter around a user’s |ocation or otherw se enlarging
the area in consideration (fromstate to country, say) and
"precision’ by discarding significant digits of positioning

i nformati on (rounding off longitude and latitude from seconds to

m nutes, say). Another WG docunent discusses this topic in much nore
detail.

4. Primary Geopriv Entities

The following picture shows the prinmary Geopriv entities in a sinple
and basic architecture, w thout claimof conpleteness or any
suggestion that the entities identified nust in all cases be
physically separate entities.

Y
B + B + B +
| Location | publication | Location | notification |Location
| Generator +-------------- >| Server LR >| Reci pi ent
| | interface | | interface | |
Fom e e - + Fom e e - + Fom e e - +

The four primary Entities are described as foll ows:

Location Generator (LG: The entity that initially determ nes or
gathers the location of the Target and creates Location Objects
describing that location. LGs publish Location Objects to
Location Servers. The manner in which the Location Generator
| earns of Location Information is outside the scope of the
Ceopriv Protocol

Location Server (LS): The LS is an elenment that receives
publications of Location Cbjects from Locati on Generators and
may receive subscriptions fromLocation Recipients. The LS
applies the rules (which it learns fromthe Rule Holder) to LGCs
it receives fromLGs, and then notifies LRs of resulting LGCs as
necessary.
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Location Recipient (LR): The LR is an elenent that receives
notifications of Location Qbjects from Location Servers. The
LR may render these LCs to a user or automaton in sone fashion

Rule Holder (RH): The RH is an el enent that houses Privacy Rules
for receiving, filtering and distributing Location Objects for
specific Targets. An LS may query an RH for a set of rules, or
rules may be pushed fromthe RHto an LS. The rules in the
Rul e Hol der are popul ated by the Rul e Maker

Thus Location Generation is the process of gathering Location
I nformation, perhaps fromnultiple sources, at an |P-based Geopriv
Entity, the LG which conmunicates with other Geopriv Entities.

Rul es MJUST be aut henticated and protected. How this is done and in
particular how to distribute the keys to the RM and other authorities
is outside of the scope of this docunent. See also Section 8.2,
"Securing the Privacy Rul es"

The interfaces between the Geopriv entities are not necessarily
protocol interfaces; they could be internal interfaces within a
singl e conposed device. In sone architectures, the Location
Cenerator, Rule Holder, and Location Server might all be inplenmented
in the sanme device. There may be several Rule Holders that enforce
the Privacy Rules at a particular Location Server

5. Further Geopriv Term nol ogy

The term nol ogy and definitions detail ed bel ow include both terns
that, besides the primary Geopriv entities, (1) are used in the
requi renents section of this docunent, and (2) provide additiona
detail about the usage nodel envisioned for the Geopriv Location
hject. These latter terns will be utilized in a separate scenarios
docunent and el sewhere

5.1. Location Information and Sighting

The focus of the Geopriv working group is on information about a
Target’s location that is NOT based on generally or publicly
avai |l abl e sources, but instead on private information provided or
created by a Target, a Target’s Device, or a Target’'s network or
service provider. Notwi thstanding this focus on private |ocation

i nformati on, the Geopriv Location bject could certainly be used to
convey location information frompublicly avail abl e sources.

Location Information: A relatively specific way of describing
where a Device is |ocated.
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This Location Infornmation may have been deternined in many different
ways, i ncluding:

(a) derived or conputed frominformation generally not available to
the general public (such as information mainly available to a network
or service provider), (b) deternmined by a Device that may not be
general ly publicly addressable or accessible, or (c) input or

ot herwi se provi ded by a Target.

As exanpl es, the Location Information could include (a) information

calculated by triangulating on a wireless signal with respect to cel
phone towers, (b) longitude and latitude information deternined by a
Device with GPS (gl obal positioning satellite) capabilities, (c)

i nformati on manually entered into a cell phone or |aptop by a Target
in response to a query, or (d) automatically delivered by some other
| P protocol, such as at device configuration via DHCP

Excluded fromthis definition is the determnmination of |ocation

i nformati on wholly w thout the know edge or consent of the Target (or
the Target’s network or access service provider), based on generally
avai l abl e information such as an IP or e-nail address. |n sone
cases, information like |IP address can enabl e soneone to estimate (at
| east roughly) a location. Commercial services exist that provide
rough location information based on |IP addresses. Currently, this
type of location information is typically |less precise than the type
of location information addressed in this docunent. Although this
type of location conputation still raises significant potential
privacy and public privacy concerns, such scenarios are generally
out si de the scope of this docunent.

Wthin any given | ocation-based transaction, the I NI TIAL
determination of location (and thus the initial creation of Location
Information) is termed a Sighting:

Si ghti ng:
The initial determ nation of |ocation based on non-public
informati on (as discussed in the definition of Location
Information), and the initial creation of Location Infornmation.

Some variant of the sighting information is included in the Location
hject. Abstractly, it consists of two separate data fields:

(ldentifier, Location)
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where Identifier is the identifier assigned to a Target being
sighted, and Location is the current position of that Target being
sighted. Not all entities may have access to exactly the same piece
of sighting information. A sighting may be transfornmed to a new
sighting pair:

(ldentifier-1, Location-1)

before it is provided by a Location Generator or Location Server to
Location Recipient. 1In this case, ldentifier-1 may be a Pseudonym
and Location-1 may have | ess precision or resolution than the
ori gi nal val ue.

5.2. The Location Object and Using Protoco

A main goal of the Geopriv working group is to define a Location
hject (LO, to be used to convey both Location Informtion and basic
privacy-protecting instructions:

Location hject (LO: This data contains the Location Information
of the Target, and other fields including an identity or
pseudonym of the Target, tinme information, core Privacy Rules,
aut henticators, etc. Mst of the fields are optional
including the Location Information itself.

Nothing is said about the senmantics of a missing field. For

instance, a partially filled object MAY be understood inplicitly as a
request to conplete it. O, if no time information is included, this
MAY inplicitly mean "at the current tinme" or "at a very recent tine",
but it could be interpreted in a different way, depending on the

cont ext .

The "using protocol" is the protocol that uses (reads or nodifies)
the Location Cbject. A protocol that just transports the LO as a
string of bits, without |ooking at them (like an IP storage protoco
could do), is not a using protocol, but only a transport protocol
Neverthel ess, the entity or protocol that caused the transport
protocol to nove the LOis responsible for the appropriate

di stribution, protection, usage, retention, and storage of the LO
based on the rules that apply to that LO

The security and privacy enhanci ng nmechani sns used to protect the LO
are of two types: First, the Location Object definition MJST include
the fields or nmechani sns used to secure the LO as such. The LO MAY
be secured, for exanple, using cryptographi c checksuns or encryption
as part of the LOitself. Second, the using protocol may also
provi de security mechanisns to securely transport the Location

bj ect.
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When defining the LO the design should observe that the security
nmechani snms of the Location Cbject itself are to be preferred. Thus
the definition of the LO MJST include sone mninmal crypto
functionality (Req. 14 and 15). Moreover, if the RMspecifies the
use of a particular LO security mechanism it MJST be used (Req. 4).

5.3. Trusted vs. Non-trusted Data Fl ows

Location information can be used in very different environments. In
some cases, the participants will have | ongstanding rel ationshi ps,
while in others the participants may have discrete interactions with
no prior contractual or other contact.

The different relationships raise different concerns for the

i mpl erent ati on of privacy rules, including the need to communicate
Privacy Rules. A public Rule Holder, for exanple, may be unnecessary
in a trusted environnent where nore efficient nethods of addressing
privacy issues exist. The follow ng terns distinguish between the
two basic types of data fl ows:

Trusted Data Fl ow
A data flow that is governed by a pre-existing contractua
rel ati onship that addresses location privacy.

Non-trusted Data Fl ow
The data flow is not governed by a pre-existing contractua
relati onship that addresses |ocation privacy.

5.4. Further Geopriv Principals

Tar get:
The entity whose location is desired by the Location Reci pient.
In many cases the Target will be the human "user" of a Device
or an object such as a vehicle or shipping container to which
the Device is attached. 1In sonme instances the Target will be
the Device itself.

Devi ce:
The techni cal device whereby the location is tracked as a proxy
for the location of a Target.

A Device mght, for exanple, be a cell phone, a d obal Positioning
Satellite (GPS) receiver, a |l aptop equipped with a wirel ess access
Device, or a transmtter that emits a signal that can be tracked or
| ocated. In sone situations, such as when a Target nmanually inputs
| ocation information (perhaps with a web browser), the Target is
effectively performng the function of a Device.
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Rul e Maker (RM:

The individual or entity that has the authorization to set the
applicable Privacy Rules for a potential Ceopriv Target. In
many cases this will be the owner of the Device, and in other
cases this may be the user who is in possession of the Device.
For exanple, parents nay control what happens to the | ocation
i nformati on derived froma child s cell phone. A conpany, in
contrast, may own and provide a cell phone to an enpl oyee but
permit the enployee to set the privacy rules.

There are four scenarios in which sonme formof constraint or
override m ght be placed on the Privacy Rules of the Rule
Maker :

1. In the case of energency services (such as E911 within the
United States), local or national |aws may require that
accurate location information be transnmitted in certain
defined energency call situations. The Geopriv Wrking
Group MUST facilitate this situation

2. In the case of legal interception, the RM may not be aware
of an override directive inposed by a | egal authority. It
is not the expectation of the Wirking G oup that a
particul ar accommopdation will be nmade to facilitate this
si tuati on.

3. In the context of an enploynent rel ationship or other
contractual relationship, the owner of a particular |ocation
(such as a corporate canpus) may inpose constraints on the
use of Privacy Rules by a Rule Maker. It is not the
expectation of the Wirking Group that a particul ar
accomodation will be nade to facilitate this situation

4. It is conceivable that a governmental authority may seek to
i npose constraints on the use of Privacy Rules by a Rule
Maker in non-energency situations. It is not the
expectation of the Wirking Group that a particul ar
accomodation will be nade to facilitate this situation

Vi ewner :

Cuel | ar,

An individual or entity who receives |ocation data about a
Target and does not transmt the |location information or

i nformati on based on the Target’'s | ocation (such as driving
directions to or fromthe Target) to any party OTHER than the
Target or the Rul e Maker.
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Data Transporter:
An entity or network that receives and forwards data wi thout
processing or altering it. A Data Transporter could
theoretically be involved in al nost any transni ssion between a
Devi ce and a Location Server, a Location Server and a second
Location Server, or a Location Server and a Viewer. Sone
| ocation tracking scenarios nay not involve a Data Transporter

Access Provider (AP)
The domain that provides the initial network access or other
dat a conmuni cati ons services essential for the operation of
conmmuni cati ons functions of the Device or conputer equipnent in
whi ch the Device operates. Oten, the AP -- which will be a
wireless carrier, an Internet Service Provider, or an interna
corporate network -- contains the LG Sonetines the AP has a
"dumb"” LG one that transnmits Geopriv LOs but does not use any
part of the Geopriv Location Object. O her cases may not
i nvol ve any AP, or the AP may only act as a Data Transporter

Location Storage:
A Device or entity that stores raw or processed Location
I nformation, such as a database, for any period of time |onger
than the duration necessary to conplete an i medi ate
transaction regarding the Location Infornation

The existence and data storage practices of Location Storage is
crucial to privacy considerations, because this may influence what
Location Information could eventually be reveal ed (through |ater
di stribution, technical breach, or |egal processes).

5.5. Privacy Rules

Privacy Rules are rules that regulate an entity’'s activities with
respect to location and other information, including, but not limted
to, the collection, use, disclosure, and retention of |ocation
information. Such rules are generally based on fair infornmation
practices, as detailed in (for exanple) the OECD CGuidelines on the
Protection of Privacy and Transporter Flows of Personal Data [ OECD

Privacy Rul e:
A rule or set of rules that regulate an entity’s activities
with respect to location information, including the collection
use, disclosure, and retention of location information. In
particular, the Rule describes how | ocation information may be
used by an entity and which transforned | ocation infornmation
may be released to which entities under which conditions.
Rul es must be obeyed; they are not advisory.
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A full set of Privacy Rules will likely include both rules that have
only one possible technical nmeaning, and rules that will be affected
by a locality's prevailing laws and custons. For exanple, a
distribution rule of the form"my |ocation can only be disclosed to
the owner of such credentials and in such precision or resolution”
has clear-cut inplications for the protocol that uses the LO  But
other rules, like retention or usage Rules, may have uncl ear
techni cal consequences for the protocol or for the involved entities.
For exanple, the precise scope of a retention rule stating "you may
not store ny location for nore than 2 days" may in part turn on |loca
| aws or custons.

5.6. ldentifiers, Authentication and Authorization

Anonynity is the property of being not identifiable (within a set of
subjects). Anonynity serves as the base case for privacy: w thout
the ability to remain anonynous, individuals nmay be unable to contro
their owm privacy. Unlinkability ensures that a user nmay nake

mul tiple uses of resources or services wthout others being able to
link these uses to each other. Unlinkability requires that entities
be unabl e to determi ne whether the same user caused certain specific
operations in the system [ISM9] A pseudonymis sinply a bit string
which is unique as an ID and is suitable to be used for end-point

aut henti cati on.

Unl i nked Pseudonym
A pseudonym where the |inking between the pseudonymand its
hol der is, at least initially, not known to anybody with the
possi bl e exception of the holder hinself or a trusted server of
the user. See [Pfi0Ol] (there the termis called Initially
Unl i nked Pseudonym)

The word authentication is used in different manners. Sone require
that authentication associates an entity with a nore or less well-
known identity. This basically nmeans that if A authenticates another
entity B as being "id-B", then the label "id-B" is a well-known, or
at least a linkable identity of the entity. |In this case, the |abel
"id-B" is called a publicly known identifier, and the authentication
is "explicit":

Explicit Authentication:
The act of verifying a clained identity as the sole originator
of a nessage (nessage authentication) or as the end-point of a
channel (entity authentication). Mreover, this identity is
easily linked back to the real identity of the entity in
question, for instance being a pre-existing static |abel froma
predefi ned name space (tel ephone nunber, nane, etc.)

Cuel l ar, et al. I nf or mat i onal [ Page 13]



RFC 3693 Ceopriv Requirements February 2004

Aut hori zati on:
The act of determining if a particular right, such as access to
sonme resource, can be granted to the presenter of a particular
credenti al .

Dependi ng on the type of credential, authorization may or may not
imply Explicit Authentication.
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6.

Scenari os and Expl anatory Di scussion

In this subsection we introduce short scenarios to illustrate how
these terns and attri butes describe |ocation infornation
transactions. Additional illustrative scenarios are discussed in a

separ ate docunent.
SCENARI O 1: GPS Device with Internal Conputing Power: C osed System

In this exanple, the Target wi shes to know hi s/ her |ocation using the
A obal Positioning System (GPS) and the Device is capable of

i ndependently processing the raw data to determine its |location. The
location is derived as follows: the Device receives transni ssions
fromthe GPS satellites, internally conmputes and di splays | ocation
This is a closed system For the purpose of this and subsequent
exanples, it is assuned that the GPS satellite broadcasts sone
signal, and has no information about the identity or whereabouts of
Devi ces using the signal

GPS Satellite

Sighting (not a Geopriv Interface)

|
|
I
\/ GPS Devi ce

/ \
| Location ----- Location ----- Locati on
| Generator Server Storage |
\ | /
___________________________________________ |______
|
| Notification
| Interface
|
____________ |______
/ Y \
| Target Location \
| Reci pi ent
| |
\ Rul e Maker /
\ /

In this scenario the GPS Device is both the AP and the LG The
interaction occurs in a Trusted environnment because it occurs in the
Rul e Maker’s Devi ce.
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SCENARI O 2: Cell Phone Roam ng

In this exanple, a cell phone is used outside its hone service area
(roaming). Also, the cell phone service provider (cell phone Corp 2)
out sourced the accounting of cell phone usage. The cell phone is not
GPS-enabl ed. Location is derived by the cell phone network in which
the Target and Device are roam ng. Wen the Target w shes to use the
cell phone, cell phone Corp 1 (AP) provides the roam ng service for
the Target, which sends the raw data about usage (e.g., duration of
call, location in the roanming network, etc.) to cell phone Corp 2,
the hone service provider. Cell phone Corp 2 subnmits the raw data to
t he accounting conpany, which processes the raw data for the
accounting statenents. Finally, the raw data is sent to a data

war ehouse where the raw data is stored in a Location Server (e.g.
conputer server).

Cell Phone Corp 1 Cell Phone Corp 2
Sighting / \  Publish / \
Device ----- | Data Transporter | --------- | Data Transporter
Tar get \ / Interface \ /
_________________ | s e e e e e e oo
/ |
/ | Notification
/ | Interface
----------- |
/ Y
____________ / .
/ \ / / \
/ Location \ / | Location
| St or age | Location Info | Storage
| [ < | |
| Locati on | | Location
| Reci pient | | Recipient |
\ / \ /

Here, cell phone Corp 1 is the AP and the LG In this scenario, Cel
phone Corp 2 is likely to be a Trusted entity, but cell phone Corp 1
may be Non-trusted.
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Mobil e Conmuniti es and Locati on-Based Services

The figure bel ow shows a common scenario, where a user wants to find
his friends or colleagues or wants to share his position with them or

with a Locati on-Based Service Provider.
Location hject to carry,

for

i nst ance,

Some of the nessages use a
identities or pseudonyns,

credential s and proof-of-possession of them Rules and Location Data

I nf ormati on,

i ncluding Data Types and Precision or

Resol uti on.

Messages that do not use the Location Object and are outside of the
scope of the Geopriv WG, but should be nentioned for

under st andabi lity,

("***>").

| Location|<**

| Gener at or |
| |
S RS +\
\
*
[ R +
| Rul e |
| Maker |
R +

*

R +
I I
| Public |
| Rul e Hol der |

* | |
* [ T +
*3 la* *
* * *
\ * % *
\ * *la
\ * * *
* 0\ * *
* \ * *
\4 * *
\ * Vv
| R S +
1 | Location |
..................... >| Server + |
| Private |
| Rul e Hol der |
B I +
N
3] |5
| VvV
oo +
| Location |
| Reci pi ent|
Fommm e e e o +

are shown in the figure as starred arrows

Assunme that the Rule Maker and the Target are registered with the

Locati on Server.

The RM has sonehow proven to the LS that he indeed
is the owner of the privacy rights of the Target (the Target
usual Iy a Device owned by the Rule Maker).

is

The Rul e Maker and the

Locati on Server have agreed on the set of keys or credentials and

cryptographic materi al

Cuel | ar,

et al.

that they will

use to authenticate each other,

I nf or mat i onal
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and in particular, to authenticate or sign the Rules. How this has
been done is outside of the scope of the docunent.

1

la:

Cuel | ar,

Rul e Transfer:
The Rul e Maker sends a Rule to the Location Server. This Rule
may or may not be a field in a Location (bject.

Si gned Rul e:

As an alternative, the Rule Maker may wite a Rule and place it
in a Public Rule Holder. The entities access the repository to
read the signed Rul es.

Location I nformati on Request:

The Location Recipient requests location information for a
Target. In this request, the Location Recipient nay sel ect
which location information data type it prefers. One way of
requesting Location Informati on MAY be sending a partially
filled Location Object, including only the identities of the
Target and Location Recipient and the desired Data Type and
preci sion or resolution, and providi ng proof of possession of
the required credentials. But whether or not the using
protocol understands this partially filled object as a request
MAY depend on the using protocol or on the context. The
Location Recipient could also specify the need for periodic

| ocation information updates, but this is probably out of the
scope of GCeopriv.

Locat e:

When a Location Server receives a Location Information Request
for a Target which has no current |ocation information, the
server nmay ask the Location Generator to |ocate the Target.

Location | nformation:

The Location Generator sends the "full" location infornmation to
the Location Server. This Location Information may or nmay not
be enbedded in a Location bject.

Filtered Location |nformation:

The Location Server sends the location information to the
Location Recipient. The information may be filtered in the
sense that in general a |less precise or a conmputed version of
the information is being delivered.

et al. I nf or mat i onal [ Page 18]



RFC 3693 Ceopriv Requirements February 2004

7. Requirenents

7.1. Location bject
Remenber that this docunent is primarily specifying requirenents on
the definition of the LO  Sone Requirenents read like this: "The LO
definition MIST contain Field A" as an optional field." This
requi renent states that
o the docunment that defines the LO MJUST define the LOfield 'A,

o the field "A MJST be defined as optional to use (an instance of a
LO MAY or may not contain the field "A).

Some Requirenents read like this: "The LO definition MJST contain
Field "A, which MAY be an optional field." This requirenment states
t hat

o the docunent that defines the LO MJST define the LOfield "A,

o the field "A MAY be defined as optional or not to use. If it is
defined as optional to use, any instance of an LO MAY or may nhot
contain the field "A; if it is not optional, all instances of LGs

MJUST contain the field 'A'.
Req. 1. (Location Ooject generalities)

1.1) Geopriv MIST define one Location (bject (LO -- both in
syntax and semantics -- that nust be supported by all Geopriv
entities.

1.2) Sone fields of the Location Object MAY be optional. This
means that an instance of a Location Object MAY or nmay not contain
the fields.

1.3) Sone fields of the Location Object MAY be defined as
"extensions". This nmeans that the syntax or semantics of these
fields is not fully defined in the basic Location Object
definition, but their use nmay be private to one or nore of the
usi ng protocols.

1.4) The Location Ohject MIST be extensible, allow ng the
definition of new attributes or fields.

1.5) The object MJST be suitable for requesting and receiving a
| ocati on.
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1.6) The object MJST pernit (but not require) the Privacy Rules to
be enforced by a third party.

1.7) The object MJST be usable in a variety of protocols, such as
HTTP and SIP, as well as local APIs.

1.8) The object MJST be usable in a secure manner even by
applications on constrained devices.

Req. 2. (Location Object fields) The Locati on Object definition MJST
contain the follow ng Fields, which MAY be optional to use:

2.1) Target Identifier

2.2) Location Recipient ldentity

This identity may be a nmulticast or group identity, used to

i nclude the Location Object in nulticast-based using protocols.
2.3) Location Recipient Credential

2.4) Location Recipient Proof-of-Possession of the Credenti al
2.5) Location Field

2.5.1) Motion and direction vectors. This field MJUST be opti onal
2.6) Location Data Type

When transmitting the Location Cbject, the sender and the receiver
nmust agree on the data type of the location information. The
usi ng protocol nay specify that the data type information is part
of the Location (bject or that the sender and receiver have agreed
on it before the actual data transfer

2.7) Timng information:

(a) When was the Location Information accurate? (sighting tine)
(b) Until when considered current? TTL (Time-to-live) (This is
different than a privacy rule setting a linmt on data retention)
2.8) Rule Field: this field MAY be a referral to an applicable
Rule (for instance, a URI to a full Rule), or it MAY contain a
Limted Rule (see Req. 11), or both.

2.9) Security-headers and -trailers (for instance encryption
i nformati on, hashes, or signatures) (see Req. 14 and 15).

2.10) Version nunber
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Req. 3. (Location Data Types)

3.1) The Location Cbject MJST define at |east one Location Data
Type to be supported by all Geopriv receivers (entities that
receive LOs).

3.2) The Location bject SHOULD define two Location Data Types:
one for latitude / longitude / altitude coordinates and one for
civil locations (City, Street, Nunber) supported by all Geopriv
receivers (entities that receive LGOs).

3.3) The latitude / longitude / altitude Data Type SHOULD al so
support a delta format in addition to an absol ute one, used for
t he purpose of reducing the size of the packages or the security
and confidentiality needs.

3.4) The Location bject definition SHOULD agree on further
Location Data Types supported by sone Ceopriv entities and defined
by ot her organizati ons.

7.2. The Using Protocol

Req. 4. The using protocol has to obey the privacy and security
instructions coded in the Location Object and in the correspondi ng
Rul es regarding the transm ssion and storage of the LO

Req. 5. The using protocol will typically facilitate that the keys
associated with the credentials are transported to the respective
parties, that is, key establishnment is the responsibility of the
usi ng protocol.

Req. 6. (Single Message Transfer) |In particular, for tracking of
smal | target devices, the design should allow a single
nmessage/ packet transm ssion of location as a conplete transaction

O her requirenents on the using protocol are out of the scope of this
docunent, but mght be the subject of future efforts fromthis
wor ki ng group. See also Section 9 (Protocol and LO Issues for later
Consi deration).

7.3. Rule based Location Data Transfer
Req. 7. (LS Rules) The decision of a Location Server to provide a

Location Recipient access to Location Information MIJST be based on
Rul e Maker-defined Privacy Rul es.
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7.

7.

4.

4.

It is outside of our scope how Privacy Rul es are managed and how a
Location Server has access to the Privacy Rules. Note that it night
be that sone rules contain private information not intended for
untrusted parties.

Req. 8. (LG Rules) Even if a Location Generator is unaware of and
| acks access to the full Privacy Rules defined by the Rul e Maker
the Location Generator MJST transnmit Location Information in
conpliance with instructions set by the Rule Maker. Such
conmpl i ance MAY be acconplished by the Location CGenerator
transmitting the LOonly to a URI designated by the Rul e Maker

Req. 9. (Viewer Rules) A Viewer does not need to be aware of the
full Rules defined by the Rule Maker (because a Viewer SHOULD NOT
retransmt Location Information), and thus a Viewer SHOULD receive
only the subset of Privacy Rules necessary for the Viewer to
handl e the LOin conpliance with the full Privacy Rules (such as,
instruction on the time period for which the LO can be retained).

Reg. 10. (Full Rule I anguage) Ceopriv MAY specify a Rul e | anguage
capabl e of expressing a wi de range of privacy rules concerning
location information. This Rule | anguage MAY be an exi sting one,
an adaptation of an existing one or a new Rule | anguage, and it
SHOULD be as sinple as possible.

Reg. 11. (Linmited Rule | anguage) Geopriv MJST specify a limted Rule
| anguage capabl e of expressing a linmted set of privacy rules
concerning location information. This Rule |anguage MAY be an
exi sting one, an adaptation of an existing one or a new Rule
| anguage. The Location Object MJST include sufficient fields and
data to express the limted set of privacy rules.

Location hject Privacy and Security
1. Identity Protection

Req. 12. (ldentity Protection) The Location Object MJST support use
of Unlinked Pseudonyns in the corresponding identification fields
of Rule Maker, Target, Device, and Location Recipient. Since
Unl i nked Pseudonyns are sinply bit strings that are not |inked
initially to a well-known identity, this requirenment boils down to
saying that the nane space for ldentifiers used in the LO has to
be | arge enough to contain many unused strings.
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7.4.2. Authentication Requirenents

Req. 13. (Credential Requirenents) The using protocol and the
Locati on hject SHOULD all ow the use of different credential
types, including privacy-enhancing credentials (for instance those
described in [Bra00] or [Cha85]).

7.4.3. Actions to be secured

Req. 14. (Security Features) The Location Cbject MJST support fields
suitable for protecting the Object to provide the foll ow ng
security features

14. 1) Miut ual end- poi nt authentication: the using protocol is
able to authenticate both parties in a Location Object
transm ssi on,

14. 2) Data object integrity: the LOis secured from

nodi fication by unauthorized entities during transni ssion and
st or age,

14. 3) Data object confidentiality: the LOis secured from

eavesdroppi ng (unaut hori zed readi ng) during transni ssion and
storage, and

14. 4) Repl ay protection: an old LO may not be replayed by an
adversary or by the sane entity that used the LOitself (except
perhaps during a small w ndow of time that is configurable or
accepted by the Rule Maker).

Req. 15. (Mnimal Crypto)

15. 1) Geopriv MJST specify a mninimum mandatory to inplenent
Locati on hject security, including mandatory to inplenment crypto
algorithnms for digital signature algorithnms and encryption

al gorithns.

15. 2) It MAY al so define further mandatory to inpl enent
Locati on hject security mechani snms for nmessage aut hentication
codes (MACs) or other purposes

15. 3) The protocol SHOULD all ow a bypass if authentication
fails in an enmergency call.

The issue addressed in the last point is that an emergency call in
some unfavorabl e situations may not be conpleted if the m nimal

aut hentication fails. This is probably not what the user would |ike
to happen. The user may prefer an unauthenticated call to an
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unaut henti cat ed energency server over no call conpletion at all, even
at the risk that he is talking to an attacker or that his information
i s not secured.

7.5. Non-Requirenents

Non-Req. 1. (Bridging to non-1P networks) The Ceopriv specification
SHOULD NOT specify the bridging to non-1P networks (PSTN, etc).

8. Security Considerations

The purpose of the Geopriv Location bject and the requirenents on
the using protocol are to allow a Privacy Rule-controlled disclosure
of location information for |ocation services.

8.1. Traffic Analysis

The information carried within the Location bject is secured in a
way conpliant with the privacy and security Rules of the Rul e Maker
but other information, carried in other objects or headers are in
general not secured in the same way. This nmeans that Geopriv may not
as a general matter, secure the Target against general traffic

anal ysis attacks or other forms of privacy violations.

8.2. Securing the Privacy Rul es

The Privacy Rules of the Rule Maker regarding the |ocation of the
Target may be accessible to a Location Server in a public or non-
public Rule Holder, or they may be carried by the Location Object, or
they may be presented by the Location Recipient as capabilities or
tokens. Each type of Rule has to be secured its own particul ar way.

The rules in a non-public Rule Holder are typically authenticated
using a MAC (Message Aut hentication Code) or a signature, depending
on the type of keys used. The rules in a public Rule Hol der (one
that in principle my be accessed directly by several entities, for

i nstance several Location Servers) are typically digitally signed.
Rule Fields in an LO are secured as part of the LOitself. A Geopriv
Token (a token or ticket issued by the Rule Maker to a Location
Reci pi ent, expressing the explicit consent of the Rule Maker to
access his location information) is authenticated or signed.

8.3. Emergency Case
Let us consider the situation where the authentication fails in an

energency call because the authentication center fails to
authenticate itself. In this case, one way of inplenenting the
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aut henti cation bypass for energency calls (nentioned in Req 15.3) is
to let the user have the choice of witing a Rule that says:

- "If the energency server does not authenticate itself, send the
| ocation informati on anyway", or

- "If the energency server does not authenticate itself, let the
call fail".

Second, in the case where the authentication of the emergency cal
fails because the user may not authenticate itself, the question
arises: whose Rule to use? It is reasonable to use a default one:
this location infornation can only be sent to an energency center

The third situation, which should be studied in nore detail, is:

what to do if not only the user fails to authenticate itself, but

al so the emergency center is not authenticable? It is reasonable to
send the Location Informati on anyway, but are there any security
threats that nust be considered?

8.4. ldentities and Anonynity
The use of Unlinked Pseudonyns is necessary to obtain anonymty.

The purpose of the use of Unlinked Pseudonyns is the follow ng: the
usi ng protocol should be able to hide the real identity of the Rule
Maker, the Target, and the Device, from Location Servers or Location
Recipients, if required by the RM Al so, the using protocol SHOULD
be able to hide the real identity of the Location Recipient fromthe
Location Server

In this last case, the Target is not concerned about the Server

i dentifying himand knowi ng his location, but identifying his

busi ness partners, and therefore his habits, etc. Reasons for hiding
the real identities of the Location Recipients include (a) that this
know edge nay be used to infer the identity of the Target, (b) that
know edge of the identity of the Location Recipient nmay enbarrass the
Target or breach confidential information, and (c) that the dossier
telling who has obtained a Target’s location information over a |ong
period of tine can give information on habits, nmovenents, etc. Even
if the location service providers agree to respect the privacy of the
user, are conpelled by laws or regulations to protect the privacy of
the user, and ni sbehavior or negligence of the Location Server can be
ruled out, there is still risk that personal data may becone
avai l abl e to unaut horized persons through attacks from outsiders,
unaut hori zed access frominsiders, technical or human errors, or

| egal processes.
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On sone occasions, a Location Server has to know who is supplying the
Privacy Rules for a particular Target, while in other situations it
could be enough to know that the supplier of the Rules is authorized
to do so.

8.5. Unintended Target

An Uni ntended Target is a person or object tracked by proxinmity to

the Target. This special case nost frequently occurs if the Target
is not a person. For exanple, the Target may be a rental car

equi pped with a GPS Device, used to track car inventory. The renta
conpany nmay not care about the driver’s location, but the driver’s

privacy is inplicitly affected.

Ceopriv may or may not protect or affect the privacy of Unintended
Targets, but the inpact on Unintended Targets shoul d be acknow edged.

9. Protocol and LO Issues for |ater Consideration

This section briefly discusses issues relating to the Location Object
or the protocol that have energed during the discussion of earlier
versions of this docunent.

9.1. Miltiple Locations in one LO

A location Field is intended to represent one point or one region in
space (either 1, 2, or 3 dinensionally). The possibility of
inclusion of nmultiple locations is discussed in another docunent.
The current rough consensus is the following: the LO definition MAY
all ow the Location Field to be optional, to appear exactly one tine
or to occur several tines. Each Location Field nay contain one or
nore "Location Representations", each of which is intended to
represent a different measurement or a different formatting of the
same position. But there are other possibilities for using multiple
Location Fields and nmultiple representations: nmaybe several Location
Fi el ds woul d be used to report the sane sighting in different
formats, or nmultiple sightings at different times, or nultiple sensor
| ocations for the sane device, or other purposes, which could al so
depend on the using protocol. This is all for further discussion

9.2. Translation Fields

It is possible to include fields to indicate that one of the

locations is a translation of another. |If this is done, it is also
possible to have a field to identify the translator, as identity and
met hod.
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9.3. Truth Flag

Ceopriv MJUST be silent on the truth or lack-of-truth of the location
i nformati on contained in the LO  Thus, the LO MJST NOT provide an
attribute in object saying "I am (or amnot) telling you the whol e
truth.”

9.4, Timng Information For mat

The format of timng information is out of the scope of this
docunent .

9.5. The Nane Space of ldentifiers

Wio defines the Identities: can the using protocol define the
Identifiers or nust the using protocol use and authenticate
Pseudonyns proposed by the Rules, chosen independently of the using
protocol? O course, if the using protocol has an appropriate
nanespace, containing many unused nanes that nmay be used as
pseudonyns and nay be replaced by new ones regularly, then the
Location hject nay be able to use the name space. For this purpose,
the user woul d probably have to wite his Rules using this nane
space. Note that it is necessary to change the used pseudonyns

regul arly, because identifying the user behind an unlinked pseudonym
can be very sinple.

There are several advantages in letting the using protocol define the
name space

o the enbedded authentication would be easier, as the using protoco
often already has the credentials for the authentication identity
in place and the "enbedded" authentication would be independent on
the formof Identifiers,

o the size of the nanmes would be fixed

On the other hand, the benefits of the Rule choosing the identifiers
are:

o the user has a control of his anonynmity, and

o the interworking of nultiple systenms with Location object across
protocol boundaries is facilitated.
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