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Abstract

This docunent specifies the IPv6 Flow Label field and the m ni num
requirenents for | Pv6 source nodes |abeling flows, |Pv6 nodes
forwardi ng | abel ed packets, and flow state establishment nethods.
Even when nentioned as exanpl es of possible uses of the flow

| abeling, nore detailed requirenents for specific use cases are out
of scope for this docunent.

The usage of the Flow Label field enables efficient |Pve flow
classification based only on | Pv6 nmain header fields in fixed
posi tions.

1. I nt roducti on

A flow is a sequence of packets sent froma particular source to a
particul ar uni cast, anycast, or nulticast destination that the source
desires to label as a flow A flow could consist of all packets in a
specific transport connection or a nedia stream However, a flowis
not necessarily 1:1 nmapped to a transport connection
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Traditionally, flow classifiers have been based on the 5-tuple of the
source and destination addresses, ports, and the transport protoco
type. However, sonme of these fields may be unavail abl e due to either
fragmentation or encryption, or locating them past a chain of |Pv6
option headers may be inefficient. Additionally, if classifiers
depend only on I P layer headers, later introduction of alternative
transport layer protocols will be easier

The usage of the 3-tuple of the Flow Label and the Source and
Destination Address fields enables efficient 1Pv6 flow
classification, where only IPv6 main header fields in fixed positions
are used.

The m nimum | evel of IPv6 flow support consists of |abeling the
flows. [|Pv6 source nodes supporting the flow | abeling MIST be able
to | abel known flows (e.g., TCP connections, application streans),
even if the node itself would not require any flow specific
treatment. Doing this enables |oad spreading and receiver oriented
resource reservations, for exanple. Node requirenents for flow

| abeling are given in section 3.

Specific flow state establishnment nmethods and the rel ated service
nodel s are out of scope for this specification, but the generic

requi renents enabling co-existence of different nethods in | Pv6 nodes
are set forth in section 4. The associated scaling characteristics
(such as nodes involved in state establishnment, anount of state

mai ntai ned by them and state growth function) will be specific to
particul ar service nodels.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ KEYWORDS] .

2. 1 Pv6 Flow Label Specification

The 20-bit Flow Label field in the 1Pv6 header [IPv6] is used by a
source to | abel packets of a flow. A Flow Label of zero is used to

i ndi cate packets not part of any flow Packet classifiers use the
triplet of Flow Label, Source Address, and Destination Address fields
to identify which flow a particul ar packet belongs to. Packets are
processed in a flow specific manner by the nodes that have been set
up with flowspecific state. The nature of the specific treatnent
and the nethods for the flow state establishnment are out of scope for
this specification.

The Fl ow Label value set by the source MJST be delivered unchanged to
t he destinati on node(s).
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| Pv6 nodes MJUST NOT assune any nathematical or other properties of
the Flow Label val ues assigned by source nodes. Router performance
SHOULD NOT be dependent on the distribution of the Flow Label val ues.
Especially, the Flow Label bits al one make poor material for a hash
key.

Nodes keepi ng dynam c flow state MJUST NOT assune packets arriving 120
seconds or nore after the previous packet of a flow still belong to
the same flow, unless a flow state establishnent nethod in use
defines a longer flow state lifetime or the flow state has been
explicitly refreshed within the lifetinme duration

The use of the Flow Label field does not necessarily signal any
requi renent on packet reordering. Especially, the zero |abel does
not inmply that significant reordering is acceptable.

If an 1 Pv6 node is not providing flow specific treatnent, it MJST
ignore the field when receiving or forwardi ng a packet.

3. Flow Labeling Requirenents

To enabl e Fl ow Label based classification, source nodes SHOULD assi gn
each unrel ated transport connection and application data streamto a
new flow. The source node MAY also take part in flow state

establi shnent nethods that result in assigning certain packets to
specific flows. A source node which does not assign traffic to flows
MJUST set the Flow Label to zero.

To enabl e applications and transport protocols to define what packets
constitute a flow, the source node MJST provide neans for the
applications and transport protocols to specify the Flow Label val ues
to be used with their flows. The use of the neans to specify Fl ow
Label values is subject to appropriate privileges (see section 5.1).
The source node SHOULD be able to select unused Fl ow Label values for
flows not requesting a specific value to be used.

A source node MJUST ensure that it does not unintentionally reuse Fl ow
Label values it is currently using or has recently used when creating
new flows. Flow Label values previously used with a specific pair of
source and destination addresses MJST NOT be assigned to new fl ows
with the same address pair within 120 seconds of the term nation of
the previous flow. The source node SHOULD provide the neans for the
applications and transport protocols to specify quarantine periods

| onger than the default 120 seconds for individual flows.

To avoid accidental Flow Label val ue reuse, the source node SHOULD

sel ect new Fl ow Label values in a well-defined sequence (e.g.
sequential or pseudo-randonm) and use an initial value that avoids
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reuse of recently used Fl ow Label values each tinme the system
restarts. The initial value SHOULD be derived froma previous val ue
stored in non-volatile menory, or in the absence of such history, a
random y generated initial value using techniques that produce good
randommess properties [RND] SHOULD be used.

4. Flow State Establishnent Requirenments

To enable flowspecific treatnent, flow state needs to be established
on all or a subset of the IPv6 nodes on the path fromthe source to
the destination(s). The methods for the state establishment, as well
as the nodels for flowspecific treatnent will be defined in separate
speci fications.

To enabl e co-existence of different nethods in |IPv6 nodes, the
nmet hods MJST neet the follow ng basic requirenments:

(1) The method MJST provide the neans for flow state clean-up from
the 1 Pv6 nodes providing the flowspecific treatnent. Signaling
based net hods where the source node is involved are free to
specify flow state lifetinmes |longer than the default 120
seconds.

(2) Flow state establishnent nethods MJST be able to recover from
the case where the requested fl ow state cannot be supported.

5. Security Considerations

This section considers security issues raised by the use of the Fl ow
Label, primarily the potential for denial-of-service attacks, and the
rel ated potential for theft of service by unauthorized traffic
(Section 5.1). Section 5.2 addresses the use of the Flow Label in
the presence of IPsec including its interaction with |IPsec tunne

nmode and ot her tunneling protocols. W also note that inspection of
unencrypted Fl ow Labels nmay allow sone fornms of traffic anal ysis by
reveal ing sone structure of the underlying comunications. Even if
the flow | abel were encrypted, its presence as a constant value in a
fixed position mght assist traffic analysis and cryptoanal ysis.

5.1. Theft and Deni al of Service

Since the mapping of network traffic to flowspecific treatnent is
triggered by the I P addresses and Fl ow Label value of the |Pv6
header, an adversary may be able to obtain better service by

nmodi fying the | Pv6 header or by injecting packets with fal se
addresses and/or labels. Taken to its linmits, such theft-of-service
becones a deni al - of -service attack when the nodified or injected
traffic depletes the resources available to forward it and ot her
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traffic streans. A curiosity is that if a DoS attack were undertaken
agai nst a given Flow Label (or set of Flow Labels), then traffic
contai ning an affected Fl ow Label might well experience worse-than-
best-effort network performance.

Note that since the treatnment of |IP headers by nodes is typically
unverified, there is no guarantee that flow | abels sent by a node are
set according to the reconmendations in this docunent. Therefore,
any assunptions made by the network about header fields such as flow
| abel s should be linmted to the extent that the upstream nodes are
explicitly trusted.

Since flows are identified by the 3-tuple of the Flow Label and the
Source and Destination Address, the risk of theft or denial of
service introduced by the Flow Label is closely related to the risk
of theft or denial of service by address spoofing. An adversary who
isin aposition to forge an address is also likely to be able to
forge a label, and vice versa

There are two issues with different properties: Spoofing of the Flow
Label only, and spoofing of the whole 3-tuple, including Source and
Desti nati on Address.

The fornmer can be done inside a node which is using or transmitting
the correct source address. The ability to spoof a Fl ow Labe
typically inplies being in a position to also forge an address, but
in many cases, spoofing an address may not be interesting to the
spoofer, especially if the spoofer’s goal is theft of service, rather
than deni al of service

The latter can be done by a host which is not subject to ingress
filtering [INGR] or by an intermediate router. Due to its
properties, such is typically useful only for denial of service. |In
the absence of ingress filtering, alnost any third party could

i nstigate such an attack

In the presence of ingress filtering, forging a non-zero Fl ow Labe
on packets that originated with a zero label, or nodifying or
clearing a label, could only occur if an internediate system such as
a router was conprom sed, or through sonme other form of nman-in-the-
m ddl e attack. However, the risk is linmted to traffic receiving
better or worse quality of service than intended. For exanple, if
Fl ow Labels are altered or cleared at random flow classification
will no |onger happen as intended, and the altered packets wll
receive default treatnment. |If a conplete 3-tuple is forged, the
altered packets will be classified into the forged flow and w |
recei ve the corresponding quality of service; this will create a
deni al of service attack subtly different fromone where only the

Raj ahal me, et al. St andards Track [ Page 5]



RFC 3697 | Pv6 Fl ow Label Specification March 2004

addresses are forged. Because it is linmted to a single flow
definition, e.g., to a limted anmount of bandw dth, such an attack
will be nore specific and at a finer granularity than a norna

addr ess-spoofing attack.

Since flows are identified by the conplete 3-tuple, ingress filtering
[INGR] will, as noted above, nmitigate part of the risk. If the
source address of a packet is validated by ingress filtering, there
can be a degree of trust that the packet has not transited a

conprom sed router, to the extent that ISP infrastructure may be
trusted. However, this gives no assurance that another form of man-
in-the-nmiddle attack has not occurred.

Only applications with an appropriate privilege in a sending host
will be entitled to set a non-zero Flow Label. Mechanisns for this
are operating systemdependent. Related policy and authorization
mechani sms nmay al so be required; for exanple, in a nulti-user host,
only sone users may be entitled to set the Flow Label. Such

aut hori zation issues are outside the scope of this specification.

5.2. I Psec and Tunneling |Interactions

The | Psec protocol, as defined in [IPSec, AH, ESP], does not include
the 1 Pv6 header’s Flow Label in any of its cryptographic cal cul ations
(in the case of tunnel node, it is the outer | Pv6 header’s Fl ow Labe
that is not included). Hence nodification of the Flow Label by a
networ k node has no effect on | Psec end-to-end security, because it
cannot cause any | Psec integrity check to fail. As a consequence,

| Psec does not provide any defense agai nst an adversary’s

nodi fication of the Flow Label (i.e., a man-in-the-mddle attack).

| Psec tunnel node provides security for the encapsul ated | P header’s
Fl ow Label. A tunnel node |Psec packet contains two | P headers: an
out er header supplied by the tunnel ingress node and an encapsul at ed
i nner header supplied by the original source of the packet. When an
| Psec tunnel is passing through nodes performng flow classification,
the internedi ate network nodes operate on the Flow Label in the outer
header. At the tunnel egress node, |Psec processing includes
renovi ng the outer header and forwarding the packet (if required)
using the inner header. The |IPsec protocol requires that the inner
header’ s Fl ow Label not be changed by this decapsul ati on processing
to ensure that nodifications to | abel cannot be used to | aunch theft-
or denial -of-service attacks across an | Psec tunnel endpoint. This
docunent nakes no change to that requirenent; indeed it forbids
changes to the Fl ow Label
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When | Psec tunnel egress decapsul ati on processing includes a
sufficiently strong cryptographic integrity check of the encapsul ated
packet (where sufficiency is determined by local security policy),
the tunnel egress node can safely assume that the Fl ow Label in the

i nner header has the sane value as it had at the tunnel ingress node.

This analysis and its inplications apply to any tunneling protoco
that perforns integrity checks. O course, any Flow Label set in an
encapsul ating | Pv6 header is subject to the risks described in the
previ ous section.

5.3. Security Filtering Interactions

The Fl ow Label does nothing to elimnate the need for packet
filtering based on headers past the IP header, if such filtering is
deermed necessary for security reasons on nodes such as firewalls or
filtering routers.
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