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Abstract

Thi s docunent describes an Extensible Provisioning Protocol (EPP)
mappi ng for the provisioning and nmanagenent of individual or

organi zational social information identifiers (known as "contacts")
stored in a shared central repository. Specified in Extensible

Mar kup Language (XM.), the mapping defines EPP command syntax and
semantics as applied to contacts.
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1. Introduction

Thi s docunent describes a personal and organizational identifier
mappi ng for version 1.0 of the Extensible Provisioning Protoco
(EPP). This mapping is specified using the Extensible Mrkup
Language (XM.) 1.0 as described in [ XM.] and XML Schema notation as
described in [ XM.S-1] and [ XM.S-2].

[ RFC3730] provides a conplete description of EPP command and response
structures. A thorough understandi ng of the base protoco
specification is necessary to understand the mappi ng described in

t hi s docunent.

XM. is case sensitive. Unless stated otherwi se, XM specifications
and exanpl es provided in this docunment MJST be interpreted in the
character case presented to develop a conforning inplenentation

1.1. Conventions Used In This Docunent

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

In exanples, "C." represents lines sent by a protocol client and "S:"
represents lines returned by a protocol server. Indentation and
white space in exanples is provided only to illustrate el enent

rel ationships and is not a REQU RED feature of this protocol
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2. (Object Attributes

An EPP contact object has attributes and associ ated val ues that can
be viewed and nodi fied by the sponsoring client or the server. This
section describes each attribute type in detail. The formal syntax
for the attribute values described here can be found in the "Formal
Synt ax" section of this docunent and in the appropriate nornative
ref erences.

2.1. Contact and Client ldentifiers

Al'l EPP contacts are identified by a server-unique identifier.
Contact identifiers are character strings with a specified m ninum

I ength, a specified maxi numlength, and a specified format. Contact
identifiers use the "cl|DType" client identifier syntax described in
[ RFC3730] .

2.2. Status Val ues

A contact object MJIST al ways have at | east one associ ated status
val ue. Status values can be set only by the client that sponsors a
contact object and by the server on which the object resides. A
client can change the status of a contact object using the EPP
<updat e> command. Each status val ue MAY be acconpanied by a string
of human-readabl e text that describes the rationale for the status
applied to the object.

A client MIUST NOT alter status values set by the server. A server
MAY alter or override status values set by a client subject to |oca
server policies. The status of an object NMAY change as a result of
either a client-initiated transform conmand or an action perfornmed by
a server operator.

Status values that can be added or renoved by a client are prefixed
with "client”. Corresponding status values that can be added or
renoved by a server are prefixed with "server". Status val ues that
do not begin with either "client" or "server" are server-nmanaged
Stat us Val ue Descri ptions:

- clientDel et eProhibited, serverDel eteProhibited

Requests to del ete the object MJST be rejected.

- clientTransferProhibited, serverTransferProhibited

Requests to transfer the object MJIST be rejected.
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- clientUpdat eProhi bited, serverUpdateProhibited

Requests to update the object (other than to renobve this status) MJST
be rejected.

- linked

The contact object has at |east one active association with another
obj ect, such as a donmain object. Servers SHOULD provide services to
det erm ne existing object associations.

- ok

This is the nornmal status value for an object that has no pending
operations or prohibitions. This value is set and renoved by the
server as other status val ues are added or renoved.

- pendi ngCreate, pendingDel ete, pendi ngTransfer, pendi ngUpdate

A transform conmand has been processed for the object, but the action
has not been conpleted by the server. Server operators can del ay
action conpletion for a variety of reasons, such as to allow for
human review or third-party action. A transformcommand that is
processed, but whose requested action is pending, is noted with
response code 1001.

Wth one exception, transform comands MJST be rejected when a
pendi ngCr eat e, pendi ngDel ete, pendi ngTransfer, or pendi ngUpdate
status is set. The only exception is that a <transfer> comand to
approve, reject, or cancel a transfer MAY be processed while an
object is in "pendingTransfer" status.

When the requested action has been conpl eted, the pendi ngCreate,

pendi ngDel et e, pendi ngTransfer, or pendi ngUpdate status val ue MIST be
renoved. All clients involved in the transaction MIJST be notified
using a service nessage that the action has been conpleted and that
the status of the object has changed.

"ok" status MAY only be conbined with "linked" status.

"linked" status MAY be conbined with any status.

"pendi ngDel ete" status MJST NOT be conbined with either
"cl i ent Del et eProhi bi ted" or "serverDel et eProhi bited" status.

"pendi ngTransfer" status MJST NOT be conbined with either
"clientTransferProhibited" or "serverTransferProhi bited" status.

Hol | enbeck St andards Track [ Page 4]



RFC 3733 EPP Cont act Mappi ng March 2004

"pendi ngUpdat e" status MJIST NOT be conbined with either
"clientUpdat eProhibited" or "serverUpdateProhibited" status.

The pendi ngCreate, pendi ngDel ete, pendi ngTransfer, and pendi ngUpdat e
status val ues MJST NOT be conbined with each other

O her status conbinations not expressly prohibited MAY be used.
2.3. Individual and Organi zational Nanes

I ndi vi dual and organi zati onal names associated with a contact are
represented using character strings. These strings have a specified
m ni mum | ength and a specified naxi mum |l ength. |ndividual and
organi zati onal nanes MAY be provided in both UTF-8 [ RFC2279] and a
subset of UTF-8 that can be represented in 7-bit ASCI| dependi ng on
| ocal needs.

2.4. Address

Every contact has associ ated postal address information. A postal
address contains OPTIONAL street information, city information

OPTI ONAL st ate/province information, an OPTI ONAL postal code, and a
country identifier. Address information MAY be provided in both
UTF-8 and a subset of UTF-8 that can be represented in 7-bit ASC
dependi ng on | ocal needs.

2.4.1. Street, City, and State or Province
Contact street, city, and state or province information is
represented using character strings. These strings have a specified
m ni mum | ength and a specified nmaxi mum | engt h.

2.4.2. Postal Code
Cont act postal codes are represented using character strings. These
strings have a specified nmininmumlength and a specified maxi num
| engt h.

2.4.3. Country

Contact country identifiers are represented using two-character
identifiers specified in [1S03166].

2.5. Tel ephone Nunbers
Cont act tel ephone nunber structure is derived from structures defined

in [El64a]. Tel ephone nunbers described in this mapping are
character strings that MJST begin with a plus sign ("+", ASC | val ue
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0x002B), followed by a country code defined in [EL64b], followed by a
dot (".", ASCII value 0x002E), followed by a sequence of digits
representing the tel ephone nunber. An optional "x" attribute is
provided to note tel ephone extension information

2.6. Emmil Addresses

Emai | address syntax is defined in [RFC2822]. This nmappi ng does not
prescribe mini mum or maxi mum |l engths for character strings used to
represent enmil addresses.

2.7. Dates and Tines

Date and tinme attribute values MJUST be represented in Universa
Coordi nated Tine (UTC) using the Gregorian cal endar. The extended
date-time formusing upper case "T" and "Z" characters defined in

[ RFC3339] MUST be used to represent date-tinme values as XM. Schenma
does not support truncated date-tinme forns or |ower case "T" and "Z"
characters.

2.8. Authorization Information

Aut hori zation information is associated with contact objects to
facilitate transfer operations. Authorization information is

assi gned when a contact object is created, and it might be updated in
the future. This specification describes password-based

aut hori zation information, though other mnechanisns are possible.

2.9. Di scl osure of Data El enents and Attri butes

The EPP core protocol requires a server operator to announce data
collection policies to clients; see section 2.4 of [RFC3730]. In
conjunction with this disclosure requirenent, this nmapping includes
data elenments that allowa client to identify elenments that require
exceptional server operator handling to allow or restrict disclosure
to third parties.

A server operator announces a default disclosure policy when
establishing a session with a client. Wen an object is created or
updated, the client can specify contact attributes that require
exceptional disclosure handling using an OPTI ONAL <cont act: di scl ose>
el ement. Once set, disclosure preferences can be revi ewed using a
contact information query. A server operator MJST reject any
transaction that requests disclosure practices that do not conformto
t he announced data collection policy with a 2308 error response code.
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If present, the <contact:disclose> el enent MJST contain a "flag"
attribute. The "flag" attribute contains an XM. Schenma bool ean
value. A value of "true" or "1" (decimal one) notes a client
preference to all ow disclosure of the specified el enents as an
exception to the stated data collection policy. A value of "false"
or "0" (decinal zero) notes a client preference to not all ow

di scl osure of the specified elements as an exception to the stated
data collection policy.

The <cont act: di scl ose> el enent MJUST contain at | east one of the
followi ng child el enents:

<cont act: nane type="int">
<cont act: nane type="Iloc">
<contact:org type="int">
<contact:org type="Iloc">
<contact:addr type="int">
<cont act: addr type="Iloc">
<cont act : voi ce>

<cont act: fax>
<cont act: enai | >

Exanpl e <cont act: di scl ose> el emrent, flag="0"

<cont act: di scl ose flag="0">
<contact:emil >
<cont act: voi ce>

</ cont act : di scl ose>

In this exanple, the contact enmil address and voice tel ephone nunber
can not be disclosed. Al other elenments are subject to disclosure
in accordance with the server’'s data collection policy.

Exanpl e <cont act: di scl ose> el ement, flag="1":

<contact: di scl ose flag="1">
<cont act: nane type="int">
<contact:org type="int">
<cont act:addr type="int">
</ cont act : di scl ose>

In this exanple, the internationalized contact nane, organization
and address information can be disclosed. All other elenments are
subject to disclosure in accordance with the server’'s data collection

policy.
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Cient identification features provided by the EPP <l ogi n> comand
and contact authorization information are used to deternine if a
client is authorized to performcontact information query comands.
These features also determne if a client is authorized to receive
data that is otherwi se marked for non-disclosure in a query response.

3. EPP Conmand mappi ng

A detailed description of the EPP syntax and semantics can be found
in [RFC3730]. The command mappi ngs descri bed here are specifically
for use in provisioning and nmanagi ng contact objects via EPP

3.1. EPP Qery Commands

EPP provides three commands to retrieve contact information: <check>
to determine if a contact object can be provisioned within a
repository, <info>to retrieve detailed informati on associated with a
contact object, and <transfer> to retrieve contact object transfer
status infornation.

3.1.1. EPP <check> Command

The EPP <check> command is used to deternmne if an object can be
provisioned within a repository. It provides a hint that allows a
client to anticipate the success or failure of provisioning an object
usi ng the <create> command as object provisioning requirenents are
ultimately a matter of server policy.

In addition to the standard EPP conmand el enents, the <check> command
MJUST contai n a <contact:check> elenent that identifies the contact
nanespace and the | ocation of the contact schena. The
<cont act: check> el enent contains the following child el ements:

- One or nore <contact:id> elenments that contain the server-uni que
identifier of the contact objects to be queried.

Exanpl e <check> comand

C <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C: <epp xm ns="urn:ietf:parans: xm : ns: epp-1. 0"

<cont act : check
xm ns: contact="urn:ietf:parans: xnm : ns: contact-1.0"
xsi : schemalLocation="urn:ietf:parans: xm:ns:contact-1.0

C xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
C xsi :schemalLocation="urn:ietf: parans: xnl :ns:epp-1.0

C epp- 1. 0. xsd" >

C.  <conmand>

C <check>

C

C

C
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C contact-1.0.xsd">

C <contact:i d>sh8013</contact:id>
C <cont act:i d>sah8013</contact:id>
C. <cont act : i d>8013sah</contact:id>
C. </ cont act : check>

C </ check>

C <cl TRI D>ABC- 12345</ cl TRI D>

C. </ conmand>

C. </ epp>

When a <check> command has been processed successfully, the EPP
<resData> el ement MJUST contain a child <contact:chkData> el ement that
identifies the contact nanespace and the |ocation of the contact
schena. The <contact: chkData> el enent contains one or nore
<contact:cd> elenments that contain the followi ng child el enents:

A <contact:id> elenment that identifies the queried object. This
el ement MJST contain an "avail" attribute whose val ue indicates
object availability (can it be provisioned or not) at the nmonent

t he <check> conmand was conpleted. A value of "1" or "true" neans
that the object can be provisioned. A value of "0" or "fal se"
nmeans that the object can not be provisioned.

An OPTI ONAL <contact:reason> el enent that MAY be provided when an
obj ect can not be provisioned. |If present, this elenment contains
server-specific text to help explain why the object can not be
provisioned. This text MJST be represented in the response

| anguage previously negotiated with the client; an OPTIONAL "I ang"
attribute MAY be present to identify the | anguage if the
negoti ated value is sonething other than the default val ue of
(English).

en

Exanpl e <check> response:

S:<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S: <epp xm ns="urn:ietf:parans: xnl : ns: epp-1. 0"

(CRORORORORORORORORORON)

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi:schemalLocation="urn:ietf:parans: xn :ns:epp-1.0
epp-1. 0. xsd" >
<r esponse>
<result code="1000">
<nsg>Conmand conpl et ed successful | y</ nsg>
</result>
<r esDat a>
<cont act : chkDat a
xm ns: contact="urn:ietf:parans: xnm : ns: contact-1.0"
xsi :schemalLocati on="urn:ietf:paranms:xm :ns:contact-1.0
contact-1.0. xsd">

Hol | enbeck St andards Track [ Page 9]



RFC 3733 EPP Cont act Mappi ng March 2004

<cont act: cd>
<contact:id avail ="1">sh8013</contact:id>
</ cont act : cd>
<cont act : cd>
<contact:id avail ="0">sah8013</contact:id>
<cont act: reason>l n use</cont act:reason>
</ cont act : cd>
<cont act: cd>
<contact:id avail ="1">8013sah</contact:id>
</ cont act : cd>
</ cont act : chkDat a>
</ r esDat a>
<trl D>
<cl TRI D>ABC- 12345</ cl TRl D>
<sVTRI D>54322- XYZ</ svTRI D>
</[trl D>
</ response>
S: </ epp>

PRLDDDDDRDDDDDDUDUD®N

An EPP error response MJST be returned if a <check> command can not
be processed for any reason

3.1.2. EPP <i nf o> Conmand

The EPP <info> command is used to retrieve informati on associ at ed
with a contact object. In addition to the standard EPP conmand

el ements, the <info> command MJST contain a <contact:info> el enent
that identifies the contact namespace and the | ocation of the contact
schema. The <contact:info> element contains the following child

el ement s:

- A <contact:id> elenent that contains the server-unique identifier
of the contact object to be queried.

- An OPTI ONAL <contact: aut hl nfo> el ement that contains authorization
i nformati on associated with the contact object. |If this el enent
is not provided or if the authorization information is invalid,
server policy deternmines if the conmand is rejected or if response
information will be returned to the client.

Exanpl e <i nfo> command:

C <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xnm : ns: epp-1. 0"

C xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
C xsi:schemalLocati on="urn:ietf:parans: xnm :ns:epp-1.0

C epp- 1. 0. xsd">

C. <conmand>
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OO000000000000

<i nf 0>
<contact:info
xm ns: contact="urn:ietf:parans: xnl :ns:contact-1.0"
xsi :schemalLocati on="urn:ietf:params:xm:ns:contact-1.0
contact-1.0.xsd">
<contact:id>sh8013</contact:id>
<cont act : aut hl nf o>
<cont act : pw>2f 00BAR</ cont act : pw>
</ cont act : aut hl nf o>
</ contact:info>
</info>
<cl TRI D>ABC- 12345</ cl TRI D>
</ command>

C. </ epp>

When an <i nfo> command has been processed successfully, the EPP
<resDat a> el enrent MJST contain a child <contact:infData> el enment that
identifies the contact nanespace and the |ocation of the contact
schena. The <contact:infData> el ement contains the follow ng child
el ement s:

A <contact:id> el ement that contains the server-unique identifier
of the contact object.

A <contact:roid> el enent that contains the Repository bject
| Dentifier assigned to the contact object when the object was
created.

One or nore <contact:status> el enents that describe the status of
the contact object.

One or two <contact: postallnfo> elenents that contain posta
address information. Two elenents are provided so that address
i nformati on can be provided in both internationalized and

| ocalized forms; a "type" attribute is used to identify the two

fornms. If an internationalized form (type="int") is provided,
el ement content MJST be represented in a subset of UTF-8 that can
be represented in the 7-bit US-ASCI| character set. |If a

localized form (type="loc") is provided, elenment content MAY be
represented in unrestricted UTF-8. The <contact: postal | nfo>
el ement contains the follow ng child el ements:

- A <contact:nanme> el enent that contains the nane of the
i ndi vidual or role represented by the contact.

- An OPTIONAL <contact:org> el ement that contains the name of the
organi zation with which the contact is affiliated.
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- A <contact:addr> el enent that contains address information
associated with the contact. A <contact:addr> el emrent contains
the following child el ements:

- One, two, or three OPTIONAL <contact:street> el enments that
contain the contact’s street address.

- A <contact:city> elenment that contains the contact’s city.

- An OPTIONAL <contact:sp> elenment that contains the contact’s
state or province.

- An OPTIONAL <contact:pc> elenent that contains the contact’s
postal code.

- A <contact:cc> elenent that contains the contact’s country
code.

- An OPTIONAL <contact:voice> el enent that contains the contact’s
voi ce tel ephone nunber.

- An OPTIONAL <contact:fax> el enent that contains the contact’s
facsimle tel ephone nunber.

- A <contact:email> elenent that contains the contact’s enmnil
addr ess.

- A <contact:clI D> elenment that contains the identifier of the
sponsoring client.

- A <contact:crID> elenent that contains the identifier of the
client that created the contact object.

- A <contact:crDate> el enent that contains the date and tine of
contact object creation.

- A <contact:upl D> elenent that contains the identifier of the
client that |ast updated the contact object. This elenment MJST
NOT be present if the contact has never been nodified.

- A <contact:upbDate> el enent that contains the date and tine of the
nost recent contact object nodification. This elenment MJUST NOT be
present if the contact object has never been nodifi ed.

- A <contact:trDate> el enent that contains the date and tinme of the

nmost recent successful contact object transfer. This el enment MJST
NOT be provided if the contact object has never been transferred.
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- A <contact:authlnfo> el enent that contains authorization

i nformati on associated with the contact object. This elenment MJST

NOT be provided if the querying client is not the current
sponsoring client.

- An OPTIONAL <contact: disclose> elenent that identifies el enents

that require exceptional server operator handling to allow or
restrict disclosure to third parties. See section 2.9. for a
description of the child el enments contained within the

<cont act : di scl ose> el enent .

Exanpl e <i nfo> response for an authorized client:

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S:<epp xm ns="urn:ietf:parans: xm : ns: epp-1. 0"

: xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi :schemalLocati on="urn:ietf:parans: xnm :ns:epp-1.0
epp- 1. 0. xsd" >

<response>
<result code="1000">
<nsg>Conmand conpl et ed successful | y</ nmsg>
</result>
<r esDat a>
<contact:infData
xm ns: contact="urn:ietf:parans: xnl :ns:contact-1.0"
xsi :schemalLocation="urn:ietf:parans:xm:ns:contact-1.0
contact-1.0.xsd">
<cont act:i d>sh8013</contact:id>
<cont act : r oi d>SH8013- REP</ cont act : r oi d>
<contact:status s="linked"/>
<contact:status s="clientDel et eProhibited"/>
<contact: postal Info type="int">
<cont act : name>John Doe</ cont act : name>
<cont act : or g>Exanpl e I nc. </ cont act: org>
<cont act : addr >
<contact:street>123 Exanple Dr.</contact:street>
<contact: street>Suite 100</contact: street>
<contact: city>Dul | es</contact:city>
<cont act : sp>VA</ cont act : sp>
<cont act : pc>20166- 6503</ cont act : pc>
<cont act: cc>US</ cont act : cc>
</ cont act : addr >
</ cont act: postal | nf o>
<cont act:voi ce x="1234">+1. 7035555555</ cont act : voi ce>
<cont act : f ax>+1. 7035555556</ cont act : f ax>
<cont act : emai | >j doe@xanpl e. conx/ cont act : erai | >
<contact:clID>dientY</contact:cll|D>
<contact:crlD>dient X</ contact:crl D>

(R OR NN RN OR RN OROROROR R OROROROR N OR N OROROROR R ONORORORORON )
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<cont act : cr Dat €>1999- 04- 03T22: 00: 00. 0Z</ cont act : cr Dat e>
<cont act : upl D> i ent X</ cont act : upl D>
<cont act : upbat €>1999- 12- 03T09: 00: 00. 0Z</ cont act : upDat e>
<cont act : t r Dat e>2000- 04- 08T09: 00: 00. 0Z</ cont act : t r Dat e>
<cont act : aut hl nf o>
<cont act : pw>2f 00BAR</ cont act : pw>
</ cont act : aut hl nf o>
<cont act: di scl ose flag="0">
<cont act : voi ce/ >
<contact:emmil/>
</ cont act : di scl ose>
</ cont act : i nf Dat a>
</ resDat a>
<trl D>
<cl TRI D>ABC- 12345</ ¢l TRI D>
<svTRI D>54322- XYZ</ svTRI D>
</trl| D>
</ response>
S: </ epp>

(RN ONCRORORORONORORORONOROROROR QN

An EPP error response MJST be returned if an <info> command can not
be processed for any reason

3.1.3. EPP <transfer> Query Conmand

The EPP <transfer> command provides a query operation that allows a
client to determne real-tine status of pending and conpl et ed
transfer requests. |In addition to the standard EPP command el enents,
the <transfer> command MJST contain an "op" attribute with val ue
"query", and a <contact:transfer> elenent that identifies the contact
nanespace and the | ocation of the contact schena. The
<contact:transfer> el enent MJUST contain the following child el ements:

- A <contact:id> elenent that contains the server-unique identifier
of the contact object to be queried.

- An OPTI ONAL <contact: authlnfo> el enent that contains authorization
i nformati on associated with the contact object. |If this el enent
is not provided or if the authorization information is invalid,
server policy determ nes whether the command is rejected or the
response information will be returned to the client.

Exanpl e <transfer> query conmand
C <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C: <epp xm ns="urn:ietf:parans: xm : ns: epp-1. 0"

C xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
C xsi :schemalLocation="urn:ietf: parans: xnl :ns:epp-1.0
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epp- 1. 0. xsd">
<conmand>
<transfer op="query">
<contact:transfer
xm ns: contact="urn:ietf:parans: xnm : ns: contact-1.0"
xsi :schemalLocation="urn:ietf:parans: xm:ns:contact-1.0
contact-1.0. xsd">
<cont act:id>sh8013</contact:id>
<cont act : aut hl nf o>
<cont act : pw>2f 00BAR</ cont act : pw>
</ cont act : aut hl nf o>
</ contact:transfer>
</transfer>
<cl TRI D>ABC- 12345</ cl TRI D>
</ conmand>
C: </ epp>

0000000000000 00

When a <transfer> query comand has been processed successfully, the
EPP <resData> el enent MJUST contain a child <contact:trnbData> el enent
that identifies the contact namespace and the | ocation of the contact
schema. The <contact:trnData> el enent contains the following child
el enent s:

- A <contact:id> elenent that contains the server-unique identifier
for the queried contact.

- A <contact:trStatus> elenment that contains the state of the nost
recent transfer request.

- A <contact:relD> elenent that contains the identifier of the
client that requested the object transfer

- A <contact:reDate> el enent that contains the date and tine that
the transfer was requested.

- A <contact:acl D> elenent that contains the identifier of the
client that SHOULD act upon the transfer request.

- A <contact:acDate> el enent that contains the date and tine of a
required or conpleted response. For a pending request, the val ue
identifies the date and tinme by which a response is required
bef ore an automated response action SHOULD be taken by the server
For all other status types, the value identifies the date and tine
when t he request was conpl et ed.
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Exanpl e <transfer> query response:

S:<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S:<epp xm ns="urn:ietf:parans: xm : ns: epp-1. 0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocation="urn:ietf: parans: xnl :ns:epp-1.0
epp- 1. 0. xsd">
<response>
<result code="1000">
<nsg>Conmand conpl et ed successful | y</ nsg>
</result>
<r esDat a>
<contact:trnbDat a
xm ns: contact="urn:ietf:parans: xnl :ns:contact-1.0"
xsi:schemalLocation="urn:ietf:paranms:xm:ns:contact-1.0
contact-1.0.xsd">
<cont act: i d>sh8013</contact:id>
<contact: tr Status>pendi ng</contact:trStatus>
<contact:rel D>d i ent X</ contact:rel D>
<cont act : r eDat €>2000- 06- 06T22: 00: 00. 0Z</ cont act : r eDat e>
<cont act: acl D>d i ent Y</ cont act : acl D>
<cont act : acDat e>2000- 06- 11T22: 00: 00. 0Z</ cont act : acDat e>
</ cont act:trnDat a>
</ resDat a>
<trl D>
<cl TRI D>ABC- 12345</ cl TRI D>
<svTRI D>54322- XYZ</ svTRI D>
</trl|D>
</ response>
S: </ epp>

RO ONONOROR RO ONOROR R OR R OROROROR N ONOROROROR)

An EPP error response MJST be returned if a <transfer> query command
can not be processed for any reason.

3. 2. EPP Tr ansf or m Commands

EPP provides four comands to transform contact object infornation:
<create> to create an instance of a contact object, <delete> to

del ete an instance of a contact object, <transfer> to nmanage contact
obj ect sponsorshi p changes, and <update> to change i nformation
associated with a contact object. This docunment does not define a
mappi ng for the EPP <renew> comand.

Transform commands are typically processed and conpleted in rea
time. Server operators MAY receive and process transform comands
but defer conpleting the requested action if human or third-party
reviewis required before the requested action can be conpleted. In
such situations the server MJST return a 1001 response code to the
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client to note that the command has been received and processed, but
the requested action is pending. The server MJST al so nanage the
status of the object that is the subject of the command to reflect
the initiation and conpletion of the requested action. Once the
action has been conmpleted, all clients involved in the transaction
MUST be notified using a service nessage that the action has been
conpl eted and that the status of the object has changed.

3.2.1. EPP <create> Conmand

The EPP <create> conmand provides a transform operation that allows a
client to create a contact object. 1In addition to the standard EPP
command el enents, the <create> comand MJUST contain a
<contact:create> element that identifies the contact nanespace and
the |l ocation of the contact schema. The <contact:create> el enent
contains the follow ng child el ements:

- A <contact:id> elenent that contains the desired server-uni que
identifier for the contact to be created.

- One or two <contact:postallnfo> elenents that contain posta
address information. Two elenents are provided so that address
i nformati on can be provided in both internationalized and
| ocalized forns; a "type" attribute is used to identify the two

forns. If an internationalized form (type="int") is provided,
el ement content MJST be represented in a subset of UTF-8 that can
be represented in the 7-bit US-ASCI| character set. |If a

| ocalized form (type="loc") is provided, elenent content MAY be
represented in unrestricted UTF-8. The <contact: postal | nf o>
el ement contains the followi ng child el enents:

- A <contact:nane> el enent that contains the nanme of the
i ndi vidual or role represented by the contact.

- An OPTIONAL <contact:org> el ement that contains the name of the
organi zation with which the contact is affiliated.

- A <contact:addr> el enent that contains address information
associated with the contact. A <contact:addr> el emrent contains
the following child el ements:

- One, two, or three OPTIONAL <contact:street> el ements that
contain the contact’s street address.

- A <contact:city> elenment that contains the contact’s city.

- An OPTIONAL <contact:sp> el ement that contains the contact’s
state or province.
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- An OPTIONAL <contact:pc> elenent that contains the contact’s
postal code.

- A <contact:cc> elenent that contains the contact’s country
code.

An OPTI ONAL <cont act:voice> el enent that contains the contact’s
voi ce tel ephone nunber.

An OPTI ONAL <contact:fax> el enent that contains the contact’s
facsimle tel ephone nunber.

A <contact:enmail > elenent that contains the contact’s emil
addr ess.

A <cont act:aut hlnfo> el enent that contains authorization
informati on to be associated with the contact object. This
mappi ng i ncludes a password-based aut henticati on nechani sm but
t he schema al |l ows new nmechani sns to be defined in new schemas.

An OPTI ONAL <contact: di scl ose> element that allows a client to
identify elenents that require exceptional server operator
handling to allow or restrict disclosure to third parties. See
section 2.9 for a description of the child el enents contai ned
within the <contact: discl ose> el enent.

Exanpl e <create> command:

C <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xnl : ns: epp-1. 0"

00000000 0000000000

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi:schemalLocation="urn:ietf:parans: xn :ns:epp-1.0
epp-1. 0. xsd">
<conmand>
<creat e>
<contact:create
xm ns: contact="urn:ietf:parans: xnl :ns:contact-1.0"
xsi :schemalLocation="urn:ietf:parans:xm:ns:contact-1.0
contact-1.0.xsd">
<contact:i d>sh8013</contact:id>
<contact: postal Info type="int">
<cont act : name>John Doe</ cont act : nane>
<cont act: or g>Exanpl e | nc. </ contact: org>
<cont act : addr >
<contact:street>123 Exanple Dr.</contact:street>
<contact:street>Suite 100</contact:street>
<contact:city>Dul | es</contact:city>
<cont act : sp>VA</ cont act : sp>
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<cont act: pc>20166- 6503</ cont act : pc>
<cont act: cc>US</ cont act: cc>
</ cont act : addr >
</ cont act : post al | nf o>
<contact:voi ce x="1234">+1. 7035555555</ cont act : voi ce>
<cont act : f ax>+1. 7035555556</ cont act : f ax>
<cont act: emai | > doe@xanpl e. conx/ cont act: enmi | >
<cont act : aut hl nf o>
<cont act : pw>2f 00BAR</ cont act : pw>
</ cont act : aut hl nf o>
<cont act : di scl ose fl ag="0">
<cont act : voi ce/ >
<contact:emil/>
</ cont act : di scl ose>
</ cont act: creat e>
</ create>
<cl TRI D>ABC- 12345</ ¢l TRI D>
</ command>
C. </ epp>

00000000 0000000000

Wien a <create> conmand has been processed successfully, the EPP
<resDat a> el ement MJST contain a child <contact:creData> el enrent that
identifies the contact nanespace and the |ocation of the contact
schena. The <contact:creData> el enment contains the follow ng child
el ement s:

- A <contact:id> elenment that contains the server-unique identifier
for the created contact.

- A <contact:crDate> el enent that contains the date and tine of
contact object creation.

Exanpl e <create> response:

S:<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S: <epp xm ns="urn:ietf:parans: xnl : ns: epp-1. 0"

: xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi:schemalLocation="urn:ietf:parans: xn :ns:epp-1.0
epp-1. 0. xsd" >

<r esponse>

<result code="1000">
<nsg>Conmand conpl et ed successful | y</ nsg>

</result>

<r esDat a>
<cont act:crebData
xm ns: contact="urn:ietf:parans: xnm : ns: contact-1.0"
xsi :schemalLocati on="urn:ietf:paranms:xm :ns:contact-1.0
contact-1.0. xsd">

(CRORORORORORORORORORON)
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S <cont act:i d>sh8013</cont act:i d>

S. <cont act : cr Dat €>1999- 04- 03T22: 00: 00. 0Z</ cont act : cr Dat e>
S </ cont act : cr eDat a>

S: </ resDat a>

S <trl| D>

S <cl TRI D>ABC- 12345</ ¢l TRI D>

S <svVTRI D>54321- XYZ</ svTRI D>

S. </trl|l D>

S:  </response>

S: </ epp>

An EPP error response MJST be returned if a <create> command can not
be processed for any reason

3.2.2. EPP <del et e> Conmand

The EPP <del et e> conmand provi des a transform operation that allows a
client to delete a contact object. 1In addition to the standard EPP
command el enents, the <del ete> comand MJST contain a
<contact:delete> element that identifies the contact nanespace and
the |l ocation of the contact schema. The <contact: del ete> el enent
MUST contain the follow ng child el ement:

- A <contact:id> elenent that contains the server-unique identifier
of the contact object to be del eted.

A contact object SHOULD NOT be deleted if it is associated with
ot her known objects. An associated contact SHOULD NOT be del et ed
until associations with other known objects have been broken. A
server SHOULD notify clients of object relationships when a

<del ete> comand is attenpted and fails due to existing object

rel ati onshi ps.

Exanpl e <del et e> command:

C. <?xml version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xn : ns: epp-1. 0"

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"
xsi:schemalLocation="urn:ietf:parans: xnm :ns:epp-1.0
epp- 1. 0. xsd">
<commuand>
<del et e>

<contact: del ete
xm ns: contact="urn:ietf:parans: xnl :ns:contact-1.0"
xsi:schemalLocation="urn:ietf:paranms:xm:ns:contact-1.0
contact-1.0.xsd">

<cont act: i d>sh8013</contact:id>
</ cont act : del et e>

OO0000000000
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C </ del et e>

C <cl TRI D>ABC- 12345</ cl TRl D>
C. </ conmand>

C: </ epp>

When a <del ete> comand has been processed successfully, a server
MUST respond with an EPP response with no <resData> el enent.

Exanpl e <del et e> response:

S:<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S: <epp xm ns="urn:ietf:parans: xnl : ns: epp-1. 0"

S: xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
S: xsi:schemalLocation="urn:ietf:parans: xn :ns:epp-1.0
S epp-1. 0. xsd">

S: <response>

S <result code="1000">

S: <nsg>Conmand conpl et ed successful | y</ nsg>

S: </result>

S <trl D>

S: <cl TRI D>ABC- 12345</ cl TRI D>

S <sVTRI D>54321- XYZ</ svTRI D>

S: </trl|D>

S </response>

S: </ epp>

An EPP error response MJST be returned if a <del ete> command can not
be processed for any reason

3.2.3. EPP <renew> Command

Renewal semantics do not apply to contact objects, so there is no
mappi ng defined for the EPP <renew> comand.

3.2.4. EPP <transfer> Command

The EPP <transfer> command provides a transformoperation that allows
a client to nanage requests to transfer the sponsorship of a contact
object. In addition to the standard EPP conmand el enents, the
<transfer> command MJUST contain a <contact:transfer> el enent that
identifies the contact nanespace and the |ocation of the contact
schena. The <contact:transfer> el enent contains the following child
el ement s:

- A <contact:id> elenment that contains the server-unique identifier

of the contact object for which a transfer request is to be
created, approved, rejected, or cancell ed.
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- A <contact:authlnfo> el enent that contains authorization
i nformati on associated with the contact object.

Every EPP <transfer> command MJST contain an "op" attribute that
identifies the transfer operation to be perforned as defined in
[ RFC3730] .

Exanpl e <transfer> request conmand:

C <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C: <epp xm ns="urn:ietf:parans: xm : ns: epp-1. 0"

: xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi:schemalLocation="urn:ietf: parans: xnl :ns:epp-1.0
epp-1. 0. xsd" >

<conmand>
<transfer op="request">
<contact:transfer
xm ns: contact="urn:ietf:parans: xnl :ns:contact-1.0"
xsi:schemalLocation="urn:ietf:parans: xm:ns:contact-1.0
contact-1.0.xsd">
<cont act: i d>sh8013</cont act:i d>
<cont act : aut hl nf o>
<cont act : pw>2f 00BAR</ cont act : pw>
</ cont act : aut hl nf 0>
</ contact:transfer>
</transfer>
<cl TRI D>ABC- 12345</ cl TRI D>
</ conmand>
C: </ epp>

olololololokokokoloholoNoNoNoNoNe

When a <transfer> command has been processed successfully, the EPP
<resDat a> el ement MJST contain a child <contact:trnData> el enment that
identifies the contact nanespace and the |ocation of the contact
schema. The <contact:trnbData> el emrent contains the sane child

el ements defined for a transfer query response.

Exanpl e <transfer> response:

S:<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S:<epp xm ns="urn:ietf:parans: xm : ns: epp-1. 0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi :schemalLocation="urn:ietf: parans: xnl :ns:epp-1.0
epp- 1. 0. xsd" >
<response>
<result code="1000">
<nsg>Conmand conpl et ed successful | y</ nsg>
</result>
<r esDat a>

(CROROROROROROR)
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S. <contact:trnData

S: xm ns: contact="urn:ietf:parans: xnl :ns:contact-1.0"

S xsi :schemalLocati on="urn:ietf:paranms:xm:ns:contact-1.0
S: contact-1.0. xsd">

S: <cont act :i d>sh8013</contact:id>

S: <contact: tr Status>pendi ng</contact:trStatus>

S <contact:rel D>Cli ent X</ cont act:rel D>

S. <cont act : reDat e>2000- 06- 08T22: 00: 00. 0Z</ cont act : r eDat e>
S <contact: acl D>Cl i ent Y</ cont act : acl D>

S: <cont act : acDat e>2000- 06- 13T22: 00: 00. 0Z</ cont act : acDat e>
S: </ cont act : t r nDat a>

S </ resDat a>

S. <trl D>

S: <cl TRI D>ABC- 12345</ cl TRl D>

S <sVTRI D>54322- XYZ</ svTRI D>

S: </trl| D>

S:  </response>

S: </ epp>

An EPP error response MJST be returned if a <transfer> conmand can
not be processed for any reason

3.2.5. EPP <updat e> Comand

The EPP <update> conmand provi des a transform operation that allows a
client to nodify the attributes of a contact object. In addition to
the standard EPP conmand el ements, the <update> command MJST contain
a <contact:update> elenent that identifies the contact namespace and
the | ocation of the contact schema. The <contact: update> el enent
contains the followi ng child el ements:

- A <contact:id> elenent that contains the server-unique identifier
of the contact object to be updated.

- An OPTI ONAL <contact:add> el enent that contains attribute val ues
to be added to the object.

- An OPTIONAL <contact:renr elenent that contains attribute val ues
to be renoved fromthe object.

- An OPTIONAL <contact:chg> el ement that contains object attribute
val ues to be changed.

At | east one <contact:add> <contact:renk, or <contact:chg> el ement

MUST be provided. The <contact:add> and <contact:rent el ements
contain the following child el ements:
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- One or nore <contact:status> elenents that contain status val ues
to be associated with or renoved fromthe object. Wen specifying
a value to be renoved, only the attribute value is significant;
el ement text is not required to match a value for renoval

A <contact:chg> el enent contains the followi ng OPTIONAL child
el ements. At |east one child el ement MUST be present:

- One or two <contact:postallnfo> elenents that contain posta
address information. Two elenents are provided so that address
i nformati on can be provided in both internationalized and
| ocalized forns; a "type" attribute is used to identify the two

fornms. If an internationalized form (type="int") is provided,
el ement content MJST be represented in a subset of UTF-8 that can
be represented in the 7-bit US-ASCI| character set. |If a

| ocalized form (type="loc") is provided, el enent content MAY be
represented in unrestricted UTF-8. The <contact: post al | nf o>
el ement contains the follow ng OPTIONAL child el enents:

- A <contact:nanme> el enent that contains the nanme of the
i ndi vidual or role represented by the contact.

- A <contact:org> elenent that contains the nane of the
organi zation with which the contact is affiliated.

- A <contact:addr> el enent that contains address information
associated with the contact. A <contact:addr> el enrent contains
the following child el ements:

- One, two, or three OPTIONAL <contact:street> el ements that
contain the contact’s street address.

- A <contact:city> elenment that contains the contact’s city.

- An OPTIONAL <contact:sp> el ement that contains the contact’s
state or province.

- An OPTIONAL <contact:pc> elenment that contains the contact’s
postal code.

- A <contact:cc> elenent that contains the contact’s country
code.

- A <contact:voice> elenment that contains the contact’'s voice
t el ephone nunber.
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A <contact:fax> elenment that contains the contact’s facsimle
t el ephone nunber.

A <contact:email> elenent that contains the contact’s ennil
addr ess.

A <contact: authl nfo> el enent that contains authorization

i nformati on associated with the contact object. This napping

i ncl udes a password-based aut henticati on nechani sm but the schema
al l ows new nechani snms to be defined i n new schenas.

A <contact: disclose> elenent that allows a client to identify

el ements that require exceptional server operator handling to
allow or restrict disclosure to third parties. See section 2.9.
for a description of the child elenents contained within the
<cont act : di scl ose> el enent .

Exanpl e <updat e> conmand:

C <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
C. <epp xm ns="urn:ietf:parans: xnm : ns: epp-1. 0"

DO00000000000000000000000000

xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi :schemalLocation="urn:ietf:parans: xnm :ns:epp-1.0
epp- 1. 0. xsd" >
<conmand>
<updat e>
<cont act: updat e
xm ns: contact="urn:ietf:parans: xn : ns: contact-1.0"
xsi :schemalLocati on="urn:ietf:params:xm:ns:contact-1.0
contact-1.0. xsd">
<cont act: i d>sh8013</cont act:i d>
<cont act : add>
<contact:status s="clientDel et eProhibited"/>
</ cont act : add>
<cont act: chg>
<contact: postal Info type="int">
<contact:org/>
<cont act : addr >
<contact:street>124 Exanple Dr.</contact:street>
<contact:street>Suite 200</contact:street>
<contact:city>Dul | es</contact:city>
<cont act: sp>VA</ cont act : sp>
<cont act: pc>20166- 6503</ cont act : pc>
<cont act: cc>US</ cont act : cc>
</ cont act : addr >
</ cont act: post al | nf o>
<cont act: voi ce>+1. 7034444444</ cont act : voi ce>
<cont act : f ax/ >
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<cont act : aut hl nf o>
<cont act : pw>2f 00BAR</ cont act : pw>
</ cont act : aut hl nf o>
<cont act : di scl ose flag="1">
<cont act : voi ce/ >
<contact:emil />
</ cont act : di scl ose>
</ contact: chg>
</ cont act : updat e>
</ updat e>
<cl TRI D>ABC- 12345</ ¢l TRI D>
</ command>
C. </ epp>

OO00000000000

When an <updat e> conmand has been processed successfully, a server
MUST respond with an EPP response with no <resData> el enent.

Exanpl e <updat e> response:

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S:<epp xm ns="urn:ietf:parans: xm : ns: epp-1. 0"

S xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
S xsi :schemalLocation="urn:ietf:parans: xnm :ns:epp-1.0
S: epp- 1. 0. xsd" >

S. <response>

S: <result code="1000">

S <nsg>Conmand conpl et ed successful | y</ nmsg>

S </result>

S: <trl D>

S: <cl TRI D>ABC- 12345</ cl TRI D>

S: <svVTRI D>54321- XYZ</ svTRI D>

S </trl|D>

S:  </response>

S: </ epp>

An EPP error response MJST be returned if an <update> command can not
be processed for any reason

3.2.6. Ofline Review of Requested Actions

Commands are processed by a server in the order they are received
froma client. Though an inmedi ate response confirm ng receipt and
processing of the command is produced by the server, a server
operator MAY performan offline review of requested transform
commands before conpleting the requested action. In such situations,
the response fromthe server MIST clearly note that the transform
command has been received and processed, but the requested action is
pendi ng. The status of the correspondi ng object MIUST clearly reflect
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processi ng of the pending action. The server MJST notify the client
when offline processing of the action has been conpl et ed.

Exanpl es describing a <create> comand that requires offline review
are included here. Note the result code and nmessage returned in
response to the <create> conmmand.

S: <?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S:<epp xm ns="urn:ietf:parans: xm : ns: epp-1. 0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi:schemalLocation="urn:ietf:parans: xnm :ns:epp-1.0
epp- 1. 0. xsd" >
<response>
<result code="1001">
<nsg>Conmand conpl et ed successfully; action pendi ng</nsg>
</result>
<r esDat a>
<contact: creDat a
xm ns: contact="urn:ietf:parans: xnl :ns:contact-1.0"
xsi :schemalLocation="urn:ietf:paranms:xm:ns:contact-1.0
contact-1.0.xsd">
<cont act: i d>sh8013</contact:id>
<cont act : cr Dat e>1999- 04- 03T22: 00: 00. 0Z</ cont act : cr Dat e>
</ cont act : cr eDat a>
</ resDat a>
<trl D>
<cl TRI D>ABC- 12345</ cl TRI D>
<svTRI D>54321- XYZ</ svTRI D>
</trl| D>
</ response>
S: </ epp>

RO ONONOROR RN N ORORORORORORORORORORONG)

The status of the contact object after returning this response MJST
i ncl ude "pendi ngCreate". The server operator reviews the request
offline, and informs the client of the outcome of the review by
gueui ng a service nessage for retrieval via the <poll> conmand.

The service nessage MJST contain text in the <response>, <nsgQ,
<nsg> el enent that describes the notification. |In addition, the EPP
<resDat a> el ement MJST contain a child <contact: panData> el ement t hat
identifies the contact nanespace and the |ocation of the contact
schena. The <contact: panData> el enment contains the follow ng child
el ement s:

- A <contact:id> elenment that contains the server-unique identifier
of the contact object. The <contact:id> elenment contains a
REQUI RED "paResult” attribute. A positive bool ean val ue indicates
that the request has been approved and conpleted. A negative
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bool ean val ue indicates that the request has been denied and the
requested action has not been taken

- A <contact:paTRID> el enent that contains the client transaction
identifier and server transaction identifier returned with the
original response to process the command. The client transaction
identifier is OPTIONAL and will only be returned if the client
provided an identifier with the original <create> comrand.

- A <contact:pabDate> el enent that contains the date and tine
descri bi ng when review of the requested action was conpl et ed.

Exanpl e "revi ew conpl eted" service nessage

S:<?xm version="1.0" encodi ng="UTF-8" standal one="no"?>
S:<epp xm ns="urn:ietf:parans: xm : ns: epp-1. 0"
xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena- i nst ance"
xsi : schemalLocation="urn:ietf: parans: xnl :ns:epp-1.0
epp- 1. 0. xsd">
<response>
<result code="1301">
<nsg>Conmand conpl et ed successfully; ack to dequeue</nsg>
</result>
<msgQ count="5" id="12345">
<qDat €>1999- 04- 04T22: 01: 00. 0Z</ gDat e>
<nsg>Pendi ng action conpl eted successfully.</nmsg>
</ msgQ>
<r esDat a>
<cont act : panDat a
xm ns: contact="urn:ietf:parans: xnl :ns:contact-1.0"
xsi:schemalLocation="urn:ietf:parans: xm:ns:contact-1.0
contact-1.0. xsd">
<contact:id paResult="1">sh8013</contact:id>
<cont act : paTRI D>
<cl TRI D>ABC- 12345</ ¢l TRI D>
<svTRI D>54321- XYZ</ svTRI D>
</ cont act: paTRI D>
<cont act : pabat €>1999- 04- 04T22: 00: 00. 0Z</ cont act : paDat e>
</ cont act : panDat a>
</ resDat a>
<trl D>
<cl TRI D>BCD- 23456</ cl TRI D>
<svVTRI D>65432- WKY</ svTRI D>
</trl|D>
</response>
: </ epp>

QRO ONOR RN R ONOR RN OROROROR N OR N ONOROROR R OROROROROR )
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4. Formal Syntax

An EPP obj ect mapping is specified in XM Schema notation. The
formal syntax presented here is a conplete schema representati on of
the object mapping suitable for automated validati on of EPP XM
instances. The BEG N and END tags are not part of the schema; they
are used to note the beginning and ending of the schema for UR

regi stration purposes.

BEGA N
<?xm version="1.0" encodi ng="UTF-8"?>

<schenm tar get Nanespace="urn:ietf: parans: xm : ns: contact-1.0"
xm ns: contact="urn:ietf:parans: xnl :ns:contact-1.0"
xm ns: epp="urn:ietf:paranms: xm:ns:epp-1.0"
xm ns: eppcon¥"urn:ietf:parans: xm : ns: eppcom 1. 0"
xm ns="http://ww. w3. or g/ 2001/ XM_Schema"
el ement For nDef aul t ="qual i fi ed">

<I--
| nport common el enent types.
-->
<i mport namespace="urn:ietf:paranms: xn : ns: eppcom 1. 0"
schenaLocati on="eppcom 1. 0. xsd"/ >
<i nport namespace="urn:ietf:parans: xn : ns: epp-1. 0"
schenalLocati on="epp- 1. 0. xsd"/ >

<annot at i on>
<docunent ati on>
Ext ensi bl e Provi sioning Protocol v1.0
contact provisioning schena.
</ docunent ati on>
</ annot ati on>

<l--

Child elements found in EPP conmands.

-->
<el enent nanme="check" type="contact: m DType"/>
<el enent nanme="create" type="contact:createType"/>
<el enent name="del ete" type="contact: sl DType"/>
<el enent name="info" type="contact: aut hl DType"/>
<el enent nane="transfer" type="contact: authl DType"/>
<el enent nane="update" type="contact: updateType"/>

<I--
Uility types.
-->
<si npl eType nane="ccType">
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<restriction base="token">
<l ength val ue="2"/>
</restriction>
</ si npl eType>

<conpl exType nane="el64Type" >
<si npl eCont ent >
<ext ensi on base="contact: el64Stri ngType">
<attribute name="x" type="token"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>

<si npl eType nane="el64StringType">
<restriction base="token">
<pattern value="(\+[0-9]{1,3}\.[0-9]{1,14})?"/>
<maxLength val ue="17"/>
</restriction>
</ si npl eType>

<si npl eType nane="pcType">
<restriction base="token">
<maxLength val ue="16"/>
</restriction>
</ si npl eType>

<si npl eType nane="postal Li neType">
<restriction base="nornalizedString">
<m nLength val ue="1"/>
<maxLengt h val ue="255"/>
</restriction>
</ si npl eType>

<si npl eType nane="opt Post al Li neType" >
<restriction base="nornalizedString">
<maxLengt h val ue="255"/>
</restriction>
</ si npl eType>

<I--
Child elenents of the <create> conmand
-->
<conpl exType name="cr eat eType" >
<sequence>
<el enent name="id" type="eppcom cl | DType"/>
<el enent name="postal | nfo" type="contact: postallnfoType"
maxQOccur s="2"/ >
<el enent nane="voi ce" type="contact:el64Type"
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m nCccurs="0"/>
<el enent nanme="fax" type="contact:el64Type"
nm nCccurs="0"/>
<el enent nanme="email" type="eppcom ni nTokenType"/ >
<el enent nanme="aut hl nf 0" type="contact: aut hl nf oType"/ >
<el enent nanme="di scl ose" type="contact: di scl oseType"
m nCccurs="0"/>
</ sequence>
</ conpl exType>

<conpl exType nanme="postal I nf oType" >
<sequence>
<el enent nane="nane" type="contact: postal Li neType"/>
<el enent name="org" type="contact: opt Postal Li neType"
m nCccurs="0"/>
<el enent name="addr" type="contact: addr Type"/>
</ sequence>
<attribute nane="type" type="contact: postall nfoEnumlype"
use="required"/>
</ conpl exType>

<si npl eType nane="post al | nf oEnunilype" >
<restriction base="token">
<enuner ati on val ue="|oc"/>
<enuneration value="int"/>
</restriction>
</ si npl eType>

<conpl exType nanme="addr Type" >
<sequence>
<el enent nane="street" type="contact: optPostal Li neType"
m nCccur s="0" maxQccurs="3"/>
<el enent name="city" type="contact: postal Li neType"/>
<el enent name="sp" type="contact: opt Post al Li neType"
m nOccur s="0"/ >
<el enent nanme="pc" type="contact: pcType"
m nCccurs="0"/>
<el enent name="cc" type="contact:ccType"/>
</ sequence>
</ conpl exType>

<conpl exType nanme="aut hl nf oType" >
<choi ce>
<el enent name="pw' type="eppcom pwAut hl nf oType"/ >
<el enent name="ext" type="eppcom ext Aut hl nf oType"/ >
</ choi ce>
</ conpl exType>
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<conpl exType nanme="di scl oseType" >
<sequence>
<el enent name="nane" type="contact:intLocType"
m nCccurs="0" maxQccurs="2"/>
<el enent name="org" type="contact:intLocType"
m nCccur s="0" maxQccurs="2"/>
<el enent nanme="addr" type="contact:intLocType"
m nQccur s="0" maxCccurs="2"/>
<el enent nanme="voi ce" m nCccurs="0"/>
<el ement nanme="fax" m nCccurs="0"/>
<el enent nanme="email" m nCccurs="0"/>
</ sequence>
<attribute nane="flag" type="bool ean" use="required"/>
</ conpl exType>

<conpl exType name="i nt LocType" >
<attribute name="type" type="contact: postallnfoEnumlype"
use="required"/>
</ conpl exType>

<I--
Child el enent of commands that require only an identifier.
-->
<conpl exType nane="sl| DType" >
<sequence>
<el enent nanme="id" type="eppcom cl | DType"/>
</ sequence>
</ conpl exType>

<I--
Child el enent of comuands that accept nultiple identifiers.
-->
<conpl exType nane="m DType" >
<sequence>
<el enent nanme="id" type="eppcom cl | DType"
maxQOccur s="unbounded"/ >
</ sequence>
</ conpl exType>

<I--
Child elenents of the <info> and <transfer> conmands.
-->
<conpl exType name="aut hl DType" >
<sequence>
<el enent name="id" type="eppcom cl | DType"/>
<el enent name="aut hl nf 0" type="contact: aut hl nf oType"
m nOccur s="0"/ >
</ sequence>
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</ conpl exType>

<l--
Child el enents of the <update> conmand.
-->
<conpl exType name="updat eType" >
<sequence>
<el enent nanme="id" type="eppcom cl | DType"/>
<el enent name="add" type="contact:addReniype"
m nOccur s="0"/ >
<el enent name="ren! type="contact:addRenlype"
m nCccurs="0"/>
<el enent nane="chg" type="contact: chgType"
nm nCccurs="0"/>
</ sequence>
</ conpl exType>

<l--
Data el enents that can be added or renoved
-->

<conpl exType name="addRenType" >

<sequence>
<el enent nanme="status" type="contact:statusType"
maxQccurs="7"/>
</ sequence>
</ conpl exType>

<I--
Data el enents that can be changed
-->

<conpl exType nanme="chgType" >

<sequence>
<el enent name="postal | nfo" type="contact: chgPostal | nfoType"
m nCccur s="0" nmaxCccurs="2"/>
<el enent nanme="voi ce" type="contact:el64Type"
m nCccur s="0"/ >
<el enent nane="fax" type="contact:el64Type"
m nCccurs="0"/>
<el enent name="email" type="eppcom ni nTokenType"
m nCccur s="0"/>
<el enent name="aut hl nf 0" type="contact: aut hl nf oType"
m nCccur s="0"/ >
<el enent nanme="di scl ose" type="contact: di scl oseType"
m nCccurs="0"/>
</ sequence>
</ conpl exType>

<conpl exType nanme="chgPost al | nf oType" >
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<sequence>
<el enent nanme="nane" type="contact: postal Li neType"
m nCccurs="0"/>
<el enent name="org" type="contact: opt Post al Li neType"
m nCccurs="0"/>
<el enent nane="addr" type="contact: addr Type"
m nCccurs="0"/>
</ sequence>
<attribute name="type" type="contact: postall nfoEnumlype"
use="required"/>
</ conpl exType>

<I--

Child response el enents.

-->
<el enent name="chkDat a" type="contact: chkDat aType"/>
<el enent nanme="creData" type="contact:creDataType"/>
<el enent nanme="inf Data" type="contact:infDataType"/>
<el enent nane="panDat a" type="contact: panDataType"/>
<el enent nanme="trnData" type="contact:trnDataType"/>

<l--
<check> response el enents.
-->
<conpl exType name="chkDat aType" >

<sequence>
<el enent name="cd" type="contact:checkType"
maxCccur s="unbounded"/ >
</ sequence>
</ conpl exType>

<conpl exType name="checkType" >
<sequence>
<el enent name="id" type="contact: checkl DType"/>
<el enent name="reason" type="eppcomreasonType"
m nQccur s="0"/>
</ sequence>
</ conpl exType>

<conpl exType name="checkl DType" >
<si npl eCont ent >
<ext ensi on base="eppcom cl | DType" >
<attribute nane="avail" type="bool ean"
use="required"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>
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<l--
<create> response el enents.
-->
<conpl exType name="cr eDat aType" >
<sequence>

<el enent nanme="id" type="eppcom cl | DType"/>
<el enent nane="crDate" type="dateTine"/>
</ sequence>
</ conpl exType>

<l--
<i nf o> response el enents.
-->
<conpl exType name="i nf Dat aType" >

<sequence>
<el enent name="id" type="eppcom cl | DType"/>
<el enent nanme="roi d" type="eppcomroi dType"/>

<el enent nane="status" type="contact: statusType"

maxQccur s="7"/ >

March 2004

<el enent nanme="postal | nfo" type="contact: postallnfoType"

maxQccur s="2"/>

<el enent name="voi ce" type="contact:el64Type"
m nCccur s="0"/>

<el enent nane="fax" type="contact:el64Type"
m nCccur s="0"/ >

<el enent nanme="emmil" type="eppcom ni nTokenType"/ >

<el enent name="cl I D' type="eppcom cl | DType"/>
<el enent name="crl D' type="eppcom cl | DType"/>
<el enent name="crDate" type="dateTine"/>
<el enent nanme="upl D' type="eppcom cl | DType"

m nCccurs="0"/>
<el enent nanme="upDate" type="dateTi ne"

nm nCccurs="0"/>
<el enent name="trDate" type="dateTi ne"

m nOccur s="0"/ >

<el enent nanme="aut hl nfo" type="contact: aut hl nf oType"

m nCccur s="0"/ >

<el enent nanme="di scl ose" type="contact: di scl oseType"

m nCccurs="0"/>
</ sequence>
</ conpl exType>

<l--
Status is a conbination of attributes and an optiona

human-r eadabl e

nmessage that may be expressed in | anguages ot her than English

-->
<conpl exType name="st at usType">
<si npl eCont ent >
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<ext ensi on base="nornalizedString">

<attribute nanme="s" type="contact: statusVal ueType"
use="required"/>

<attribute name="I| ang" type="|anguage"
default="en"/>

</ ext ensi on>

</ si npl eCont ent >
</ conpl exType>

<si npl eType nane="st at usVal ueType" >
<restriction base="token">
<enuneration val ue="cli ent Del et eProhi bited"/>
<enuneration val ue="client Transf er Prohi bited"/>
<enuneration val ue="cl i ent Updat ePr ohi bited"/ >
<enuneration val ue="Iinked"/>
<enuneration val ue="ok"/>
<enuner ati on val ue="pendi ngCreate"/ >
<enuner ati on val ue="pendi ngDel ete"/ >
<enuner ation val ue="pendi ngTransfer"/>
<enuner ati on val ue="pendi ngUpdat e"/ >
<enuneration val ue="server Del et eProhi bited"/>
<enuneration val ue="server Transf er Prohi bi t ed"/ >
<enuner ati on val ue="server Updat ePr ohi bited"/ >
</restriction>
</ si npl eType>

<I--
Pendi ng action notification response el enments.
-->
<conpl exType nanme="panDat aType" >
<sequence>
<el enent nanme="id" type="contact: paCL| DType"/>
<el enent nanme="paTRI D' type="epp:trl DType"/>
<el enent name="paDate" type="dateTi ne"/>
</ sequence>
</ conpl exType>
<conpl exType name="paCL| DType" >
<si npl eCont ent >
<ext ensi on base="eppcom cl | DType" >
<attribute nanme="paResult" type="bool ean”
use="required"/>
</ ext ensi on>
</ si npl eCont ent >
</ conpl exType>
<l--

<transfer> response el enents.
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-->
<conpl exType name="trnDat aType" >
<sequence>
<el enent name="id" type="eppcom cl | DType"/>
<el enent name="trStatus" type="eppcomtrStatusType"/>
<el enent nane="rel D' type="eppcom cl | DType"/>
<el enent nane="reDate" type="dateTi ne"/>
<el enent nanme="acl D' type="eppcom cl | DType"/>
<el enent name="acDate" type="dateTine"/>
</ sequence>
</ conpl exType>

<l--

End of schema.
-->

</ schema>

END

5. Internationalization Considerations

EPP is represented in XM, which provides native support for encoding
i nformati on using the Unicode character set and its nore conpact
representations, including UTF-8. Confornmant XM. processors
recogni ze both UTF-8 and UTF-16 [ RFC2781]. Though XM i ncl udes
provisions to identify and use other character encodings through use
of an "encoding" attribute in an <?xm ?> decl aration, use of UTF-8 is
RECOMVENDED i n envi ronnments where parser encodi ng support

i nconpatibility exists.

Al'l date-tine values presented via EPP MJST be expressed in Universa
Coordi nated Tine using the Gregorian calendar. The XM. Schena al |l ows
use of time zone identifiers to indicate offsets fromthe zero
nmeridian, but this option MJST NOT be used with EPP. The extended
date-time formusing upper case "T" and "Z" characters defined in

[ RFC3339] MUST be used to represent date-tinme values as the XM
Schena does not support truncated date-tine forns or |ower case "T"
and "Z" characters.

Hurmans, organi zations, and other entities often need to represent
social information in both a commonly understood character set and a
locally optimzed character set. This specification provides
features allowing representation of social infornmation in both a
subset of UTF-8 for broad readability and unrestricted UTF-8 for

| ocal optinization.
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6.

| ANA Consi der ati ons

Thi s docunent uses URNs to describe XM. nanespaces and XM. schenas
conformng to a registry nmechani smdescribed in [ RFC3688]. Two URI
assignnents have been registered by the | ANA

Regi stration request for the contact nanespace
URI: urn:ietf:paranms:xm:ns:contact-1.0

Regi strant Contact: See the "Author’s Address" section of this
docunent .

XM.: None. Nanespace URIs do not represent an XM. specification
Regi stration request for the contact XM. schema:
URI: urn:ietf:parans: xn :schena:contact-1.0

Regi strant Contact: See the "Author’s Address" section of this
docunent .

XM.: See the "Formal Syntax" section of this document.
Security Considerations

Aut hori zation informati on as described in section 2.8. is REQU RED to
create a contact object. This information is used in sone query and
transfer operations as an additional neans of determ ning client

aut hori zation to performthe conmmand. Failure to protect

aut hori zation information frominadvertent disclosure can result in
unaut hori zed transfer operations and unauthorized information

rel ease. Both client and server MJST ensure that authorization
information is stored and exchanged wi th hi gh-grade encryption
mechani snms to provide privacy services

The obj ect nmapping described in this docunent does not provide any
other security services or introduce any additional considerations
beyond those described by [ RFC3730] and protocol |ayers used by EPP.
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