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Abstract

The Transport Layer Security (TLS) protocol (RFC 2246) includes
features to negotiate selection of a | ossless data conpressi on net hod
as part of the TLS Handshake Protocol and to then apply the al gorithm
associated with the selected method as part of the TLS Record
Protocol. TLS defines one standard conpressi on nmet hod which
specifies that data exchanged via the record protocol will not be
conpressed. This docunent describes an additional conpression nethod
associated with a | ossl ess data conpression algorithmfor use with
TLS, and it describes a nethod for the specification of additiona

TLS conpressi on net hods.
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1

I ntroduction

The Transport Layer Security (TLS) protocol (RFC 2246, [2]) includes
features to negotiate selection of a | ossless data conpressi on net hod
as part of the TLS Handshake Protocol and to then apply the al gorithm
associated with the selected nmethod as part of the TLS Record
Protocol. TLS defines one standard conpressi on net hod,

Conpr essi onMet hod. nul I, which specifies that data exchanged via the
record protocol will not be conpressed. Wile this single
conpressi on nethod hel ps ensure that TLS inpl enentations are

i nteroperable, the lack of additional standard conpression nethods
has linmted the ability of inplenenters to devel op interoperable

i mpl enentati ons that include data conpression

TLS is used extensively to secure client-server connections on the
Wrld Wde Wb. Wile these connections can often be characterized
as short-lived and exchanging relatively small anounts of data, TLS
is al so being used in environnents where connections can be | ong-
lived and the anpbunt of data exchanged can extend into thousands or
mllions of octets. XM [4], for exanple, is increasingly being used
as a data representation nethod on the Internet, and XM. tends to be
verbose. Conpression within TLS is one way to help reduce the
bandwi dth and | atency requirenments associ ated with exchangi ng | arge
anounts of data while preserving the security services provided by
TLS.

Thi s docunent describes an additional conpression nethod associ at ed
with a |l ossless data conpression algorithmfor use with TLS

St andardi zati on of the conpressed data formats and conpression

al gorithns associated with this conpression nethod is beyond the
scope of this docunent.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [1].

Conpr essi on Met hods

TLS [2] includes the followi ng conpression nmethod structure in
sections 6.1 and 7.4.1.2 and Appendi x sections A 4.1 and A. 6:

enum{ null (0), (255) } Conpressi onMet hod;
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which allows for later specification of up to 256 different
conpression methods. This definition is updated to segregate the
range of allowable values into three zones:

1. Values fromO (zero) through 63 deci mal (O0x3F) inclusive are
reserved for | ETF Standards Track protocols.

2. Values from 64 deci mal (0x40) through 223 deci mal (O0xDF) inclusive
are reserved for assignment for non-Standards Track mnethods.

3. Values from 224 deci mal (OxEO) through 255 deci mal (OxFF)
inclusive are reserved for private use

Addi tional information describing the role of the ANA in the
al l ocation of conpression nethod identifiers is described in Section
5.

In addition, this definition is updated to include assignnent of an
identifier for the DEFLATE conpressi on net hod:

enum{ null (0), DEFLATE(1), (255) } Conpressi onMet hod;

As described in section 6 of RFC 2246 [2], TLS is a statefu
protocol. Conpression nethods used with TLS can be either stateful
(the conpressor naintains its state through all conpressed records)
or stateless (the conpressor conpresses each record independently),
but there seens to be little known benefit in using a statel ess
conpression nethod within TLS.

The DEFLATE conpressi on nethod described in this docunent is
stateful. It is RECOMVENDED that other conpression nethods that
m ght be standardized in the future be stateful as well.

Conpression al gorithnms can occasionally expand, rather than conpress,
i nput data. A conpression nethod that exceeds the expansion limts
described in section 6.2.2 of RFC 2246 [2] MJST NOT be used with TLS.

2.1. DEFLATE Conpression

The DEFLATE conpressi on nethod and encoding format is described in
RFC 1951 [5]. Exanples of DEFLATE use in | ETF protocols can be found
in RFC 1979 [6], RFC 2394 [7], and RFC 3274 [8].

DEFLATE al |l ows the sending conpressor to select from anong severa
options to provide varying conpression ratios, processing speeds, and
menory requirements. The receiving deconpressor MJST automatically
adjust to the paranmeters selected by the sender. Al data that was
submitted for conpression MJST be included in the conpressed output,
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with no data retained to be included in a | ater output payl oad.
Fl ushi ng ensures that each conpressed packet payl oad can be
deconpressed conpl etely.

3. Conpression History and Packet Processing

Some conpressi on nethods have the ability to maintain state/history
i nformati on when conpressing and deconpressi ng packet payl oads. The
conpression history allows a higher conpression ratio to be achieved
on a stream as conpared to per-packet conpression, but rmaintaining a
hi story across packets inplies that a packet m ght contain data
needed to conpletely deconpress data contained in a different packet.
H story nai ntenance thus requires both a reliable Iink and sequenced
packet delivery. Since TLS and |ower-|ayer protocols provide
reliable, sequenced packet delivery, conpression history infornmation
MAY be mai ntai ned and exploited if supported by the conpression

met hod.

As described in section 7 of RFC 2246 [2], TLS allows nultiple
connections to be instantiated using the sane session through the
resunption feature of the TLS Handshake Protocol. Session resunption
has operational inplications when nultiple conpression nethods are
avail able for use within the session. For exanple, |oad bal ancers
will need to nmaintain additional state information if the conpression
state is not cleared when a session is resuned. As a result, the
followi ng restrictions MIST be observed when resum ng a session

1. The conpression algorithm MJIST be retai ned when resuming a
sessi on.

2. The conpression state/history MJST be cleared when resuning a
sessi on.

4, Internationalization Considerations

The conpression nethod identifiers specified in this docunment are
machi ne-readabl e nunbers. As such, issues of hunman
internationalization and | ocalization are not introduced.

5. | ANA Consi der ati ons

Section 2 of this docunent describes a registry of conpression nethod
identifiers to be naintained by the | ANA including assignnment of an
identifier for the DEFLATE conpression nethod. Identifier values
fromthe range 0-63 (decinal) inclusive are assigned via RFC 2434
Standards Action [3]. Values fromthe range 64-223 (decimal)
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i nclusive are assigned via RFC 2434 Specification Required [3].
I dentifier values from 224-255 (decinmal) inclusive are reserved for
RFC 2434 Private Use [3].

6. Security Considerations

Thi s docunent does not introduce any topics that alter the threat
nmodel addressed by TLS. The security considerations described
t hr oughout RFC 2246 [2] apply here as well.

However, conbini ng conpression with encryption can sonetines revea

i nformati on that woul d not have been reveal ed wi thout conpression
data that is the sane | ength before conpression mght be a different
I ength after conpression, so adversaries that observe the |ength of
the conpressed data nmight be able to derive information about the
correspondi ng unconpressed data. Sonme synmetric encryption

ci phersuites do not hide the length of symetrically encrypted data

at all. Ohers hide it to sonme extent, but still do not hide it
fully. For exanple, ciphersuites that use stream ci pher encryption
wi t hout padding do not hide length at all; ciphersuites that use

Ci pher Bl ock Chaining (CBC) encryption wth padding provide some

I engt h hi di ng, dependi ng on how the anmount of padding is chosen. Use
of TLS conpression SHOULD take into account that the | ength of
conpressed data may | eak nore information than the I ength of the
ori gi nal unconpressed data.

Conpression algorithnms tend to be mathenatically conpl ex and prone to
i npl ementation errors. An inplenentation error that can produce a
buffer overrun introduces a potential security risk for progranm ng

| anguages and operating systens that do not provide buffer overrun
protections. Careful consideration should thus be given to
protections against inplenmentation errors that introduce security
risks.

As described in Section 2, conpression algorithms can occasionally
expand, rather than conpress, input data. This feature introduces
the ability to construct rogue data that expands to sone enornous

si ze when conpressed or deconpressed. RFC 2246 describes severa

nmet hods to aneliorate this kind of attack. First, conpression has to
be lossless. Second, a limt (1,024 bytes) is placed on the anopunt
of all owabl e conpression content length increase. Finally, alinmt
(2714 bytes) is placed on the total content |ength. See section
6.2.2 of RFC 2246 [2] for conplete details.
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m ght or mnight not be avail able; nor does it represent that it has
made any independent effort to identify any such rights. Information
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such proprietary rights by inplenmenters or users of this
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rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at ietf-
ipr@etf.org.

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Hol | enbeck St andards Track [ Page 8]



