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Abst r act

This meno provides a discussion of use cases and depl oynent scenari os
for Open Pluggabl e Edge Services (OPES). The work exam nes services
that could be performed to requests and/or responses.
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1. Introduction

The Open Pl uggabl e Edge Services (OPES) [1] architecture enables
cooperative application services (OPES services) between a data

provi der, a data consuner, and zero or nore OPES processors. The
application services under consideration analyze and possibly
transform application-level nessages exchanged between the data
provider and the data consuner. The execution of such services is
governed by a set of filtering rules installed on the OPES processor.

The rul es enforcenment can trigger the execution of service
applications local to the OPES processor. Alternatively, the OPES
processor can distribute the responsibility of service execution by
communi cating and col l aborating with one or nore renote callout [ 6]
servers.

The docunent presents exanples of services in which Open Pluggable
Edge Services (OPES) would be useful. There are different types of
OPES services: services that nodify requests, services that nodify
responses, and a special case of the latter, services that create
responses.

The work al so exam nes various depl oynent scenari os of OPES services.
The two nmai n depl oynent scenarios, as described by the OPES
architecture [1], are surrogate overlays and del egate overl ays.
Surrogate overlays act on behal f of data provider applications, while
del egate overlays act on behal f of data consuner applications. The
docunent al so descri bes conbi ned surrogate and del egate overl ays, as
one mght find within an enterprise depl oynent.

The docunent is organized as follows: Section 2 discusses the various
types of OPES services. Section 3 introduces OPES depl oynent
scenarios. Section 4 discusses failure cases and service
notification. Section 5 discusses security considerations.
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The | AB has expressed architectural and policy concerns [2] about
OPES. O her OPES docunents that nay be relevant are, "OPES Service
Aut hori zation and Enforcenment Requirenents" [5]. See references [3,
4] for reconmended background readi ng.

2. Types of OPES services

OPES scenarios involve services that can be perfornmed on requests for
data and/or responses. OPES services can be classified into three
categories: services perforned on requests, services perforned on
responses, and services creating responses. In Figure 1, the four
service activation points for an OPES processor are depicted. The
dat a di spatcher exami nes OPES rul es, enforces policies, and invokes
service applications (if applicable) at each service activation
poi nt .

o +
| S S + |
| | Service Application |
| e + |
Responses | Dat a Di spat cher | Responses
<D= == F-mm e e e e e e e e e e e e e e - - - + <:3:::::::::::
Request s | HTTP | Request s
1 + ==2==========>
| OPES Processor
o e e e e e oo +

Figure 1: Service Activation Points
2.1. Services perforned on requests
An OPES service perfornmed on HTTP requests nmay occur when a request
arrives at an OPES processor (point 1) or when it is about to | eave
t he OPES processor (point 2).

The services perforned on requests can further be divided into two
cases: those that intend to nodify requests and those that do not.

2.1.1. Services intending to nodify requests

An OPES processor may nodify a service request on behalf of the data
consuner for various reasons, such as:

o Owner of a Wb access device m ght need control over what kind of
Web content can be accessed with the device, parental control for
exanpl e.

0 Oganization may restrict or redirect access to certain web
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services based on various criteria such as tinme of the day or the
enpl oyee access privil eges.

o0 Hiding the data consumer’s identity, user agent, or referrer.

0 Adding user preferences or device profile to the service request
to get personalized or adapted services.

o Blocking or redirecting a service request due to a corporate
policy.

An OPES processor may al so nodify a service request on behalf of the
data provider in several ways, such as:

0 Redirecting the request to a different server to reduce the server
wor k | oad.

0 Redirecting inmage requests to inprove access tine.
1.2. Services *not* intending to nodify requests

An OPES processor may invoke useful service applications that do not
nmodi fy the user requests. Exanples include:

0 Administrative functions for the data provider, such as service
nmoni toring or usage tracking for billing purposes.

o Useful services for the data consumer, such as user profiling
(with the user’s consent) for service adaptation |ater on

2. Services perforned on responses

An OPES service perfornmed on HTTP responses may occur when a response
arrives at an OPES processor (point 3) or when it is about to | eave
the OPES processor (point 4). In the case of a caching proxy, the
former service nmay be an encodi ng operation before the content is
stored in the cache, while the latter nay be a decodi ng operation
before the content is returned to the data consuner.

The services perforned on responses can further be divided into two
cases: those that intend to nodify responses and those that do not.

2.1. Services intending to nodify responses

There are several reasons why responses fromthe data providers might
be nodified before delivery to the data consuner:

0 Content adaptation: the data provider may not have all the device
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profiles and tenplates necessary to transcode the original content
into a format appropriate for nobile devices of linmited screen
size and display capabilities.

0 Language translation: the data provider may not have all the
transl ation capabilities needed to deliver the same content in
mul ti pl e | anguages to various areas around the world. An OPES
processor nay performthe | anguage translation or it may invoke
different callout servers to performdifferent |anguage
transl ati on tasks.

2. Services *not* intending to nodify responses

An OPES service may be perforned on the responses wi thout nodifying
them Exanpl es incl ude:

o0 Logging/ Monitoring: Each response nmay be exam ned and recorded for
noni tori ng or debuggi ng purposes.

0 Accounting: An OPES processor may record the usage data (tinme and
space) of each service request for billing purposes.

Services creating responses

Services creating responses nay include OPES services that
dynani cal | y assenbl e web pages based on the context of the data
consumer application

Consi der a content provider offering web pages that include a | ocal
weat her forecast based on the requestor’s preferences. The OPES
service could anal yze received requests, identify associated user
preferences, select appropriate tenplates, insert the correspondi ng
| ocal weather forecasts, and would then deliver the content to the
requestor. Note that the OPES processor nay performthe tasks with
or without direct access to the weather data. For exanple, the
service could use locally cached weather data or it could sinply
enbed a URL pointing to another server that holds the |atest |oca
weat her forecast information.

OPES depl oynent scenari os

OPES entities can be depl oyed over an overlay network that supports
the provisioning of data services in a distributed manner. Overlay
networks are an abstraction that creates a virtual network of
connect ed devices |ayered on an existing underlying I P networks in
order to perform application |evel services.

The use of overlay networks creates virtual networks that via OPES
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entities enables the necessary network infrastructure to provide
better services for data consumer and provider applications. At the
application level, the resulting overlay networks are termed OPES
Servi ces Networks.

There are two parties that are interested in the services that are
of fered by OPES entities, the delegate and the surrogate. Del egates
are authorized agents that act on behal f of data consuners.
Surrogates are authorized agents that act on behal f of data

provi ders.

Al'l parties that are involved in enforcing policies nmust conmunicate
the policies to the parties that are involved. These parties are
trusted to adhere to the conmuni cated policies.

In order to delegate fine-grained trust, the parties nmust convey
policy information by inplicit contract, by a setup protocol, by a
dynanmi c negotiation protocol, or in-line with application data
headers.

3.1. Surrogate Overlays

A surrogate overlay is a specific type of OPES service network, which
is delegated the authority to provide data services on behal f of one
or nore origin servers. Such services include, but are not linited
to, dynami c assenbling of web pages, waternmarking, and content
adapt ati on.

The el ements of surrogate overlays act on behalf of origin severs and

logically belong to the authoritative donmain of the respective origin
servers. The scenario is depicted in Figure 2.
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Figure 2: Authoritative Donmains for Surrogate Overlays
3.2. Delegate Overlays

A del egate overlay is a specific type of OPES service network, which
is delegated the authority to provide data services on behal f of one
or nore data consuner applications.

Del egat e overl ays provi de services that woul d otherw se be perforned
by the data consumer applications. Such services include, but are
not limted to, virus scanning and content filtering.

The el enents of del egate overlays logically belong to the

authoritative domain of the respective data consuner application.
The situation is illustrated in Figure 3.
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Figure 3: Authoritative Donmains for Del egate Overl ays

Ent erpri se envi ronnent

Depl oyment of OPES services in an enterprise environnent is unique in
several ways

(o]

Both data providers and data consunmers are in the sane

adm ni strative domain and trust domain. This inplies that the

| ogi cal OPES admi nistrator has the authority to enforce corporate
policies on all data providers, data consumers, and OPES entities.

In the case when a callout server outside the corporate firewall
is invoked for services (such as |anguage translation) that cannot
be performed inside the corporation, care must be taken to
guarantee a secure comuni cation channel between the call out
server and corporate OPES entities. The callout server nust also
adhere to all corporate security policies for the services

aut hori zed.
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3.4. Callout Servers

In sone cases the deploynent of OPES services can benefit fromthe
use of callout servers that could distribute the workl oad of OPES
processors or to contract specialized services from other OPES
provi ders.

In general, operations such as virus scanning that operate on | arge
obj ects are better handl ed through the use of a dedicated call out
server that is better designed to performthe nmenory intensive task
t han what an OPES processor could handl e.

3.5. Chaining of OPES data filters and callout servers

OPES data processors can be "chained" in two dinmensions: along the
content path or along the callout path. 1In the latter case, the
cal l out servers can thensel ves be organized in series for handling
requests. Any content that is touched by nore than one data
processor or nore than one callout server has been handled by a
"chain".

NOTE: Chaining of callout servers is deferred fromversion 1 of the
Protocol. The discussion of chaining is included here for
conpl et eness.

3.5.1. Chaining along the content path

An OPES provider may have assigned OPES services to a set of
processors arranged in series. Al content m ght nove through the
series, and if the content matches the rules for a processor, it is
subjected to the service. In this way, the content can be enhanced
by several services. This kind of chaining can be successful if the
services are relatively independent. For exanple, the content night
be assenbled by a service early in the chain and then further
decorated by a later service

3.5.2. Chaining along the callout path

Al ternatively, an OPES data processor might act as a content-|evel
switch in a cluster of other data processors and call out servers

The first stage m ght devel op a processing schedule for the content
and direct it to other OPES data processors and/or call out servers.
For exanpl e, OPES processor A might handle all services assenbling
content, OPES processor B nmight handle all services involving URL
transl ati on, and OPES processor C might handle all content security
services. The first processor would determ ne that processors A and
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C were needed for a particular content object, and it would direct
the content to those processors. In turn, the processors m ght use
several callout servers to acconplish the task

4. Fai lure cases and service notification

These are illustrative cases where infornmation about OPES processing
can hel p endpoint users determ ne where and why content nodifications
are bei ng perforned.

o Content provider uses an OPES data processor to enhance content
based only on context local to the provider. The |ocal context
m ght be tinme of day, local URL, or available advertising, for
exanpl e. The content provider mght find OPES | ogging to be
sufficient for debugging any problens in this case. However, the
content provider nmight also try direct probing by issuing a
request for the content and exami ning headers related to tracing.
I f unexpected paraneters show up in the trace headers, the content
provider’s adm nistrator can use these to correct the OPES rul es
or detect the presence of an unexpected OPES processor in the
content path.

o Content provider uses an OPES data processor to enhance content
based on context related to the requestor. The requestor nay
notice that his requests do not elicit the sane response as

anot her requestor. He may, for exanple, get an error nessage. |If
he believes there is a configuration error on the OPES data
processor, he will need to provide information to the

adm nistrator of it. |If the information includes "OPES service

access control, action: blocked", for exanple, he can inquire
about the circunstances that will allow himto be added to the
access control list. In another exanple, if he sees a picture
unrelated to the surrounding text, and if the tracing shows "OPES
service choose picture, action: insert 640x480 weather.gif", he

m ght conplain that the OPES service does not properly recognize
hi s geographic location and inserts the wong weather nap. |n any
case, if the information is forwarded to the content provider, the
probl em may be fi xed.

0 End user has OPES processor avail able as part of his network
access environnent. The end user may have selected "transl ate
English to Spanish" as an OPES service. |f he sees "OPES service
| anguage translation, action: destination | anguage not supported,
no action", then he may inquire of the OPES service provider about
what | anguages are supported by the package. |f the end user
feels that the source | anguage is not properly represented by the
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5.

provider, resulting in inability for the service to operate, he
(or the I anguage service provider) can contact the content
provi der.

If the content provider gets conplaints fromusers about the
transl ation service and feels that the problemis not in the
content but in the service, he may recommend that the service not
be applied to his pages. He can do that through content headers,
for exanple, with the notation "No OPES service #8D3298EB" or "No
OPES cl ass | anguage transl ation".

End user’s ISP or enterprise uses OPES to control user access
based on user profiles. The end user can see that the OPES
services are being applied by his ISP, but he cannot control them
If he feels that the transformations bowdl erize the content he can
conplain to the provider organization

The content provider or end user relies on a content distribution
network and OPES is used within that network. OPES nay be

aut hori zed by either the content provider, end user, or both. The
content provider nmay suspect that his access control rules are not
bei ng applied properly, for exanple. He may ask for notification
on all accesses to his content through a log. This request and
the logfile are outside the OPES architecture; there are security
i mplications for the request, the response, and the resources used
by the | ogfile.

Security Considerations

The docunent presents usage scenarios and depl oynent cases. |ssues

rel

ated to the overall security of OPES entities are given in [1].
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