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Abstr act

Thi s docunent defines two X 509 v3 certificate extensions. The first
binds a list of I P address bl ocks, or prefixes, to the subject of a
certificate. The second binds a lIist of autononous system
identifiers to the subject of a certificate. These extensions may be
used to convey the authorization of the subject to use the IP
addresses and autononous systemidentifiers contained in the

ext ensi ons.
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1

1

I ntroduction

Thi s docunent defines two X 509 v3 certificate extensions that

aut horize the transfer of the right-to-use for a set of |IP addresses
and autonomous systemidentifiers from | ANA through the regiona
Internet registries (RIRs) to Internet service providers (ISPs) and
user organizations. The first binds a |ist of |IP address bl ocks,
often represented as | P address prefixes, to the subject (private key
hol der) of a certificate. The second binds a list of autononous
system (AS) identifiers to the subject (private key holder) of a
certificate. The issuer of the certificate is an entity (e.g., the

| ANA, a regional Internet registry, or an ISP) that has the authority
to transfer custodi anship of ("allocate") the set of |IP address

bl ocks and AS identifiers to the subject of the certificate. These
certificates provide a scal able nmeans of verifying the right-to-use
for a set of IP address prefixes and AS identifiers. They may be
used by routing protocols, such as Secure BGP [S-BGP], to verify

| egitimacy and correctness of routing information, or by Internet
routing registries to verify data that they receive.

Sections 2 and 3 specify several rules about the encoding of the
extensions defined in this specification that MJST be foll owed.

These encoding rul es serve the follow ng purposes. First, they
result in a unique encoding of the extension's value; two instances
of an extension can be conpared for equality octet-by-octet. Second,
they achieve the mninmal size encoding of the information. Third,
they allow relying parties to use one-pass al gorithms when perforning
certification path validation; in particular, the relying parties do
not need to sort the information, or to inplenent extra code in the
subset checking algorithns to handl e several boundary cases

(adj acent, overl appi ng, or subsuned ranges).

1. Terminol ogy

It is assuned that the reader is famliar with the terns and concepts
described in "Internet X 509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile" [RFC3280], "I NTERNET
PROTOCOL" [ RFC791], "Internet Protocol Version 6 (I1Pv6) Addressing
Architecture" [RFC3513], "INTERNET REG STRY | P ALLOCATI ON GUI DELI NES"
[ RFC2050], and related regional Internet registry address managenent
policy docunents. Some relevant terns include:

all ocate - the transfer of custodianship of a resource to an
i nt ermedi at e organi zation (see [ RFC2050]).

assign - the transfer of custodianship of a resource to an end
organi zati on (see [RFC2050]).
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Aut ononbus System (AS) - a set of routers under a single technica
administration with a uniform policy, using one or nore interior
gateway protocols and netrics to deternine howto route packets
wi thin the autononous system and using an exterior gateway
protocol to determ ne how to route packets to other autononous
systens.

Aut ononbus System nunber - a 32-bit nunber that identifies an
aut ononpus system

del egate - transfer of custodianship (that is, the right-to-use) of
an | P address block or AS identifier through issuance of a
certificate to an entity.

initial octet - the first octet in the value of a DER encoded BIT
STRI NG [ X. 690] .

I P v4 address - a 32-bit identifier witten as four deci mal nunbers,
each in the range 0 to 255, separated by a ".". 10.5.0.5 is an
exanpl e of an | Pv4 address.

I P v6 address - a 128-bit identifier witten as ei ght hexadeci mal
quantities, each in the range 0 to ffff, separated by a ":"
2001:0:200:3:0:0:0:1 is an exanple of an IPv6 address. One string
of :0: fields may be replaced by "::", thus 2001:0:200:3::1
represents the sanme address as the inmmedi ately precedi ng exanpl e.
(See [ RFC3513]).

prefix - a bit string that consists of sone nunber of initial bits of
an address, witten as an address followed by a "/", and the
number of initial bits. 10.5.0.0/16 and 2001: 0: 200: 3: 0: 0: 0: 0/ 64
(or 2001:0:200:3::/64) are exanples of prefixes. A prefixis
often abbreviated by omtting the | ess-significant zero fields,
but there should be enough fields to contain the indicated nunber
of initial bits. 10.5/16 and 2001: 0: 200: 3/ 64 are exanpl es of
abbrevi ated prefixes.

Regi onal Internet Registry (RIR) - any of the bodi es recogni zed by
| ANA as the regional authorities for managenent of |P addresses
and AS identifiers. At the tine of witing, these include
AfriNIC, APNIC, ARIN, LACNIC, and RI PE NCC

right-to-use - for an | P address prefix, being authorized to specify
the AS that may originate adverti sements of the prefix throughout
the Internet. For an autononous systemidentifier, being
aut horized to operate a network(s) that identifies itself to other
networ k operators using that autononous systemidentifier

Lynn, et al. St andards Track [ Page 4]



RFC 3779 X. 509 Extensions for |IP Addr and AS ID June 2004

subsequent octets - the second through last octets in the value of a
DER encoded BI' T STRING [ X. 690] .

trust anchor - a certificate that is to be trusted when perfornmn ng
certification path validation (see [ RFC3280]).

The keywords MJST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMMENDED, and MAY, and OPTI ONAL, when they appear in
this docunent, are to be interpreted as described in [RFC2119].

2. | P Address Del egati on Extension

Thi s extension conveys the allocation of |P addresses to an entity by
bi ndi ng those addresses to a public key belonging to the entity.

2. 1. Cont ext

| P address space is currently nmanaged by a hierarchy nom nally rooted
at | ANA, but nmanaged by the RIRs. | ANA allocates |P address space to
the RIRs, who in turn allocate | P address space to Internet service
providers (ISPs), who nmay allocate |IP address space to down stream
provi ders, customers, etc. The RIRs also may assign | P address space
to organi zations who are end entities, i.e., organizations who wl|l
not be reassigning any of their space to other organi zations. (See

[ RFC2050] and related RIR policy docunents for the guidelines on the
al | ocati on and assi gnment process).

The I P address del egation extension is intended to enabl e
verification of the proper del egation of |IP address blocks, i.e., of
the authorization of an entity to use or sub-allocate | P address
space. Accordingly, it makes sense to take advantage of the inherent
authoritativeness of the existing administrative framework for

al l ocating I P address space. As described in Section 1 above, this
wi || be achieved by issuing certificates carrying the extension
described in this section. An exanple of one use of the information
inthis extension is an entity using it to verify the authorization
of an organization to originate a BGP UPDATE advertising a path to a
particular | P address block; see, e.g., [RFCL771], [S-BGP

2.1.1. Encoding of an I P Address or Prefix
There are two families of | P addresses: |Pv4 and | Pve6.
An | Pv4 address is a 32-bit quantity that is witten as four deci nal

nunmbers, each in the range 0 through 255, separated by a dot (".").
10.5.0.5 is an exanpl e of an |Pv4 address.
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An | Pv6 address is a 128-bit quantity that is witten as eight
hexadeci mal nunbers, each in the range O through ffff, separated by a
sem colon (":"); 2001:0:200:3:0:0:0:1 is an exanple of an |IPv6

address. | Pv6 addresses frequently have adjacent fields whose val ue
is 0. One such group of O fields may be abbreviated by two
sem colons ("::"). The previous exanple may thus be represented by

2001: 0: 200: 3:: 1.

An address prefix is a set of 27k continuous addresses whose nost-
significant bits are identical. For exanple, the set of 512 |Pv4
addresses from 10.5.0.0 through 10.5.1.255 all have the sane 23
nost-significant bits. The set of addresses is witten by appending
a slash ("/") and the nunber of constant bits to the | owest address
in the set. The prefix for the exanple set is 10.5.0.0/23, and
contains 27°(32-23) = 27”9 addresses. The set of |Pv6 addresses

2001: 0: 200: 0: 0: 0: 0: 0 through 2001: 0: 3ff:ffff.ffff.ffff:ffff:ffff
(2789 addresses) is represented by 2001:0: 200: 0: 0: 0: 0: 0/ 39 or
equi val ently 2001:0:200::/39. A prefix may be abbrevi ated by
omtting the least-significant zero fields, but there should be
enough fields to contain the indicated nunber of constant bits. The
abbreviated fornms of the exanple | Pv4 prefix is 10.5.0/23, and of the
exanple I Pv6 prefix is 2001:0: 200/ 39.

An | P address or prefix is encoded in the | P address del egation
extension as a DER-encoded ASN. 1 BI T STRI NG contai ni ng the constant
nost-significant bits. Recall [X 690] that the DER encoding of a BIT
STRI NG consists of the BIT STRING type (0x03), followed by (an
encodi ng of) the nunmber of value octets, followed by the value. The
val ue consists of an "initial octet"” that specifies the nunber of
unused bits in the last value octet, followed by the "subsequent
octets" that contain the octets of the bit string. (For IP
addresses, the encoding of the Iength will be just the length.)

In the case of a single address, all the bits are constant, so the
bit string for an | Pv4 address contains 32 bits. The subsequent
octets in the DER-encodi ng of the address 10.5.0.4 are Ox0a 0x05 0x00
0x04. Since all the bits in the last octet are used, the initia
octet is 0x00. The octets in the DER-encoded BIT STRING is thus:

Type Len Unused Bits ..
0x03 0x05 O0x00 O0Ox0a 0x05 0Ox00 0x04

Simlarly, the DER-encoding of the prefix 10.5.0/23 is:

Type Len Unused Bits ..
0x03 0x04 O0x01 OxOa 0Ox05 0x00
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In this case, the three subsequent octets contain 24 bits, but the
prefix only uses 23, so there is one unused bit in the [ast octet,
thus the initial octet is 1 (the DER require that all unused bits

MUST be set to zero-bits).

The DER-encodi ng of the | Pv6 address 2001:0:200:3:0:0:0:1 is:

Type Len Unused Bits ..
0x03 0x11 0x00 0x20 0x01 0x00 0x00 0x02 Ox00 0x00 0x03
0x00 0x00 0x00 0x00 0x00 Ox00 0x00 0xO01

and t he DER-encodi ng of the prefix 2001: 0: 200/ 39, whi ch has one
unused bit in the last octet, is:

Type Len Unused Bits ..
0x03 0x06 0x01 0x20 0x01 0x00 0x00 0x02

2.1.2. Encoding of a Range of |P Addresses

Whi | e any contiguous range of | P addresses can be represented by a
set of contiguous prefixes, a nore concise representation is achieved
by encodi ng the range as a SEQUENCE contai ni ng the | owest address and
t he hi ghest address, where each address is encoded as a BI T STRI NG
Wthin the SEQUENCE, the bit string representing the | owest address
in the range is forned by renoving all the |least-significant zero-
bits fromthe address, and the bit string representing the highest
address in the range is fornmed by renoving all the |east-significant
one-bits. The DER BIT STRI NG encoding requires that all the unused
bits in the last octet MIST be set to zero-bits. Note that a prefix
can al ways be expressed as a range, but a range cannot always be
expressed as a prefix.

The range of addresses represented by the prefix 10.5.0/23 is
10.5.0.0 through 10.5.1.255. The | owest address ends in sixteen
zero-bits that are renoved. The DER-encoding of the resulting
sixteen-bit string is:

Type Len Unused Bits ..
0x03 0x03 0x00 Ox0a 0x05

The hi ghest address ends in nine one-bits that are renoved. The DER-
encoding of the resulting twenty-three-bit string is:

Type Len Unused Bits ..
0x03 0x04 0x01 OxO0a 0x05 0x00
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The prefix 2001: 0: 200/ 39 can be encoded as a range where the DER-
encodi ng of the | owest address (2001:0:200::) is:

Type Len Unused Bits ..
0x03 0x06 0x01 0x20 0x01 O0x00 0x00 0x02

and the largest address (2001:0: 3ff:ffff;ffff:ffff.ffff.ffff), which,
after renmoval of the ninety least-significant one-bits | eaves a
thirty-eight bit string, is encoded as:

Type Len Unused Bits ..
0x03 0x06 0x02 0x20 0x01 0Ox00 0x00 0x00

The special case of all IP address blocks, i.e., a prefix of al
zero-bits -- "0/0", MJST be encoded per the DER with a length octet
of one, an initial octet of zero, and no subsequent octets:

Type Len Unused Bits ..
0x03 0x01 0x00

Note that for |P addresses the nunber of trailing zero-bits is
significant. For exanple, the DER-encodi ng of 10.64/12:

Type Len Unused Bits ..
0x03 0x03 0x04 O0x0a 0x40

is different than the DER-encodi ng of 10.64. 0/ 20:

Type Len Unused Bits ..
0x03 0x04 0x04 O0x0a 0x40 0x00

2.2. Specification
2.2.1. AD
The O D for this extension is id-pe-ipAddrBl ocks.
i d- pe-i pAddrBl ocks OBJECT IDENTIFIER ::={ id-pe 7}
wher e [ RFC3280] defi nes:

i d-pkix OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechani sns(5) pkix(7) }

id-pe  OBJECT IDENTIFIER ::= { id-pkix 1 }
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2.2.2. Criticality

Thi s extension SHOULD be CRITICAL. The intended use of this
extension is to connote a right-to-use for the block(s) of IP
addresses identified in the extension. A CA marks the extension as
CRITICAL to convey the notion that a relying party MJUST understand
the semantics of the extension to make use of the certificate for the
purpose it was issued. Newly created applications that use
certificates containing this extension are expected to recogni ze the
ext ensi on.

2.2.3. Syntax

i d- pe-i pAddr Bl ocks OBJECT IDENTIFIER ::={ id-pe 7 }

| PAddr Bl ocks 1= SEQUENCE OF | PAddressFanily

| PAddr essFani | y ;1= SEQUENCE { -- AFl & optional SAFI --
addressFani |y OCTET STRING (SI ZE (2..3)),
i pAddr essChoi ce | PAddr essChoi ce }

| PAddr essChoi ce ::= CHO CE {
i nherit NULL, -- inherit fromissuer --

addr essesOr Ranges SEQUENCE OF | PAddressOr Range }

| PAddr essOr Range ;.= CHA CE {

addr essPrefi x | PAddr ess,

addr essRange | PAddr essRange }
| PAddr essRange ;1= SEQUENCE {

nn | PAddr ess,

nmax | PAddress }
| PAddr ess ::= BIT STRING

2.2.3.1. Type | PAddrBl ocks
The | PAddr Bl ocks type is a SEQUENCE OF | PAddressFanily types.
2.2.3.2. Type | PAddressFanily

The | PAddressFanily type is a SEQUENCE contai ning an addressFanily
and i pAddr essChoi ce el enent.
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2.2.3.3. Elenent addressFanily

The addressFanily elenent is an OCTET STRI NG contai ning a two-octet
Address Fanmily ldentifier (AFl), in network byte order, optionally
foll owed by a one-octet Subsequent Address Family ldentifier (SAFI).
AFls and SAFls are specified in [I ANA-AFI] and [1 ANA- SAFI ],
respectively.

If no authorization is being granted for a particular AFl and
optional SAFI, then there MJUST NOT be an | PAddressFanily menber for
that AFI/SAFI in the | PAddrBl ocks SEQUENCE

There MUST be only one | PAddressFani |y SEQUENCE per uni que

conmbi nation of AFl and SAFI. Each SEQUENCE MJST be ordered by
ascendi ng addressFanmi |y values (treating the octets as unsigned
quantities). An addressFanmily w thout a SAFI MJST precede one that
contains an SAFlI. \When both I Pv4 and | Pv6 addresses are specified,
the |1 Pv4 addresses MUST precede the | Pv6 addresses (since the |Pv4
AFl of 0001 is less than the |Pv6 AFl of 0002).

2.2.3.4. Elenent ipAddressChoice and Type | PAddressChoi ce

The i pAddressChoi ce el enent is of type | PAddressChoice. The
| PAddr essChoice type is a CHO CE of either an inherit or
addr essesOr Ranges el enent.

2.2.3.5. El ement inherit

If the | PAddressChoi ce CHO CE contains the inherit elenment, then the
set of authorized |IP addresses for the specified AFl and optiona
SAFl is taken fromthe issuer’s certificate, or fromthe issuer’s
issuer’s certificate, recursively, until a certificate containing an
| PAddr essChoi ce cont ai ni ng an addressesOr Ranges el ement is | ocated.

2.2.3.6. Elenent addressesOr Ranges
The addressesOrRanges el enment is a SEQUENCE OF | PAddressOr Range
types. The addressPrefix and addressRange el ements MJST be sorted
using the binary representation of:
<l owest | P address in range> | <prefix |ength>
where "|" represents concatenation. Note that the octets in this
representation (a.b.c.d | length for IPv4d or s:t:u:v:wx:y:z | length

for 1Pv6) are not the octets that are in the DER-encoded BI T STRI NG
val ue. For exanple, given two addressPrefix:
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| P addr | length DER encoding

Type Len Unused Bits..
10.32.0.0 | 12 03 03 04 Oa 20
10.64.0.0 | 16 03 03 00 Oa 40

the prefix 10.32.0.0/12 MJIST cone before the prefix 10.64.0.0/16
since 32 is less than 64; whereas if one were to sort by the DER BI T
STRI NGs, the order would be reversed as the unused bits octet would
sort in the opposite order. Any pair of |PAddressOrRange choices in
an extensi on MJUST NOT overlap each other. Any contiguous address
prefixes or ranges MJST be conbined into a single range or, whenever
possi ble, a single prefix.

2.2.3.7. Type | PAddressO Range

The | PAddressOrRange type is a CHO CE of either an addressPrefix (an
I P prefix or address) or an addressRange (an |IP address range)
el enent .

This specification requires that any range of addresses that can be
encoded as a prefix MJIST be encoded using an | PAddress elenent (a BIT
STRING, and any range that cannot be encoded as a prefix MJST be
encoded using an | PAddressRange (a SEQUENCE containing two BIT
STRINGs). The follow ng pseudo code illustrates how to select the
encodi ng of a given range of addresses.

LET N = the nunber of matching nost-significant bits in the

| owest and hi ghest addresses of the range
IF all the remaining bits in the | owest address are zero-bits
AND all the remaining bits in the highest address are one-bits
THEN t he range MJUST be encoded as an N-bit | PAddress
ELSE t he range MJUST be encoded as an | PAddressRange

2.2.3.8. Elenent addressPrefix and Type | PAddress

The addressPrefix elenent is an | PAddress type. The | PAddress type
defines a range of |IP addresses in which the nost-significant (left-
nmost) N bits of the address remain constant, while the remaining bits
(32 - Nbits for IPv4, or 128 - N bits for IPv6) may be either zero
or one. For exanple, the IPv4d prefix 10.64/12 corresponds to the
addresses 10.64.0.0 to 10.79. 255. 255, while 10.64/11 corresponds to
10.64.0.0 to 10.95.255.255. The IPv6 prefix 2001:0:2/48 represents
addresses 2001:0:2:: to 2001:0: 2: ffff.ffff.ffff.ffff.fF ¢ F.

An | P address prefix is encoded as a BIT STRING The DER encodi ng of

a BIT STRING uses the initial octet of the string to specify how many
of the least-significant bits of the |ast subsequent octet are
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unused. The DER encodi ng specifies that these unused bits MJST be
set to zero-bits.

Exanpl e:
1000 0000. 0000 0000. 0000 0000. 0000 0000
to 143. 255 255 255 1000 1111.12111 1112.11721 1211.12111 1111
bit string to encode 1000
Type Len Unused Bits ..
Encodi ng = 0x03 0x02 0x04 0x80

128.0.0.0

2.2.3.9. Elenment addressRange and Type | PAddressRange

The addressRange el enent is of type | PAddressRange. The

| PAddr essRange type consists of a SEQUENCE containing a mni num

(el ement min) and maxi mum (el ement nax) | P address. Each |P address
is encoded as a BIT STRING The semantic interpretation of the

m ni mum address in an | PAddressRange is that all the unspecified bits
(for the full length of the IP address) are zero-bits. The senantic
interpretation of the maxi nrum address is that all the unspecified
bits are one-bits. The BIT STRING for the m ni num address results
fromrenoving all the least-significant zero-bits fromthe nini num
address. The BIT STRING for the maxi mum address results from
renoving all the least-significant one-bits fromthe maxi num address.

Exanpl e:

1000 0001. 0100 0000. 0000 0000. 0000 0000
1000 1211.121171 11172.117271 1211.2111 1111
1000 0001.01

1000

129.64.0.0
to 143. 255. 255. 255
m nimumbit string
maxi mum bit string
Encodi ng = SEQUENCE {
Type Len Unused Bits ..
nn 0x03 0x03 O0x06 O0x81 0x40
max 0x03 0x02 0x04 0x80

}

To sinplify the conparison of | P address bl ocks when perfornng
certification path validation, a nmaxi mum|P address MJST contain at
| east one bit whose value is 1, i.e., the subsequent octets may not
be omitted nor all zero.

2.3. | P Address Del egation Extension Certification Path Validation

Certification path validation of a certificate containing the IP
address del egation extension requires additional processing. As each
certificate in a path is validated, the IP addresses in the IP
address del egati on extension of that certificate MJST be subsumed by
| P addresses in the | P address del egation extension in the issuer’s
certificate. Validation MJUST fail when this is not the case. A
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3.

3.

3.

1

2.

2.

certificate that is a trust anchor for certification path validation
of certificates containing the | P address del egati on extension, as
well as all certificates along the path, MJST each contain the IP
address del egation extension. The initial set of all owed address
ranges is taken fromthe trust anchor certificate.

Aut ononobus System |l dentifier Del egati on Extension

Thi s extension conveys the allocation of autononous system (AS)
identifiers to an entity by binding those AS identifiers to a public
key belonging to the entity.

Cont ext

AS identifier delegation is currently nanaged by a hierarchy

nom nally rooted at | ANA, but managed by the RIRs. |ANA allocates AS
identifiers to the RIRs, who in turn assign AS identifiers to

organi zations who are end entities, i.e., will not be re-allocating
any of their ASidentifiers to other organizations. The AS
identifier delegation extension is intended to enable verification of
the proper delegation of AS identifiers, i.e., of the authorization
of an entity to use these AS identifiers. Accordingly, it nakes
sense to take advantage of the inherent authoritativeness of the

exi sting adm nistrative framework for nanagenent of AS identifiers.
As described in Section 1 above, this will be achieved by issuing
certificates carrying the extension described in this section. An
exanpl e of one use of the information in this extension is an entity
using it to verify the authorization of an organi zati on to nanage the
AS identified by an AS identifier in the extension. The use of this
extension to represent assignment of AS identifiers is not intended
to alter the procedures by which AS identifiers are nmanaged, or when
an AS should be used c.f., [RFC1930].

Speci fication
1. 4D
The O D for this extension is id-pe-autononousSyslds
i d- pe-aut ononousSyslds OBJECT IDENTIFIER ::= { id-pe 8 }
wher e [ RFC3280] defi nes:

id-pkix OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechanisns(5) pkix(7) }

id-pe  OBJECT IDENTIFIER ::= { id-pkix 1 }
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3.2.2. Criticality

Thi s extensi on SHOULD be CRITICAL. The intended use of this
extension is to connote a right-to-use for the AS identifiers in the
extension. A CA marks the extension as CRITICAL to convey the notion
that a relying party nust understand the senmantics of the extension
to nake use of the certificate for the purpose it was issued. Newy
created applications that use certificates containing this extension
are expected to recogni ze the extension.

3.2.3. Syntax

i d- pe-aut ononousSyslds OBJECT IDENTIFIER ::={ id-pe 8 }
ASl dentifiers 11 = SEQUENCE ({
asnum [0] EXPLICIT ASIdentifierChoice OPTI ONAL,
rdi [1] EXPLICIT ASIdentifierChoice OPTI ONAL}
ASl dentifierChoice ::= CHO CE {
i nherit NULL, -- inherit fromissuer --
asl dsOr Ranges SEQUENCE OF ASI dOr Range }
ASI dOr Range ;.= CHO CE {
id ASI d,
range ASRange }
ASRange 11 = SEQUENCE ({
nmn ASI d,
max ASld }
ASl d = | NTEGER

3.2.3.1. Type ASldentifiers

The ASIdentifiers type is a SEQUENCE contai ni ng one or nore forns of
aut ononous systemidentifiers -- AS nunbers (in the asnum el enent) or
routing donain identifiers (in the rdi element). Wen the
ASldentifiers type contains nmultiple fornms of identifiers, the asnum
entry MJUST precede the rdi entry. AS nunbers are used by BGP, and
routing domain identifiers are specified in the | DRP [ RFC1142].

3.2.3.2. Elenents asnum rdi, and Type ASldentifierChoice
The asnum and rdi el enents are both of type ASIdentifierChoice. The

ASl dentifierChoice type is a CHO CE of either the inherit or
asl dsOr Ranges el enent.
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3.2.3.3. Elenent inherit

If the ASldentifierChoice choice contains the inherit elenent, then
the set of authorized AS identifiers is taken fromthe issuer’s
certificate, or fromthe issuer’s issuer’s certificate, recursively,
until a certificate containing an ASldentifierChoice containing an
asl dsOrRanges elenent is located. |If no authorization is being
granted for a particular formof AS identifier, then there MUST NOT
be a corresponding asnunirdi menber in the ASldentifiers sequence.

3.2.3.4. Elenment asldsO Ranges
The asl dsOrRanges el enent is a SEQUENCE of ASIdOrRange types. Any
pair of itens in the asldsOrRanges SEQUENCE MUST NOT overlap. Any
contiguous series of AS identifiers MJST be conbined into a single
range whenever possible. The ASidentifiers in the asldsO Ranges
el ement MUST be sorted by increasing numeric val ue.

3.2.3.5. Type ASIdO Range

The ASIdOrRange type is a CHOCE of either a single integer (ASId) or
a single sequence (ASRange).

3.2.3.6. Elenent id

The id el enent has type ASId.
3.2.3.7. Elenment range

The range el enent has type ASRange
3.2.3.8. Type ASRange

The ASRange type is a SEQUENCE consisting of a mn and a max el enment,
and is used to specify a range of AS identifier val ues.

3.2.3.9. Elenents min and max
The min and max el enents have type ASId. The nmin elenent is used to
specify the value of the minimumAS identifier in the range, and the
max el enent specifies the value of the maxi num AS identifier in the
range.

3.2.3.10. Type ASId

The ASId type is an | NTEGER
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3.3. Autononous System ldentifier Delegation Extension Certification
Pat h Validation

Certification path validation of a certificate containing the

aut ononous systemidentifier del egation extension requires additiona
processing. As each certificate in a path is validated, the AS
identifiers in the autononous systemidentifier del egation extension
of that certificate MJUST be subsuned by the AS identifiers in the
aut ononous systemidentifier del egation extension in the issuer’s
certificate. Validation MIUST fail when this is not the case. A
certificate that is a trust anchor for certification path validation
of certificates containing the autononous systemidentifier

del egation extension, as well as all certificates along the path,
MJUST each contain the autononous systemidentifier del egation
extension. The initial set of allowed AS identifiers is taken from
the trust anchor certificate.

4. Security Considerations

This specification describes two X 509 extensions. Since X 509
certificates are digitally signed, no additional integrity service is
necessary. Certificates with these extensions need not be kept
secret, and unrestricted and anonynous access to these certificates
has no security inplications.

However, security factors outside the scope of this specification
will affect the assurance provided to certificate users. This
section highlights critical issues that should be considered by

i npl ementors, adm nistrators, and users.

These extensions represent authorization information, i.e., a right-
to-use for I P addresses or AS identifiers. They were developed to
support a secure version of BGP [S-BGP], but may be enployed in other
contexts. In the secure BGP context, certificates containing these
ext ensions function as capabilities: the certificate asserts that the
hol der of the private key (the Subject) is authorized to use the IP
addresses or AS identifiers represented in the extension(s). As a
result of this capability nodel, the Subject field is largely
irrelevant for security purposes, contrary to common PKI conventions.
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Appendi x A -- ASN. 1 Modul e

This normative appendi x describes the IP address and AS identifiers
ext ensi ons used by conforning PKI components in ASN. 1 synt ax.

| PAddr AndASCert Extn { iso(1) identified-organization(3) dod(6)
internet (1) security(5) nmechanisns(5) pkix(7) nod(0)
i d- nod-i p- addr - and- as-i dent (30) }
DEFI NI TIONS EXPLICI T TAGS :: =
BEG N
-- Copyright (C) The Internet Society (2004). This --
-- version of this ASN.1 nodule is part of RFC 3779; --
-- see the RFC itself for full legal notices. --

-- EXPORTS ALL --

| MPORTS

-- PKI X specific ODs and arcs --

i d- pe FROM PKI X1Explicit88 { iso(1) identified-organization(3)

dod(6) internet(1) security(5) mechanisnms(5) pkix(7)
i d-nmod(0) id-pkixl-explicit(18) };

-- | P Address Del egation Extension QD --

i d- pe-i pAddrBl ocks OBJECT IDENTIFIER ::={ id-pe 7}

-- | P Address Del egati on Extension Syntax --

| PAddr Bl ocks ;.= SEQUENCE OF | PAddressFanily

| PAddr essFani | y ::= SEQUENCE { -- AFl & opt SAFl --
addressFani | y OCTET STRING (SI ZE (2..3)),
i pAddr essChoi ce | PAddr essChoi ce }

| PAddr essChoi ce ;.= CHA CE {
i nherit NULL, -- inherit fromissuer --

addr essesOr Ranges SEQUENCE OF | PAddressOr Range }

| PAddr essOr Range ::= CHO CE {

addr essPrefix | PAddr ess,

addr essRange | PAddr essRange }
| PAddr essRange 1= SEQUENCE ({

nmn | PAdr ess,

max | PAddr ess }
| PAddr ess ;1= BIT STRING
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-- Aut ononpus System ldentifier
i d- pe- aut ononousSysl ds

-- Aut ononpbus System ldentifier

ASldentifiers
asnum
r di

AS| dent i fi er Choi ce
i nherit
asl dsOr Ranges

X. 509 Extensions for

IP Addr and AS ID June 2004

Del egation Extension AOD --
OBJECT IDENTIFIER ::= { id-pe 8}
Del egati on Extension Syntax --

SEQUENCE {
[0] ASldentifierChoice OPTI ONAL
[1] ASldentifierChoice OPTI ONAL }

CHO CE {
NULL, inherit fromissuer --
SEQUENCE OF ASI dOr Range }

ASI dOr Range = CHO CE {
id ASI d,
range ASRange }
ASRange = SEQUENCE {
mn ASl d,
max ASId }
ASl d = | NTEGER
END
Appendi x B -- Exanples of |P Address Del egati on Extensions
A critical X 509 v3 certificate extension that specifies:
| Pv4 uni cast address prefixes
1) 10.0.32/20 i.e., 10.0.32.0 to 10.0.47.255
2) 10.0.64/24 i.e., 10.0.64.0 to 10.0.64. 255
3) 10.1/16 i.e., 10.1.0.0 to 10.1.255.255
4) 10.2.48/20 i.e., 10.2.48.0 to 10.2.63.255
5) 10.2.64/24 i.e., 10.2.64.0 to 10.2.64.255
6) 10.3/16 i.e., 10.3.0.0 to 10.3.255.255, and
7) inherits all IPv6 addresses fromthe issuer’'s certificate

woul d be (in hexadecinal):

30 46 Ext ensi on {
06 08 2b06010505070107 extnl D 1.3.6.1.5.5.7.1. 7
01 01 ff critica
04 37 ext nVal ue {
30 35 | PAddr Bl ocks {
30 2b | PAddressFami |y {
04 03 0001 01 addressFanmi | y: | Pv4 Uni cast
| PAddr essChoi ce
30 24 addr essesOr Ranges {
Lynn, et al. St andards Track [ Page 18]
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| PAddr essOr Range

03 04 04 0a0020 addressPrefix 10.0.32/20
| PAddr essOr Range
03 04 00 0a0040 addressPrefix 10.0.64/24
| PAddr essOr Range
03 03 00 0Oa01 addr essPrefi x 10.1/ 16
| PAddr essOr Range
30 Oc addr essRange {
03 04 04 0a0230 nmn 10.2.48.0
03 04 00 0a0240 max 10. 2. 64. 255

} -- addressRange
| PAddr essOr Range

03 03 00 0a03 addr essPrefix 10. 3/ 16
} -- addressesOr Ranges
} -- | PAddressFanily
30 06 | PAddressFanily {
04 02 0002 addressFam ly: |1 Pv6
| PAddr essChoi ce
05 00 i nherit fromissuer
} -- I PAddressFanily
} -- | PAddrBI ocks
} -- extnVal ue
} -- Extension

This exanple illustrates how the prefixes and ranges are sorted.

+ Prefix 1 MIUST precede prefix 2, even though the nunmber of unused
bits (4) in prefix 1 is larger than the nunber of unused bits (0)
in prefix 2.

+ Prefix 2 MIST precede prefix 3 even though the nunber of octets
(4) in the BIT STRING encoding of prefix 2 is larger than the
number of octets (3) in the BIT STRING encodi ng of prefix 3.

+ Prefixes 4 and 5 are adjacent (representing the range of addresses
from10.2.48.0 to 10.2.64.255), so MJIST be conbined into a range
(since the range cannot be encoded by a single prefix).

+ Note that the six trailing zero bits in the max el enent of the

Lynn,

range are significant to the semantic interpretation of the val ue
(as all unused bits are interpreted to be 1's, not 0's). The four
trailing zero bits in the min elenent are not significant and MJST
be renoved (thus the (4) unused bits in the encoding of the nn
elenment). (DER encoding requires that any unused bits in the |ast
subsequent octet MJST be set to zero.)
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+ The range fornmed by prefixes 4 and 5 MJST precede prefix 6 even

t hough the SEQUENCE tag for a range (30)

for the BIT STRING (03) used to encode prefix 6.

is larger than the tag

+ The I Pv4 informati on MJST precede the I Pv6 information since the
address famly identifier for IPv4 (0001) is |less than the

identifier

for

| Pv6 (0002).

An extension specifying the | Pv6 prefix 2001:0:2/48 and the | Pv4
prefixes 10/8 and 172.16/12, and which inherits all 1Pv4 nulticast
addresses fromthe issuer’s certificate would be (in hexadecimal):

30 3d

Ext ensi on {

06 08 2b06010505070107 extnl D 1.3.6.1.5.5.7. 1.7

01 01 ff
04 2e
30 2c
30 10
04

30

30 07
04

05

30 Of
04

30

Lynn, et al.

03

09

03

03

03

00

02

09

03

critical
ext nVal ue {
| PAddr Bl ocks {
| PAddressFanily {

0001 01 addressFanmi ly: | Pv4 Unicast

| PAddr essChoi ce
addr essesOr Ranges {
| PAddr essOr Range
02 00 Oa addr essPrefi x
| PAddr essOr Range
03 04 b010 addr essPrefi x

10/ 8

172. 16/ 12

} -- addressesOr Ranges

} -- | PAddressFanily
| PAddressFani ly {

0001 02 addressFam | y: 1 Pv4 Milticast

| PAddr essChoi ce
i nherit fromissuer
} -- I PAddressFanily
| PAddressFanily {
0002 addressFam ly: | Pv6
| PAddr essChoi ce
addr essesOr Ranges {
| PAddr essOr Range
07 00 200100000002 addr essPrefi x

2001: 0: 2/ 47

-- addressesOr Ranges

} -- I PAddressFanmily
} -- |1 PAddrBI ocks
} -- extnVal ue
} -- Extension

St andards Track
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Appendi x C -- Exanple of an AS Identifier Del egati on Extension

An extension that specifies AS nunmbers 135, 3000 to 3999, and 5001
and which inherits all routing domain identifiers fromthe issuer’s
certificate would be (in hexadeci mal):

30 2b Ext ensi on {
06 08 2b06010505070108 extnl D 1.3.6.1.5.5.7.1.8
01 01 ff critica
04 1c ext nVal ue {
30 1la ASldentifiers {
a0 14 asnum
ASl denti fi er Choi ce
30 12 asl dsOr Ranges {
ASI dOr Range
02 02 0087 ASl d
ASI dOr Range
30 08 ASRange {
02 02 0bb8 nn
02 02 Of of max
} -- ASRange
ASI dOr Range
02 02 1389 ASl d
} -- asldsOr Ranges
} -- asnum
al 02 rdi {
ASl denti fi er Choi ce
05 00 i nherit fromissuer
} -- rdi
} -- ASldentifiers
} -- extnVal ue
} -- Extension

Appendix D -- Use of X.509 Attribute Certificates

Thi s appendi x di scusses issues arising froma proposal to use
attribute certificates (ACs, as specified in [RFC3281]) to convey,
fromthe Regional Internet Registries (RIRs) to the end-user
organi zations, the "right-to-use" for |IP address bl ocks or AS
identifiers.

The two resources, AS identifiers and | P address bl ocks, are
currently nmanaged differently. Al organizations with the right-to-
use for an AS identifier receive the authorization directly from an
RIR. Organizations with a right-to-use for an I P address bl ock
receive the authorization either directly froman RIR or indirectly,
e.g., froma down stream service provider, who nmight receive its
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aut hori zation froman Internet service provider, who in turn gets its
authorization froma RIR Note that AS identifiers mght be sub-
allocated in the future, so the nmechani snms used should not rely upon
a three level hierarchy.

In section 1 of RFC 3281, two reasons are given for why the use of
ACs might be preferable to the use of public key certificates (PKCs)
wi th extensions that convey the authorization information:

"Aut hori zation informati on may be placed in a PKC extension or
placed in a separate attribute certificate (AC). The placenent of
aut hori zation information in PKCs is usually undesirable for two
reasons. First, authorization information often does not have the
sane lifetime as the binding of the identity and the public key.
When aut horization information is placed in a PKC extension, the
general result is the shortening of the PKC useful lifetinmne.
Second, the PKC issuer is not usually authoritative for the

aut hori zation information. This results in additional steps for
the PKC issuer to obtain authorization information fromthe
authoritative source.”

"For these reasons, it is often better to separate authorization
information fromthe PKC. Yet, authorization information also
needs to be bound to an identity. An AC provides this binding; it
is sinply a digitally signed (or certified) identity and set of
attributes."”

In the case of the I P address and AS identifier authorizations, these
reasons do not apply. First, the public key certificates are issued
exclusively for authorization, so the certificate lifetine
corresponds exactly to the authorization lifetinme, which is often
tied to a contractual relationship between the issuer and entity
receiving the authorization. The Subject and |Issuer nanmes are only
used for chaining during certification path validation, and the nanes
need not correspond to any physical entity. The Subject nane in the
PKCs may actually be randomly assigned by the issuing CA allow ng
the resource holder linted anonymty. Second, the certificate

hi erarchy is constructed so that the certificate issuer is
authoritative for the authorization information.

Thus the two points in the first cited paragraph above are not true
in the case of AS nunber and I P address block allocations. The point
of the second cited paragraph is also not applicable as the resources
are not being bound to an identity but to the holder of the private
key corresponding to the public key in the PKC
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RFC 3281 specifies several requirenents that a conformant Attribute
Certificate nmust nmeet. In relation to S-BGP, the nore-significant
requirenents are:

1

Lynn,

fromsection 1: "this specification does NOT RECOMVEND t he use of
AC chains. Oher (future) specifications may address the use of
AC chains. "

Al'location fromIANA to RIRs to I SPs to DSPs and assignnent to end
organi zations would require the use of chains, at least for IP
address bl ocks. A description of how the superior’s AC should be
| ocated and how it should be processed woul d have to be provided.
Readers of this docunent are encouraged to propose ways the
chai ni ng mi ght be avoi ded

fromsection 4.2.9: "section 4.3 defines the extensions that MAY
be used with this profile, and whether or not they may be marked
critical. |If any other critical extension is used, the AC does
not conformto this profile. However, if any other non-critica
extension is used, the AC does conformto this profile."”

This means that the del egation extensions defined in this
specification, which are critical, could not be sinply placed into
an AC. They could be used if not nmarked critical, but the

i ntended use requires that the extensions be critical so that the
certificates containing them cannot be used as identity
certificates by an unsuspecting application

fromsection 4.5: "an AC i ssuer, MJST NOT al so be a PKC i ssuer.
That is, an AC i ssuer cannot be a CA as well."

This neans that for each AC issuer there would need to be a
separate CA to issue the PKC that contains the public key of the
AC hol der. The AC issuer cannot issue the PKC of the holder, and
the PKC i ssuer cannot sign the AC. Thus, each entity in the PK
woul d need to operate an ACissuer in addition to its CA. There
woul d be twice as many certificate issuers and CRLs to process to
support Attribute certificates than are needed if PKCs are used.
The possibility of mis-alignment also arises when there are two

i ssuers issuing certificates for a single purpose.

The AC nodel of RFC 3281 inplies that the AC hol der presents the
AC to the AC verifier when the holder wants to substantiate an
attribute or authorization. The intended usage for the extensions
defined herein does not have a direct interaction between an AC
verifier (a NOC) and the AC issuers (all RIRs and NOCs). Gven a
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signature on a clained right-to-use object, the "AC verifier" can
| ocate the AC holder’s PKC, but there is no direct way to |l ocate
the Subject’s AC(s).

fromsection 5: "4. The AC issuer MIST be directly trusted as an
AC i ssuer (by configuration or otherw se)."

This is not true in the case of a right-to-use for an | P address
bl ock, which is allocated through a hierarchy. Certification path
validation of the ACw Il require chaining up through the

del egation hierarchy. Having to configure each relying party
(NOC) to "trust" every other NOC does not scale, and such "trust"
has resulted in failures that the proposed security nechanisns are
designed to prevent. A single PKI with a trusted root is used,

not thousands of individually trusted per-I1SP AC issuers.

The amount of work that would be required to properly validate an
AC is larger than for the nmechanismthat places the certificate
extensions defined in this docunent in the PKCs. There would be
twice as nany certificates to be validated, in addition to the
ACs. There could be a considerable increase in the managenent
burden required to support ACs.
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