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Abstract

The docunent investigates the security threats associated with the
Open Pl uggabl e Edge Services (OPES) and discusses the effects of
security threats on the underlying architecture. The nain goal of
this docunent is threat discovery and analysis. The docunent does
not specify or recommend any sol utions.
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1. Introduction

The Open Pl uggabl e Edge Services (OPES) [1] architecture enables
cooperative application services (OPES services) between a data
provi der, a data consuner, and zero or nore OPES processors. The
application services under consideration analyze and possibly
transform application-level nessages exchanged between the data
provider and the data consuner. The OPES processor can distribute
the responsibility of service execution by conmmunicating and

col laborating with one or nore renote call out servers. The details

of the OPES architecture can be found in [1].
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Security threats with respect to OPES can be viewed fromdifferent
angles. There are security risks that affect content consumer
applications, and those that affect the data provi der applications.
These threats affect the quality and integrity of data that the
applications either produce or consunme. On the other hand, the
security risks can also be categorized into trust within the system
(i.e., OPES service providers) and protection of the system from
threats inposed by outsiders such as hackers and attackers. Insiders
are those parties that are part of the OPES system Qutsiders are
those entities that are not participating in the OPES system

It nust be noted that not everyone in an OPES delivery path is

equal ly trusted. Each OPES adninistrative trust donain nust protect
itself fromall outsiders. Furthernore, it nay have a linited trust
relationship with another OPES administrative domain for certain

pur poses.

OPES service providers nust use authentication as the basis for

buil ding trust rel ationshi ps between admi ni strative donains.

Insiders can intentionally or unintentionally inflict harmand danage
on the data consuner and data provider applications. This can be

t hrough bad system configuration, execution of bad software or, if
their networks are conprom sed, by inside or outside hackers.

Dependi ng on the depl oynent scenario, the trust within the OPES
systemis based on a set of transitive trust relationships between
the data provider application, the OPES entities, and the data
consumer application. Threats to OPES entities can be at the OPES
flow | evel and/or at the network | evel

In considering threats to the OPES system the docurment will follow a
threat analysis nodel that identifies the threats fromthe
perspective of how they will affect the data consuner and the data
provi der applications.

The main goal of this docunment is threat discovery and analysis. The
docunent does not specify or reconmend any sol utions.

It is inmportant to mention that the OPES architecture has many
simlarities with other so called overlay networks, specifically web
caches and content delivery networks (CDN) (see [2], [4]). This
docunent focuses on threats that are introduced by the existence of
the OPES processor and callout servers. Security threats specific to
content services that do not use the OPES architecture are considered
out - of -scope of this docunent. However, this document can be used as
i nput when considering security inplications for web caches and CDNs.
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The docunent is organized as follows: Section 2 discusses threats to
OPES data flow on the network and application | evel, section 3

di scusses threats to other parts of the system and section 4

di scusses security considerations.

2. OPES Data Fl ow Threats

Threats to the OPES data flow can affect the data consunmer and data
provider applications. At the OPES flow level, threats can occur at
Pol i cy Enforcement Points, and Policy Decision Points [3], and al ong
the OPES flow path where network el enents are used to process the
dat a.

A serious problemis posed by the very fact that the OPES
architecture is based on w dely adopted protocols (HITP is used as an
exanple). The architecture docunment specifically requires that "the
presence of an OPES processor in the data request/response fl ow SHALL
NOT interfere with the operations of non-COPES aware clients and
servers". This greatly facilitates OPES depl oynent, but on the

ot her hand a vast majority of clients (browsers) will not be able to
expl oit any saf eguards added as base protocol extensions.

For the usual data consuner, who m ght have questions such as (Were
does this content cone fron? Can | get it another way? Wiat is the
difference? Is it legitimte?). Even if there are facilities and
techni cal expertise present to pursue these questions, such thorough
exanmi nation of each result is prohibitively expensive in terns of
time and effort. OPES-aware content providers may try to protect

t hensel ves by adding verification scripts and speci al page
structures. OPES-aware end users nmy use special tools. In al

ot her cases (non-OPES aware clients and servers) protection will rely
on nmonitoring services and investigation of occasionally discovered
anonal i es.

An OPES system poses a special danger as a possible base for

classical man-in-the-mddle attacks. One of the reasons why such
attacks are relatively rare is the difficulty in finding an
appropriate base: a conbination of a traffic interception point
controlling a large flow of data and an application codebase running
on a hi gh-performance hardware with sufficient perfornmance to analyze
and possibly nodify all passing data. An OPES processor neets this
definition. This calls for special attention to protection neasures
at all levels of the system
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Any conproni se of an OPES processor or renote callout server can have
aripple effect on the integrity of the affected OPES services across
all service providers that use the service. To nitigate this threat,
appropriate security procedures and tools (e.g., a firewall) should
be appli ed.

Specific threats can exist at the network level and at the OPES data
flow |l evel.

2.1. OPES Flow Network Level Threats

OPES processor and callout servers are susceptible to network | eve
attacks fromoutsiders or fromthe networks of other OPES service
providers (i.e., if the network of a contracted OPES service is
conpr om sed).

The OPES architecture is based on common application protocols that
do not provide strong guarantees of privacy, authentication, or
integrity. The | AB considerations [4] require that the | P address of
an OPES processor be accessible to data consumer applications at the
| P addressing level. This requirenment linmts the ability of service
providers to position the OPES processor behind firewalls and may
expose the OPES processor and renote callout servers to network | eve
attacks. For exanple, the use of TCP/IP as a network | evel protocol
makes OPES processors subject to nmany known attacks, such as |IP
spoofi ng and session stealing.

The OPES systemis al so susceptible to a nunber of security threats
that are conmonly associated with network infrastructure. These
threats include snooping, denial of service, sabotage, vandalism

i ndustrial espionage, and theft of service.

There are best practice solutions to nmitigate network | evel threats.
It is recommended that the security of the OPES entities at the
network | evel be enhanced using known techni ques and net hods t hat
mnimze the risks of |P spoofing, snooping, denial of service, and
session stealing.

At the OPES Flow |l evel, connection-level security between the OPES
processor and callout servers is an inportant consideration. For
exanple, it is possible to spoof the OPES processor or the renote
call out server. There are threats to data confidentiality between
the OPES processor and the renote callout server in an OPES fl ow

The next subsections cover possible DoS attacks on an OPES processor

renote callout server or data consumer application, and network
r obust ness.
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2.1.1. Connection-Fl ow Deni al -of - Service (DoS)

OPES processors, callout servers, and data consuner applications can
be vul nerable to DoS attacks. DoS attacks can be of various types.
One exanple of a DoS attack is the overl oadi ng of OPES processors or
cal |l out servers by spurious service requests issued by a nalicious
node, which denies the legal data traffic the necessary resources to
render service. The resources include CPU cycles, nenory, network
interfaces, etc. A Denial-of-Service attack can be selective
generic, or randomin ternms of which comunication streans are

af f ect ed.

Distributed DoS is al so possi ble when an attacker successfully
directs multiple nodes over the network to initiate spurious service
requests to an OPES processor (or callout server) sinultaneously.

2.1.2. Threats to Network Robustness

If OPES inplenentation violates end-to-end addressing principles, it
coul d endanger the Internet infrastructure by conplicating routing
and connection managenent. |If it does not use flowcontro
principles for nmanagi ng connections, or if it interferes with end-
to-end flow control of connections that it did not originate, then it
coul d cause Internet congestion.

An inplenentation that violates the | AB requirenent of explicit IP

| evel addressing (for exanple, by adding OPES functional capabilities
to an interception proxy) may defeat some of the protective
mechani sms and safeguards built into the OPES architecture.

2.2. OPES Flow Application Level Threats

At the content level, threats to the OPES system can cone from
outsiders or insiders. The threat fromoutsiders is frequently
intentional. Threats frominsiders can be intentional or accidental
Accidents may result from progranm ng or configuration errors that
result in bad system behavi or

Application | evel problenms and threats to the OPES systens are
di scussed bel ow

2.2.1. Unauthorized OPES Entities
Al t hough one party authorization is mandated by the OPES
architecture, such authorization occurs out-of-band. Discovering the

presence of an OPES entity and verifying authorization requires
speci al actions and may present a probl em
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Addi ng notification and authorization information to the data
nmessages (by using base protocol extensions) nmay help, especially if
the data consuner’s software is aware of such extensions.

2.2.2. Unauthorized Actions of Legitimate OPES Entities

According to the OPES architecture, the authorization is not tightly
coupled with specific rules and procedures triggered by the rules.
Even if a requirenent to approve each particular rule and procedure
was set, it looks at |east inpractical, if not inpossible, to request
such perm ssion fromthe end user. Authorization granularity extends
to transformation classes, but not to individual rules or
transformations. The actual rules and triggered procedures nmay
(rmaliciously or due to a progranming error) perform actions that they
are not authorized for.

2.2.3. Unwant ed Cont ent Transformations

An aut hori zed OPES service nay performactions that do not adhere to
t he expectations of the party that gave the authorization for the
service. Exanples may include ad flooding by a local ad insertion
service or use of inappropriate policy by a content filtering
service.

On the other hand, an OPES entity acting on behalf of one party nay
performtransformati ons that another party deens inappropriate.
Exanpl es may include replacing ads initially inserted by the content
provider or applying filtering transformati ons that change the
meani ng of the text.

2.2.4. Corrupted Content

The OPES system may deliver outdated or otherw se distorted

i nformati on due to progranmi ng problens or as a result of malicious
attacks. For exanple, a conprom sed server, instead of perform ng an
OPES service, may inject bogus content. Such an action nay be an act
of cyber-vandalism (including virus injection) or intentiona
distribution of misleading information (such as mani pulations with
financial data).

A conmprom sed OPES server or nalicious entity in the data fl ow may

i ntroduce changes specifically intended to cause inproper actions in
the OPES server or callout server. These changes may be in the
message body, headers, or both. This type of threat is discussed in
nore detail bel ow
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2.2.5. Threats to Message Structure Integrity

An OPES server may add, renove, or delete certain headers in a
request and/or response nmessage (for exanple, to inplenent additiona
privacy protection or assist in content filtering). Such changes may
violate end-to-end integrity requirenents or defeat services that use
i nformati on provided in such headers (for exanple, sone |oca
filtering services or reference-based services).

2.2.6. Ganularity of Protection

OPES services have inplicit pernmission to nodify content. However,
the pernissions generally apply only to portions of the content, for
exanple, URL's between particular HTM. tags, text in headlines, or
URL's matching particular patterns. 1In order to express such
policies, one nust be able to refer to portions of messages and to
detect nodifications to nessage parts

Because there is currently very little support for policies that are
expressed in terms of nessage parts, it will be difficult to
attribute any particular nodification to a particular OPES processor,
or to automatically detect policy violations.

A fine-grained policy | anguage should be devised, and it could be
enforced using digital signatures. This would avoid the problens
i nherent in hop-by-hop data integrity neasures (see next section).

2.2.7. Risks of Hop-by-Hop Protection

CGeneral ly, OPES services cannot be applied to data protected with
end-to-end encrypti on net hods because the decryption key cannot be
shared with OPES processors w thout conprom sing the intended
confidentiality of the data. This nmeans that if the endpoint
policies permt OPES services, the data nust either be transmtted

wi thout confidentiality protections or an alternative nodel to end-
to-end encryption nust be devel oped, one in which the confidentiality
i s guaranteed hop-by-hop. Extending the end-to-end encryption nodel
is out of scope of this work.

OPES services that nodify data are inconpatible with end-to-end
integrity protection nmethods, and this work will not attenpt to
define hop-by-hop integrity protection nethods.

2.2.8. Threats to Integrity of Conplex Data
The OPES systemmay violate data integrity by applying inconsistent

transformations to interrelated data objects or references within the
data object. Problens may range froma broken reference structure
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(rmodi fied/ nissing targets, references to wong | ocations or m ssing
docunents) to deliberate replacenent/deletion/insertion of Iinks that
violate intentions of the content provider

2.2.9. Denial of Service (DoS)

The data consuner application may not be able to access data if the
OPES systemfails for any reason

A malicious or mal functioning node may be able to block all traffic.
The data traffic destined for the OPES processor (or callout server)
may not be able to use the services of the OPES device. The DoS nmay
be achi eved by preventing the data traffic fromreaching the
processor or the callout server.

2.2.10. Tracing and Notification Information

| nadequat e or vul nerable inplenentation of the tracing and
notification mechani sns may defeat safeguards built into the OPES
architecture.

Tracing and notification facilities may beconme a target of malicious
attack. Such an attack may create problens in discovering and
stoppi ng other attacks.

The absence of a standard for tracing and notification information
may present an additional problem This information is produced and
consunmed by the independent entities (OPES servers/user agents/
content provider facilities). This calls for a set of standards
related to each base protocol in use

2.2.11. Unaut henticated Conmunication in OPES Fl ow

There are risks and threats that could arise from unauthenticated
communi cati on between the OPES server and callout servers. Lack of
use of strong authentication between OPES processors and call out
servers may open security hol es whereby DoS and ot her types of
attacks (see sections [2 and 3]) can be perforned.

3. Threats to Qut-of-Band Data

The OPES architecture separates a data flow froma contro

information flow (loading rul esets, trust establishment, tracing,
policy propagation, etc.). There are certain requirements set for
the latter, but no specific mechanismis prescribed. This gives nore
flexibility for inplenentations, but creates nore burden for

i npl ementers and potential custonmers to ensure that each specific
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i mpl enentation neets all requirenents for data security, entity
aut henti cation, and action authorization.

In addition to performng correct actions on the OPES data flow, any
OPES i npl ementation has to provide an adequate nechanismto satisfy
requirenents for out-of-band data and signaling information
integrity.

What ever the specific nmechanismnmay be, it inevitably becones subject
to nultiple security threats and possible attacks. The way the
threats and attacks may be realized depends on inpl enentation
specifics but the resulting harmgenerally falls into two categori es:
threats to OPES data flow and threats to data integrity.

The specific threats are:
3.1. Threats that Endanger the OPES Data Fl ow

Any weakness in the inplenmentation of a security, authentication, or
aut hori zati on nechani sm may open the door to the attacks described in
section 2.

An OPES systeminpl ementation should address all these threats and
prove its robustness and ability to withstand nmalicious attacks or
net wor ki ng and pr ogramr ng probl ens.

3.2. Inaccurate Accounting Infornmation

Col l ecting and reporting accurate accounting data may be vital when
OPES servers are used to extend a busi ness nodel of a content

provi der, service provider, or as a basis for third party service.
The ability to collect and process accounting data is an inportant
part of OPES systemfunctionality. This functionality may be
chal | enged by distortion or destruction of base accounting data
(usually logs), processed accounting data, accounting paraneters, and
reporting configuration

As a result a data consuner nmay be inappropriately charged for
viewi ng content that was not successfully delivered, or a content
provi der or independent OPES services provider may not be conpensated
for the services perforned.

The OPES system nmay use accounting infornation to distribute
resources between different consuners or limt resource usage by a
specific consuner. |In this case an attack on the accounting system
(by distortion of data or issuing false configuration commands) may
result in incorrect resource managenent and DoS by artificia
resource starvation.
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3.3. OPES Service Request Repudi ation

An entity (producer or consumer) mi ght make an authorized request and
later claimthat it did not nake that request. As a result, an OPES
entity may be held liable for unauthorized changes to the data fl ow,
or will be unable to receive conpensation for a service.

There should be a clear request that this service is required and
there should be a clear course of action on behalf of all parties.
This action should have a request, an action, a non-repudi abl e neans
of verifying the request, and a neans of specifying the effect of the
action.

3.4. Inconsistent Privacy Policy

The OPES entities may have privacy policies that are not consistent
with the data consumer application or content provider application

Privacy related problens nmay be further conplicated if OPES entities,
content providers, and end users belong to different jurisdictions
with different requirenments and different |evels of |egal protection
As a result, the end user may not be aware that he or she does not
have the expected | egal protection. The content provider may be
exposed to legal risks due to a failure to conply with regul ations
of which he is not even aware.

3.5. Exposure of Privacy Preferences

The OPES system may i nadvertently or maliciously expose end user
privacy settings and requirenents.

3.6. Exposure of Security Settings

There are risks that the OPES system nay expose end user security
settings when handling the request and responses. The user data nust
be handl ed as sensitive systeminformation and protected agai nst

acci dental and deliberate disclosure.

3.7. Inproper Enforcenent of Privacy and Security Policy

OPES entities are part of the content distribution systemand as such
take on certain obligations to support security and privacy policies
mandat ed by the content producer and/or end user. However there is a
danger that these policies are not properly inplenmented and enforced.
The data consuner application may not be aware that its protections
are no longer in effect.
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There is also the possibility of security and privacy | eaks due to
the accidental nisconfiguration or, due to nisunderstandi ng what
rules are in effect for a particular user or request.

Privacy and security related parts of the systens can be targeted by
mal i ci ous attacks and the ability to withstand such attacks is of
paranmount i nportance.

3.8. DoS Attacks
DoS attacks can be of various types. One type of DoS attack takes
ef fect by overloading the client. For exanple, an intruder can
direct an OPES processor to issue nunerous responses to a client.
There is also additional DoS risk froma rule nisconfiguration that
woul d have the OPES processor ignore a data consuner application

4. Security Considerations

Thi s docunent discusses nultiple security and privacy issues related
to the OPES services
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