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Abstract

This docunent redefines the wire format of the "Type Bit Map" field
in the DNS Next SECure (NSEC) resource record RDATA format to cover
the full resource record (RR) type space.
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1. Introduction

The DNS [6][7] NSEC [5] Resource Record (RR) is used for

aut henti cated proof of the non-existence of DNS owner nanes and
types. The NSEC RR is based on the NXT RR as described in RFC 2535
[2], and is simlar except for the nane and typecode. The RDATA
format for the NXT RR has the linitation in that the RDATA could only
carry informati on about the existence of the first 127 types. RFC
2535 did reserve a bit to specify an extension nmechani sm but the
mechani sm was never actual ly defi ned.

In order to avoid needing to devel op an extension nechanisminto a
depl oyed base of DNSSEC aware servers and resol vers once the first
127 type codes are allocated, this docunent redefines the wire format
of the "Type Bit Map" field in the NSEC RDATA to cover the full RR
type space.

Thi s docunent introduces a new format for the type bit map. The
properties of the type bit map format are that it can cover the ful
possi bl e range of typecodes, that it is relatively econonmical in the
amount of space it uses for the conmon case of a few types with an
owner nane, that it can represent owner nanmes with all possible types
present in packets of approximately 8.5 kil obytes, and that the
representation is sinple to inplenent. Efficient searching of the
type bitmap for the presence of certain types is not a requirenent.

For conveni ence and conpl eteness, this docunment presents the syntax
and semantics for the NSEC RR based on the specification in RFC 2535
[2] and as updated by RFC 3755 [5], thereby not introduci ng changes
except for the syntax of the type bit nap.

Thi s docunent updates RFC 2535 [2] and RFC 3755 [5].

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "COPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [1].

2. The NSEC Resource Record

The NSEC resource record lists two separate things: the owner name of
the next RRset in the canonical ordering of the zone, and the set of
RR types present at the NSEC RR' s owner nane. The conplete set of
NSEC RRs in a zone indicate which RRsets exist in a zone, and forma
chain of owner names in the zone. This information is used to
provi de authenticated denial of existence for DNS data, as described
in RFC 2535 [2].

The type value for the NSEC RR i s 47.
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The NSEC RR RDATA format is class independent and defined for all
cl asses.

The NSEC RR SHOULD have the same TTL val ue as the SQOA mi ni num TTL
field. This is in the spirit of negative caching [8].

2.1. NSEC RDATA Wre Fornmat
The RDATA of the NSEC RR is as shown bel ow
1111111111222222222233

01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s

/ Next Domain Name /
i T o T e e e et o S s S R R SR
/ Li st of Type Bit Map(s) /

B T e o i S I i i S S N iy St S I S S
2.1.1. The Next Donmain Nane Field

The Next Donain Nanme field contains the owner nane of the next RRin
t he canoni cal ordering of the zone. The value of the Next Domain
Name field in the last NSEC record in the zone is the name of the
zone apex (the owner nane of the zone’'s SOA RR).

A sender MJST NOT use DNS nane conpression on the Next Domai n Name
field when transmitting an NSEC RR

Owner nanes of RRsets that are not authoritative for the given zone
(such as glue records) MUST NOT be listed in the Next Domai n Name
unl ess at |east one authoritative RRset exists at the same owner
nane.

2.1.2. The List of Type Bit Map(s) Field

The RR type space is split into 256 wi ndow bl ocks, each representing
the loworder 8 bits of the 16-bit RR type space. Each bl ock that
has at | east one active RR type is encoded using a single octet

wi ndow nunber (fromO to 255), a single octet bitmap length (from1
to 32) indicating the nunber of octets used for the w ndow bl ock’s
bitmap, and up to 32 octets (256 bits) of bitmap.

W ndow bl ocks are present in the NSEC RR RDATA in increasing
nunerical order.
II| n

denot es concat enati on

Type Bit Map(s) Field = ( Wndow Block # | Bitmap Length | Bitmap ) +
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Each bitnap encodes the loworder 8 bits of RR types within the

wi ndow bl ock, in network bit order. The first bit is bit 0. For

wi ndow block 0, bit 1 corresponds to RRtype 1 (A), bit 2 corresponds
to RRtype 2 (NS), and so forth. For w ndow block 1, bit 1
corresponds to RR type 257, and bit 2 to RRtype 258. |If a bit is
set to 1, it indicates that an RRset of that type is present for the
NSEC RR's owner nane. |If a bit is set to O, it indicates that no
RRset of that type is present for the NSEC RR s owner nane.

Since bit 0 in window block O refers to the non-existing RR type O,
it MIST be set to 0. After verification, the validator MJST ignore
the value of bit 0 in w ndow bl ock O.

Bits representing Meta-TYPEs or QIYPEs, as specified in RFC 2929 [ 3]
(section 3.1), or within the range reserved for assignnent only to
QITYPEs and Meta- TYPEs MUST be set to O, since they do not appear in
zone data. |If encountered, they nust be ignored upon reading.

Bl ocks with no types present MUST NOT be included. Trailing zero
octets in the bitmap MJST be onmitted. The length of each block’s
bitmap is determ ned by the type code with the [ argest nunerica
value within that block, anong the set of RR types present at the
NSEC RR s owner nane. Trailing zero octets not specified MIST be
interpreted as zero octets.

2.1.3. Inclusion of Wldcard Names in NSEC RDATA
If a wildcard owner name appears in a zone, the wldcard |abel ("*")
is treated as a literal synbol and is treated the sane as any ot her
owner nane for purposes of generating NSEC RRs. W/ dcard owner nanes
appear in the Next Dormain Name field without any w | dcard expansion
RFC 2535 [2] describes the inpact of wildcards on authenticated
deni al of existence.

2.2. The NSEC RR Presentation Fornmat
The presentation format of the RDATA portion is as follows:
The Next Donmin Name field is represented as a domai n nane.
The List of Type Bit Map(s) Field is represented as a sequence of RR

type menonics. Wen the menonic is not known, the TYPE
representation as described in RFC 3597 [4] (section 5) MJST be used.
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2.3. NSEC RR Exanpl e

The following NSEC RR identifies the RRsets associated with
al fa. exanpl e.com and the next authoritative name after
al f a. exanpl e. com

al fa. exanpl e.com 86400 | N NSEC host . exanple.com A MX RRSI G NSEC
TYPE1234

The first four text fields specify the name, TTL, dass, and RR type
(NSEC). The entry host.exanple.com is the next authoritative name
after alfa.exanple.com in canonical order. The A, MX, RRSIG NSEC,
and TYPE1234 menonics indicate there are A, MX, RRSIG NSEC, and
TYPE1234 RRsets associated with the nanme al fa. exanpl e.com

The RDATA section of the NSEC RR above woul d be encoded as:

0x04 'h® 'o 's' 't’

0x07 ' e’ "X’ Ta’ "'m p N ‘e’
0x03 ' ¢’ "o’ "m 0x00

0x00 0x06 0x40 0x01 0x00 0Ox00 0Ox00 0x03
0x04 Ox1b 0x00 0x00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 0Ox00 0x00 0x00 0x00 0x00
0x00 0x00 0x00 Ox00 0x00 0x00 0Ox00 0x00
0x00 0x00 0x00 0x00 0x20

Assumi ng that the resolver can authenticate this NSEC record, it
could be used to prove that beta.exanple.com does not exist, or could
be used to prove that there is no AAAA record associated with

al fa. exanpl e.com Authenticated denial of existence is discussed in
RFC 2535 [2].

3. | ANA Consi derations
Thi s docunent introduces no new | ANA consi derations, because all of
the protocol paranmeters used in this docunent have al ready been
assigned by RFC 3755 [5].

4. Security Considerations

The update of the RDATA format and encodi ng does not affect the
security of the use of NSEC RRs.
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this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the IETF s procedures with respect to rights in | ETF Docunents can
be found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.
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copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the infornation to the IETF at ietf-
ipr@etf.org.
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