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Abst r act

Thi s docunent describes a protocol for adding cryptographic signature
and encryption services to X 400 content with Secure/ Ml ti purpose
Internet Mail Extensions (S/M M).

1. Introduction

The techni ques described in the Cryptographi c Message Syntax [ CMV5]
specification are general enough to support many different content
types. The [CVB] specification thus provides nmany options for
providing different security mechanisns. |In order to ensure
interoperability of systems within the X 400 conmunity, it is
necessary to specify the use of CM5 features to protect X 400 content
(called "CV5- X 400" in this document).

1.1. Specification Overview
Thi s docunent is intended to be sinmilar to the SSMME Version 3.1
Message Specification [M5@ except that it is tailored to the

requi renents of X 400 content rather than Multipurpose Internet Mil
Ext ensi ons (M ME).
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Thi s docunent defines howto create an X 400 content type that has
been cryptographi cally enhanced according to [CMS5]. |n order to
create S/M ME nessages carrying X 400 content, an S/M ME agent has to
foll ow specifications in this docunent, as well as the specifications
listed in [CM5]. This neno al so defines new paraneter values for the
application/pkcs7-minme MM type that can be used to transport those
body parts.

Thr oughout this document, there are requirenents and reconmendati ons
made for how receiving agents handl e i ncom ng nessages. There are
separate requirenents and reconmendations for how sendi ng agents
create outgoing nessages. In general, the best strategy is to "be
liberal in what you receive and conservative in what you send". Most
of the requirenents are placed on the handling of incom ng nessages
whil e the recommendations are nostly on the creation of outgoing
nessages.

Thi s docunent does not address transport of CM5-X 400 content. It is
assuned that CM5- X. 400 content would be transported by Internet nail
systems, X. 400, or other suitable transport.

Thi s docunent describes applying security services to the content of
entire X 400 nessages, which nmay or may not be | PM5 nmessages. These
obj ects can be carried by several neans, including SMIP-based nai
and X. 400 mail. Note that cooperating S/M ME agents nust support
common forns of nmessage content in order to achieve interoperability.

If the CV5 objects are sent as parts of an RFC 822 nessage, a
standard M XER gateway [M XER] will nost |likely choose to encapsul ate
the message. This is not likely to be a fornmat that is usable by an
X. 400 recipient. MXER is specifically focused on translation

bet ween X. 420 | nterpersonal Messages and non-secure RFC822/ M ME
nmessages. The discussion of security-related body parts in sections
7.3 and 7.4 of [BODYMAP] is relevant to CV5 nessages.

Definition of gateway services to support relay of CM5 object between
X. 400 and SMTP environnents is beyond the scope of this docunent.

1.2. Termnol ogy
The key words "MJST", "SHALL", "REQUI RED', "SHOULD', " RECOMVENDED',

and "MAY" in this docunent are to be interpreted as described in BCP
14, RFC 2119 [ MUSTSHOULD .
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Definitions
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For the purposes of this docunment, the follow ng definitions apply.

ASN. 1:

BER:
Certificate:
DER:

7-bit data:
8-bit data:

Bi nary dat a:

Transfer Encodi ng:

Recei vi ng agent:

Sendi ng agent:

S/'M ME agent:

Abstract Syntax Notation One, as defined in
| SO' | EC 8824.

Basi ¢ Encoding Rules for ASN. 1, as defined in
| SO | EC 8825- 1.

A type that binds an entity’s distingui shed name
to a public key with a digital signature.

Di stingui shed Encoding Rules for ASN. 1, as defined
in |SOIEC 8825-1.

Text data with lines | ess than 998 characters

| ong, where none of the characters have the 8th
bit set, and there are no NULL characters. <CR>
and <LF> occur only as part of a <CR><LF> end of
line delimter.

Text data with lines | ess than 998 characters, and
where none of the characters are NULL characters.
<CR> and <LF> occur only as part of a <CR><LF> end
of line delimter.

Arbitrary data.

A reversible transformati on nade on data so 8-bit
or binary data may be sent via a channel that only
transmits 7-bit data.

Software that interprets and processes S/M ME CMS
obj ect s.

Software that creates S/M ME CVS obj ects.

User software that is a receiving agent, a sending
agent, or both.

Conpatibility with Prior Practice of SIMME

There are believed to be no existing X 400 inpl enentations that
support S/M ME version 2. Further, signed interoperability between
X. 400 and M ME systens that support S/MME version 2 is not believed

fman, et al.
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to be easily achievable. Therefore backward conpatibility with
S/IM ME version 2 is not considered to be a requirenent for this
docunent .

It is a goal of this docunent to, if possible, maintain backward
conpatibility with existing X 400 inplenentations that enploy S/M M
v3.1l wappers.
2. CM5 Options
CM5 allows for a wide variety of options in content and al gorithm
support. This section puts forth a nunber of support requirenents
and reconmmendations in order to achieve a base |evel of
interoperability anong all CMs-X 400 inplenmentations. [CMS] provides
additional details regarding the use of the cryptographic algorithns.
2.1. DigestAlgorithmdentifier
Sendi ng and receiving agents MJST support SHA-1 [ CMBALQG .
2.2. SignatureAlgorithmdentifier
Recei ving agents MJST support id-dsa-w th-shal defined in [ CMBALQ .
The al gorithm paraneters MJST be absent (not encoded as NULL).
Recei vi ng agents MJST support rsaEncryption, defined in [ CMSALG.
Sendi ng agents MJST support either id-dsa-with-shal or rsaEncryption.
2.3. KeyEncryptionAl gorithmdentifier

Sendi ng and receiving agents MJST support rsaEncryption, defined in
[ CVBALG .

Sendi ng and receiving agents SHOULD support Diffie-Hellman defined in
[ CVBALG .

2.4. Ceneral Syntax
The general syntax of CMS objects consist of an instance of the
Contentlnfo structure containing one of several defined CM5 content
types. CMS defines multiple content types. O these, only the
Si gnedDat a and Envel opedData content types are used for CMS- X 400.
2.4.1. SignedData Content Type
Sendi ng agents MJST use the signedData content type to apply a

digital signature to a nmessage or, in a degenerate case where there
is no signature information, to convey certificates.
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2.4.2. Envel opedData Content Type

Senders MJST use the envel opedData content type to apply privacy
protection to a nmessage. A sender needs to have access to a public
key for each intended nmessage recipient to use this service. This
content type does not provide authentication.

2.5. Attribute Signerinfo Type

The Signerinfo type allows the inclusion of unsigned and signed
attributes to be included along with a signature.

Recei ving agents MJST be able to handle zero or one instance of each

of the signed attributes Iisted here. Sending agents SHOULD generate
one instance of each of the following signed attributes in each CM5-

X400 message:

- signingTinme
- sM MECapabi lities
- sM MEEncrypti onKeyPr ef erence

Requi rements for processing of these attributes MJST be in accordance
with the S'M ME Message Specification [M5G. Handling of the
signingTine attribute MUST conply with clause 2.5.1 of [M5GF.

Handl i ng of the sM MECapabilities attribute MJUST conply with clause
2.5.2 of [M5G. Handling of the sM MEEncrypti onKeyPref erence
attribute MIST conply with clause 2.5.3 of [MSG.

Furt her, receiving agents SHOULD be able to handl e zero or one
instance in the signed attributes of the signingCertificate attribute
[ ESS] .

Sendi ng agents SHOULD generate one instance of the signingCertificate
signed attribute in each CM5- X400 nessage.

Additional attributes and values for these attributes nmay be defined
in the future. Receiving agents SHOULD handl e attributes or val ues
that they do not recognize in a graceful manner.

Sendi ng agents that include signed attributes that are not |isted

here SHOULD di spl ay those attributes to the user, so that the user is
aware of all of the data being signed.
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2.6. Content EncryptionAl gorithm dentifier

Sendi ng and receiving agents MJST support encryption and decryption
with DES EDE3 CBC, hereinafter called "tripleDES" [CMSALGE . Sendi ng
and receiving agents SHOULD support encryption and decryption wth
AES [ CVBAES] at a key size of 128, 192 and 256 bits.

3. Creating S/M ME Messages

This section describes the S/MME nmessage formats and how they can be
used to secure X 400 contents. The S/M ME nessages are a conbination
of X. 400 contents and CMS objects (i.e., a Contentlnfo structure
contai ning one of the CM5-defined content types). The X 400 content
and other data, such as certificates and algorithmidentifiers, are
given to CM5 processing facilities which produces a CMs object. This
docunent al so descri bes how nested, secured S/M ME nessages shoul d be
formatted when encapsul ati ng an X 400 content, and provides an

exanpl e of how a triple-wapped S/M M nessage over X 400 content
shoul d be created if backwards conpatibility with S/M M version 2 is
of no concern.

S/'M ME provides one format for envel oped-only data, several formats
for signed-only data, and several formats for signed and envel oped
data. The different formats are required to accommodat e several
environnents, in particular for signed nessages. Only one of these
signed formats is applicable to X 400.

Not e that canonicalization is not required for X 400 content because
it is a binary rather than text encoding, and only the "enbedded"
content version is used. These dramatically sinplify the description
of S/ M ME producti ons.

The reader of this section is expected to understand X 400 as
described in [X 400] and S/M ME as described in [CM5] and [ESS].

3.1. The X 400 Message Structure

This section reviews the X 400 nessage format. An X 400 nessage has
two parts, the envel ope and the content, as described in X 402
[ X. 400]:

Envel ope -- An infornation object whose conposition varies fromone
transmittal step to another and that variously identifies the
message’s originator and potential recipients, docunments its previous
conveyance and directs its subsequent conveyance by the Message
Transfer System (MIS), and characterizes its content.
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Content -- The content is the piece of information that the
originating User Agent wants to be delivered to one or nore
recipients. The MIS neither exanines nor nodifies the content,

except for conversion, during its conveyance of the message. MIS
conversion is not applicable to the scenario of this docunent because
such conversion is inconpatible with CVS protection nechani sns.

One piece of information borne by the envelope identifies the type of
the content. The content type is an identifier (an ASN.1 O D or
Integer) that denotes the syntax and semantics of the content
overall. This identifier enables the MIS to determ ne the nessage’s
deliverability to particular users, and enabl es User Agents and
Message Stores to interpret and process the content.

Anot her piece of information borne by the envel ope identifies the
types of encoded information represented in the content. An encoded
information type (EIT) is an identifier (an ASN.1 Ooject Identifier
or Integer) that denotes the nmediumand fornmat (e.g., |IA5 text or
Goup 3 facsinile) of individual portions of the content. It further
enabl es the MIS to determi ne the nessage’s deliverability to
particul ar users, and to identify opportunities for it to make the
nmessage deliverable by converting a portion of the content from one
EIT to anot her.

Thi s docunent describes how SSMME CVMS is used to secure the content
part of X 400 nmessages.

3.2. Creating a Signed-only Message with X 400 Content

The SignedData format as described in the Cryptographic Message
Syntax [CMB] MJST be used for signing of X 400 contents.

The X 400 content to be protected MIST be placed in the SignedData
encapContentlnfo eContent field. Note that this X 400 content SHOULD
mai ntai n the encodi ng defined by the content type, but SHOULD NOT be
M ME w apped. The object identifier for the content type of the
protected X 400 content MJST be placed in the SignedData
encapCont ent | nfo eContent Type fi el d.

The signedData object is encapsul ated by a Contentlnfo SEQUENCE with
a content Type of id-signedData.

Note that if SMIP [ SMIP] is used to transport the resulting signed-
only nmessage then the optional M ME encodi ng SHOULD be used. |If

bi nary transports such as X 400 are used then the optional M M
encodi ng SHOULD NOT be used.
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There are many reasons for this requirement. An outer M ME w apper
shoul d not be used in X 400. Further, there are places where X 400
systems will interact with SMIP/M ME systens where the outer M ME
wr apper night be necessary. Because this wapping is outside the
security wrappers, any gateway systemthat nmight bridge the gap

bet ween the two systens will be snmart enough to apply or renove the
outer M ME wrapper as appropriate.

3.2.1. MME Wapping to Dynamically Support 7-bit Transport

The signedData object MAY optionally be wapped in MME. This allows
the systemto support 7-bit transport when required. This outer MM
wr apper MAY be dynanically added or renopved throughout the delivery
path since it is outside the signature and encryption wappers. In
this case the application/pkcs7-mnme type as defined in S/M M
Version 3.1 Message Specification [M5G SHOULD be used with the

foll owi ng paraneters:

Cont ent - Type: application/pkcs7-m ne; snine-type=si gned-x400
Cont ent - Tr ansf er - Encodi ng: base64

If the application/pkcs7-mime MMe type is used to support 7-bit
transport, the steps to create this format are:

Step 1. The X. 400 content to be signed is ASN. 1 encoded.

Step 2. The ASN. 1 encoded X 400 content and other required data is
processed into a CV5 object of type SignedData. The SignedData
structure i s encapsulated by a Contentilnfo SEQUENCE with a

content Type of id-signedDat a.

Step 3. The CMS object is inserted into an application/pkcs7-mn ne
MME entity.

The smi nme-type paraneter for nessages using application/pkcs7-mme
with SignedData is "signed-x400" as defined in [ TRANSPORT].

3.3. Creating an Envel oped-only Message with X 400 Content

This section describes the format for envel oping an X 400 content

wi thout signing it. It is inportant to note that sending envel oped
but not signed nessages does not provide for data integrity. It is
possi ble to replace ciphertext in such a way that the processed
nmessage will still be valid, but the meaning is altered.

The Envel opedData format as described in [CM5] is used for
confidentiality of the X 400 contents.
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The X. 400 content to be protected MIST be placed in the Envel opedDat a
encryptedContent | nfo encryptedContent field. Note that this X 400
content SHOULD mai ntain the encoding defined by the content type, but
SHOULD NOT be M ME wapped. The object identifier for content type
of the protected X 400 content MJST be placed in the Envel opedDat a
encryptedContent| nfo content Type field.

The envel opedData obj ect is encapsul ated by a Contentlnfo SEQUENCE
with a content Type of id-envel opedDat a.

Note that if SMIP is used to transport the resulting envel oped-only
nmessage then the optional M ME encodi ng SHOULD be used. |If other
transport (e.g., X 400) that is optinized for binary content is used
then the optional M ME encodi ng SHOULD NOT be used.

3.3.1. MM Wapping to Dynami cally Support 7-bits Transport

The envel opedDat a obj ect MAY optionally be wapped in MME. This

all ows the systemto support 7-bit transport when required. This
outer M ME w apper MAY be dynanically added or renoved throughout the
delivery path since it is outside the signature and encryption
wrappers. In this case, the application/pkcs7-mnme type as defined
in SSMME Version 3.1 Message Specification [ M5 SHOULD be used with
the foll owi ng paraneters:

Cont ent - Type: application/pkcs7-m ne; sninme-type=envel oped- x400
Cont ent - Tr ansf er - Encodi ng: base64

If the application/pkcs7-mime MMe type is used to support 7-bit
transport, the steps to create this format are:

Step 1. The X. 400 content to be enveloped is ASN. 1 encoded.

Step 2. The ASN. 1 encoded X 400 content and other required data is
processed into a CV5 object of type Envel opedData. In addition to
encrypting a copy of the content-encryption key for each recipient, a
copy of the content encryption key SHOULD be encrypted for the
originator and included in the Envel opedData (see [CM5] Section 6).
The Envel opedData structure is encapsul ated by a Contentlnfo SEQUENCE
with a content Type of id-envel opedDat a.

Step 3. The CM5 object is inserted into an application/pkcs7-m ne
MME entity to allow for 7-bit transport.

I f the application/pkcs7-nime MME entity is used, the sm nme-type

paraneter for envel oped-only messages is "envel oped-x400" as defi ned
i n [ TRANSPORT] .
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3.4. Nested CMS Structures

To achi eve signing and envel opi ng, any of the signed-only and
encrypted-only CM5 objects nay be nested.

When nesting is used, backwards conpatibility with S/MME version 2
requires that each layer of the nested nessage are identified with
the O D id-data, and when id-data is used a MME wapper is required
This can potentially |ead to an enornous amount of overhead and
shoul d be avoi ded. Because S/M ME version 2 conpatibility is of no
concern, inplenentations SHOULD directly encode the encapsul at ed

obj ect as the eContent of the current structure.

M ME wrapping to support 7-bit transport is optional and need only be
used around the outernost CMS structure. |In this case, the
application/ pkcs7 content type MJST be used.

An S/M ME inpl enentati on MJST be able to receive and process
arbitrarily nested CMS structures within reasonable resource limts
of the recipient conmputer.

3.4.1. Creating a Triple Wapped Message Wth an X 400 Content

The Enhanced Security Services for S/MME [ ESS] docunent provides
exanpl es of how nested, secured S/M ME nessages are formatted. ESS
provi des an exanple of how a triple-wapped S/MME nessage is
formatted using application/pkcs7-nime for the signatures.

This section explains how an X 400 content may be conveyed within a
Triple Wapped Message because S/M ME version 2 conpatibility is of
no concern

Step 1. Start with the X 400 content (called the "origina
content"). The X 400 content MJST be ASN. 1 encoded, but SHOULD NOT
be M ME wrapped.

Step 2. Place the ASN. 1 encoded X 400 content to be protected in the
Si gnedDat a encapContentlnfo eContent field. Add any attributes that
are to be signed.

Step 3. Sign the result of step 2 (the original content). The
Si gnedDat a encapCont ent | nfo eCont ent Type MJST contain the object
identifier of the X 400 content.

Step 4. Encrypt the result of step 3 as a single block. The

Envel opedDat a encrypt edContent| nfo content Type MJUST be set to id-
signedData. This is called the "encrypted body".
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Step 5. Using the sane logic as in step 2 and 3 above, sign the
result of step 4 (the encrypted body) as a single block. The

Si gnedDat a encapCont ent | nfo eCont ent Type MJUST be set to id-

envel opedData. The outer SignedData structure is encapsul ated by a
Contentlnfo SEQUENCE with a content Type of id-signedData.

Step 6. The resulting nessage is called the "outer signature", and
is also the triple wapped nessage.

M ME wrapping to support 7-bit transport is optional and MJST only be
used around the outernmpbst CMS structure. 1In this case, the
application/pkcs7-m nme content type MJUST be used. The snine-type in
the case of adding a M ME w apper MJST be consistent with that
appropriate to the innernost protection |ayer.

In sone instances, an smnme-type will be created that only reflects
one security service (such as certs-only, which applies only to
signed-only nessages). However, as new | ayers are w apped, this

sm me-type SHOULD be propagated upwards. Thus if a certs-only
nmessage were to be encrypted, or wapped in a new Si gnedDat a
structure, the sminme-type of certs-only should be propagated up to
the next M ME wrapper. In other words, the innernost type is

refl ected outwards.

3.5. Carrying Plaintext X 400 Content in SMIP

Whil e the objectives of this docunment focus on protecting X 400
content with CM5 wrappers, it is areality that users do not
generally send all nessage using security. It therefore stands to
reason that a nmeans to carry non-secured X 400 content over the
chosen transport system nust be seam essly provided. Wile
transporting X 400 content in an X 400 systemis trivial, carrying
X. 400 content in SMIP requires additional definition

Cont ent - Type: application/x400-content; content-type = 1*DIG T *( "."
1*DId T)

where the content-type paraneter value is either a single integer

(for a built-in content-type) or an ODin dotted notation (for an
ext ended content-type).
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4, Use of Certificates
4.1. Certificate Enroll nment

S/M ME v3.1 does not specify howto get a certificate froma
certificate authority, but instead nandates that every sendi ng agent
already has a certificate. The PKIX Wrking Goup has, at the tine
of this witing, produced two separate standards for certificate
enrol Il nent: CWP (RFC 2510) and CMC (RFC 2792).

4.2. Certificate Processing

A receiving agent MJST provide sonme certificate retrieval nechanism
in order to gain access to certificates for recipients of digita
envel opes. This docunment does not cover how S/M ME agents handl e
certificates, only what they do after a certificate has been
validated or rejected. S/ MM certification issues are covered in
[ CERT31].

At a mininmum for initial S/M M depl oynent, a user agent could
automatically generate a message to an intended recipient requesting
that recipient’s certificate in a signed return nessage. Receiving
and sendi ng agents SHOULD al so provide a nmechanismto allow a user to
"store and protect"” certificates for correspondents in such a way so
as to guarantee their later retrieval

4.3. Certificate Nane Use for X 400 Content

End-entity certificates used in the context of this document MAY
contain an X 400 address as described in [ X 400]. The address nust
be in the formof an "CORAddress". The X 400 address SHOULD be in the
subj ect Al t Nane ext ension, and SHOULD NOT be in the subject

di stingui shed nane.

Sendi ng agents SHOULD nake the originator address in the X 400
content (e.g., the "originator" field in P22) match an X 400 address
in the signer’'s certificate.

Recei vi ng agents MJST recogni ze X 400 addresses in the subjectAl tNane
field.

Recei vi ng agents SHOULD check that the originator address in the

X. 400 content matches an X 400 address in the signer’s certificate,
if X 400 addresses are present in the certificate and an origi nator
address is available in the content. A receiving agent SHOULD
provi de sone explicit alternate processing of the nessage if this

Hof f man, et al. St andards Track [ Page 12]



RFC 3854 Securing X. 400 with S/M M July 2004

6.

6.

1.

conmparison fails, which may be to display a nessage that shows the
recipient the addresses in the certificate or other certificate
details.

The subject alternative name extension is used in S/MME as the
preferred neans to convey the X 400 address(es) that correspond to
the entity for this certificate. Any X 400 addresses present MJST be
encoded using the x400Address CHO CE of the General Name type. Since
the Subject AltNane type is a SEQUENCE OF General Nane, multiple X 400
addresses MAY be present.

Security Considerations

This specification introduces no new security concerns to the CVMS or
S/M ME nodels. Security issues are identified in section 5 of [M5Q§,
section 6 of [ESS] and the Security Considerations section of [CMV5].
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except as set forth therein, the authors retain all their rights.

Thi s docunent and the infornmation contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATlI ON HE/ SHE REPRESENTS
OR |'S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LI M TED TO ANY WARRANTY THAT THE USE OF THE

| NFORMATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS CR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intellectual Property

The |1 ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or mnight not be avail able; nor does it represent that it has
made any independent effort to identify any such rights. Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of | PR disclosures nade to the | ETF Secretariat and any
assurances of licenses to be made available, or the result of an
attenpt nmade to obtain a general |icense or permi ssion for the use of
such proprietary rights by inplenmenters or users of this
specification can be obtained fromthe IETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The IETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at ietf-
ipr@etf.org.
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