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Abstract

Thi s docunent describes the usage of the Session Initiation Protoco
(SIP) for subscriptions and notifications of presence. Presence is
defined as the willingness and ability of a user to communicate with
other users on the network. Historically, presence has been limted
to "on-line" and "off-line" indicators; the notion of presence here
is broader. Subscriptions and notifications of presence are
supported by defining an event package within the general SIP event
notification framework. This protocol is also conpliant with the
Common Presence Profile (CPP) framework
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1. Introduction

Presence, al so known as presence information, conveys the ability and
wi |l Iingness of a user to conmuni cate across a set of devices. RFC
2778 [10] defines a nodel and terninology for describing systens that
provi de presence information. In that nodel, a presence service is a
systemthat accepts, stores, and distributes presence information to
interested parties, called watchers. A presence protocol is a
protocol for providing a presence service over the Internet or any IP
net wor k.

Thi s docunent proposes the usage of the Session Initiation Protoco
(SIP) [1] as a presence protocol. This is acconplished through a
concrete instantiation of the general event notification framework
defined for SIP [2], and as such, nmakes use of the SUBSCRI BE and

NOTI FY nmet hods defined there. Specifically, this docunent defines an
event package, as described in RFC 3265 [2]. SIP is particularly
well suited as a presence protocol. SIP |location services already
contain presence information, in the formof registrations.

Furt hernmore, SIP networks are capable of routing requests from any
user on the network to the server that holds the registration state
for a user. As this state is a key conponent of user presence, those
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SI P networks can al |l ow SUBSCRI BE requests to be routed to the sane
server. This neans that SIP networks can be reused to establish
gl obal connectivity for presence subscriptions and notifications.

This event package is based on the concept of a presence agent, which
is a newlogical entity that is capable of accepting subscriptions,
storing subscription state, and generating notifications when there
are changes in presence. The entity is defined as a | ogical one,
since it is generally co-resident with another entity.

This event package is also conpliant with the Conmon Presence Profile
(CPP) framework that has been defined in [3]. This allows SIP for
presence to easily interwork with other presence systens conpliant to
CPP.

2. Term nol ogy

In this docunent, the key words "MJST", "MJST NOT", "REQUI RED',
"SHALL", "SHALL NOTr", "SHOULD', "SHOULD NOT", "RECOWMMENDED', " MAY",
and "OPTI ONAL" are to be interpreted as described in RFC 2119 [4] and
i ndi cate requirement levels for conpliant inplenentations.

3. Definitions

This docunent uses the terns as defined in RFC 2778 [ 10].
Additionally, the following terms are defined and/or additionally
clarified:

Presence User Agent (PUA): A Presence User Agent mani pul ates
presence information for a presentity. This nanipulation can
be the side effect of sone other action (such as sending a SIP
REG STER request to add a new Contact) or can be done
explicitly through the publication of presence docunents. W
explicitly allow nultiple PUAs per presentity. This neans that
a user can have many devices (such as a cell phone and Persona
Digital Assistant (PDA)), each of which is independently
generating a conponent of the overall presence information for
a presentity. PUAs push data into the presence system but are
outside of it, in that they do not receive SUBSCRI BE nessages
or send NOTI FY nessages.

Presence Agent (PA): A presence agent is a SIP user agent which is
capabl e of receiving SUBSCRI BE requests, responding to them
and generating notifications of changes in presence state. A
presence agent nust have know edge of the presence state of a
presentity. This neans that it nust have access to presence
data mani pul ated by PUAs for the presentity. One way to do
this is by co-locating the PA with the proxy/registrar
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4.

Another way is to co-locate it with the presence user agent of
the presentity. However, these are not the only ways, and this
speci ficati on makes no recomendati ons about where the PA
function should be located. A PA is always addressable with a
SIP URI that uniquely identifies the presentity (i.e.

si p:joe@xanpl e.com). There can be nultiple PAs for a
particul ar presentity, each of which handl es sonme subset of the
total subscriptions currently active for the presentity. A PA
is also a notifier (defined in RFC 3265 [2]) that supports the
presence event package

Presence Server: A presence server is a physical entity that can
act as either a presence agent or as a proxy server for
SUBSCRI BE requests. Wen acting as a PA, it is aware of the
presence information of the presentity through sone protoco
means. Wen acting as a proxy, the SUBSCRI BE requests are
proxied to another entity that may act as a PA.

Edge Presence Server: An edge presence server is a presence agent
that is co-located with a PUA. It is aware of the presence
i nformati on of the presentity because it is co-located with the
entity that manipulates this presence infornmation

Overvi ew of QOperation

In this section, we present an overview of the operation of this
event package. The overview describes behavior that is docunented in
part here, in part within the SIP event framework [2], and in part in
the SIP specification [1], in order to provide clarity on this
package for readers only casually fanmiliar with those specifications.
However, the detailed senmantics of this package require the reader to
be famliar with SIP events and the SIP specification itself.

When an entity, the subscriber, wi shes to | earn about presence
informati on fromsone user, it creates a SUBSCRI BE request. This
request identifies the desired presentity in the Request-URI, using a
SIP URI, SIPS URI [1] or a presence (pres) URI [3]. The SUBSCRI BE
request is carried along SIP proxies as any other SIP request would
be. In nost cases, it eventually arrives at a presence server, which
can either generate a response to the request (in which case it acts
as the presence agent for the presentity), or proxy it on to an edge
presence server. |f the edge presence server handl es the
subscription, it is acting as the presence agent for the presentity.
The decision at a presence server about whether to proxy or termnate
the SUBSCRIBE is a local matter; however, we describe one way to

ef fect such a configuration, using REA STER
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The presence agent (whether in the presence server or edge presence
server) first authenticates the subscription, then authorizes it.

The nmeans for authorization are outside the scope of this protocol
and we expect that many mechanisns will be used. |[|f authorized, a
200 KX response is returned. |If authorization could not be obtained
at this time, the subscription is considered "pending", and a 202
response is returned. In both cases, the PA sends an i nmedi ate

NOTI FY nmessage containing the state of the presentity and of the
subscription. The presentity state may be bogus in the case of a
pendi ng subscription, indicating offline no matter what the actua
state of the presentity, for exanple. This is to protect the privacy
of the presentity, who may not want to reveal that they have not

provi ded authorization for the subscriber. As the state of the
presentity changes, the PA generates NOTIFYs containing those state
changes to all subscribers with authorized subscriptions. Changes in
the state of the subscription itself can also trigger NOTIFY
requests; that state is carried in the Subscription-State header
field of the NOTIFY, and would typically indicate whether the
subscription is active or pending.

The SUBSCRI BE nessage establishes a "dialog" with the presence agent.
A dialog is defined in RFC 3261 [1], and it represents the SIP state
between a pair of entities to facilitate peer-to-peer nessage
exchanges. This state includes the sequence nunbers for nessages in
both directions (SUBSCRI BE fromthe subscriber, NOTIFY fromthe
presence agent), in addition to a route set and renote target URl.
The route set is a list of SIP (or SIPS) URIs which identify SIP
proxy servers that are to be visited along the path of SUBSCRI BE
refreshes or NOTIFY requests. The renote target URI is the SIP or
SIPS URI that identifies the target of the nessage - the subscriber
in the case of NOTIFY, or the presence agent, in the case of a
SUBSCRI BE ref resh

SIP provides a procedure called record-routing that allows for proxy
servers to request to be on the path of NOIlI FY nessages and SUBSCRI BE
refreshes. This is acconplished by inserting a URI into the

Record- Route header field in the initial SUBSCRI BE request.

The subscription persists for a duration that is negotiated as part
of the initial SUBSCRIBE. The subscriber will need to refresh the
subscription before its expiration, if they wish to retain the
subscription. This is acconplished by sending a SUBSCRI BE refresh
within the sane dialog established by the initial SUBSCRIBE. This
SUBSCRIBE is nearly identical to the initial one, but contains a tag
in the To header field, a higher CSeq header field value, and
possibly a set of Route header field values that identify the path of
proxi es the request is to take.
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The subscriber can term nate the subscription by sending a SUBSCRI BE,
within the dialog, with an Expires header field (which indicates
duration of the subscription) value of zero. This causes an

i medi ate termi nation of the subscription. A NOIlIFY request is then
generated by the presence agent with the nost recent state. In fact,
behavi or of the presence agent for handling a SUBSCRI BE request with
Expires of zero is no different than for any other expiration val ue;
pendi ng or authorized SUBSCRI BE requests result in a triggered NOTIFY
with the current presentity and subscription state.

The presence agent can termnate the subscription at any tinme. To do
so, it sends a NOTIFY request with a Subscription-State header field
i ndi cating that the subscription has been terninated. A reason
paraneter can be supplied which provides the reason

It is also possible to fetch the current presence state, resulting in
a one-tinme notification containing the current state. This is
acconpl i shed by sendi ng a SUBSCRI BE request with an i medi ate
expiration.

5. Usage of Presence URI's

A presentity is identified in the nost general way through a presence
URI [3], which is of the form pres:user@onain. These URIs are
resol ved to protocol specific URIs, such as the SIP or SIPS URI,
t hr ough donmi n-speci fic mappi ng policies nmaintained on a server

It is very possible that a user will have both a SIP (and/or SIPS)
URI and a pres URI to identify both thenself and other users. This
| eads to questions about how these URI relate and which are to be
used.

In some instances, a user starts with one URI format, such as the
pres URI, and learns a URI in a different format through sone

protocol nmeans. As an exanple, a SUBSCRI BE request sent to a pres

URI will result inlearning a SIP or SIPS URI for the presentity from
the Contact header field of the 200 K to the SUBSCRI BE request. As
anot her exanple, a DNS mechani sm ni ght be defined that would all ow

| ookup of a pres URI to obtain a SIP or SIPS URI. In cases where one
URI is learned from another through protocol neans, those neans wl|l
often provide sonme kind of scoping that limt the lifetine of the

| earned URI. DNS, for exanple, provides a TTL which would limt the

scope of the URI. These scopes are very useful to avoid stale or
conflicting URIs for identifying the same resource. To ensure that a
user can always determ ne whether a learned URI is still valid, it is

RECOMVENDED t hat systens whi ch provide | ookup services for presence
URI s have sone kind of scoping nechani sm
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If a subscriber is only aware of the protocol -i ndependent pres UR
for a presentity, it follows the procedures defined in [5]. These
procedures will result in the placenment of the pres URI in the
Request-URI of the SIP request, followed by the usage of the DNS
procedures defined in [5] to determ ne the host to send the SIP
request to. O course, a |local outbound proxy nmay alternatively be
used, as specified in RFC 3261 [1]. |If the subscriber is aware of
both the protocol -i ndependent pres URI and the SIP or SIPS URl for
the sane presentity, and both are valid (as discussed above) it
SHOULD use the pres URI format. O course, if the subscriber only
knows the SIP URI for the presentity, that URl is used, and standard
RFC 3261 processing will occur. Wen the pres URl is used, any
proxi es along the path of the SUBSCRI BE request which do not
understand the URI schene will reject the request. As such, it is
expected that nmany systens will be initially deployed that only
provide users with a SIP URI.

SUBSCRI BE nessages al so contain logical identifiers that define the
originator and recipient of the subscription (the To and From header
fields). These headers can take either a pres or SIP URI. Wen the
subscriber is aware of both a pres and SIP URI for its own identity,
it SHOULD use the pres URI in the From header field. Simlarly, when
the subscriber is aware of both a pres and a SIP URI for the desired
presentity, it SHOULD use the pres URI in the To header field.

The usage of the pres URI instead of the SIP URI within the SIP
nmessage supports interoperability through gateways to other
CPP-conpliant systems. It provides a protocol-i ndependent form of
identification which can be passed between systens. Wthout such an
identity, gateways would be forced to map SIP URIs into the
addressing format of other protocols. Generally, this is done by
converting the SIP URI to the form <foreign-protocol -schene>: <encoded
SI P URI >@gat eway>. This is commonly done in email systems, and has
many known problenms. The usage of the pres URI is a SHOULD, and not
a MJUST, to allow for cases where it is known that there are no

gat eways present, or where the usage of the pres URI will cause
interoperability problens with SIP conponents that do not support the
pres URI.

The Contact, Record-Route and Route fields do not identify |ogica
entities, but rather concrete ones used for SIP nessaging. SIP [1]
specifies rules for their construction

6. Presence Event Package
The SIP event framework [2] defines a SIP extension for subscribing

to, and receiving notifications of, events. |1t |eaves the definition
of many aspects of these events to concrete extensions, known as
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event packages. This docunent qualifies as an event package. This
section fills in the information required for all event packages by
RFC 3265 [2].

6.1. Package Nane

The nane of this package is "presence". As specified in RFC 3265
[2], this value appears in the Event header field present in
SUBSCRI BE and NOTI FY requests.

Exanpl e:
Event: presence
6.2. Event Package Paraneters

The SIP event framework allows event packages to define additiona
paraneters carried in the Event header field. This package,
presence, does not define any additional paraneters.

6. 3. SUBSCRI BE Bodi es

A SUBSCRI BE request MAY contain a body. The purpose of the body
depends on its type. Subscriptions will nornmally not contain bodies.

The Request-URI, which identifies the presentity, conmbined with the
event package nane, is sufficient for presence.

One type of body that can be included in a SUBSCRI BE request is a
filter docunent. These filters request that only certain presence
events generate notifications, or would ask for a restriction on the
set of data returned in NOTIFY requests. For exanple, a presence
filter might specify that the notifications should only be generated
when the status of the user’s instant inbox [10] changes. It m ght
al so say that the content of these notifications should only contain
the status of the instant inbox. Filter docunents are not specified
in this docunent, and at the tinme of witing, are expected to be the
subj ect of future standardization activity.

Honoring of these filters is at the policy discretion of the PA
I f the SUBSCRI BE request does not contain a filter, this tells the PA

that no filter is to be applied. The PA SHOULD send NOTI FY requests
at the discretion of its own policy.
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6.4. Subscription Duration
User presence changes as a result of nmany events. Sone exanples are:
0 Turning on and off of a cell phone
0o Modifying the registration froma softphone
o Changing the status on an instant nessaging tool

These events are usually triggered by human intervention, and occur
with a frequency on the order of seconds to hours. As such,
subscriptions should have an expiration in the middle of this range,
which is roughly one hour. Therefore, the default expiration tine
for subscriptions within this package is 3600 seconds. As per RFC
3265 [2], the subscriber MAY specify an alternate expiration in the
Expi res header field.

6.5. NOTI FY Bodi es

As described in RFC 3265 [2], the NOTIFY nessage will contain bodies
that describe the state of the subscribed resource. This body is in
a format listed in the Accept header field of the SUBSCRI BE, or a
package-specific default if the Accept header field was onitted from
t he SUBSCRI BE.

In this event package, the body of the notification contains a
presence docunment. This document describes the presence of the
presentity that was subscribed to. All subscribers and notifiers
MUST support the "application/pidf+xm" presence data fornat
described in [6]. The subscribe request MAY contain an Accept header
field. If no such header field is present, it has a default value of
"application/pidf+xm". If the header field is present, it MJST

i ncl ude "application/pidf+xm ", and MAY include any other types
capabl e of representing user presence.

6.6. Notifier Processing of SUBSCRI BE Requests

Based on the proxy routing procedures defined in the SIP
specification, the SUBSCRI BE request will arrive at a presence agent
(PA). This subsection defines package-specific processing at the PA
of a SUBSCRI BE request. General processing rules for requests are
covered in Section 8.2 of RFC 3261 [1], in addition to genera
SUBSCRI BE processing in RFC 3265 [2].
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User presence is highly sensitive infornation. Because the

i mplications of divulging presence information can be severe, strong
requi renents are inposed on the PA regarding subscription processing,
especially related to authentication and authorization

6.6.1. Authentication

A presence agent MJIST authenticate all subscription requests. This
aut henti cation can be done using any of the mechani snms defined in RFC
3261 [1]. Note that digest is mandatory to inplenment, as specified
in RFC 3261.

In single-donmain systens, where the subscribers all have shared
secrets with the PA, the conbination of digest authentication over
Transport Layer Security (TLS) [7] provides a secure and workabl e
solution for authentication. This use case is described in Section
26.3.2.1 of RFC 3261 [1].

In inter-domain scenarios, establishing an authenticated identity of
the subscriber is harder. It is anticipated that authentication will
often be established through transitive trust. SIP nmechanisns for
network asserted identity can be applied to establish the identity of
t he subscriber [11].

A presentity MAY choose to represent itself with a SIPS URI. By
"represent itself", it means that the user represented by the
presentity hands out, on business cards, web pages, and so on, a SIPS
URI for their presentity. The semantics associated with this URI, as
described in RFC 3261 [1], require TLS usage on each hop between the
subscri ber and the server in the donmain of the URI. This provides
addi ti onal assurances (but no absol ute guarantees) that identity has
been verified at each hop.

Anot her nechani sm for authentication is SSMME |Its usage with SIP
is described fully in RFC 3261 [1]. It provides an end-to-end

aut henti cati on mechani smthat can be used for a PA to establish the
identity of the subscriber

6.6.2. Authorization

Once aut henticated, the PA nakes an authorization decision. A PA
MUST NOT accept a subscription unless authorization has been provided
by the presentity. The neans by which authorization are provided are
outside the scope of this docunent. Authorization may have been
provi ded ahead of tinme through access lists, perhaps specified in a
web page. Authorization rmay have been provi ded by nmeans of upl oading
of some kind of standardi zed access control |ist docunent. Back end
aut hori zation servers, such as a DI AMETER [12] server, can al so be

Rosenberg St andards Track [ Page 10]



RFC 3856 SI P Presence August 2004

used. It is also useful to be able to query the user for

aut hori zation followi ng the receipt of a subscription request for
whi ch no aut horization information has been provided. The

"wat cherinfo" event tenplate package for SIP [8] defines a neans by
which a presentity can beconme aware that a user has attenpted to
subscribe to it, so that it can then provide an authorization
deci si on.

Aut hori zati on deci sions can be very conplex. Utinmately, al

aut hori zati on deci sions can be mapped into one of three states:
rejected, successful, and pending. Any subscription for which the
client is authorized to receive information about sone subset of
presence state at sone points in tinme is a successful subscription
Any subscription for which the client will never receive any

i nformati on about any subset of the presence state is a rejected
subscription. Any subscription for which it is not yet known whet her
it is successful or rejected is pending. Generally, a pending
subscription occurs when the server cannot obtain authorization at
the tine of the subscription, but may be able to do so at a later
time, perhaps when the presentity becomes avail abl e.

The appropriate response codes for conveying a successful, rejected,
or pending subscription (200, 403 or 603, and 202, respectively) are
described in RFC 3265 [2].

If the resource is not in a nmeaningful state, RFC 3265 [2] all ows the
body of the initial NOTIFY to be enpty. In the case of presence,

that NOTI FY MAY contain a presence docunment. This docunent woul d

i ndi cate whatever presence state the subscri ber has been authorized
to see; it is interpreted by the subscriber as the current presence
state of the presentity. For pending subscriptions, the state of the
presentity SHOULD i nclude sone kind of textual note that indicates a
pendi ng st at us.

Polite blocking, as described in [13], is possible by generating a
200 OK to the subscription even though it has been rejected (or

mar ked pending). O course, an immediate NOTIFY will still be sent.
The contents of the presence docunent in such a NOTIFY are at the

di scretion of the inplementor, but SHOULD be constructed in such a
way as to not reveal to the subscriber that their request has
actual ly been bl ocked. Typically, this is done by indicating
"offline" or equivalent status for a single contact address.

6.7. Notifier Generation of NOTIFY Requests
RFC 3265 details the formatting and structure of NOTI FY nessages.

However, packages are nmandated to provide detailed information on
when to send a NOTIFY, how to conpute the state of the resource, how
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to generate neutral or fake state information, and whether state
information is conplete or partial. This section describes those
details for the presence event package.

A PA MAY send a NOTIFY at any tine. Typically, it will send one when
the state of the presentity changes. The NOTIFY request MAY contain
a body indicating the state of the presentity. The tines at which
the NOTIFY is sent for a particular subscriber, and the contents of
the body within that notification, are subject to any rules specified
by the authorization policy that governs the subscription. This
protocol in no way limts the scope of such policies. As a baseline,
a reasonable policy is to generate notifications when the state of
any of the presence tuples changes. These notifications would
contain the conplete and current presence state of the presentity as
known to the presence agent. Future extensions can be defined that
all ow a subscriber to request that the notifications contain changes
in presence information only, rather than conplete state.

In the case of a pending subscription, when final authorization is
determined, a NOTIFY can be sent. |If the result of the authorization
deci si on was success, a NOTlI FY SHOULD be sent and SHOULD contain a
presence docunment with the current state of the presentity. |If the
subscription is rejected, a NOTI FY MAY be sent. As described in RFC
3265 [2], the Subscription-State header field indicates the state of
t he subscription.

The body of the NOTIFY MJUST be sent using one of the types listed in
the Accept header field in the nost recent SUBSCRI BE request, or
using the type "application/pidf+xm " if no Accept header field was
present.

The nmeans by which the PA learns the state of the presentity are al so
out side the scope of this reconmrendation. Registrations can provide
a conponent of the presentity state. However, the neans by which a
PA uses registrations to construct a presence docunent are an

i mpl enentation choice. |If a PUA wishes to explicitly informthe
presence agent of its presence state, it should explicitly publish
the presence docunent (or its piece of it) rather than attenpting to
mani pul ate their registrations to achieve the desired result.

For reasons of privacy, it will frequently be necessary to encrypt
the contents of the notifications. This can be acconplished using
S/M ME. The encryption can be perforned using the key of the
subscriber as identified in the Fromfield of the SUBSCRI BE request.
Similarly, integrity of the notifications is inportant to

subscri bers. As such, the contents of the notifications MAY provide
aut henti cation and nessage integrity using SSMMe. Since the NOTI FY
is generated by the presence server, which may not have access to the
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key of the user represented by the presentity, it will frequently be
the case that the NOTIFY is signed by a third party. It is
RECOMVENDED t hat the signature be by an authority over the domain of
the presentity. |In other words, for a user pres:user @xanpl e.com
the signator of the NOTlI FY SHOULD be the authority for exanple.com

6.8. Subscriber Processing of NOTI FY Requests

RFC 3265 [2] leaves it to event packages to describe the process
foll owed by the subscriber upon receipt of a NOIlIFY request,
including any logic required to forma coherent resource state.

In this specification, each NOTIFY contains either no presence
docunent, or a docunent representing the conplete and coherent state
of the presentity. Wthin a dialog, the presence docunent in the
NOTI FY request with the highest CSeq header field value is the
current one. \When no docunent is present in that NOTIFY, the
presence docunent present in the NOTIFY with the next highest CSeq
value is used. Extensions which specify the use of partial state for
presentities will need to dictate how coherent state is achieved.

6.9. Handling of Forked Requests

RFC 3265 [2] requires each package to describe handling of forked
SUBSCRI BE r equests.

This specification only allows a single dialog to be constructed as a
result of emitting an initial SUBSCRIBE request. This guarantees
that only a single PAis generating notifications for a particul ar
subscription to a particular presentity. The result of this is that
a presentity can have nultiple PAs active, but these should be
honbgeneous, so that each can generate the sane set of notifications
for the presentity. Supporting heterogeneous PAs, each of which
generates notifications for a subset of the presence data, is conplex
and difficult to nanage. Doing so would require the subscriber to
act as the aggregator for presence data. This aggregation function
can only reasonably be perfornmed by agents representing the
presentity. Therefore, if aggregation is needed, it MJST be done in
a PA representing the presentity.

Section 4.4.9 of RFC 3265 [2] describes the processing that is

required to guarantee the creation of a single dialog in response to
a SUBSCRI BE request.
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6.10. Rate of Notifications

RFC 3265 [2] requires each package to specify the maxi mumrate at
whi ch notifications can be sent.

A PA SHOULD NOT generate notifications for a single presentity at a
rate of nore than once every five seconds.

6.11. State Agents

RFC 3265 [2] requires each package to consider the role of state
agents in the package, and if they are used, to specify how
aut henti cation and authorization are done.

State agents are core to this package. Whenever the PA is not
co-located with the PUA for the presentity, the PAis acting as a
state agent. It collects presence state fromthe PUA, and aggregates
it into a presence docunent. Because there can be nultiple PUA a
centralized state agent is needed to performthis aggregation. That
is why state agents are fundamental to presence. Indeed, they have a
specific termthat describes them- a presence server

6.11.1. Aggregation, Authentication, and Authorization

The nmeans by which aggregation is done in the state agent is purely a
matter of policy. The policy will typically conbine the desires of
the presentity along with the desires of the provider. This docunent
in no way restricts the set of policies which may be appli ed.

However, there is clearly a need for the state agent to have access
to the state of the presentity. This state is nmanipulated by the
PUA. One way in which the state agent can obtain this state is to
subscribe to it. As aresult, if there were 5 PUA mani pul ating
presence state for a single presentity, the state agent would
generate 5 subscriptions, one to each PUA. For this mechanismto be
effective, all PUA SHOULD be capable of acting as a PA for the state
that they mani pulate, and that they authorize subscriptions that can
be authenticated as coming fromthe domain of the presentity.

The usage of state agents does not significantly alter the way in

whi ch authentication is done by the PA. Any of the SIP

aut henti cati on nmechani sns can be used by a state agent. However,

di gest authentication will require the state agent to be aware of the
shared secret between the presentity and the subscriber. This will
require sone nmeans to securely transfer the shared secrets fromthe
presentity to the state agent.
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The usage of state agents does, however, have a significant inpact on
aut horization. As stated in Section 6.6, a PAis required to
authorize all subscriptions. |If no explicit authorization policy has
been defined, the PAwill need to query the user for authorization

In a presence edge server (where the PUA is co-located with the PUA)
this is trivially acconplished. However, when state agents are used
(i.e., a presence server), a neans is needed to alert the user that
an aut horization decision is required. This is the reason for the
wat cheri nfo event tenplate-package [8]. Al state agents SHOULD
support the watcherinfo tenpl at e- package.

6.11.2. Mgration

On occasion, it nmakes sense for the PA function to migrate from one
server to another. For exanple, for reasons of scale, the PA
function may reside in the presence server when the PUA is not

runni ng, but when the PUA connects to the network, the PA mgrates
subscriptions to it in order to reduce state in the network. The
mechani sm for acconplishing the migration is described in Section
3.3.5 of RFC 3265 [2]. However, packages need to define under what
condi tions such a migration would take place.

A PA MAY choose to migrate subscriptions at any tine, through
configuration, or through dynam ¢ neans. The REQ STER request

provi des one dynami ¢ neans for a presence server to discover that the
function can mgrate to a PUA. Specifically, if a PUA wishes to

i ndi cate support for the PA function, it SHOULD use the callee
capabilities specification [9] to indicate that it supports the
SUBSCRI BE request met hod and the presence event package. The

conbi nation of these two define a PA. O course, a presence server
can always attenpt a migration without these explicit hints. [If it
fails with either a 405 or 489 response code, the server knows that
the PUA does not support the PA function. 1In this case, the server
itself will need to act as a PA for that subscription request. Once
such a failure has occurred, the server SHOULD NOT attenpt further
mgrations to that PUA for the duration of its registration.

However, to avoid the extra traffic generated by these failed
requests, a presence server SHOULD support the callee capabilities
ext ensi on.

Furt hernmore, indication of support for the SUBSCRI BE request and the
presence event package is not sufficient for migration of
subscriptions. A PA SHOULD NOT migrate the subscription if it is
conposi ng aggregat ed presence docunents received frommnultiple PUA

Rosenberg St andards Track [ Page 15]



RFC 3856 SI P Presence August 2004

7. Learning Presence State

Presence informati on can be obtained by the PAin nany ways. No
specific nechanismis nandated by this specification. This section
overvi ews sone of the options, for informational purposes only.

7.1. Co-location

Wien the PA function is co-located with the PUA presence is known
directly by the PA

7.2. REG STER

A UA uses the SIP REA STER nmethod to informthe SIP network of its
current conmuni cations addresses (i.e., Contact addresses). Miltiple
UA can independently register Contact addresses for the same
address-of -record. This registration state represents an inportant

pi ece of the overall presence information for a presentity. It is an
i ndi cation of basic reachability for communications.

Usage of REGQ STER information to construct presence is only possible
if the PA has access to the registration database, and can be

i nformed of changes to that database. One way to acconplish that is
to co-locate the PA with the registrar

The means by which registration state is converted into presence
state is a matter of local policy, and beyond the scope of this
speci fication. However, sone general guidelines can be provided.
The address-of-record in the registration (the To header field)
identifies the presentity. Each registered Contact header field
identifies a point of communications for that presentity, which can
be nodel ed using a tuple. Note that the contact address in the tuple
need not be the same as the registered contact address. Using an
address-of -record i nstead all ows subsequent conmuni cations froma
wat cher to pass through proxies. This is useful for policy
processing on behalf of the presentity and the provider

A PUA that uses registrations to mani pul ate presence state SHOULD
make use of the SIP callee capabilities extension [9]. This allows
the PUA to provide the PAwith richer information about itself. For
exanpl e, the presence of the nethods paraneter listing the nethod
"MESSAGE" indicates support for instant nessaging.

The q values fromthe Contact header field [1] can be used to

establish relative priorities anmongst the various communi cati ons
addresses in the Contact header fields.
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The usage of registrations to obtain presence infornmation increases
the requirenents for authenticity and integrity of registrations.
Theref ore, REAQ STER requests used by presence user agents MJST be
aut henti cat ed.

7.3. Upl oadi ng Presence Docunents

If a neans exists to upload presence docunents from PUA to the PA,
the PA can act as an aggregator and redi stributor of those docunents.
The PA, in this case, would take the presence docunents received from
each PUA for the sane presentity, and nerge the tuples across all of
those PUA into a single presence docunent. Typically, this
aggregation woul d be acconplished through adninistrator or user
defined policies about how the aggregati on should be done.

The specific means by which a presence docunent is uploaded to a
presence agent are outside the scope of this specification. Wen a
PUA wi shes to have direct manipul ation of the presence that is
distributed to subscribers, direct uploading of presence docunents is
RECOMVENDED.

8. Exanpl e Message Fl ow
This nmessage flow illustrates how the presence server can be
responsi ble for sending notifications for a presentity. This flow
assunes that the watcher has previously been authorized to subscribe
to this resource at the server

In this flow, the PUA informs the server about the updated presence
i nformati on through sone non-SIP neans.

When the value of the Content-Length header field is "..." this nmeans
that the value should be whatever the conputed | ength of the body is.
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Wat cher Server PUA
| F1 SUBSCRI BE | |
|- > |
| F2 200 K | |
| <o | |
| F3 NOTI FY | |
| <omeme e | |
| F4 200 K |
|- > |

|
|

A

A

Message Detail s
F1 SUBSCRI BE wat cher->exanpl e. com server

SUBSCRI BE si p: resource@xanpl e.com SI P/ 2.0
Via: SIP/2.0/ TCP wat cherhost. exanpl e. com branch=z9h&bKnashds?7
To: <si p:resource@xanpl e. con»

From <sip: user @xanpl e. conp; t ag=xf g9

Call -1 D: 2010@wat cher host . exanpl e. com

CSeq: 17766 SUBSCRI BE

Max- Forwards: 70

Event: presence

Accept: application/ pi df +xml

Cont act: <si p: user @vat cher host . exanpl e. con»
Expi res: 600

Content-Length: O
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F2 200 OK  exanpl e. com server - >wat cher

SIP/2.0 200 &K

Via: SIP/2. 0/ TCP wat cherhost. exanpl e. com br anch=z9h&bKnashds7
;received=192.0.2.1

To: <si p:resource@xanpl e. conp; tag=ffd2

From <si p: user @xanpl e. conp; t ag=xf g9

Call-1D: 2010@wat cher host . exanpl e. com

CSeq: 17766 SUBSCRI BE

Expi res: 600

Cont act: sip:server.exanple.com

Content-Length: O

F3 NOTI FY exanpl e.com server-> watcher

NOTI FY si p: user @vat cher host . exanpl e. com SI P/ 2.0
Via: SIP/2.0/ TCP server. exanpl e. com branch=z9h&4bKna998sk
From <si p:resource@xanpl e. conp; tag=ffd2

To: <si p: user @xanpl e. conp; t ag=xf g9

Call -1 D: 2010@wat cher host . exanpl e. com

Event: presence

Subscription-State: active; expires=599

Max- Forwar ds: 70

CSeq: 8775 NOTI FY

Cont act: sip:server.exanpl e.com

Cont ent - Type: application/ pi df +xni

Cont ent - Lengt h: .

[ PI DF Docunent ]
F4 200 OK wat cher-> exanpl e. com server

SIP/2.0 200 &K

Via: SIP/2.0/ TCP server. exanpl e. com branch=29h&bKna998sk
; recei ved=192.0.2.2

From <si p:resource@xanpl e. conp; tag=ffd2

To: <si p: user @xanpl e. conp; t ag=xf g9

Call-1D: 2010@wat cher host . exanpl e. com

CSeq: 8775 NOTI FY

Content-Length: O
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F5 NOTI FY exanpl e. com server -> watcher
NOTI FY si p: user @vat cher host . exanpl e. com SI P/ 2.0
Via: SIP/2.0/ TCP server. exanpl e. com branch=2z9h&4bKna998sl
From <sip:resource@xanpl e. conp; t ag=ffd2
To: <si p: user @xanpl e. cony; t ag=xf g9
Cal |l -1 D: 2010@vat cher host . exanpl e. com
CSeq: 8776 NOTI FY
Event: presence
Subscription-State: active; expires=543
Max- Forwar ds: 70
Cont act: sip:server.exanple.com
Cont ent - Type: application/ pi df +xni
Cont ent - Lengt h: .
[ New PI DF Docurent ]

F6 200 K
SIP/2.0 200 &K
Via: SIP/2.0/ TCP server. exanpl e. com branch=29h&4bKna998sl

; recei ved=192.0.2.2
From <si p:resource@xanpl e. conp; t ag=ffd2
To: <si p: user @xanpl e. cony; t ag=xf g9
Cal |l -1D: 2010@vat cher host . exanpl e. com
CSeq: 8776 NOTI FY
Content-Length: O
9. Security Considerations
There are nunerous security considerations for presence. RFC 2779

[13] outlines many of them and they are discussed above. This
section considers themissue by issue.

9. 1.

Confidentiality

Confidentiality enconpasses many aspects of a presence system

0 Subscribers may not want to reveal the fact that they have
subscribed to certain users

o Users nmay not want to reveal that they have accepted
subscriptions fromcertain users

o Notifications (and fetch results) may contain sensitive data

whi ch should not be reveal ed to anyone but the subscriber
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Confidentiality is provided through a conbinati on of hop-by-hop
encryption and end-to-end encryption. The hop-by-hop nechani sns
provi de scal able confidentiality services, disable attacks involving
traffic analysis, and hide all aspects of presence nessages.

However, they operate based on transitivity of trust, and they cause
message content to be revealed to proxies. The end-to-end nechanisns
do not require transitivity of trust, and reveal infornation only to
the desired recipient. However, end-to-end encryption cannot hide
all information, and is susceptible to traffic analysis. Strong
end-to-end aut hentication and encryption can be done using public
keys, and end-to-end encryption can be done using private keys [14].
Bot h hop-by-hop and end-to-end nechanisns will |ikely be needed for
conpl ete privacy services.

SIP all ows any hop by hop encryption schenme, but TLS is mandatory to
i npl ement for servers. Therefore, it is RECOWENDED that TLS [7] be
used between elements to provide this function. The details for
usage of TLS for server-to-server and client-to-server security are
detailed in Section 26.3.2 of RFC 3261 [1].

SI P encryption, using SSMME, MY be used end-to-end for the
transm ssi on of both SUBSCRI BE and NOTI FY requests.

9.2. Message Integrity and Authenticity

It is inmportant for the nessage recipient to ensure that the nessage
contents are actually what was sent by the originator, and that the
reci pi ent of the nessage be able to determ ne who the originator
really is. This applies to both requests and responses of SUBSCRI BE
and NOTIFY. NOTIFY requests are particularly inportant. Wthout

aut hentication and integrity, presence docunents could be forged or
nmodi fied, fooling the watcher into believing incorrect presence

i nformati on.

RFC 3261 provides nmany nechani sns to provide these features. In
order for the PAto authenticate the watcher, it MAY use HTTP D gest
(Section 22 of RFC 3261). As a result, all watchers MJST support
HTTP Digest. This is a redundant requirenment, however, since all SIP
user agents are mandated to support it by RFC 3261. To provide
authenticity and integrity services, a watcher MAY use the SIPS
schene when subscribing to the presentity. To support this, all PA
MUST support TLS and SIPS as if they were a proxy (see Section 26.3.1
of RFC 3261).

Furt hermore, SM ME MAY be used for integrity and authenticity of

SUBSCRI BE and NOTI FY requests. This is described in Section 23 of
RFC 3261.
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9. 3. CQutbound Authentication

When | ocal proxies are used for transmi ssion of outbound nessages,
proxy authentication is RECOWENDED. This is useful to verify the
identity of the originator, and prevent spoofing and spanmi ng at the
ori gi nating network.

9.4. Replay Prevention

Repl ay attacks can be used by an attacker to fool a watcher into
bel i eving an outdated presence state for a presentity. For exanple,
a docunent describing a presentity as being "offline" can be

repl ayed, fooling watchers into thinking that the user is never
online. This may effectively block conmunications with the
presentity.

SIP S/M ME can provide nmessage integrity and authentication over SIP
request bodies. Watchers and PAs MAY inplenent S/M ME signatures to
prevent these replay attacks. Wen it is used for that purpose, the
presence docunment carried in the NOTIFY request MJST contain a
timestanp. |In the case of PIDF, this is acconplished using the

ti mestanp el ement, as described in Section 6 of [6]. Tuples whose
timestanp is older than the tinmestanp of the nost recently received
presence docunent SHOULD be considered stal e, and di scarded.

Finally, HTTP digest authentication (which MJST be inplenented by
wat chers and PAs) MAY be used to prevent replay attacks, when there
is a shared secret between the PA and the watcher. |In such a case,
t he wat cher can chall enge the NOTI FY requests with the auth-int
quality of protection.

9.5. Denial of Service Attacks Against Third Parties

Deni al of Service (DOS) attacks are a critical problemfor an open

i nter-domain, presence protocol. Unfortunately, presence is a good
candidate for Distributed DoS (DDOS) attacks because of its
anplification properties. A single SUBSCRIBE nessage coul d generate
a nearly unending stream of notifications, so long as a suitably
dynani ¢ source of presence data can be found. Thus, a sinple way to
| aunch an attack against a target is to send subscriptions to a |arge
nunber of users, and in the Contact header field (which is where
notifications are sent), place the address of the target. RFC 3265
provi des sone nechanisnms to nmitigate these attacks [2]. [If a NOTIFY
is not acknowl edged or was not wanted, the subscription that
generated it is renoved. This elinm nates the anplification
properties of providing fal se Contact addresses.
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9. 6.

10.

Aut henti cation and authorization at the PA can al so prevent these
attacks. Typically, authorization policy will not allow

subscri ptions from unknown watchers. |If the attacks are | aunched
from wat chers unknown to the presentity (a conmon case), the attacks
are mtigated.

Denial O Service Attacks Against Servers

Deni al of service attacks can al so be |l aunched agai nst a presence
agent itself, in order to disrupt service to a conmunity of users
SIPitself, along with RFC 3265 [2], describes several mechanisns to
mtigate these attacks

A server can prevent SYN-attack style attacks through a four-way
handshake using di gest authentication [1]. Even if the server does
not have a shared secret with the client, it can verify the source IP
address of the request using the "anonynous" user mechani sm descri bed
in Section 22.1 of RFC 3261 [1]. SIP also allows a server to
instruct a client to back-off fromsending it requests, using the 503
response code (Section 21.5.4 of RFC 3261 [1]). This can be used to
fend off floods of SUBSCRI BE requests | aunched as a result of a

di stributed denial of service attack

| ANA Consi derations
This specification registers an event package, based on the
regi stration procedures defined in RFC 3265 [2]. The following is
the information required for such a registration
Package Nane: presence
Package or Tenpl at e- Package: This is a package.

Publ i shed Docunent: RFC 3856

Person to Contact: Jonathan Rosenberg, jdrosen@ drosen. net.
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