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Abstract

RFC 3261 introduces the concept of adding an S/M ME body to a Session
Initiation Protocol (SIP) request or response in order to provide
reference integrity over its headers. This docunment provides a nore
specific nechanismto derive integrity and authentication properties
froman ’authenticated identity body’, a digitally-signed SIP
message, or nessage fragnent. A standard format for such bodies
(known as Authenticated ldentity Bodies, or AIBs) is givenin this
docunent. Sone considerations for the processing of Al Bs by

reci pients of SIP nessages with such bodies are al so given.
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1. I nt roducti on

Section 23.4 of RFC 3261 [1] describes an integrity mechani smthat
relies on signing tunneled 'nessage/sip’ MME bodies within SIP
requests. The purpose of this nechanismis to replicate the headers
of a SIP request within a body carried in that request in order to
provide a digital signature over these headers. The signature on
this body al so provides authentication

The core requirenent that notivates the tunnel ed 'nessage/sip
nmechani smis the problem of providing a cryptographically verifiable
identity within a SIP request. The baseline SIP protocol allows a
user agent to express the identity of its user in any of a nunber of
headers. The primary place for identity information asserted by the
sender of a request is the From header. The From header field
contains a URI (like 'sip:alice@xanple.com) and an optiona

di splay-nane (like "Alice") that identifies the originator of the
request. A user may have many identities that are used in different
cont ext s.

Typically, this URI is an address-of-record that can be de-referenced
in order to contact the originator of the request; specifically, it
is usually the sanme address-of-record under which a user registers
their devices in order to receive inconmng requests. This address-
of -record is assigned and mai ntai ned by the administrator of the SIP
service in the domain identified by the host portion of the address-
of -record. However, the Fromfield of a request can usually be set
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arbitrarily by the user of a SIP user agent; the From header of a
nmessage provides no internal assurance that the originating user can
legitimately claimthe given identity. Nevertheless, many SIP user

agents will obligingly display the contents of the Fromfield as the
identity of the originator of a received request (as a sort of caller
identification function), nmuch as email inplenentations display the

Fromfield as the sender’s identity.

In order to provide the recipient of a SIP nessage with greater
assurance of the identity of the sender, a cryptographic signature
can be provided over the headers of the SIP request, which allows the
signer to assert a verifiable identity. Unfortunately, a signature
over the From header alone is insufficient because it could be cut-
and-pasted into a replay or forwarding attack, and nore headers are
therefore needed to correlate a signature with a request. RFC 3261

t heref ore reconmends copying all of the headers fromthe request into
a signed M ME body; however, SIP nessages can be large, and many of
the headers in a SIP nessage would not be relevant in determ ning the
identity of the sender or assuring reference integrity with the
request, and noreover sonme headers may change in transit for
perfectly valid reasons. Thus, this large tunnel ed ' message/sip’
body will al nost necessarily be at variance with the headers in a
request when it is received by the UAS, and the burden in on the UAS
to determ ne whi ch header changes were legitinate, and which were
security violations. It is therefore desirable to find a happy

medi um - to provide a way of signing just enough headers that the
identity of the sender can be ascertained and correlated with the
request. ’'nessage/sipfrag’ [4] provides a way for a subset of SIP
headers to be included in a MM body; the Authenticated Identity
Body (AIB) format described in Section 2 is based on

' message/ si pfrag’.

For reasons of end-to-end privacy, it nmay also be desirable to
encrypt Al Bs; procedures for this encryption are given in Section 8.

Thi s docunent proposes that the AIB format shoul d be used instead of
the existing tunnel ed 'nessage/sip’ nechani smdescribed in RFC 3261
section 23.4, in order to provide the identity of the caller; if
integrity over other, unrelated headers is required, then the
"message/ si p° mechani sm shoul d be used.

1.1. Requirenments Notation
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [2].
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2.

Al B For nat

As a way of sharing authenticated identity anong parties in the
network, a special type of MM body format, the Authenticated
Identity Body (AIB) format, is defined in this section. AIBs allow a
party in a SIP transaction to cryptographically sign the headers that
assert the identity of the originator of a nessage, and provi de sone
ot her headers necessary for reference integrity.

An AIB is a MM body of type 'message/sipfrag’ - for nore

i nformati on on constructing sipfrags, including exanples, see [4].
This M ME body MJUST have a Content-Disposition [3] disposition-type
of "aib’, a new value defined in this docunment specifically for

aut henticated identity bodies. The Content-Di sposition header SHOULD
al so contain a ’'handling paraneter indicating that this M ME body is
optional (i.e., if this mechanismis not supported by the user agent
server, it can still attenpt to process the request).

Al Bs using the 'nessage/sipfrag’ MM type MJIST contain the follow ng
headers when providing identity for an INVITE request: From Date,
Call-1D, and Contact; they SHOULD al so contain the To and CSeq
header. The security properties of these headers, and circunstances
in which they should be used, are described in Section 10. AlBs MAY
contain any other headers that help to uniquely identify the
transaction or provide related reference integrity. An exanple of
the AIB format for an INVITE is:

Cont ent - Type: nessage/ si pfrag
Content-Di sposition: aib; handling=optiona

From Alice <sip:alice@xanple.conr
To: Bob <si p: bob@xanpl e. net >
Contact: <sip:alice@c33.exanple.conpr
Date: Thu, 21 Feb 2002 13:02: 03 GMI
Call-1D: a84b4c76e66710

CSeq: 314159 INVITE

Unsi gned Al Bs MJST be treated by any recipients according to the
rules set out in Section 7 for AlBs that do not validate. After the
Al B has been signed, it SHOULD be added to existing MM bodies in
the request (such as SDP), if necessary by transitioning the
outernost M ME body to a 'nultipart/mxed fornat.
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3. Exanple of a Request with AIB

The following shows a full SIP INVITE request with an Al B:

I NVI TE si p: bob@xanpl e. net SIP/ 2.0

Via: SIP/2.0/UDP pc33. exanpl e. conm branch=z9h&bKnashds8
To: Bob <sip: bob@xanpl e. net >

From Alice <sip:alice@xanple.conp;tag=1928301774
Call-1D: a84b4c76e66710

CSeq: 314159 INVITE

Max- Forwar ds: 70

Dat e:

Cont act :

21 Feb 2002 13:02: 03 GMI

<si p: alice@c33. exanpl e. conp

Content-Type: nultipart/ m xed; boundary=uni que-boundary-1

- - uni que- boundary-1

Cont ent - Type: application/sdp
Content - Lengt h: 147

0O wmwo<
IIII(I/I)II%
&

o —

0

er A 2890844526 2890844526 I N | P4 exanpl e. com
ssi on SDP
N | P4 pc33. exanpl e. com

mrFaudi o 49172 RTP/ AVP 0O
a=rtpmap: 0 PCMJ 8000

- - uni que- boundary-1

Cont ent - Type: nul ti part/signed;
prot ocol ="appl i cati on/ pkcs7-si gnat ure"
nm cal g=shal; boundary=boundary42

Cont ent - Lengt h: 608

- - boundar y42
Cont ent - Type: nessage/ si pfrag
Content-Di sposition: aib; handling=optiona

From Alice <sip:alice@xanple.conr
To: Bob <sip: bob@xanpl e. net >

Cont act :

Dat e:

<si p:alice@c33. exanpl e. conp

21 Feb 2002 13:02: 03 GMI

Call -1 D aB84b4c76e66710
CSeq: 314159 INVITE

- - boundary42
Cont ent - Type: application/ pkcs7-signature; name=sni ne.p7s
Cont ent - Tr ansf er - Encodi ng: base64
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Content-Disposition: attachnent; fil enanme=sm ne. p7s;
handl i ng=required

ghyHhHUUj hdhj H7 7n8HHGTT f vbnj 756t bBOHGAVQDf yF467Chl G Hf YT6
AVQf yF467Ghl G Hf YT6] H7 7n8HHGghy HhHUuj hJh756t bBOHGTT f vbn;
N8HHGTT f vhhj H776t bBOHGAVQbNj 7567Ghl & Hf YT6ghy HhHUUj pf yF4
7Ghl Gf Hf YT64VQonj 756

- - boundar y42- -
- - uni que- boundary-1- -
4. AIBs for ldentifying Third-Parties

There are special -case uses of the I NVITE nmethod in which sone SIP
nmessages are exchanged with a third party before an INVITE i s sent,
and in which the identity of the third party needs to be carried in
the subsequent INVITE. The details of addressing identity in such
contexts are outside the scope of this docunent. At a high level, it
is possible that identity infornmation for a third party m ght be
carried in a supplenmental AIB. The presence of a supplenental AIB
within a nmessage woul d not preclude the appearance of a 'regular’ AB
as specified in this docunent.

Exanpl e cases in which suppl enental Al Bs m ght appear include:

The use of the REFER [5] nethod, for exanple, has a requirenent
for the recipient of an INVITE to ascertain the identity of the
referrer who caused the INVITE to be sent.

Third-party call control (3PCC [6]) has an even nore conplicated
identity problem A central controller |INVITES one party, gathers
identity information (and session context) fromthat party, and
then uses this information to I NVITE anot her party. ldeally, the
controller would al so have a way to share a cryptographic identity
signature given by the first party INVITEd by the controller to
the second party invited by the controller

In both of these cases, the Call-1D and CSeq of the original request
(3PCC I NVI TE or REFER) woul d not correspond with that of the request
in by the subsequent INVITE, nor would the To or From In both the
REFER case and the 3PCC case, the Call-ID and CSeq cannot be used to
guarantee reference integrity, and it is therefore nuch harder to
correlate an AIB to a subsequent | NVITE request.

Thus, in these cases sone ot her headers night be used to provide

reference integrity between the headers in a supplenental AIB with
the headers of a 3PCC or REFER-generated INVITE, but this usage is
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out side of the scope of this docunent. In order for AIBs to be used
in these third-party contexts, further specification work is required
to determi ne which additional headers, if any, need to be included in
an AIBin a specific third-party case, and howto differentiate the
primary AIB in a nessage froma third-party A B

5. ldentity in non-1NVITE Requests

The requirements for populating an AIB in requests within a dial og
generally parallel those of the INVITEE From Call-ID, Date, and
Cont act header fields are REQUI RED

Some non- I NVI TE requests, however, nay have different identity

requi renents. New SIP nethods or extensions that |everage Al B

security MUST identify any special identity requirenents in the
Security Considerations of their specification

6. ldentity in Responses

Many of the practices described in the precedi ng sections can be
applied to responses as well as requests. Note that a new set of
headers must be generated to populate the AIB in a response. The
From header field of the AIB in the response to an | NVITE MJST
correspond to the address-of-record of the responder, NOT to the From
header field received in the request. The To header field of the
request MUST NOT be included. A new Date header field and Contact
header field should be generated for the AIB in a response. The
Call -1 D and CSeq shoul d, however, be copied fromthe request.

Cenerally, the To header field of the request will correspond to the
address-of -record of the responder. |In sonme architectures where re-
targeting is used, however, this need not be the case. Sone

reci pients of response AlBs may consider it a cause for security
concern if the To header field of the request is not the sane as the
address-of -record in the From header field of the AIB in a response.

7. Receiving an AIB

When a user agent receives a request containing an AIB, it MJST
verify the signature, including validating the certificate of the
signer, and conpare the identity of the signer (the subjectAltNane)
with, in the INVITE case, the domain portion of the URI in the From
header field of the request (for non-1NVITE requests, other headers
MAY be subject to this conparison). The two should correspond
exactly; if they do not, the user agent MJST report this condition to
its user before proceeding. User agents MAY distingui sh between

pl ausi bly minor variations (the difference between ’exanple.coni and
"sip.exanple.coni) and najor variations (’exanple.coni vs.
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"exanpl e.org’) when reporting these discrepancies in order to give
the user some idea of howto handle this situation. Analysis and
conmparison of the Date, Call-1D, and Contact header fields as
described in Section 10 MJST al so be perforned. Any discrepancies or
viol ati ons MJUST be reported to the user

When the originating user agent of a request receives a response
containing an AIB, it SHOULD conpare the identity in the From header
field of the AIB of the response with the original value of the To
header field in the request. |If these represent different
identities, the user agent SHOULD render the identity in the Al B of
the response to its user. Note that a discrepancy in these identity
fields is not necessarily an indication of a security breach; nornal
re-targeting may sinply have directed the request to a different
final destination. |Inplenentors therefore may consider it
unnecessary to alert the user of a security violation in this case.

8. Encryption of ldentity

Many SIP entities that support the use of S/IMME for signatures al so
support S/ M ME encryption, as described in RFC 3261, Section 23.4.3.

Whil e encryption of AIBs entails that only the hol der of a specific
key can decrypt the body, that single key could be distributed

t hroughout a network of hosts that exist under common policies. The
security of the AIBis therefore predicated on the secure
distribution of the key. However, for sonme networks (in which there
are federations of trusted hosts under a conmon policy), the

wi despread distribution of a decryption key could be appropriate.
Sone tel ephone networks, for exanple, night require this nodel.

Wien an AIB is encrypted, the AIB SHOULD be encrypted before it is
signed. Inplenentations MJST still accept AlBs that have been signed
and then encrypted.

9. Exanple of Encryption

The following is an exanple of an encrypted and signed Al B (without
any of the preceding SIP headers). In a rendition of this body sent
over the wire, the text wapped in asterisks would be in ciphertext.

Cont ent - Type: nul ti part/signed;

prot ocol ="appl i cation/ pkcs7-si gnat ure"

nm cal g=shal; boundary=boundary42
Content-Lengt h: 568
Content - Di sposition: aib; handling=optiona

- - boundary42
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10.

Cont ent - Type: application/pkcs7-m ne; snine-type=envel oped- dat a;
nane=smi me. p7m

Cont ent - Tr ansf er - Encodi ng: base64

Content-Di sposition: attachnent; fil ename=sm nme. p7m
handl i ng=requi red

Content-Lengt h: 231

EZE IR R R I R R I R S R R R I R R R R I R R R R I I R R S

Cont ent - Type: nessage/ si pfrag
Cont ent - Di sposition: aib; handling=optiona

Cal |l -1 D: a84b4c76e66710
Contact: sip:alice@evice2l. exanpl e. com
Date: Thu, 21 Feb 2002 13:02: 03 GMI

* *
* *
* *
* From sip:alice@xanple.com *
* *
* *
* *
ER R R I S I S I I I R I R R I I R R S S I I R S R R S S I 3 S I I I I O I

- - boundary42

Cont ent - Type: application/ pkcs7-signature; name=sni ne.p7s

Cont ent - Tr ansf er - Encodi ng: base64

Content-Di sposition: attachnent; fil ename=sm ne. p7s;
handl i ng=requi red

ghyHhHUUj hdhj H77n8HHGTT f vbnj 756t bBOHAVQuf yF467ChI G Hf YT6
4AVQof yF467Chl G Hf YT6j H77n8HHGghy HhHUUj hJh756t bBOHGTT f vbnj
n8HHGTT f vhJhj H776t bBOHAVQNj 7567CGhl G Hf YT6ghyHhHUuUj pf yF4
7Ghl G Hf YT64VQbnj 756

- - boundar y42- -
Security Considerations

The purpose of an AIBis to provide an identity for the sender of a
SIP nessage. This identity is held in the From header field of an
AlB. Wile other headers are also included, they are provided solely
to assist in detection of replays and cut-and-paste attacks | everaged
to inmpersonate the caller. The contents of the From header field of
a valid AIB are suitable for display as a "Caller ID' for the sender
of the SIP nessage.

Thi s docunent nmandates the inclusion of the Contact, Date, Call-ID
and From header fields within an Al B, and reconmends the inclusion of
CSeq and To header fields, when 'nessage/sipfrag’ is used to
represent the identity of a request’'s sender. |If these headers are
omtted, some inportant security properties of AIB are lost. In
general, the considerations related to the inclusion of various
headers in an AIB are the sane as those given in RFC 3261 for
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i ncludi ng headers in tunneled ' nessage/sip’ M ME bodies (see Section
23 in particular).

The From header field indicates the identity of the sender of the
message; were this header to be excluded, the creator of the AIB
essentially would not be asserting an identity at all. The Date and
Cont act headers provide reference integrity and replay protection, as
described in RFC 3261, Section 23.4.2. |Inplenmentations of this
specification MIST follow the rules for acceptance of the Date header
field in tunnel ed ' nessage/sip’ requests described in RFC 3261
Section 23.4.2; this ensures that outdated AIBs will not be repl ayed
(the suggested interval is that the Date header nust indicate a tine

wi thin 3600 seconds of the receipt of a nessage). |nplenentations
MUST al so record Call-1Ds received in AlBs, and MJST renenber those
Call-1Ds for at least the duration of a single Date interval (i.e.

3600 seconds). Accordingly, if an AIB is replayed within the Date
interval, receivers will recognize that it is invalid because of a
Call-1D duplication; if an AIB is replayed after the Date interval
receivers will recognize that it is invalid because the Date is
stale. The Contact header field is included to tie the AIBto a
particul ar device instance that generated the request. Wre an
active attacker to intercept a request containing an AlIB, and cut-
and-paste the AIB into their own request (reusing the From Contact,
Date, and Call-ID fields that appear in the AIB), they would not be
eligible to receive SIP requests fromthe called user agent, since
those requests are routed to the URI identified in the Contact header
field.

The To and CSeq header fields provide properties that are generally
useful, but not for all possible applications of AIBs. If a new AlB
is issued each tine a new SIP transaction is initiated in a dial og,
the CSeq header field provides a valuable property (replay protection
for this particular transaction). |f, however, one AIB is used for
an entire dialog, subsequent transactions in the dialog woiuld use the
same Al B that appeared in the INVITE transaction. Using a single AIB
for an entire dialog reduces the | oad on the generator of the AlIB.
The To header field usually designates the original URI that the
caller intended to reach, and therefore it may vary fromthe
Request-URI if re-targeting occurs at some point in the network.
Accordingly, including the To header field in the AIB helps to
identify cut-and-paste attacks in which an AIB sent to a particul ar
destination is re-used to inpersonate the sender to a different
destination. However, the inclusion of the To header field probably
woul d not nmeke sense for many third-party AlB cases (as described in
Section 4), nor is its inclusion necessary for responses.
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11.

12.

12.

12.

13.

| ANA Consi der ati ons

Thi s docunent defines a new M ME Content-Di sposition disposition-type
value of "aib’. This value is reserved for MM bodies that contain
an authenticated identity, as described in section Section 2.
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