Net wor k Wor ki ng Group O Nicklass, Ed.
Request for Comments: 3896 RAD Dat a Conmuni cati ons, Ltd.
bsol etes: 2496 Sept ember 2004
Cat egory: Standards Track

Definitions of Managed Objects for the DS3/E3 Interface Type
Status of this Meno

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice
Copyright (C) The Internet Society (2004).
Abstract

This meno defines a portion of the Managenent |nfornation Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes objects used for nmanagi ng DS3 and E3
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Optical Network/Synchronous Digital Hi erarchy (SONET/SDH) Interface
Types. This docunent obsol etes RFC 2496.
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1. The Internet Standard Managenent Framewor k

For a detailed overview of the documents that describe the current
I nt er net - St andard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenent |Informati on Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
hjects in the MB are defined using the nmechani sns defined in the
Structure of Managenent Information (SM). This meno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580
[ RFC2580] .
1.1. Changes from RFC 2496
The changes from [ RFC2496] are the foll ow ng:
(1) The dsx3Fraclflndex SYNTAX natches the description range.
(2) Reference was added to Circuit ldentifier object.
(3) Usage of ifStackTable section was updat ed.
(4) Align the DESCRI PTION cl auses of few statistic objects with
the near end definition, the far end definition and with
[ RFC3593] .

(5) Add new val ue, dsx3ML3, to dsx3Li neType.
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1.2. Changes from RFC 1407

The changes from RFC 1407 are the foll ow ng

(1)
(2)
(3)
(4)
(5)
(6)

(7)
(8)

(9)
(10)
(11)

(12)

(13)

(14)

(15)

N ckl ass

The Fractional Table has been deprecated.

Thi s docunment uses SMv2.

Val ues are given for ifTable and if XTabl e.

Exanpl e usage of ifStackTable is included.

dsx3I fl ndex has been deprecated.

The definition of valid intervals has been clarified for the
case where the agent proxied for other devices. In
particular, the treatment of mssing intervals has been
clarified.

An inward | oopback has been added.

Additional lineStatus bits have been added for Near End in
Unavail abl e Signal State, Carrier Equipnent Qut of Service.

A read-wite line Length object has been added.

Added a lineStatus |ast change, trap and enabl er

Textual Conventions for statistics objects have been used.

A new obj ect, dsx3LoopbackStatus, has been introduced to
reflect the | oopbacks established on a DS3/E3 interface and
the source to the requests. dsx3LoopbackConfig continues to
be the desired | oopback state whil e dsx3LoopbacksSt at us
reflects the actual state.

A dual | oopback has been added to allow the setting of an
i nward | oopback and a |line | oopback at the sane tine.

An obj ect has been added to indicated whether or not this is
a channel i zed DS3/ E3.

A new obj ect has been added to indicate which DSl is to set
for renote | oopback.
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1.

2.

2.

3. Conpani on Docunents

This docunent is a conpanion to the docunents that define
Managed Objects for the DSO [ RFC2494], DS1/El/ DS2/ E2

[ RFC3895], and Synchronous Optical Network/ Synchronous
Digital Hierarchy (SONET/SDH) [RFC3592] Interface Types.

Overvi ew

These objects are used when the particular nedia being used to
realize an interface is a DS3/E3 interface. At present, this applies
to these values of the ifType variable in the Internet-standard M B:

ds3 (30)

The DS3 definitions contained herein are based on the DS3
specifications in ANSI T1.102-1987 [ANSI-T1.102], ANSI T1.107-1988

[ ANSI - T1.107], ANSI T1.107a-1990 [ANSI-T1.107a], and ANSI T1.404-1989
[ ANSI - T1.404]. The E3 definitions contained herein are based on the
E3 specifications in COTT G 751 [CCITT-G 751] and ETSI T/ NA(91)18

[ ETSI - T/ NA(91) 18] .

1. Use of ifTable for DS3 Layer
Only the ifGenerall nformati onGoup needs to be supported.

i f Tabl e Obj ect Use for DS3 Layer

i f1ndex I nterface index.

i f Descr See interfaces M B [ RFC2863]
i f Type ds3(30)

i f Speed Speed of line rate

DS3 - 44736000
E3 - 34368000

i f PhysAddr ess The value of the Grcuit Identifier.
If no Crcuit ldentifier has been assigned
this object should have an octet string
with zero | ength.

i f Adm nSt at us See interfaces M B [ RFC2863]
i f Oper St at us See interfaces M B [ RFC2863]
i f Last Change See interfaces M B [ RFC2863]

Ni ckl ass St andards Track [ Page 4]



RFC 3896 DS3/E3 M B Sept ember 2004

i f Name See interfaces M B [ RFC2863]
i fLi nkUpDownTr apEnabl e Set to enabled(1).

i f H ghSpeed Speed of line in Mega-bits per second
(either 45 or 34)

i f ConnectorPresent Set to true(l) normally, except for
cases such as DS3/E3 over AAL1l/ ATM where
false(2) is appropriate

2.2. Usage Guidelines
2.2.1. Usage of ifStackTable

The object dsx3lflndex has been deprecated. This object previously
all oned a very special proxy situation to exist for Routers and CSUs.
This section now describes how to use ifStackTable to represent this
rel ati onshi p.

The paragraphs di scussi ng dsx3lflndex and dsx3Li nel ndex have been
preserved in Appendi x A for informational purposes.

The ifStackTable is used in the proxy case to represent the

associ ation between pairs of interfaces, e.g., this DS3 is attached
to that DS3. This use is consistent with the use of the ifStackTable
to show the associ ati on between various sub-layers of an interface.
In both cases entire PDUs are exchanged between the interface pairs -
in the case of a DS3, entire DS3 franes are exchanged; in the case of
PPP and HDLC, entire HDLC franes are exchanged. This usage is not
meant to suggest the use of the ifStackTable to represent Tine

Di vision Miltiplexing (TDM connections in general

External & nternal interface scenario: the SNWP Agent resides on a

host external fromthe device supporting DS3/E3 interfaces (e.g., a
router). The Agent represents both the host and the DS3/E3 devi ce.
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Exanpl e:

A shelf full of CSUs connected to a Router. An SNWMP Agent residing
on the router proxies for itself and the CSU. The router has al so an
Et hernet interface:

e +
| | |

| | | N R R et | |

| E | | 44.736 MBPS | ds3 ML3 Line#A | ds3 C-bit Parity
| t | R |-------mmmme--- T T S >

lh ] | | _ | _ _

| e | O | 44.736 MBPS | ds3 ML3 Line#B | ds3 C-bit Parity
| r | [------mmmmm - - S L S >

In | U | | _ | _ _

| e | | 44.736 MBPS | ds3 ML3 Line#C | ds3 C-bit Parity
| t | T |--------------- S L >

| | | | |

[----- | E | 44.736 MBPS | ds3 ML3 Line#D | ds3 C-bit Parity
| | I + = = - e ae 4 e e e fmmmaaa >

| | R | | |

| | |

| +--- - - +

The assignnment of the index values could for exanple be:

flndex Description

i
1 Et her net

2 Li ne#A Rout er

3 Li ne#B Rout er

4 Li ne#C Rout er

5 Li ne#D Rout er

6 Li ne#A CSU Rout er
7 Li ne#B CSU Rout er
8 Li ne#C CSU Rout er
9 Li ne#D CSU Rout er
10 Li ne#A CSU Net wor k
11 Li ne#B CSU Net wor k
12 Li ne#C CSU Net wor k
13 Li ne#D CSU Net wor k
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The ifStackTable is then used to show the rel ati onshi ps between the
various DS3 interfaces.

i fStackTable Entries

H gher Layer

©Coo~NOOWN

If the CSU shelf is managed by itself by a | oca
situation would be identical

Lower Layer

6
7
8
9
10
11
12
13

interfaces are del eted.

8

Li
Li
Li
Li
Li
Li
Li
Li

O~NOUDWNPE T

i fStackTabl e Entries

Hi gher Layer
1

2
3
4

2.2.2. Usage of Channelization for

ne#A
ne#B
ne#C
ne#D
ne#A
ne#B
ne#C
ne#D

SNWVP Agent ,

t he

except the Ethernet and the 4 router

Interfaces would al so be nunbered from1l to

flndex Description

CSsu
CSu
CSu
csu
csu
csu
CSsu
CSu

Rout er
Rout er
Rout er
Rout er
Net wor k
Net wor k
Net wor k
Net wor k

Lower Layer

0 ~NO U1

DS3, DS1, DSO

An exanple is given here to explain the channelization objects in the
DS3, DS1, and DSO MBs to help the inplenentor use the objects

correctly. Treatnment of E3 and E1 would be simlar,

of DSOs being different depending on the franm ng of the E1

N ckl ass
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Assume that a DS3 (with iflndex 1) is Channelized into DS1s (w thout
DS2s). The object dsx3Channelization is set to enabledDsl. Wen
this object is set to enabl edDS1, 28 ifEntries of type DS1 will be
created by the agent. If dsx3Channelization is set to disabled, then
the DSl1ls are destroyed.

Assunme the entries in the ifTable for the DSls are created in channe
order and the iflndex values are 2 through 29. In the DS1 M B, there
will be an entry in the dsx1ChanMappi ngTable for each dsl. The
entries will be as follows:

dsx1ChanMappi ngTabl e Entries

i flndex dsxlDsl1lChannel Nunber dsx1ChanMappedl! f | ndex

1 1 2
1 2 3
1 28 29

In addition, the DSls are channelized into DSOs. The object
dsxl1lChannel i zation is set to enabl edDSO for each DS1. There will be
24 DSOs in the ifTable for each DS1. Assune the entries in the
ifTable are created in channel order and the iflndex values for the
DSOs in the first DS1 are 30 through 53. 1In the DSO M B [ RFC2494],
there will be an entry in the dsx0ChanMappi ngTabl e for each DSO. The
entries will be as foll ows:

dsx0ChanMappi ngTabl e Entries

i flndex dsx0DsO0Channel Nunber dsxOChanMappedl f | ndex

2 1 30
2 2 31
2 24 53

2.2.3. Usage of Channelization for DS3, DS2, DSl

An exanple is given here to explain the channelization objects in the
DS3 and DS1 M Bs to help the inplenentor use the objects correctly.

Assunme that a DS3 (with iflndex 1) is Channelized into DS2s. The

obj ect dsx3Channelization is set to enabl edDs2. There will be 7 DS2s
(ifType of DS1) in the ifTable. Assume the entries in the ifTable
for the DS2s are created in channel order and the iflndex values are
2 through 8. In the DS1 M B [RFC3895], there will be an entry in the
dsx1ChanMappi ngTabl e for each DS2. The entries will be as foll ows:
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dsx1ChanMappi ngTabl e Entries

i flndex dsx1Dsl1Channel Nunber dsx1ChanMappedl! f | ndex
2

1 1
1 2 3
i ..... . o

In addition, the DS2s are channelized into DSls. The object
dsxl1lChannelization is set to enabl edDS1 for each DS2. There will be
4 DS1s in the ifTable for each DS2. Assune the entries in the

i fTable are created in channel order and the iflndex values for the
DSls in the first DS2 are 9 through 12, then 13 through 16 for the
second DS2, and so on. In the DS1 MB, there will be an entry in the
dsx1ChanMappi ngTabl e for each DS1. The entries will be as foll ows:

dsx1ChanMappi ngTabl e Entries
i flndex dsx1Ds1Channel Nunber dsxl1ChanMappedl f | ndex
9
10
11
12
13
14

WWNNNN T
NFP,RRWNPE

8 4 36
2.2.4. Usage of Loopbacks
This section discusses the behaviour of objects related to | oopbacks.

The obj ect dsx3LoopbackConfig represents the desired state of
| oopbacks on this interface. Using this object a Manager can
request:

Li neLoopback

Payl oadLoopback (if ESF frani ng)

| nwar dLoopback

Dual Loopback (Line + |Inward)

NoLoopback

The renote end can al so request | ookbacks either through the FDL
channel if ESF or inband if D4. The | oopbacks that can be requested
this way are:

Li neLoopback

Payl oadLoopback (if ESF fram ng)
NoLoopback
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To nodel the current state of |oopbacks on a DS3 interface, the

obj ect dsx3LoopbackSt atus defines which | oopback is currently applied
to an interface. This object, which is a bitmap, will have bits
turned on which reflect the currently active | oopbacks on the
interface as well as the source of those | oopbacks.

The following restrictions/rules apply to | oopbacks:
The far end cannot undo | oopbacks set by a nanager
A manager can undo | oopbacks set by the far end.

Both a line | oopback and an i nward | oopback can be set at the sane
time. Only these two | oopbacks can co-exist and either one may be
set by the manager or the far end. A LineLoopback request fromthe
far end is increnental to an existing Inward | oopback established by
a manager. \Wen a NoLoopback is received fromthe far end in this
case, the InwardLoopback remains in place.

2.3. (Objectives of this MB Mdul e

There are nunerous things that could be included in a MB for DS3/E3
signals: the managenent of multiplexors, CSUs, DSUs, and the Ilike.
The intent of this docunent is to facilitate the common managenent of
all devices with DS3/E3 interfaces. As such, a design decision was
made up front to very closely align the MB with the set of objects
that can generally be read from DS3/ E3 devices that are currently
depl oyed.

2.4. DS3/E3 Term nol ogy

The terminology used in this docunent to describe error conditions on
a DS3 interface as nonitored by a DS3 device are based on the late
but not final draft of what becanme the ANSI T1.231 standard [ ANSI -
T1.231]. If the definition in this docunent does not match the
definition in the ANSI T1.231 docunent, the inplenenter should follow
the definition described in this docunent.

2.4.1. Error Events

Bi polar Violation (BPV) Error Event
A bipolar violation error event, for B3ZS(HDB3)-coded signals,
is the occurrence of a pulse of the sane polarity as the
previous pul se without being part of the zero substitution
code, B3ZS(HDB3). For B3ZS(HDB3)-coded signals, a bipolar
viol ation error event may al so include other error patterns
such as: three(four) or nore consecutive zeros and incorrect
polarity (See T1.231 section 7.1.1.1.1).
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Excessive Zeros (EXZ) Error Event
An EXZ is the occurrence of any zero string length equal to or
greater than 3 for B3ZS, or greater than 4 for HDB3 (See T1.231
section 7.1.1.1.2).

Li ne Coding Violation (LCV) Error Event
This paraneter is a count of both BPVs and EXZs occurring over
the accumul ation period. An EXZ increments the LCV by one
regardl ess of the length of the zero string. (A so known as
CV-L. See T1.231 section 7.4.1.1.)

P-bit Coding Violation (PCV) Error Event
For all DS3 applications, a coding violation error event is a
P-bit Parity Error event. A P-bit Parity Error event is the
occurrence of a received P-bit code on the DS3 Mframe that is
not identical to the corresponding |ocally-cal cul ated code (See
T1.231 section 7.1.1.2.1).

C-bit Coding Violation (CCV) Error Event
For C-bit Parity and SYNTRAN DS3 applications, this is the
count of coding violations reported via the Cbits. For Cbit
Parity, it is a count of CP-bit parity errors occurring in the
accunul ation interval. For SYNTRAN, it is a count of CRC 9
errors occurring in the accunul ation interval (See T1.231
section 7.1.1.2.2).

2.4.2. Per f or mance Par aneters

Al'l performance paranmeters are accunul ated in fifteen mnute
intervals and up to 96 intervals (24 hours worth) are kept by an
agent. Fewer than 96 intervals of data will be available if the
agent has been restarted within the last 24 hours. |n addition,
there is a rolling 24-hour total of each performance paraneter

There is no requirenent for an agent to ensure fixed rel ationship
between the start of a fifteen nminute interval and any wall clock
however sone agents nmay align the fifteen mnute intervals with
quarter hours.

Per f ormance paraneters are of types Perf Current Count,

Per fl nterval Count and Perf Total Count. These textual conventions are
all Gauge32, and they are used because it is possible for these
objects to decrease. bjects nay decrease when Unavail abl e Seconds
occurs across a fifteen nminutes interval boundary. See Unavail able
Seconds di scussion later in this section

Ni ckl ass St andards Track [ Page 11]



RFC 3896 DS3/E3 M B Sept ember 2004

Li ne Errored Seconds (LES)
A Line Errored Second is a second in which one or nore CV
occurred OR one or nore LCS defects. (Also known as ES-L.
See T1.231 section 7.4.1.2.)

P-bit Errored Seconds (PES)
An PES is a second with one or nore PCVs OR one or nore Cut
of Frane defects OR a detected inconming AIS. This gauge is
not incremented when UASs are counted. (Al so known as ESP-P
See T1.231 section 7.4.2.2.)

P-bit Severely Errored Seconds (PSES)
A PSES is a second with 44 or nore PCVs OR one or nore Qut of
Frame defects OR a detected incomng AIS. This gauge is not
i ncrenented when UASs are counted. (Al so known as SESP-P.
See T1.231 section 7.4.2.5.)

C-bit Errored Seconds (CES)
An CES is a second with one or nore CCVs OR one or nore Cut
of Frane defects OR a detected inconming AIS. This count is
only for the SYNTRAN and C-bit Parity DS3 applications. This
gauge is not incremented when UASs are counted. (Al so known
as ESCP-P. See T1.231 section 7.4.2.2.)

C-bit Severely Errored Seconds (CSES)
A CSES is a second with 44 or nore CCVs OR one or nore Qut of
Frame defects OR a detected inconming AIS. This count is only
for the SYNTRAN and C-bit Parity DS3 applications. This
gauge is not incremented when UASs are counted. (Al so known
as SESCP-P. See T1.231 section 7.4.2.5.)

Severely Errored Franing Seconds (SEFS)
A SEFS is a second with one or nore Qut of Frane defects OR a
detected incoming AIS. This itemis not increnented during
unavail abl e seconds. (Also known as SAS-P. See T1.231
section 7.4.2.6.)

Unavai | abl e Seconds (UAS)
UAS are cal cul ated by counting the nunber of seconds that the
interface is unavailable. The DS3 interface is said to be
unavail able fromthe onset of 10 contiguous PSESs, or the
onset of the condition leading to a failure (see Failure
States). |If the condition leading to the failure was
i mredi ately preceded by one or nore contiguous PSESs, then
the DS3 interface unavailability starts fromthe onset of
these PSESs. Once unavailable, and if no failure is present,
the DS3 interface becones avail able at the onset of 10
conti guous seconds with no PSESs. Once unavailable, and if a
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failure is present, the DS3 interface becones avail abl e at
the onset of 10 contiguous seconds with no PSESs, if the
failure clearing tinme is less than or equal to 10 seconds.

If the failure clearing tine is nore than 10 seconds, the DS3
i nterface becones available at the onset of 10 contiguous
seconds with no PSESs, or the onset period |eading to the
successful clearing condition, whichever occurs later. Wth
respect to the DS3 error counts, all counters are increnented
while the DS3 interface is deenmed available. Wile the
interface is deemed unavail able, the only count that is
incremented i s UASs.

Note that this definition inplies that the agent cannot
determine until after a ten second interval has passed

whet her a given one-second interval belongs to avail able or
unavailable tinme. |f the agent chooses to update the various
performance statistics in real tine then it nust be prepared
to retroactively reduce the PES, PSES, CES, and CSES counts
by 10 and increase the UAS count by 10 when it deternines
that available tine has been entered. It mnust al so be
prepared to adjust the PCV, CCV, and SEFS count as necessary
since these paraneters are not accunul ated during unavail abl e
time. Simlarly, it nust be prepared to retroactively
decrease the UAS count by 10 and increase the PES, CES, PCV,
and CCV counts as necessary upon entering available tinme. A
speci al case exists when the 10 second period leading to
avail abl e or unavailable time crosses a 900 second statistics
wi ndow boundary, as the foregoing description inplies that
the PCV, CCV, PES, CES, PSES, CSEC, SEFS, and UAS counts for
the PREVIQUS interval nust be adjusted. |In this case
successive GETs of the affected dsx3lnterval PSESs and

dsx3l nterval UASs objects will return differing values if the
first GET occurs during the first few seconds of the w ndow

The agent may instead choose to delay updates to the various
statistics by 10 seconds in order to avoid retroactive
adjustnents to the counters. A way to do this is sketched in
Appendi x B

In any case, a linkDown trap shall be sent only after the agent has
determ ned for certain that the unavail able state has been entered,
but the tine on the trap will be that of the first UAS (i.e., 10
seconds earlier). A linkUp trap shall be handled sinmlarly.

According to [ANSI-T1.231] unavailable tine begins at the _onset_ of
10 contiguous severely errored seconds -- that is, unavailable tine
starts with the first_ of the 10 contiguous SESs. Also, while an

interface is deened unavailable all counters for that interface are
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frozen except for the UAS count. It follows that an inplenentation
which strictly conplies with this standard nust _not_ increnment any
counters other than the UAS count -- even tenporarily -- as a result

of anything that happens during those 10 seconds. Since changes in
the signal state lag the data to which they apply by 10 seconds, an
ANSI - conpl i ant inplenentation nust pass the one-second statistics
through a 10-second delay line prior to updating any counters. That
can be done by perfornming the following steps at the end of each one
second interval

i) Read near/far end CV counter and alarmstatus flags fromthe
har dwar e

ii) Accurmulate the CV counts for the preceding second and conpare
themto the ES and SES threshold for the layer in question
Update the signal state and shift the one-second CV counts
and ES/SES flags into the 10-el ement delay line. Note that
far-end one-second statistics are to be flagged as "absent"
during any second in which there is an incom ng defect at the
| ayer in question or at any |ower |ayer.

iii) Update the current interval statistics using the signal state
fromthe _previous_ update cycle and the one-second CV counts
and ES/ SES flags shifted out of the 10-el enent delay line.

This approach is further described in Appendix B
2.4.3. Performance Defects

Failure States:
The Renote AlarmlIndication (RAI) failure, in SYNTRAN
applications, is declared after detecting the Yellow Al arm
Signal on the alarmchannel. See ANSI T1.107a-1990 [ ANSI -
T1.107a]. The Renmpte AlarmIndication failure, in Chbit
Parity DS3 applications, is declared as soon as the presence
of either one or two alarmsignals are detected on the Far
End Al arm Channel. See [ANSI-T1.107]. The Renote Al arm
Indication failure may al so be declared after detecting the
far-end SEF/ Al S defect (aka yellow). The Renote Al arm
Indication failure is cleared as soon as the presence of the
any of the above alarns are renoved.

Al'so, the inconing failure state is declared when a defect
persists for at |east 2-10 seconds. The defects are the
following: Loss of Signal (LOS), an Qut of Frame (OCF) or an
incomng AlarmiIndication Signal (AlIS). The Failure State is
cl eared when the defect is absent for less than or equal to
20 seconds.
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Far End SEF/ Al S defect (aka yell ow)

A Far End SEF/ AIS defect is the occurrence of the two X-bits
in a Mfrane set to zero. The Far End SEF/ Al S defect is
term nated when the two X-bits in a Mfrane are set to one
(Al'so known as SASCP-PFE. See T1.231 section 7.4.4.2.6)

Qut of Frame (OOF) defect

Loss of

A DS3 OOF defect is detected when any three or nore errors in
si xteen or fewer consecutive F-bits occur within a DS3 M
frane. An OOF defect may also be called a Severely Errored
Frame (SEF) defect. An OOF defect is cleared when reframe
occurs. A DS3 Loss of Frane (LOF) failure is declared when
the DS3 OOF defect is consistent for 2 to 10 seconds. The
DS3 OOF defect ends when reframe occurs. The DS3 LOF failure
is cleared when the DS3 OOF defect is absent for 10 to 20
seconds. (See T1.231 section 7.1.2.2.1)

An E3 OOF defect is detected when four consecutive frane

al i gnment signals have been incorrectly received in there
predicted positions in an E3 signal. E3 franme alignnent
occurs when the presence of three consecutive frane alignnent
si gnal s have been det ect ed.

Si gnal (LOS) defect

The DS3 LOS defect is declared upon observing 175 +/- 75
conti guous pul se positions with no pul ses of either positive
or negative polarity. The DS3 LOS defect is termi nated upon
observing an average pul se density of at |east 33% over a
period of 175 +/- 75 contiguous pul se positions starting with
the receipt of a pulse. (See T1.231 section 7.1.2.1.1)

Allarm I ndi cation Signal (Al'S) defect

N ckl ass

The DS3 AIS is framed with "stuck stuffing." This inplies
that it has a valid Msubfranme alignnments bits, Mfrane
alignment bits, and P bits. The information bits are set to
a 1010... sequence, starting with a one (1) after each M
subfrane alignnent bit, Mframe alignnent bit, X bit, P bit,
and C bit. The C bits are all set to zero giving what is
called "stuck stuffing." The X bits are set to one. The DS3
Al'S defect is declared after DS3 AIS is present in contiguous
Mfranes for a tinme equal to or greater than T, where 0.2 ns
<= T <= 100 ns. The DS3 AIS defect is termnated after AI'S
is absent in contiguous Mfranes for a tine equal to or
greater than T. (See T1.231 section 7.1.2.2.3)
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The E3 binary content of the AISis nomnally a continuous
stream of ones. AI'S detection and the application of
consequent actions, should be conpleted within a tine limt
of 1 ms.

4.4, Oher Terns

Circuit

I dentifier

This is a character string specified by the circuit vendor,
and is useful when comunicating with the vendor during the
troubl eshooti ng process (see M 1400 [ITU-T-M 1400] for

addi tional information).

Pr oxy
In this docunment, the word proxy is meant to indicate an
application which receives SNW nessages and replies to them
on behal f of the devices which inplement the actual DS3/E3
interfaces. The proxy nay have already collected the
i nformation about the DS3/E3 interfaces into its |ocal
dat abase and nmay not necessarily forward the requests to the
actual DS3/E3 interface. It is expected in such an
application that there are periods of tine where the proxy is
not comunicating with the DS3/E3 interfaces. 1In these
i nstances the proxy will not necessarily have up-to-date
configuration information and will nost |ikely have nissed
the collection of some statistics data. M ssed statistics
data collection will result ininvalid data in the interval
tabl e.
3. Object Definitions
DS3-M B DEFINITIONS ::= BEA N
| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE,
NOTI FI CATI ON- TYPE, transmi ssion
FROM SNWPv2- SM -- [ RFC2578]
Di splayString, TinmeStanp, TruthVal ue
FROM SNWPv2- TC -- [ RFC2579]
MODULE- COVPLI ANCE, OBJECT- GROUP,
NOTI FI CATI ON- GROUP
FROM SNWVPv2- CONF -- [ RFC2580]
I nt erfacel ndex
FROM | F-M B -- [ RFC2863]
Per f Current Count, Perflnterval Count,
Per f Tot al Count
FROM Per f Hi st - TC- M B; -- [ RFC3593]
Ni ckl ass St andards Track [ Page 16]
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ds3 MODULE- | DENTI TY
LAST- UPDATED "200409080000Z" -- Septenber 08, 2004
ORGANI ZATI ON "I ETF AToM M B Wrki ng G oup”
CONTACT- | NFO
"W5 charter:
http://ww.ietf.org/htm.charters/atonm b-charter. htnl

Mai ling Lists:
CGeneral Discussion: atonm b@ esearch.tel cordi a.com
To Subscribe: atonm b-request @esearch.tel cordi a.com

Editor: Oly N cklass

Postal : RAD Data Conmuni cations, Ltd.
Ziv Tower, 24 Roul Wal enberg
Tel Aviv, Israel, 69719

Tel : +9723 765 9969
E-mail: orly n@ ad. cont

DESCRI PTI ON
"The is the M B nodul e that describes
DS3 and E3 interfaces objects.

Copyright (c) The Internet Society (2004). This
version of this MB nodule is part of RFC 3896;

see the RFC itself for full legal notices."
REVI SI ON "200409080000Z" -- Septenber 08, 2004
DESCRI PTI ON

"The RFC 3896 version of this MB nodul e.
The key changes made to this M B nodul e
since its publication in RFC 2496 are as foll ows:

(1) The dsx3Fraclflndex SYNTAX natches the description range.

(2) Reference was added to Grcuit Identifier object.

(3) Usage of ifStackTable section was updat ed.

(4) Align the DESCRIPTION clauses of few statistic objects with
thenear end definition, the far end definition and with
RFC 3593.

(5) Add new val ue, dsx3ML3, to dsx3LineType."

REVI SI ON "199808012130Z"

Ni ckl ass St andards Track [ Page 17]



RFC 3896 DS3/E3 M B Sept ember 2004

DESCRI PTI ON
"The RFC 2496 version of this M B nodul e.
The key changes made to this M B nodul e
since its publication in RFC 1407 are as foll ows:
(1) The Fractional Table has been deprecat ed.
(2) This docunent uses SMv2.
(3) Values are given for ifTable and if XTabl e.
(4) Exanple usage of ifStackTable is included.
(5) dsx3lflndex has been deprecated.
(6) The definition of valid intervals has been clarified
for the case where the agent proxied for other devices.
In particular, the treatnent of missing intervals has
been clarifi ed.

(7) An inward | oopback has been added.

(8) Additional lineStatus bits have been added for Near End
in Unavail able Signal State, Carrier Equi pnent Qut of
Servi ce.

(9) Aread-wite line Length object has been added.

(10) Added a lineStatus |ast change, trap and enabl er

(11) Textual Conventions for statistics objects have
been used.

(12) A new object, dsx3LoopbackStatus, has been introduced to
reflect the | oopbacks established on a DS3/E3 interface
and the source to the requests. dsx3LoopbackConfig
continues to be the desired | oopback state while
dsx3LoopbackStatus reflects the actual state.

(13) A dual | oopback has been added to allow the setting of
an inward | oopback and a |ine | oopback at the sane tine.

(14) An object has been added to indicated whether or not
this is a channelized DS3/ES.

(15) A new object has been added to indicate which DS1 is to
set for rempte | oopback.”
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REVI SI ON "199301252028Z"
DESCRI PTI ON

“Initial version, published as RFC 1407."
::={ transmission 30 }

-- The DS3/E3 Near End G oup

-- The DS3/ E3 Near
DS3/ E3 Confi guration
DS3/ E3 Current

DS3/ E3 I nterva

DS3/ E3 Tot al

-- the DS3/E3 Configuration Table

dsx3Confi gTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dsx3ConfigEntry
MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON

"The DS3/E3 Configuration table."
={ ds3 5}

dsx3Confi gEntry OBJECT- TYPE

SYNTAX Dsx3ConfigEntry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON

Sept ember 2004

End G oup consists of four tables:

"An entry in the DS3/E3 Configuration table."

I NDEX { dsx3Linel ndex }
= { dsx3ConfigTable 1 }

Dsx3Confi gEntry ::=

N ckl ass

SEQUENCE {

dsx3Li nel ndex
dsx3l f | ndex
dsx3Ti neEl apsed
dsx3Validlnterval s
dsx3Li neType

dsx3Li neCodi ng
dsx3SendCode
dsx3Circuitldentifier
dsx3LoopbackConfi g
dsx3Li neSt at us
dsx3Transm t O ockSour ce
dsx3l nvalidl nterval s
dsx3Li neLengt h

dsx3Li neSt at usLast Change

St andards Track

I nt er f acel ndex,
I nt er f acel ndex,
| NTEGER,

| NTEGER,

| NTEGER,

| NTEGER,

| NTEGER,

Di splayString,
| NTEGER,

| NTEGER,

| NTEGER,

| NTEGER,

| NTEGER,

Ti neSt anp,
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dsx3Li neSt at usChangeTr apEnabl e | NTEGER,
dsx3LoopbacksSt at us | NTEGER,
dsx3Channel i zati on | NTEGER,
dsx3Ds1For Renot eLoop | NTEGER

}

dsx3Li nel ndex OBJECT- TYPE
SYNTAX I nterfacel ndex
MAX- ACCESS read-only -- read-only since originally an
-- SM vl index

STATUS current

DESCRI PTI ON
"Thi s object should be made equal to iflndex. The
next paragraph describes its previ ous usage.
Maki ng the object equal to iflndex allows proper
use of ifStackTabl e.

Previously, this object was the identifier of a
DS3/E3 Interface on a nmanaged device. |If there is
an ifEntry that is directly associated with this
and only this DS3/E3 interface, it should have the
sanme val ue as iflndex. Oherw se, nunber the
dsx3Li nel ndi ces with an uni que identifier
following the rules of choosing a nunber that is
greater than ifNunmber and nunbering the inside
interfaces (e.g., equipnent side) with even
nunbers and outside interfaces (e.g., network side)
with odd nunbers."

::={ dsx3ConfigEntry 1}

dsx3l f I ndex OBJECT- TYPE

SYNTAX | nterfacel ndex

MAX- ACCESS read-only

STATUS deprecated

DESCRI PTI ON
"This value for this object is equal to the val ue
of iflndex fromthe Interfaces table of MB I1
(RFC 1213)."

::={ dsx3ConfigEntry 2 }

dsx3Ti neEl apsed OBJECT- TYPE
SYNTAX | NTEGER (0. .899)
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of seconds that have el apsed since the
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begi nning of the near end current error-
measur enent period. If, for some reason, such as
an adjustnent in the systemis tine-of-day clock
the current interval exceeds the nmaxi mum val ue,
the agent will return the maxi nrum val ue."

;.= { dsx3ConfigEntry 3}

dsx3Val i dl nterval s OBJECT- TYPE

SYNTAX | NTEGER (0. . 96)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of previous near end intervals for
whi ch data was collected. The value will be 96
unl ess the interface was brought online within the
last 24 hours, in which case the value will be the
nunber of conplete 15 minute near end intervals
since the interface has been online. |In the case
where the agent is a proxy, it is possible that
sone intervals are unavailable. |In this case
this interval is the maxi muminterval nunber for
whi ch data is avail able."

::={ dsx3ConfigEntry 4 }

dsx3Li neType OBJECT- TYPE
SYNTAX | NTEGER {

dsx3ot her (1),
dsx3M3(2),
dsx3SYNTRAN( 3) ,
dsx3ChitParity(4),
dsx3dC ear Channel (5),
e3ot her (6),
e3Framed(7),
e3Pl cp(8),
dsx3ML3(9)

}

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"This variable indicates the variety of DS3 C bit
or E3 application inplementing this interface. The
type of interface affects the interpretation of
the usage and error statistics. The rate of DS3
is 44.736 Mops and E3 is 34.368 Mps. The
dsx3C ear Channel val ue neans that the G bits are
not used except for sending/receiving AlIS. The
val ues, in sequence, describe:
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TI TLE: SPECI FI CATI ON
dsx3Me3 ANS| T1.107-1988
dsx3SYNTRAN ANS| T1.107-1988

dsx3ChitParity ANSI T1.107a-1990
dsx3C ear Channel ANSI T1.102-1987

e3Fr aned CCITT G 751
e3Pl cp ETSI T/ NA(91) 18
dsx3ML3 ANS| T1.107a-1990."

REFERENCE
"American National Standard for tel econmunications
- digital hierarchy -
formats specification, ANSI T1.107- 1988.
ANSI T1. 107a-1990.
Aneri can National Standard for tel econmunications
- digital hierarchy -
el ectrical interfaces, ANSI T1.102- 1987.
CCITT - Digital Miltiplex Equi pnent Operating at
the Third Order Bit Rate of 34 368 Kbit/s and
the Forth Order Bit Rate of 139 264 Kbit/s
and Using Positive Justification, G 751
Eur opean Tel ecomruni cati ons Standards Institute
-- ETS '34M --
Metropolitan Area Network Physica
Conver gence Layer Procedure for
34. 368 Megabits per Second, T/ NA(91)18,
May 1991."
::={ dsx3ConfigEntry 5}

dsx3Li neCodi ng OBJECT- TYPE
SYNTAX | NTEGER {
dsx3Qt her (1),
dsx3B3zS( 2),
e3HDB3( 3)

}

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"This variable describes the variety of Zero Code
Suppression used on this interface, which in turn
af fects a nunber of its characteristics
dsx3B3ZS and e3HDB3 refer to the use of specified
patterns of nornal bits and bipolar violations
whi ch are used to replace sequences of zero bits
of a specified length."

::={ dsx3ConfigEntry 6 }

dsx3SendCode OBJECT- TYPE
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SYNTAX | NTEGER {
dsx3SendNoCode( 1),
dsx3SendLi neCode( 2),
dsx3SendPayl oadCode( 3) ,
dsx3SendReset Code(4),
dsx3SendDSl1LoopCode(5),
dsx3SendTest Pat t er n( 6)

}

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"This variable indicates what type of code is
bei ng sent across the DS3/E3 interface by the
device. (These are optional for E3 interfaces.)
Setting this variable causes the interface to
begi n sendi ng the code request ed.
The val ues nean:

dsx3SendNoCode
sendi ng | ooped or nornal data

dsx3SendLi neCode
sending a request for a line | oopback

dsx3SendPayl oadCode
sendi ng a request for a payl oad | oopback
(i.e., all DS1/Els in a DS3/E3 frane)

dsx3SendReset Code
sendi ng a | oopback deactivation request

dsx3SendDSl1LoopCode
requesting to | oopback a particular DS1/El
within a DS3/E3 frame. The DS1/El is
i ndi cated in dsx3Ds1For Renot eLoop

dsx3SendTest Pattern
sending a test pattern.”
::={ dsx3ConfigEntry 7}

dsx3Circuitldentifier OBIJECT- TYPE

SYNTAX DisplayString (SIZE (0. .255))

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"This variable contains the transm ssi on vendor’s
circuit identifier, for the purpose of
facilitating troubl eshooting."

Ni ckl ass St andards Track [ Page 23]



RFC 3896 DS3/E3 M B

REFERENCE "1 TU-T M 1400"
::={ dsx3ConfigEntry 8 }

dsx3LoopbackConfi g OBJECT- TYPE
SYNTAX | NTEGER {

dsx3NoLoop(1),
dsx3Payl oadLoop( 2),
dsx3Li neLoop(3),
dsx3CQt her Loop(4),
dsx3l nwar dLoop(5),
dsx3Dual Loop( 6)

}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

Sept ember 2004

"This variable represents the desired | oopback

configuration of the DS3/E3 interface.
The val ues nean:

dsx3NoLoop

Not in the | oopback state. A device that
not capable of perform ng a | oopback on
the interface shall always return this as

its val ue.

dsx3Payl oadLoop

is

The received signal at this interface is | ooped
through the device. Typically the received signa
is | ooped back for retransm ssion after it has
passed through the device's fram ng function.

dsx3Li neLoop

The received signal at this interface does not
go through the device (m ninum penetration) but

i s | ooped back out.

dsx3Ct her Loop
Loopbacks that are not defined here.

dsx3Il nwar dLoop

The sent signal at this interface is | ooped back

t hrough the device

dsx3Dual Loop

Bot h dsx1Li neLoop and dsx1l nwardLoop will

active sinultaneously."
::={ dsx3ConfigEntry 9 }

N ckl ass St andards Track
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dsx3Li neSt at us OBJECT- TYPE
SYNTAX | NTEGER (1..4095)
MAX- ACCESS read-only
STATUS current

DESCRI PTI ON
"This variable indicates the Line Status of the
interface. It contains |oopback state infornation

and failure state information. The dsx3Li neStatus
is abit mp represented as a sum therefore, it
can represent nultiple failures and a | oopback
(see dsx3LoopbackConfig object for the type of

| oopback) sinultaneously. The dsx3NoAl arm nust be
set if and only if no other flag is set.

I f the dsx3l oopbackState bit is set, the | oopback
in effect can be determined fromthe
dsx3l oopbackConfi g object.

The various bit positions are:

1 dsx3NoAl arm No al arm present
2 dsx3RcvRAl Fai | ure Recei vi ng Yel | ow Renot e
Al arm | ndi cati on
4 dsx3Xm t RAI Al arm Transmitting Yell ow Renote
Al arm I ndi cati on
8 dsx3RcvAl S Receiving AIS failure state
16 dsx3Xmit Al S Transmitting Al'S
32 dsx3LOF Receiving LOF failure state
64 dsx3LGCS Receiving LOS failure state
128 dsx3LoopbackSt at e Loopi ng the received signa
256 dsx3RcvTest Code Receiving a Test Pattern
512 dsx3Qt her Fai l ure any |line status not defined
here
1024 dsx3Unavai | Si gState Near End in Unavail abl e
Signal State
2048 dsx3Net Equi pOOS Carrier Equi prent Qut of
Servi ce"

;.= { dsx3ConfigEntry 10 }

dsx3Transmi t G ockSour ce OBJECT- TYPE
SYNTAX | NTEGER {
| oopTi mi ng(1),
| ocal Ti m ng(2),
t hr oughTi m ng(3)

}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"The source of Transmt C ock
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| oopTiming indicates that the recovered receive
clock is used as the transnit clock.

| ocal Tim ng indicates that a | ocal clock source is
used or that an external clock is attached to the
box containing the interface.

t hroughTi ming indicates that transnit clock is
derived fromthe recovered receive clock of
anot her DS3 interface."

::={ dsx3ConfigEntry 11 }

dsx3l nval idlnterval s OBJECT- TYPE

SYNTAX | NTEGER (0. . 96)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
" The nunber of intervals in the range fromO to
dsx3Validlntervals for which no data is avail abl e.
This object will typically be zero except in cases
where the data for sone intervals are not
avail able (e.g., in proxy situations)."

::={ dsx3ConfigEntry 12 }

dsx3Li neLengt h OBJECT- TYPE

SYNTAX | NTEGER (0..64000)

UNITS "neters”

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"The length of the ds3 line in nmeters. This
obj ect provides information for line build out
circuitry if it exists and can use this object to
adjust the line build out."

::={ dsx3ConfigEntry 13 }

dsx3Li neSt at usLast Change OBJECT- TYPE

SYNTAX Ti meSt anp

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The value of MB Il’'s sysUpTi ne object at the
time this DS3/E3 entered its current line status
state. If the current state was entered prior to
the last re-initialization of the proxy-agent,
then this object contains a zero value."

::={ dsx3ConfigEntry 14 }
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dsx3Li neSt at usChangeTr apEnabl e OBJECT- TYPE
SYNTAX | NTEGER {
enabl ed(1),
di sabl ed( 2)

}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"I ndi cat es whet her dsx3Li neSt at usChange traps
shoul d be generated for this interface.”
DEFVAL { disabled }
;.= { dsx3ConfigEntry 15 }

dsx3LoopbackSt at us OBJECT- TYPE

SYNTAX I NTEGER (1..127)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"This variable represents the current state of the
| oopback on the DS3 interface. It contains

i nformati on about | oopbacks established by a
manager and renotely fromthe far end.

The dsx3LoopbackStatus is a bit nap represented as
a sum therefore is can represent multiple
| oopbacks si nul t aneously.

The various bit positions are:
1 dsx3NoLoopback

2 dsx3Near EndPayl oadLoopback
4 dsx3Near EndLi neLoopback

8 dsx3Near EndQ her Loopback
16 dsx3Near Endl nwar dLoopback
32 dsx3Far EndPayl oadLoopback
64 dsx3Far EndLi neLoopback™

;.= { dsx3ConfigEntry 16 }

dsx3Channel i zati on OBJECT- TYPE
SYNTAX | NTEGER {
di sabl ed(1),
enabl edDs1(2),
enabl edDs2( 3)

}
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"I ndi cates whether this ds3/e3 is channelized or
unchannel i zed. The val ue of enabl edDs1 i ndi cates
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that this is a DS3 channelized into DSls. The
val ue of enabledDs3 indicated that this is a DS3
channel i zed into DS2s. Setting this object wll
cause the creation or deletion of DS2 or DS1
entries in the ifTable. "

;.= { dsx3ConfigEntry 17 }

dsx3Ds1For Renot eLoop OBJECT- TYPE

SYNTAX | NTEGER (0. . 29)

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"I ndi cates which DS1/E1l on this DS3/E3 will be
indicated in the renote dsl | oopback request. A
val ue of 0 nmeans no DS1 will be |ooped. A value
of 29 neans all DS1s/Els will be I ooped."

::={ dsx3ConfigEntry 18 }

-- the DS3/E3 Current Table

dsx3Current Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dsx3CurrentEntry

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON
"The DS3/E3 current table contains various
statistics being collected for the current 15
m nute interval ."

;= { ds3 6 }

dsx3Current Entry OBJECT- TYPE
SYNTAX Dsx3CurrentEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry in the DS3/E3 Current table."
I NDEX  { dsx3Currentlndex }
::={ dsx3CurrentTable 1}

Dsx3CurrentEntry ::=

SEQUENCE {
dsx3Current | ndex I nt er facel ndex,
dsx3Curr ent PESs Per f Cur r ent Count ,
dsx3Curr ent PSESs Per f Curr ent Count ,
dsx3Curr ent SEFSs Per f Cur r ent Count ,
dsx3Cur r ent UASs Per f Cur r ent Count ,
dsx3Current LCVs Per f Cur r ent Count ,
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dsx3Curr ent PCVs
dsx3Current LESs
dsx3Current CCVs
dsx3Cur r ent CESs
dsx3Curr ent CSESs

}
dsx3Current | ndex OBJECT- TYPE

SYNTAX I nterfacel ndex
MAX- ACCESS read-only -
STATUS current
DESCRI PTI ON

"The index val ue
DS3/ E3 interface
applicable. The
particul ar val ue

DS3/E3 M B

Sept ember 2004

Per f Cur r ent Count ,
Per f Cur r ent Count ,
Per f Cur r ent Count ,
Per f Cur r ent Count ,
Per f Cur r ent Count

- read-only since originally an
- SMvl index

whi ch uniquely identifies the
to which this entry is
interface identified by a

of this index is the sanme

interface as identified by the sane val ue an

dsx3Li nel ndex obj

ect instance."

::={ dsx3CurrentEntry 1}

dsx3Current PESs OBJECT- TYPE
SYNTAX Per f Curr ent Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The counter associated with the

Errored Seconds."

nunber of P-bit

::={ dsx3CurrentEntry 2 }

dsx3Curr ent PSESs OBJECT- TYPE
SYNTAX Per f Cur r ent Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The counter associated with the

Severely Errored

nunber of P-bit
Seconds. "

::={ dsx3CurrentEntry 3 }

dsx3Curr ent SEFSs OBJECT- TYPE
SYNTAX Per f Curr ent Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The counter associated with the
Severely Errored Frani ng Seconds.
::={ dsx3CurrentEntry 4 }
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dsx3Current UASs OBJECT- TYPE

SYNTAX Per f Cur rent Count

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter associated with the nunber of
Unavai | abl e Seconds. "

::={ dsx3CurrentEntry 5 }

dsx3Current LCVs OBJECT- TYPE

SYNTAX Per f Curr ent Count

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter associated with the nunber of Line
Coding Viol ations."

::={ dsx3CurrentEntry 6 }

dsx3Current PCvs OBJECT- TYPE

SYNTAX Per f Cur rent Count

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter associated with the nunber of P-bit
Coding Viol ations."

::={ dsx3CurrentEntry 7 }

dsx3Current LESs OBJECT- TYPE
SYNTAX Per f Curr ent Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of Line Errored Seconds."
::={ dsx3CurrentEntry 8 }

dsx3Current CCVs OBJECT- TYPE
SYNTAX Per f Current Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of C-bit Coding Violations."
::={ dsx3CurrentEntry 9 }

dsx3Current CESs OBJECT- TYPE
SYNTAX Per f Cur rent Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
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"The nunber of Cbit Errored Seconds."
::={ dsx3CurrentEntry 10 }

dsx3Current CSESs OBJECT- TYPE
SYNTAX Per f Curr ent Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of C-bit Severely Errored Seconds."
::={ dsx3CurrentEntry 11 }

-- the DS3/E3 Interval Table

dsx3l nt erval Tabl e OBJECT- TYPE

SYNTAX SEQUENCE COF Dsx3lnterval Entry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The DS3/E3 Interval Table contains various
statistics collected by each DS3/E3 | nterface over
the previous 24 hours of operation. The past 24
hours are broken into 96 conpleted 15 mnute
intervals. Each rowin this table represents one
such interval (identified by dsx3lnterval Nunber)
and for one specific interface (identified by
dsx3l nterval | ndex) . "

:={ ds3 7}

dsx3l nterval Entry OBJECT- TYPE
SYNTAX Dsx3lnterval Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry in the DS3/E3 Interval table."
I NDEX { dsx3lnterval |l ndex, dsx3lnterval Nunber }
;.= { dsx3lnterval Table 1 }

Dsx3lnterval Entry ::=
SEQUENCE {

N ckl ass

dsx3l nt er val | ndex
dsx3l nt er val Nunber
dsx3l nt er val PESs
dsx3l nt er val PSESs
dsx3l nt er val SEFSs
dsx3l nt er val UASs
dsx3l nt erval LCVs
dsx3l nt er val PCVs
dsx3l nt erval LESs

I nt er f acel ndex,

| NTEGER,

Per f | nt er val Count ,
Per f | nt er val Count,
Per f | nt er val Count ,
Per f | nt er val Count ,
Per f | nt er val Count ,
Per f I nt er val Count,
Per f | nt er val Count ,
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dsx3l nt er val CCVs Per f | nt er val Count,
dsx3l nt er val CESs Per f | nt er val Count ,
dsx3l nt er val CSESs Per f | nt er val Count ,
dsx3l nterval Val i dDat a Tr ut hval ue

}

dsx3l nterval | ndex OBJECT- TYPE
SYNTAX | nterfacel ndex
MAX- ACCESS read-only -- read-only since originally an
-- SM vl index

STATUS current

DESCRI PTI ON
"The i ndex val ue which uniquely identifies the
DS3/E3 interface to which this entry is
applicable. The interface identified by a
particul ar value of this index is the sane
interface as identified by the sane val ue an
dsx3Li nel ndex object instance."

::={ dsx3Interval Entry 1 }

dsx3l nt er val Nunber OBJECT- TYPE
SYNTAX | NTEGER (1..96)
MAX- ACCESS read-only -- read-only since originally an
-- SM vl index

STATUS current

DESCRI PTI ON
"A nunmber between 1 and 96, where 1 is the nost
recently conpleted 15 minute interval and 96 is
the 15 minutes interval conpleted 23 hours and 45
m nutes prior to interval 1."

;.= { dsx3Interval Entry 2 }

dsx3l nt erval PESs OBJECT- TYPE

SYNTAX Perf | nt erval Count

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter associated with the nunber of P-bit
Errored Seconds."

::={ dsx3Interval Entry 3 }

dsx3l nt er val PSESs OBJECT- TYPE
SYNTAX Perfl nterval Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The counter associated with the nunber of P-bit
Severely Errored Seconds."
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::= { dsx3Interval Entry 4 }

dsx3l nt erval SEFSs OBJECT- TYPE

SYNTAX Perf | nt erval Count

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter associated with the nunber of
Severely Errored Fram ng Seconds."

::={ dsx3Interval Entry 5 }

dsx3l nt er val UASs OBJECT- TYPE

SYNTAX Perfl nterval Count

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter associated with the nunber of
Unavai |l abl e Seconds. This object nmay decrease if
t he occurrence of unavail abl e seconds occurs across
an interval boundary."

::={ dsx3Interval Entry 6 }

dsx3l nterval LCVs OBJECT- TYPE

SYNTAX Perfl nterval Count

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter associated with the nunber of Line
Coding Violations."

;.= { dsx3lnterval Entry 7 }

dsx3l nt erval PCvs OBJECT- TYPE

SYNTAX Perf | nt erval Count

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter associated with the nunber of P-bit
Coding Viol ations."

::={ dsx3Interval Entry 8 }

dsx3l nterval LESs OBJECT- TYPE

SYNTAX Perfl nterval Count

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of Line Errored Seconds (BPVs or
illegal zero sequences).”

;.= { dsx3lnterval Entry 9 }
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dsx3l nterval CCVs OBJECT- TYPE
SYNTAX Perfl nterval Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of C-bit Coding Violations."
::={ dsx3Interval Entry 10 }

dsx3l nt erval CESs OBJECT- TYPE
SYNTAX Perf | nt erval Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of C-bit Errored Seconds."
::={ dsx3Interval Entry 11 }

dsx3l nt er val CSESs OBJECT- TYPE
SYNTAX Perfl nterval Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of C-bit Severely Errored Seconds."
::={ dsx3Interval Entry 12 }

dsx3l nterval Val i dDat a OBJECT- TYPE

SYNTAX Trut hVal ue

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
" This variable indicates if the data for this
interval is valid."

::={ dsx3Interval Entry 13 }

-- the DS3/E3 Tot al

dsx3Tot al Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dsx3Total Entry

MAX- ACCESS not-accessi bl e

STATUS current

DESCRI PTI ON
"The DS3/E3 Total Table contains the cunul ative
sum of the various statistics for the 24 hour
peri od preceding the current interval."

::={ ds3 8 }

dsx3Tot al Entry OBJECT- TYPE

SYNTAX Dsx3Total Entry
MAX- ACCESS not -accessi bl e
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STATUS current
DESCRI PTI ON
"An entry in the DS3/E3 Total table."
I NDEX { dsx3Total | ndex }
::={ dsx3Total Table 1 }

Dsx3Total Entry ::=

SEQUENCE {
dsx3Tot al | ndex I nt erfacel ndex,
dsx3Tot al PESs Per f Tot al Count,
dsx3Tot al PSESs Per f Tot al Count,
dsx3Tot al SEFSs Per f Tot al Count
dsx3Tot al UASs Per f Tot al Count,
dsx3Tot al LCVs Per f Tot al Count,
dsx3Tot al PCVs Per f Tot al Count
dsx3Tot al LESs Per f Tot al Count,
dsx3Tot al CCVs Per f Tot al Count,
dsx3Tot al CESs Per f Tot al Count
dsx3Tot al CSESs Per f Tot al Count

}

dsx3Tot al | ndex OBJECT- TYPE
SYNTAX | nterfacel ndex
MAX- ACCESS read-only -- read-only since originally an
-- SM vl index
STATUS current
DESCRI PTI ON
"The i ndex val ue which uniquely identifies the
DS3/E3 interface to which this entry is
applicable. The interface identified by a
particular value of this index is the sane
interface as identified by the sane val ue an
dsx3Li nel ndex object instance."
::={ dsx3Total Entry 1 }

dsx3Tot al PESs OBJECT- TYPE

SYNTAX Per f Tot al Count

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter associated with the nunber of P-bit
Errored Seconds, encountered by a DS3 interface in
the previous 24 hour interval. Invalid 15 mnute
intervals count as 0."

::={ dsx3Total Entry 2 }

dsx3Tot al PSESs OBJECT- TYPE
SYNTAX Per f Tot al Count
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MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter associated with the nunber of P-bit
Severely Errored Seconds, encountered by a DS3
interface in the previous 24 hour interval.
Invalid 15 minute intervals count as 0."

::={ dsx3Total Entry 3 }

dsx3Tot al SEFSs OBJECT- TYPE

SYNTAX Perf Tot al Count

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter associated with the nunber of
Severely Errored Franmi ng Seconds, encountered by a
DS3/E3 interface in the previous 24 hour interval.
Invalid 15 minute intervals count as 0."

::={ dsx3Total Entry 4 }

dsx3Tot al UASs OBJECT- TYPE

SYNTAX Perf Tot al Count

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter associated with the nunber of
Unavai | abl e Seconds, encountered by a DS3
interface in the previous 24 hour interval.
Invalid 15 mnute intervals count as 0."

;.= { dsx3Total Entry 5 }

dsx3Tot al LCVs OBJECT- TYPE

SYNTAX Per f Tot al Count

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter associated with the nunber of Line
Codi ng Viol ations encountered by a DS3/E3
interface in the previous 24 hour interval.
Invalid 15 mnute intervals count as 0."

::={ dsx3Total Entry 6 }

dsx3Tot al PCVs OBJECT- TYPE
SYNTAX Per f Tot al Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The counter associated with the nunber of P-bit
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Codi ng Violations, encountered by a DS3 interface
in the previous 24 hour interval. Invalid 15
mnute intervals count as 0."

::={ dsx3Total Entry 7 }

dsx3Tot al LESs OBJECT- TYPE
SYNTAX Per f Tot al Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of Line Errored Seconds (BPVs or
illegal zero sequences) encountered by a DS3/E3
interface in the previous 24 hour interval.
Invalid 15 minute intervals count as 0."

::={ dsx3Total Entry 8 }

dsx3Tot al CCvs OBJECT- TYPE
SYNTAX Perf Tot al Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of C-bit Coding Violations encountered
by a DS3 interface in the previous 24 hour

interval. Invalid 15 mnute intervals count as 0."
::={ dsx3Total Entry 9 }

dsx3Tot al CESs OBJECT- TYPE
SYNTAX Perf Tot al Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The nunber of C-bit Errored Seconds encountered

by a DS3 interface in the previous 24 hour

interval. Invalid 15 mnute intervals count as 0."
::={ dsx3Total Entry 10 }

dsx3Tot al CSESs OBJECT- TYPE
SYNTAX Per f Tot al Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON
"The nunber of C-bit Severely Errored Seconds
encountered by a DS3 interface in the previous 24

hour interval. Invalid 15 mnute intervals count
as 0."

::={ dsx3Total Entry 11 }
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-- The DS3 Far End G oup

-- The DS3 Far End G oup consists of four tables :
-- DS3 Far End Configuration

-- DS3 Far End Current

-- DS3 Far End Interval

-- DS3 Far End Tot al

-- The DS3 Far End Configuration Table

dsx3Far EndConfi gTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dsx3Far EndConfi gEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The DS3 Far End Configuration Table contains
configuration information reported in the Gbits
fromthe renote end."

:=4{ ds3 9}

dsx3Far EndConfi gEntry OBJECT- TYPE
SYNTAX Dsx3Far EndConfi gEntry
MAX- ACCESS not -accessi bl e
STATUS current
DESCRI PTI ON
"An entry in the DS3 Far End Configuration table."
I NDEX  { dsx3Far EndLi nel ndex }
::= { dsx3FarEndConfigTable 1 }

Dsx3Far EndConfi gEntry :: =

SEQUENCE {
dsx3Far EndLi nel ndex I nt erfacel ndex,
dsx3Far EndEqui pCode Di splayString,
dsx3Far EndLocat i onl DCode Di splayString,
dsx3Far EndFr anmel DCode Di splayString,
dsx3Far EndUni t Code Di splayString,
dsx3Far EndFaci | i t yl DCode Di splayString

}

dsx3Far EndLi nel ndex OBJECT- TYPE
SYNTAX | nterfacel ndex
MAX- ACCESS read-only -- read-only since originally an
-- SM vl index

STATUS current

DESCRI PTI ON
"The i ndex val ue which uniquely identifies the DS3
interface to which this entry is applicable. The
interface identified by a particular value of this
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index is the sane interface as identified by the
sane val ue an dsx3Li nel ndex object instance."”
::= { dsx3Far EndConfi gEntry 1 }

dsx3Far EndEqui pCode OBJECT- TYPE
SYNTAX DisplayString (SIZE (0..10))
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This is the Far End Equi prent ldentification code
that describes the specific piece of equipnent.
It is sent within the Path Identification
Message. "
.= { dsx3Far EndConfi gEntry 2 }

dsx3Far EndLocat i onl DCode OBJECT- TYPE
SYNTAX DisplayString (SIZE (0..11))
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This is the Far End Location Identification code
that describes the specific |ocation of the
equipment. It is sent within the Path
Identification Message."

.= { dsx3FarEndConfigEntry 3 }

dsx3Far EndFr anel DCode OBJECT- TYPE
SYNTAX DisplayString (SIZE (0..10))
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON

"This is the Far End Franme ldentification code
that identifies where the equipnent is |ocated
within a building at a given location. It is sent
within the Path Identification Message."

::= { dsx3FarEndConfigEntry 4 }

dsx3Far EndUni t Code OBJECT- TYPE
SYNTAX DisplayString (SIZE (0..6))
MAX- ACCESS read-wite
STATUS current

DESCRI PTI ON
"This is the Far End code that identifies the
equi prent location within a bay. It is sent

within the Path Identification Message."
::= { dsx3FarEndConfigEntry 5 }

dsx3Far EndFaci | i t yl DCode OBJECT- TYPE
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SYNTAX DisplayString (SIZE (0..38))

MAX- ACCESS read-wite

STATUS current

DESCRI PTI ON
"This code identifies a specific Far End DS3 pat h.
It is sent within the Path Identification
Message. "

.= { dsx3Far EndConfi gEntry 6 }

-- The DS3 Far End Current

dsx3Far EndCurr ent Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Dsx3Far EndCurrentEntry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON
"The DS3 Far End Current table contains various
statistics being collected for the current 15

mnute interval. The statistics are coll ected
fromthe far end block error code within the G
bits."

::={ ds3 10 }

dsx3Far EndCurrent Entry OBJECT- TYPE
SYNTAX Dsx3Far EndCurrent Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry in the DS3 Far End Current table."
I NDEX { dsx3Far EndCurrentl| ndex }
::={ dsx3FarEndCurrentTable 1 }

Dsx3Far EndCurrent Entry ::=

SEQUENCE {

dsx3Far EndCurr ent | ndex I nt er f acel ndex,
dsx3Far EndTi neEl apsed | NTEGER,

dsx3Far EndVal i dl nterval s | NTEGER,

dsx3Far EndCur r ent CESs Per f Cur r ent Count ,
dsx3Far EndCur r ent CSESs Per f Cur r ent Count ,
dsx3Far EndCur r ent CCVs Per f Cur r ent Count ,
dsx3Far EndCur r ent UASs Per f Cur r ent Count ,
dsx3Far Endl nval i dl nterval s | NTEGER

}

dsx3Far EndCur rent | ndex OBJECT- TYPE
SYNTAX | nterfacel ndex
MAX- ACCESS read-only -- read-only since originally an
-- SM vl index
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STATUS current

DESCRI PTI ON
"The i ndex val ue which uniquely identifies the DS3
interface to which this entry is applicable. The
interface identified by a particular value of this
index is identical to the interface identified by
t he sanme val ue of dsx3Linel ndex."

::= { dsx3FarEndCurrentEntry 1 }

dsx3Far EndTi neEl apsed OBJECT- TYPE

SYNTAX | NTEGER (0. .899)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of seconds that have el apsed since the
begi nning of the far end current error-neasurenent
period. If, for sonme reason, such as an adjustnent
in the system s tinme-of-day clock, the current
i nterval exceeds the maxi mum val ue, the agent will
return the maxi num val ue. "

::= { dsx3FarEndCurrentEntry 2 }

dsx3Far EndVval i dl nt erval s OBJECT- TYPE

SYNTAX | NTEGER (0. .96)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The nunber of previous far end intervals for
whi ch data was coll ected. The value will be 96
unl ess the interface was brought online within the
|l ast 24 hours, in which case the value will be the
nunber of conplete 15 minute far end intervals
since the interface has been online. In the case
where the agent is a proxy, it is possible that
sone intervals are unavailable. 1In this case
this interval is the maxi numinterval nunber for
which data is avail able."

::={ dsx3FarEndCurrentEntry 3 }

dsx3Far EndCurr ent CESs OBJECT- TYPE

SYNTAX Per f Curr ent Count

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter associated with the nunber of Far End
C-bit Errored Seconds."

::={ dsx3FarEndCurrentEntry 4 }
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dsx3Far EndCur r ent CSESs OBJECT- TYPE

SYNTAX Per f Cur rent Count

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter associated with the nunber of Far End
C-bit Severely Errored Seconds."

::={ dsx3FarEndCurrentEntry 5 }

dsx3Far EndCurr ent CCVs OBJECT- TYPE

SYNTAX Per f Curr ent Count

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter associated with the nunber of Far End
C-bit Coding Violations reported via the far end
bl ock error count."

::= { dsx3FarEndCurrentEntry 6 }

dsx3Far EndCurr ent UASs OBJECT- TYPE

SYNTAX Per f Cur rent Count

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter associated with the nunber of Far End
unavai |l abl e seconds. "

::= { dsx3FarEndCurrentEntry 7 }

dsx3Far Endl nval i dl nt erval s OBJECT- TYPE

SYNTAX | NTEGER (0. . 96)

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
" The nunber of intervals in the range fromO to
dsx3Far EndVal i di nterval s for which no data is
avail able. This object will typically be zero
except in cases where the data for sonme intervals
are not available (e.g., in proxy situations)."

::={ dsx3FarEndCurrentEntry 8 }

-- The DS3 Far End Interval Table

dsx3Far Endl nt er val Tabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Dsx3Far Endl nterval Entry
MAX- ACCESS not-accessi bl e
STATUS current
DESCRI PTI ON
"The DS3 Far End Interval Table contains various
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statistics collected by each DS3 interface over
the previous 24 hours of operation. The past 24
hours are broken into 96 conpleted 15 mnute
intervals."

c:={ ds3 11}

dsx3Far Endl nt erval Entry OBJECT- TYPE
SYNTAX Dsx3Far Endl nterval Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry in the DS3 Far End Interval table."
I NDEX { dsx3Far Endl nt erval | ndex,
dsx3Far Endl nt er val Nunber }
::= { dsx3FarEndinterval Table 1 }

Dsx3Far Endl nterval Entry ::=

SEQUENCE {
dsx3Far Endl nt er val | ndex I nt er facel ndex,
dsx3Far Endl nt er val Nunber | NTEGER
dsx3Far Endl nt er val CESs Per f | nt er val Count,
dsx3Far Endl nt er val CSESs Per f | nt er val Count,
dsx3Far Endl nt er val CCVs Per f | nt er val Count,
dsx3Far Endl nt er val UASs Per f | nt er val Count ,

dsx3Far Endl nterval Val i dData Trut hVal ue
}

dsx3Far Endl nt er val | ndex OBJECT- TYPE
SYNTAX | nterfacel ndex
MAX- ACCESS read-only -- read-only since originally an
-- SM vl index

STATUS current

DESCRI PTI ON
"The i ndex val ue which uniquely identifies the DS3
interface to which this entry is applicable. The
interface identified by a particular value of this
index is identical to the interface identified by
t he sanme val ue of dsx3Linel ndex."

::= { dsx3FarEndinterval Entry 1 }

dsx3Far Endl nt er val Nunber OBJECT- TYPE
SYNTAX | NTEGER (1..96)
MAX- ACCESS read-only -- read-only since originally an
-- SMvl index

STATUS current

DESCRI PTI ON
"A nunber between 1 and 96, where 1 is the nost
recently conpleted 15 minute interval and 96 is
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the 15 minutes interval conpleted 23 hours and 45
m nutes prior to interval 1."
::= { dsx3FarEndinterval Entry 2 }

dsx3Far Endl nt er val CESs OBJECT- TYPE

SYNTAX Perfl nterval Count

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter associated with the nunber of Far End
C-bit Errored Seconds encountered by a DS3
interface in one of the previous 96, individual 15
m nute, intervals. In the case where the agent is
a proxy and data is not available, return
noSuchl nst ance. "

::={ dsx3FarEndlnterval Entry 3 }

dsx3Far Endl nt er val CSESs OBJECT- TYPE

SYNTAX Perfl nterval Count

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter associated with the nunber of Far End
C-bit Severely Errored Seconds."

::={ dsx3FarEndlnterval Entry 4 }

dsx3Far Endl nt er val CCVs OBJECT- TYPE

SYNTAX Perf | nt erval Count

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter associated with the nunber of Far End
C-bit Coding Violations reported via the far end
bl ock error count."

::={ dsx3FarEndlnterval Entry 5 }

dsx3Far Endl nt er val UASs OBJECT- TYPE

SYNTAX Perfl nterval Count

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter associated with the nunber of Far End
unavai |l abl e seconds. "

::={ dsx3FarEndlnterval Entry 6 }

dsx3Far Endl nt er val Val i dDat a OBJECT- TYPE

SYNTAX Trut hVal ue
MAX- ACCESS read-only
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STATUS current

DESCRI PTI ON
" This variable indicates if the data for this
interval is valid."

::={ dsx3FarEndlnterval Entry 7 }

-- The DS3 Far End Tot al

dsx3Far EndTot al Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Dsx3Far EndTot al Entry

MAX- ACCESS not -accessi bl e

STATUS current

DESCRI PTI ON
"The DS3 Far End Total Table contains the
cunul ati ve sum of the various statistics for the
24 hour period preceding the current interval."

c:={ ds3 12 }

dsx3Far EndTot al Ent ry OBJECT- TYPE
SYNTAX Dsx3Far EndTot al Entry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An entry in the DS3 Far End Total table."
I NDEX { dsx3Far EndTotal | ndex }
.. = { dsx3FarEndTotal Table 1 }

Dsx3Far EndTotal Entry :: =

SEQUENCE {
dsx3Far EndTot al | ndex I nt er f acel ndex,
dsx3Far EndTot al CESs Per f Tot al Count,
dsx3Far EndTot al CSESs Per f Tot al Count,
dsx3Far EndTot al CCVs Per f Tot al Count
dsx3Far EndTot al UASs Per f Tot al Count
}

dsx3Far EndTot al | ndex OBJECT- TYPE
SYNTAX | nterfacel ndex
MAX- ACCESS read-only -- read-only since originally an
-- SMvl index

STATUS current

DESCRI PTI ON
"The i ndex val ue which uniquely identifies the DS3
interface to which this entry is applicable. The
interface identified by a particular value of this
index is identical to the interface identified by
the sane val ue of dsx3Li nel ndex. "

::= { dsx3FarEndTotal Entry 1 }
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dsx3Far EndTot al CESs OBJECT- TYPE
SYNTAX Per f Tot al Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The counter associated with the nunber of Far End
C-bit Errored Seconds encountered by a DS3
interface in the previous 24 hour interval.
Invalid 15 minute intervals count as 0."

::={ dsx3FarEndTotal Entry 2 }

dsx3Far EndTot al CSESs OBJECT- TYPE

SYNTAX Per f Tot al Count

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter associated with the nunber of Far End
C-bit Severely Errored Seconds encountered by a
DS3 interface in the previous 24 hour interval.
Invalid 15 minute intervals count as 0."

::={ dsx3FarEndTotal Entry 3 }

dsx3Far EndTot al CCVs OBJECT- TYPE
SYNTAX Per f Tot al Count
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The counter associated with the nunber of Far End
C-bit Coding Violations reported via the far end
bl ock error count encountered by a DS3 interface
in the previous 24 hour interval. Invalid 15
m nute intervals count as 0."

::= { dsx3FarEndTotal Entry 4 }

dsx3Far EndTot al UASs OBJECT- TYPE

SYNTAX Perf Tot al Count

MAX- ACCESS read-only

STATUS current

DESCRI PTI ON
"The counter associated with the nunber of Far End
unavai |l abl e seconds encountered by a DS3 interface
in the previous 24 hour interval. Invalid 15
mnute intervals count as 0."

.. = { dsx3FarEndTotal Entry 5 }

-- the DS3/E3 Fractional Table

-- This table is deprecated.
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dsx3FracTabl e OBJECT- TYPE

DS3/E3 M B

SYNTAX SEQUENCE OF Dsx3FracEntry

MAX- ACCESS

STATUS deprecated
DESCRI PTI ON
"This table is deprecated in favour of using

N ckl ass

i f StackTabl e.

I mpl ement ation of this table was optional.

not - accessi bl e

Sept ember 2004

It was

designed for those systens dividing a DS3/E3 into
channel s containing different data streans that

are of |oca

The DS3/E3 fracti ona

i nterest.

table identifies which

DS3/ E3 channel s associated with a CSU are being

used to support a logica

interface,

an

entry in the interfaces table fromthe Internet-

standard M B.

For exanpl e,

speed links carrying router traffic,
voice, a feed for video

consider a DS3 device with 4 high

for a non-routed protocol

al l ocati on of channel s,

foll ows:

dsx3Fracl f | ndex.
dsx3Fracl f | ndex.
dsx3Fracl f | ndex.
dsx3Fracl f | ndex.
dsx3Fr acl f | ndex.
dsx3Fr acl f | ndex.
dsx3Fracl f | ndex.
dsx3Fracl f | ndex.
dsx3Fracl f | ndex.
dsx3Fracl f | ndex.
dsx3Fr acl f | ndex.
dsx3Fr acl f | ndex.
dsx3Fracl f | ndex.
dsx3Fracl fl ndex. 2. 14 =

For dsx3Me3,

dsx3Cl ear Channel

©CoO~NOOPR~WNE
LI 1 1 1 1 1 I A O A O 1 I T B 1

QORI OWWWWWW

10
11
12
.13

NESESESISESESISESESFNENEN

nunbered 1 through 28

For e3Franmed there are 16 |ega

1 through 16.

::={ ds3 13}

dsx3Fracl f | ndex.
dsx3Fracl f | ndex.
dsx3Fracl f | ndex.
dsx3Fracl f | ndex.
dsx3Fr acl f | ndex.
dsx3Fr acl f | ndex.
dsx3Fracl f | ndex.
dsx3Fracl f | ndex.
dsx3Fracl f | ndex.
dsx3Fracl f | ndex.
dsx3Fr acl f | ndex.
dsx3Fr acl f | ndex.
dsx3Fracl f | ndex.
dsx3Fracl f | ndex.
dsx3 SYNTRAN, dsx3ChitParity,
there are 28 | ega

channel s,

n

NESESISISESESESESESESENINYS

a feed for
and a synchronous channe
We m ght describe the
in the dsx3FracTable, as

.15
16
17
18
19
20
21
22
23
24
25
26
27
.28
and

[eNeNeNeNerNeo)Nele)NerNe)leorNer o) RR N

channel s,

unber ed

The channels (1..16) correspond
directly to the equivalently nunbered tine-slots."
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dsx3FracEntry OBJECT- TYPE
SYNTAX Dsx3FracEntry
MAX- ACCESS not - accessi bl e
STATUS deprecated
DESCRI PTI ON
"An entry in the DS3 Fractional table."
I NDEX { dsx3Fracl ndex, dsx3FracNunber }
::={ dsx3FracTable 1 }

Dsx3FracEntry ::=

SEQUENCE {
dsx3Fr acl ndex | NTEGER,
dsx3Fr acNunber | NTEGER,

dsx3Fracl f | ndex | NTEGER
}

dsx3Fracl ndex OBJECT- TYPE
SYNTAX | NTEGER (1..' 7fffffff’h)
MAX- ACCESS read-only -- read-only since originally an
-- SMvl index

STATUS deprecated

DESCRI PTI ON
"The i ndex value which uniquely identifies the
DS3 interface to which this entry is applicable
The interface identified by a particular val ue
of this index is the sane interface as
identified by the sane value an dsx3Linel ndex
obj ect instance."

::={ dsx3FracEntry 1}

dsx3FracNunber OBJECT- TYPE
SYNTAX | NTEGER (1..31)
MAX- ACCESS read-only -- read-only since originally an
-- SM vl index
STATUS deprecated
DESCRI PTI ON
"The channel nunber for this entry."
::= { dsx3FracEntry 2 }

dsx3Fracl f I ndex OBJECT- TYPE

SYNTAX | NTEGER (O..' 7fffffff’h)

MAX- ACCESS read-write

STATUS deprecated

DESCRI PTI ON
"An index value that uniquely identifies an
interface. The interface identified by a
particul ar value of this index is the sane
interface as identified by the sane val ue an
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i flndex object instance. If no interface is
currently using a channel, the value should be
zero. |If a single interface occupies nore than
one time slot, that iflndex value will be found
inmltiple tinme slots.”

::={ dsx3FracEntry 3}

-- DS3 TRAPS
ds3Traps OBJECT IDENTIFIER ::= { ds3 15 }

dsx3Li neSt at usChange NOTI FI CATI ON- TYPE
OBJECTS { dsx3Li neSt at us,
dsx3Li neSt at usLast Change }

STATUS current

DESCRI PTI ON
"A dsx3Li neStatusChange trap is sent when the
val ue of an instance of dsx3LineStatus changes. It
can be utilized by an NMS to trigger polls. \Wen
the line status change results in a | ower |eve
line status change (i.e., dsl), then no traps for
the lower |evel are sent."

::={ ds3Traps 0 1}

-- conformance infornation
ds3Conf or mance OBJECT | DENTI FI ER : :

ds3G oups OBJECT | DENTI FI ER ::
ds3Conmpl i ances OBJECT | DENTI FI ER : :

{ ds3 14 }
{ ds3Confornmance 1 }
{ ds3Confornmance 2 }

-- conpliance statenents

ds3Conpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for DS3/E3 interfaces."
MODULE -- this nodul e
MANDATORY- GROUPS { ds3Near EndConfi gGroup,
ds3Near EndSt ati sticsG oup }

GROUP ds3Far EndG oup

DESCRI PTI ON
"I mpl enentation of this group is optional for al
systens that attach to a DS3 Interface. However,
only Gbit Parity and SYNTRAN DS3 appli cations
have the capability (option) of providing this
i nformation."

GROUP ds3Near EndQpt i onal Tr apG oup
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DESCRI PTI ON
"I npl enentation of this group is optional for all
systens that attach to a DS3 Interface. If it is

i mpl ement ed t hen ds3Near EndOpt i onal Confi gG oup
shoul d al so be inplenmented.”

GROUP ds3Near EndOpt i onal Confi gG oup

DESCRI PTI ON
"I'nmpl enentation of this group is optional for all
systens that attach to a DS3 interface."

OBJECT dsx3Li neType
M N- ACCESS read-only
DESCRI PTI ON
"Wite access for the line type is not required."
OBJECT dsx3Li neCodi ng
M N- ACCESS read-only
DESCRI PTI ON
"Wite access for the line coding is not
required."
OBJECT dsx3SendCode
M N- ACCESS read-only
DESCRI PTI ON
"Wite access for the send code is not required."
OBJECT dsx3LoopbackConfi g
M N- ACCESS read-only
DESCRI PTI ON
"Wite access for |oopbacks is not required.”
OBJECT dsx3Transmi t G ockSour ce
M N- ACCESS read-only
DESCRI PTI ON
"Wite access for the transmt clock source is not
required.”
OBJECT dsx3Li neLengt h
M N- ACCESS read-only
DESCRI PTI ON
"Wite access for the line length is not
required.”
OBJECT dsx3Channel i zati on
M N- ACCESS read-only
DESCRI PTI ON
"Wite access for the channelization is not
required.”
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::={ ds3Conpliances 1 }

-- units of conformance

ds3Near EndConfi gG oup OBJECT- GROUP
OBJECTS { dsx3Li nel ndex,

dsx3Ti neEl apsed,
dsx3Val i dl nterval s,
dsx3Li neType,

dsx3Li neCodi ng,
dsx3SendCode,
dsx3Circuitldentifier
dsx3LoopbackConfi g,
dsx3Li neSt at us,
dsx3Transni t O ockSour ce,
dsx3l nval i dl nterval s,
dsx3Li neLengt h,
dsx3LoopbacksSt at us,
dsx3Channel i zati on,
dsx3Ds1For Renot eLoop}

STATUS current
DESCRI PTI ON

Sept ember 2004

"A collection of objects providing configuration

i nformati on applicable to al

.= { ds3Groups 1}

ds3Near EndSt ati sti csG oup OBJECT- GROUP
OBJECTS { dsx3Currentl ndex,

N ckl ass

dsx3Curr ent PESs,
dsx3Curr ent PSESs,
dsx3Curr ent SEFSs,
dsx3Curr ent UASs,
dsx3Current LCVs,
dsx3Curr ent PCVs,
dsx3Current LESs,
dsx3Curr ent CCVs,
dsx3Curr ent CESs,
dsx3Curr ent CSESs,
dsx3l nterval | ndex,
dsx3l nt er val Nunber,
dsx3l nt er val PESs,
dsx3l nt er val PSESs,
dsx3l nt er val SEFSs,
dsx3l nt er val UASs,
dsx3l nt er val LCVs,
dsx3l nt er val PCVs,
dsx3l nt er val LESs,
dsx3l nt er val CCVs,
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dsx3l nt er val CESs,
dsx3l nt er val CSESs,
dsx3l nterval Val i dDat a,
dsx3Tot al | ndex,
dsx3Tot al PESs,
dsx3Tot al PSESs,
dsx3Tot al SEFSs,
dsx3Tot al UASs,
dsx3Tot al LCVs,
dsx3Tot al PCVs,
dsx3Tot al LESs,
dsx3Tot al CCVs,
dsx3Tot al CESs,
dsx3Tot al CSESs }
STATUS current
DESCRI PTI ON
"A collection of objects providing statistics
informati on applicable to all DS3/E3 interfaces."
::={ ds3Groups 2 }

ds3Far EndGroup OBJECT- GROUP

OBJECTS { dsx3Far EndLi nel ndex,
dsx3Far EndEqui pCode,
dsx3Far EndLocat i onl DCode,
dsx3Far EndFr anel DCode,
dsx3Far EndUni t Code,
dsx3Far EndFaci | i t yl DCode,
dsx3Far EndCur r ent | ndex,
dsx3Far EndTi neEl apsed,
dsx3Far EndVal i dl nt erval s,
dsx3Far EndCur r ent CESs,
dsx3Far EndCur r ent CSESs,
dsx3Far EndCur r ent CCVs,
dsx3Far EndCur r ent UASs,
dsx3Far Endl nval i dl nt erval s,
dsx3Far Endl nt er val | ndex,
dsx3Far Endl nt er val Nunber ,
dsx3Far Endl nt er val CESs,
dsx3Far Endl nt er val CSESs,
dsx3Far Endl nt er val CCVs,
dsx3Far Endl nt er val UASs,
dsx3Far Endl nt er val Val i dDat a,
dsx3Far EndTot al | ndex,
dsx3Far EndTot al CESs,
dsx3Far EndTot al CSESs,
dsx3Far EndTot al CCVs,
dsx3Far EndTot al UASs }

STATUS current
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DESCRI PTI ON
"A collection of objects providing renote
configuration and statistics information
applicable to G bit Parity and SYNTRAN DS3
interfaces.”

::={ ds3Goups 3}

ds3Deprecat edG oup OBJECT- GROUP

OBJECTS { dsxa3l fl ndex,
dsx3Fr acl ndex,
dsx3FracNumnber,
dsx3Fracl f | ndex }
STATUS deprecated
DESCRI PTI ON
"A collection of obsolete objects that may be
i npl ement ed for backwards conpatibility.”
.= { ds3Goups 4 }

ds3Near EndOpt i onal Confi gG oup OBJECT- GROUP
OBJECTS { dsx3Li neSt at usLast Change,
dsx3Li neSt at usChangeTr apEnabl e }

STATUS current

DESCRI PTI ON
"A collection of objects that nay be inpl emented
on DS3/E3 interfaces."

::={ ds3Goups 5}

ds3Near EndQOpt i onal TrapG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { dsx3Li neSt at usChange }
STATUS current
DESCRI PTI ON
"A collection of notifications that may be
i npl emented on DS3/E3 interfaces.”
.= { ds3Goups 6 }

END
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4.

Appendi x A - Use of dsx3lflndex and dsx3Li nel ndex

Thi s Appendi x exists to docunment the previous use if dsx3lflndex and
dsx3Li nel ndex and to clarify the rel ationship of dsx3Linelndex as
defined in RFC 1407 with the dsx3Linelndex as defined in this
docunent .

The foll owi ng shows the old and new definitions and the rel ati onshi p:

[New Definition]: "This object should be nade equal to iflndex. The
next paragraph describes its previous usage. Making the object equa
to iflndex allows proper use of ifStackTable.

[Od Definition]: "this object is the identifier of a DS3/E3
Interface on a managed device. |If there is an ifEntry that is
directly associated with this and only this DS3/E3 interface, it
shoul d have the same value as iflndex. O herw se, nunmber the
dsx3Li nel ndices with an unique identifier follow ng the rul es of
choosi ng a nunber that is greater than ifNunber and nunbering the
inside interfaces (e.g., equipnent side) with even nunbers and
outside interfaces (e.g, network side) with odd nunmbers."

When the "Ad Definition" was created, it was described this way to
all ow a manager to treat the value _as if_it were an iflndex, i.e.
the value would either be: 1) an iflndex value or 2) a val ue that
was guaranteed to be different fromall valid iflndex val ues.

The new definition is a subset of that definition, i.e., the value is
al ways an iflndex val ue.

The following is Section 3.1 from[RFC1407]:

Di fferent physical configurations for the support of SNWMP w th DS3/E3
equi prent exist. To acconmodate these scenarios, two different
indices for DS3/E3 interfaces are introduced in this MB. These

i ndi ces are dsx3lflndex and dsx3Li nel ndex.

External interface scenario: the SNMP Agent represents all managed
DS3/E3 lines as external interfaces (for exanple, an Agent residing
on the device supporting DS3/E3 interfaces directly):
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For this scenario, all interfaces are assigned an integer val ue equa
to iflndex, and the follow ng applies:

i fl ndex=dsx3l fl ndex=dsx3Li nel ndex for all interfaces.

The dsx3Iflndex colum of the DS3/E3 Configuration table relates each
DS3/E3 interface to its corresponding interface (iflndex) in the
Internet-standard MB (MB-1I STD 17, [RFC1213]).

External & nternal interface scenario: the SNWP Agents resides on an
host external fromthe device supporting DS3/E3 interfaces (e.g., a
router). The Agent represents both the host and the DS3/E3 devi ce.
The i ndex dsx3Linelndex is used to not only represent the DS3/E3
interfaces external fromthe host/DS3/E3-device conbination, but also
the DS3/E3 interfaces connecting the host and the DS3/E3 device. The
i ndex dsx3lflndex is always equal to iflndex.

Exanpl e:
A shelf full of CSUs connected to a Router. An SNWMP Agent residing

on the router proxies for itself and the CSU. The router has also an
Et hernet interface:

L +
| | |

| | | N R EE L et , ,

| E | | 44.736 MBPS | ds3 ML3 Line#A | ds3 C-bit Parity
| t | R |------mmmaem - S L S >

|h | | . | . .

| e | O | 44.736 MBPS | ds3 ML3 Line#B | ds3 C-bit Parity
| r | [------mmmm - - - R T R >

In | U | | , | , ,

| e | | 44.736 MBPS | ds3 ML3 Line#C | ds3 C-bit Parity
| t | T |--------------- S L S >

| | | | |

[----- | E | 44.736 MBPS | ds3 ML3 Line#D | ds3 C-bit Parity
| | I I T S L e >

| | R | | |

| | |

| +----- +
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The assignment of the index values could for exanple be:

i flndex (= dsx3lflndex) dsx3Li nel ndex
1 NA NA (Et hernet)
2 Li ne#A Rout er Side 6
2 Li ne#A Net wor k Si de 7
3 Li ne#B Rout er Side 8
3 Li ne#B Net wor k Si de 9
4 Li ne#C Rout er Si de 10
4 Li ne#C Net wor k Si de 11
5 Li ne#D Rout er Side 12
5 Li ne#D Net wor k Si de 13

For this exanple, ifNunmber is equal to 5. Note the follow ng
description of dsx3Linelndex: the dsx3Linelndex identifies a DS3/E3
Interface on a managed device. |If there is an ifEntry that is
directly associated with this and only this DS3/E3 interface, it
shoul d have the sanme value as iflndex. Oherw se, nunber the
dsx3Li nel ndices with an unique identifier follow ng the rules of
choosi ng a nunber greater than ifNunber and nunbering inside
interfaces (e.g., equipnent side) with even nunbers and outside
interfaces (e.g., network side) with odd nunbers.

If the CSU shelf is managed by itself by a | ocal SNMP Agent, the
situation woul d be:

i flndex (= dsx3lflndex) dsx3Li nel ndex
1 Li ne#A Net wor k Si de 1
2 Li ne#A Rout er Si de 2
3 Li ne#B Net wor k Si de 3
4 Li ne#B Rout er Si de 4
5 Li ne#C Net wor k Si de 5
6 Li ne#C Rout er Si de 6
7 Li ne#D Net wor k Si de 7
8 Li ne#D Rout er Side 8

5. Appendi x B - The del ay approach to Unavi al abl e Seconds.

This procedure is illustrated below for a DS3 C-Bit parity
application. Similar rules would apply for other interfaces covered
by this MB. The procedure guarantees that the statistical counters
are correctly updated at all tinmes, although they lag real time by 10
seconds. At the end of each 15 nminutes interval the current interva
counts are transferred to the nbpst recent interval entry and each
interval is shifted up by one position, with the ol dest being

di scarded if necessary in order to nake room The current interva
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counts then start over fromzero. Note, however, that the signa
state cal cul ati on does not start afresh at each interval boundary;
rather, signal state information is retained across interva
boundari es.

| READ COUNTERS & STATUS | NFO FROM HARDWARE |

| BPV EXZ LOS PCv CCV AIS SEF OOF LOF FEBE RAI |

| ACCUM ONE- SEC STATS, CHK ERR THRESHOLDS, & UPDT S| GNAL STATE |
|
R —— NEAR END - -----=--cznm-x- > |<---- FAREND ----- >|
|
|

|
LCV LES PCv CCV PES CES PSES CSES SEFS A/ U CCV CES CSES SEFS A/ U

| |
| |
| |
o e e m e e e e e e e e e e e e e e e oo | Ao +
| ONE- SEC DELAY | | | ONE-SEC DELAY |
| (1 OF 10) [ 1 | (1 CF 10) |1
T - S I +
| | | | | | | | | | | | | | |
/ / / / / / / / / / / / / / /
[ I A | | [ I I | |
\% \% \% \% \% \% \% \% \% | \% \% \% \% |
I S I e +
| ONE- SEC DELAY | | | ONE-SEC DELAY |
| (10 OF 10) | | | (10 OF 10) |
o S I +
| |
| |

|
R T — NEAR END -« ----=---zn--=- > |<---- FAREND ----- >|
|
|

|
LCV LES PCV CCV PES CES PSES CSES SEFS UAS CCV CES CSES SEFS UAS

Note that if such a procedure is adopted there is no current interva
data for the first ten seconds after a system cones up
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7.

7.

noSuchl nstance nust be returned if a nmanagenent station attenpts to
access the current interval counters during this tine.

It is an inplementation-specific matter whether an agent assunes that
the initial state of the interface is available or unavail able.
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Security Considerations

There are a nunber of nanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite. Such objects may be
considered sensitive or vulnerable in some network environnents. The
support for SET operations in a non-secure environment w thout proper
protection can have a negative effect on network operations. The
specific the objects and their sensitivities/vulnerabilities are as
fol | ows.

Setting the following objects to incorrect values may result in
traffic interruptions:

dsx3Li neType

dsx3Li neCodi ng
dsx3SendCode
dsx3LoopbackConfig
dsx3Transm t Cl ockSour ce
dsx3Li neLengt h
dsx3Channel i zati on
dsx3Ds1For Renot eLoop

In the case of dsx3LineType, for exanple, both ends of a DS3/E3 nust
have the sane value in order for traffic to flow In the case of
dsx3SendCode and dsx3LoopbackConfig, for another exanple, traffic may
stop transnmitting when particul ar | oopbacks are appli ed.

Setting the following objects to an incorrect value will result in
the renote end receiving an incorrect Path ldentification nessage,
which may result in a connectivity inconsistency:

dsx3Far EndEqui pCode
dsx3Far EndLocat i onl DCode
dsx3Far EndFr anel DCode
dsx3Far EndUni t Code
dsx3Far EndFaci | i t yl DCode
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Setting the following object to an incorrect value will not harmthe
traffic, but it may cause a circuit to be ms-identified and thereby
create difficulties for service personnel when attenpting to

t roubl eshoot a probl em

dsx3Circuitldentifier

Setting the foll owi ng object can cause an increase in the nunber of
traps received by the network nanagenent station

dsx3Li neSt at usChangeTr apEnabl e

The readabl e objects in this MB nodule (i.e., the objects with a
MAX- ACCESS ot her than not-accessible) nmay be considered sensitive in
sone environments since, collectively, they provide extensive

i nformati on about the perfornmance of interfaces in DS3/E3 equi prment
or networks and can reveal sonme aspects of their configuration. In
such environnents it is inportant to control even GET and NOTI FY
access to these objects and possibly to encrypt the val ues of these
obj ects when sending them over the network via SNWP

SNMP versions prior to SNVWPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using I PSec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/create/ del ete) the objects
in this MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNWPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographi c nechani sns (for
aut henti cation and privacy).

Further, deployment of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOUWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customner/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimte
rights to indeed GET or SET (change/create/ delete) them
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such proprietary rights by inplenenters or users of this
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