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1. Introduction

The Qpen Pl uggabl e Edge Services (OPES) architecture [1] enables
cooperative application services (OPES services) between a data
provider, a data consumer, and zero or nore OPES processors. The
application services under consideration analyze and possibly
transform application-level nessages exchanged between the data
provi der and the data consuner.

This work specifies OPES tracing and bypass functionality. The
architecture document [1] requires that tracing is supported in-band.
This design goal linits the type of application protocols that OPES
can support. The details of what a trace record can convey are al so
dependent on the choice of the application |evel protocol. For these
reasons, this work only docunents requirenents for OPES entities that
are needed to support traces and bypass functionality. The task of
encodi ng traci ng and bypass features is application protoco

specific. Separate docunments will address HITP and ot her protocols

The architecture does not prevent inplenenters from devel opi ng out -
of - band protocols and techni ques to address tracing and bypass. Such
protocols are out of scope of the current work.

1.1. Termnol ogy

The keywords "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119 [2].
Wien used with the normative neanings, these keywords will be al
uppercase. Cccurrences of these words in | owercase conprise nornma
prose usage, with no normative inplications.

2. OPES System

This section provides a definition of OPES System This is needed in
order to define what is traceable (or bypassable) in an OPES Fl ow

Definition: An OPES Systemis a set of all OPES entities authorized
by either the data provider or the data consuner application to
process a given application nessage.

The nature of the authorization agreenent determines if authority

del egation is transitive (nmeaning an authorized entity is authorized
to include other entities).
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If specific authority agreenents allow for re-del egati on, an OPES
system can be forned by induction. 1In this case, an OPES system
starts with entities directly authorized by a data provider (or a
data consuner) application. The OPES systemthen includes any OPES
entity authorized by an entity that is already in the OPES system
The authority delegation is always viewed in the context of a given
appl i cation nessage.

An OPES Systemis defined on an application nmessage basis. Having an
authority to process a nmessage does not inply being involved in
message processing. Thus, some OPES system nenbers may not
participate in processing of a nessage. Simlarly, sone nenbers nmay
process the same nessage several tines.

The above definition inplies that there can be no nore than two OPES
systenms [Cient-side and server-side OPES systens can process the
same nmessage at the sane tine] processing the sane nessage at a given
tine. This is based on the assunption that there is a single data
provider and a single data consuner as far as a given application
nmessage i s concerned.

For exanple, consider a Content Delivery Network (CDN) delivering an
i mage on behalf of a busy web site. OPES processors and services,
which the CDN uses to adapt and deliver the image, conprise an OPES
System In a nore conpl ex exanple, an OPES System woul d contain
third party OPES entities that the CDN engages to perform adaptations
(e.g., to adjust image quality).

3. Tracing Requirenents
The definition of OPES trace and tracing are given next.

OPES trace: application nmessage informati on about OPES entities
t hat adapted the nessage.

OPES tracing: the process of creating, nmanipulating, or
interpreting an OPES trace.

Note that the above trace definition assunmes in-band tracing. This
dependency can be renoved if desired. Tracing is perforned on per
message basis. Trace format is dependent on the application protoco
that is being adapted. A traceable entity can appear nultiple tines
in atrace (for exanple, every tine it acts on a nessage).

3.1. Traceable entities

This section focuses on identifying traceable entities in an OPES
FI ow.
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Tracing information provides an "end" with infornmati on about OPES
entities that adapted the data. There are two distinct uses of OPES
traces. First, a trace enables an "end" to detect the presence of
OPES System  Such "end" should be able to see a trace entry, but
does not need to be able to interpret it beyond identification of the
OPES System and | ocation of certain required OPES-rel ated discl osures
(see Section 3.2).

Second, the OPES System administrator is expected to be able to
interpret the contents of an OPES trace. The trace can be relayed to
the administrator by an "end" without interpretation, as opaque data
(e.g., a TCP packet or an HITP nessage snapshot). The adm nistrator
can use the trace information to identify the participating OPES
entities. The adninistrator can use the trace to identify the
appl i ed adaptation services along with other nessage-specific

i nformati on.

Since the adninistrators of various OPES Systens can have vari ous
ways of looking into tracing, they require the freedomin what to put
in trace records and how to fornmat them

At the inplementation level, for a given trace, an OPES entity

i nvol ved in handling the correspondi ng application nessage is
traceable or traced if infornmation about it appears in that trace.
This work does not specify any order to that information. The order
of information in a trace can be OPES System specific or can be
defined by application bindings docunments.

OPES entities have different levels of traceability requirenents.
Specifically,

0 An OPES System MJST add its entry to the trace.

0 An OPES processor SHOULD add its entry to the trace.

0 An OPES service MAY add its entry to the trace.

0 An OPES entity MAY del egate addition of its trace entry to another
OPES entity. For exanple, an OPES System can have a dedi cated
OPES processor for adding Systementries; an OPES processor can
use a callout service to manage all OPES trace nani pul ations
(since such manipul ati ons are OPES adaptations).

In an OPES context, a good tracing approach is simlar to a trouble
ticket ready for submission to a known address. The address is
printed on the ticket. The trace in itself is not necessarily a
detail ed description of what has happened. It is the responsibility
of the operator to decode trace details and to resolve the problens.
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3.2

3. 3.

3. 4.

Bar

System requi renent s

The followi ng requirenents docunment actions when forming an OPES
Systemtrace entry:

0 OPES system MJUST include its unique identification in its trace
entry. Here, uniqueness scope is all OPES Systens that nmay adapt
t he message being traced.

0 An OPES System MJUST define its inpact on inter- and intra-docunent
reference validity.

0 An OPES System MJST include information about its privacy policy,
including identity of the party responsible for setting and
enforcing the policy.

0 An OPES System SHOULD include information that identifies, to the
techni cal contact, the OPES processors involved in processing the
nessage

0 When providing required information, an OPES System MAY use a
single URI to identify a resource containing several required
itenms. For exanple, an OPES System can point to a single web page
with a reference to System privacy policy and techni cal contact
i nformati on.

This specification does not define the nmeaning of the terns privacy
policy, policy enforcenment, or reference validity or technica

contact and contains no requirenments regardi ng encodi ng, |anguage,
format, or any other aspects of that information. For exanple, a UR
used for an OPES Systemtrace entry may look like "http://

waww, exanpl econpany. coni opes/ ?cl i ent =exanpl e. com’ where the identified
web page is dynamically generated and contains the all OPES System

i nformati on required above.

Processor requirements

The follow ng requirenents docunment actions when form ng an OPES
Systemtrace entry:

0 OPES processor SHOULD add its unique identification to the trace.
Her e, uni queness scope is the OPES System containing the
processor.

Cal | out server requirenents
In an OPES system it is the task of an OPES processor to add trace
records to application nessages. The OPES System admni ni strator

decides if and under what conditions callout servers may add trace
informati on to application nessages.
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4.

Bypass (Non-bl ocki ng feature) Requirenents

| AB reconmendation (3.3) [6] requires that the OPES architecture does
not prevent a data consumer application fromretrieving non- OPES
version of content froma data provider application, provided that

t he non- OPES content exists. |AB recommendation (3.3) suggests that
t he Non- bl ocki ng feature (bypass) be used to bypass faulty OPES

i nternedi ari es (once they have been identified, by sonme nethod).

In addressing | AB consideration (3.3), one need to specify what
constitutes non-OPES content. In this work the definition of "non-
OPES" content is provider dependent. 1In sone cases, the availability
of "non-OPES" content can be a function of the internal policy of a
gi ven organi zation that has contracted the services of an OPES
provider. For exanple, Conpany A has as contract with an OPES
provider to performvirus checking on all e-mail attachnments. An
enpl oyee X of Conpany A can issue a non-bl ocking request for the

Vi rus scanning service. The request could be ignored by the OPES
provider since it contradicts its agreenment w th Conpany A

The availability of non-OPES content can be a function of content
provi ders (or consumers or both) policy and depl oyment scenarios [5].
For this reason, this work does not attenpt to define what is an OPES
content as opposed to non-OPES content. The neani ng of OPES versus
non- OPES content is assuned to be deternined through various
agreenments between the OPES provider, data provider and/or data
consumer. The agreenment deternines what OPES services can be
bypassed and in what order (if applicable).

This specification docunents bypassing of an OPES service or a group
of services identified by a URI. |In this context, to "bypass the
service" for a given application message in an OPES Fl ow nmeans to
"not invoke the service" for that application nessage. A bypass URI
that identifies an OPES system (processor) matches all services
attached to that OPES system (processor). However, bypassing of OPES
processors and OPES Systens thensel ves requires non- OPES nechani sns
and is out of this specification scope. A bypass request an
instruction to bypass, usually enbedded in an application nessage.

The current specification does not provide for a good nmechani smt hat
all ow and "end" to specify to "bypass this service but only if it is
a part of that OPES systeni or "bypass all services of that OPES
system but not of this OPES systeni. Furthernore, if an OPES
processor does not know for sure that a bypass URI does not nmatch its
service, it nust bypass that service
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If no non-OPES content is available without the specified service,

t he bypass request for that service nust be ignored. This design
inplies that it may not be possible to detect non- OPES content

exi stence or to detect violations of bypass rules in the environnents
where the tester does not know whet her non-OPES content exists. This
desi gn assunes that nost bypass requests are intended for situations
wher e serving undesirable OPES content is better than serving an
error nessage that no preferred non- OPES content exists.

Bypass feature is to mal functioning OPES services as HITP "rel oad"
request is to malfunctioning HITP caches. The primary purpose of the
bypass is to get usable content in the presence of service failures
and not to provide the content consunmer with nore infornmation on what
is going on. OPES trace should be used for the latter instead.

While this work defines a "bypass service if possible" feature, there
are other related bypass features that can be inplenented i n OPES
and/ or in application protocols being adapted. For exanple, a
"bypass service or generate an error" or "bypass OPES entity or
generate an error". Such services would be useful for debugging
broken OPES systens and nmay be defined in other OPES specifications.
This work concentrates on docunmenting a user-|evel bypass feature
addressing direct | AB concerns.

4.1. Bypassable entities

In this work, the focus is on devel oping a bypass feature that all ows
a user to instruct the OPES Systemto bypass sone or all of its
services. The collection of OPES services that can be bypassed is a
function of the agreenent of the OPES provider with either (or both)
the content provider or the content consuner applications. In the
general case, a bypass request is viewed as a bypass instruction that
contains a URI that identifies an OPES entity or a group of OPES
entities that performa service (or services) to be bypassed. An
instruction may contain nore than one such URI. A special wldcard
identifier can be used to represent all possible URls.

In an OPES Flow, a bypass request is processed by each invol ved OPES
processor. This neans that an OPES processor exani nes the bypass
instruction and if non-OPES content is available, the processor then
bypasses the indicated services. The request is then forwarded to
the next OPES processor in the OPES Flow. The next OPES processor
woul d then handl e all bypass requests, regardl ess of the previous
processor actions. The processing chain continues throughout the
whol e processors that are involved in the OPES Fl ow
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4.2. Systemrequirenents

In an OPES System bypass requests are generally client centric
(originated by the data consumer application) and go in the opposite
direction of tracing requests. This work requires that the bypass
feature be performed in-band as an extension to an application
specific protocol. Non-OPES entities should be able to safely ignore
t hese extensions. The work does not prevent OPES Systens from
devel opi ng their own out of band protocols.

The follow ng requirenments apply for bypass feature as related to an
OPES System (the availability of a non-OPES content is a
precondition):

0 An OPES System MJST support a bypass feature. This nmeans that the
OPES System bypasses services whose URIs are identified by an OPES
"end".

0 An OPES System MJST provi de OPES version of the content if non-
OPES version is not avail abl e.

In order to facilitate the debugging (or data consumer user
experience) of the bypass feature in an OPES System it would be
beneficial if non-bypassed entities included information related to
why they ignored the bypass instruction. It is inportant to note
that in sone cases the tracing facility itself may be broken and the
whol e OPES System (or part) nmay need to be bypassed through the issue
of a bypass instruction

4.3. Processor requirenments

Bypass requirenments for OPES processors are (the availability of a
non- OPES content is a precondition):

0 OPES processor SHOULD be able to interpret and process a bypass
instruction. This requirenment applies to all bypass instructions,
i ncluding those that identify unknown-to-recipient services.

0 OPES processors MJST forward bypass request to the next
application hop provided that the next hop speaks application
protocol with OPES bypass support.

0 OPES processor SHOULD be able to bypass it’s service(s) execution

OPES processors that know how to process and interpret a bypass
i nstruction have the foll owi ng requirenents:

0 The recipient of a bypass instruction with a URI that does not

identify any known-to-recipient OPES entity MJUST treat that URl as
a wildcard identifier (meaning bypass all applicable services).
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4.4, Callout server requirenents

In an OPES system it is the task of an OPES processor to process
bypass requests. The OPES System adnini strator decides if and under
what conditions callout servers process bypass requests.

5. Protocol Binding

The task of encoding tracing and bypass features is application
protocol specific. Separate docunents will address HITP and ot her
protocols. These docunents nust address the ordering of trace

i nformation as needed.

6. Conpliance Considerations

This specification defines conpliance for the follow ng conpliance
subj ects: OPES System processors, entities and callout servers.

A conpliance subject is conpliant if it satisfies all applicable
"MJUST" and "SHOULD' |evel requirements. By definition, to satisfy a
"MUST" | evel requirenent neans to act as prescribed by the
requirenent; to satisfy a "SHOULD' |evel requirenment means to either
act as prescribed by the requirenent or have a reason to act
differently. A requirenment is applicable to the subject if it

i nstructs (addresses) the subject.

Informal ly, conpliance with this docunment neans that there are no

known "MJST" violations, and all "SHOULD' violations are consci ous.
In other words, a "SHOULD' means "MJUST satisfy or MJUST have a reason
to violate". 1t is expected that conpliance clains are acconpanied

by a list of unsupported SHOULDs (if any), in an appropriate fornat,
expl ai ni ng why preferred behavior was not chosen

Only normative parts of this specification affect conpliance.
Normative parts are: parts explicitly marked using the word
"nornative", definitions, and phrases containing unquoted capitalized
keywords from RFC 2119 [2]. Consequently, exanples and illustrations
are not nornmative.

7. | ANA Consi der ati ons

This specification contains no | ANA considerations. Application
bi ndi ngs MAY contai n application-specific | ANA consi derati ons.
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8.

8.

Security Considerations

Security considerations for OPES are docunmented in [4]. Policy and
aut hori zation i ssues are docunmented in [3]. It is recomended that
designers consult these docunments before reading this section

This docunent is a requirenent docunent for tracing and bypass
feature. The requirenents that are stated in this docunment can be
used to extend an application |evel protocol to support these
features. As such, the work has security precautions.

1. Tracing security considerations

The tracing facility for OPES architecture is inplemented as a
protocol extension. |nadequate inplenmentations of the tracing
facility may defeat safeguards built into the OPES architecture. The
tracing facility by itself can beconme a target of malicious attacks
or used to lunch attacks on an OPES System

Threats caused by or against the tracing facility can be viewed as
threats at the application level in an OPES Flow. In this case, the
threats can affect the data consunmer and the data provider
appl i cation.

Since tracing information is a protocol extension, these traces can

be injected in the data flow by non-OPES entities. 1In this case,
there are risks that non-OPES entities can be conpromised in a
fashion that threat the overall integrity and effectiveness of an

OPES System For exanple, a non-OPES proxy can add fake tracing
information into a trace. This can be done in the formof wong, or
unwant ed, or non existent services. A non-OPES entity can inject

| arge size traces that nmay cause buffer overflow in a data consumer
application. The sanme threats can arise from conproni sed OPES
entities. An attacker can control an OPES entity and inject wong,
or very large trace information that can overwhel man end or the next
OPES entity in an OPES flow. Simlar threats can result from bad

i mpl enentations of the tracing facility in trusted OPES entities.

Conpromi sed tracing informati on can be used to |launch attacks on an
OPES Systemthat give the inpression that unwanted content
transformati on was performed on the data. This can be achi eved by
inserting wong entity (such OPES processor) identifiers. A
conproni sed trace can affect the overall nessage integrity structure.
This can affect entities that use nessage header information to
perform services such as accounting, |oad bal ancing, or reference-
based servi ces.
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Conproni sed trace informati on can be used to |aunch DoS attacks that
can overwhel ma data consuner application or an OPES entity in an
OPES Flow. Inserting wong tracing informati on can conplicate the
debuggi ng tasks perforned by system adninistrator during trouble
shooti ng of OPES System behavi or

As a precaution, OPES entities ought to be capable of verifying that
the inserted traces are perfornmed by | egal OPES entities. This can
be done as part of the authorization and authentication face. Policy
can be used to indicate what trace information can be expected froma
peer entity. Oher application level related security concerns can
be found in [4].

8.2. Bypass security considerations

The bypass facility for OPES architecture is inplenented as a

prot ocol extension. Inadequate inplenmentations of the bypass
facility may defeat safeguards built into the OPES architecture. The
bypass facility by itself can beconme a target of nalicious attacks or
used to lunch attacks on an OPES System

Threats caused by or against the bypass facility can be viewed as
threats at the application level in an OPES Flow. 1In this case, the
threats can affect the data consuner and the data provider
application.

There are risks for the OPES System by non- OPES entities, whereby,
these entities can insert bypass instructions into the OPES Fl ow
The threat can conme from conpromnm sed non-OPES entities. The threat
m ght affect the overall integrity and effectiveness of an OPES
System For exanple, a non-OPES proxy can add bypass instruction to
bypass legitimate OPES entities. The attack might result in
overwhel ming the original content provider servers, since the attack
essentially bypass any | oad bal anci ng techniques. 1In addition, such
an attack is also equivalent to a DoS attack, whereby, a legitinmate
data consuner application nay not be able to access sone content from
a content provider or its OPES version.

Si nce an OPES Fl ow may include non-OPES entities, it is susceptible
to man-in-the-niddl e attacks, whereby an intruder may inject bypass
instructions into the data path. These attacks may affect content
availability or disturb | oad bal ancing techni ques in the network.

The above threats can also arise by conpronmi sed OPES entities. An

i ntruder can conproni se an OPES entities and then use man-in-the-

m ddl e techniques to disturb content availability to a data consuner
application or overload a content provider server (essentially, sone
formof a DoS attack).
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9.

9.

1

Attackers can use the bypass instruction to affect the overal
integrity of the OPES System The ability to introduce bypass
instructions into a data flow may effect the accounting of the OPES
System It may also affect the quality of content that is delivered
to the data consunmer applications. Simlar threats can arise from
bad i npl ementati ons of the bypass facility.

I nconsi stent or selective bypass is also a threat. Here, one end can
try to bypass a subset of OPES entities so that the resulting content
is mal formed and crashes or conpromi ses entities that process that
content (and expect that content to be conplete and valid). Such
exceptions are often not tested because inplenenters do not expect a
vital service to disappear fromthe processing | oop

O her threats can arise fromconfiguring access control policies for
OPES entities. It is possible that systens inplenenting access
controls via OPES entities may be incorrectly configured to honor
bypass and, hence, give unauthorized access to intruders.

Tap bypass can also be a threat. This is because systens

i mpl ementing wiretaps via OPES entities may be incorrectly configured
to honor bypass and, hence, ignore (leave undetected) traffic with
bypass instructions that should have been tapped or logged. It is

al so possible for one end to bypass services such as virus scanning
at the receiving end. This threat can be used by hackers to inject
viruses throughout the network. Following an |IETF policy on
Wretapping [7], OPES communi cati on nodel does not consider

W retappi ng requi rements. Neverthel ess, the docunented threat is
real, not obvious, and OPES technol ogy users operating in wretapping
or simlar |ogging environnents should be aware of it.

O her application level related security concerns can be found in

[4].
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on the IETF s procedures with respect to rights in | ETF Docunents can
be found in BCP 78 and BCP 79.
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