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Abstract

This meno provides guidelines and Best Current Practice for operating
DNS in a world where queries and responses are carried in a nixed
envi ronnent of I Pv4 and | Pv6 networKks.

1. Introduction to the Problem of Nanme Space Fragnentation
following the referral chain

A resolver that tries to | ook up a nane starts out at the root, and
follows referrals until it is referred to a name server that is
authoritative for the name. |If sonewhere down the chain of referrals
it is referred to a name server that is only accessi ble over a
transport which the resol ver cannot use, the resolver is unable to
finish the task.

Wien the Internet noves fromIPv4 to a mxture of I1Pv4 and IPv6 it is
only a matter of time until this starts to happen. The conpl ete DNS
hi erarchy then starts to fragment into a graph where authoritative
nane servers for certain nodes are only accessible over a certain
transport. The concern is that a resolver using only a particul ar
version of I P and querying infornmation about another node using the
sane version of I P can not do it because sonewhere in the chain of
servers accessed during the resolution process, one or nore of them
will only be accessible with the other version of IP

Wth all DNS data only avail able over IPv4 transport everything is

simple. |Pv4 resolvers can use the intended nechani sm of follow ng
referrals fromthe root and down while |IPv6 resol vers have to work
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through a "translator", i.e., they have to use a recursive nane
server on a so-called "dual stack" host as a "forwarder" since they
cannot access the DNS data directly.

Wth all DNS data only avail able over 1 Pv6 transport everything would
be equally sinple, with the exception of |Pv4 recursive nane servers
having to switch to a forwardi ng configuration

However, the second situation will not arise in the foreseeable
future. Instead, the transition will be fromIPv4 only to a nixture
of 1Pv4 and I1Pv6, with three categories of DNS data dependi ng on
whet her the infornmation is available only over |IPv4 transport, only
over | Pv6 or both.

Havi ng DNS data available on both transports is the best situation
The major question is howto ensure that it becones the norm as

qui ckly as possible. However, while it is obvious that some DNS data
will only be available over v4 transport for a long tine it is also
obvious that it is inportant to avoid fragmenting the nane space
available to IPv4 only hosts. For exanple, during transition it is
not acceptable to break the name space that we presently have

avail abl e for IPv4-only hosts.

2. Term nol ogy

The phrase "I Pv4 name server" indicates a name server avail able over

| Pv4 transport. |t does not inply anything about what DNS [1,2] data
is served. Likewi se, "IPv6 [4,5,6] nane server" indicates a name
server avail able over IPv6 transport. The phrase "dual -stack nane
server" indicates a nane server that is actually configured to run
both protocols, IPv4d and | Pv6, and not nerely a server running on a
syst em capabl e of running both but actually configured to run only
one.

3. Policy Based Avoi dance of Nane Space Fragnentation

Today there are only a few DNS "zones" on the public Internet that
are avail able over IPv6 transport, and nost of them can be regarded
as "experinental". However, as soon as the root and top |eve
domai ns are avail able over IPv6 transport, it is reasonable to expect
that it will become nore conmon to have zones served by |IPv6 servers

Havi ng t hose zones served only by I Pv6-only name server would not be
a good devel opnent, since this will fragnment the previously
unfragnmented | Pv4 nane space and there are strong reasons to find a
mechanismto avoid it.
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The recomended approach to nmintain name space continuity is to use
adm ni strative policies, as described in the next section

4. DNS I Pv6 Transport reconmended Guidelines

In order to preserve nane space continuity, the foll ow ng
adm ni strative policies are recomended:

- every recursive name server SHOULD be either |Pv4-only or dua
st ack,

This rules out | Pv6-only recursive servers. However, one night
design configurations where a chain of |IPv6-only nane server
forward queries to a set of dual stack recursive name server
actually perform ng those recursive queries.

- every DNS zone SHOULD be served by at |east one |Pv4-reachabl e
authoritative name server.

This rules out DNS zones served only by I Pv6-only authoritative
name servers

Not e: zone validation processes SHOULD ensure that there is at |east
one | Pv4 address record avail able for the nane servers of any child
del egations within the zone.

5. Security Considerations

The guidelines described in this meno introduce no new security
considerations into the DNS protocol or associ ated operationa
scenari os.
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This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGANI ZATI ON HE/ S HE
REPRESENTS OR | S SPONSORED BY (I F ANY), THE | NTERNET SOCI ETY AND THE
| NTERNET ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS OR

| MPLI ED, | NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF
THE | NFORVATI ON HEREI'N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the IETF s procedures with respect to rights in | ETF Docunents can
be found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the infornation to the IETF at ietf-
ipr@etf.org.
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