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Abstr act

The International Tel ecomunications Uni on Standardi zati on Sector
(ITUT) has created the H 350 series of Reconmendations that specify
directory services architectures in support of multinmedi a
conferencing protocols. The goal of the architecture is to
"directory enable’ nultinedia conferencing so that these services can
| everage existing identity nmanagenent and enterprise directories. A
particular goal is to enable an enterprise or service provider to

mai ntai n a canoni cal source of users and their nultinmedia
conferencing systenms, so that nultiple call servers frommultiple
vendors, supporting multiple protocols, can all access the sane data
store.

Because SIP is an | ETF standard, the contents of H 350 and H. 350. 4
are made avail able via this docunent to the | ETF community. This
docunment contains the entire normative text of | TU-T Recommendati ons
H. 350 and H. 350.4 in sections 4 and 5, respectively. The renaining
sections are included only in this docunent, not in the ITUT

versi on.
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1. Scope

The International Tel ecomunications Uni on Standardi zati on Sector
(ITUT) has created the H 350 series of Reconmendations that specify
directory services architectures in support of mnultinmed a
conferencing protocols. The goal of the architecture is to
"directory enable’ multinedia conferencing so that these services can
| everage existing identity nmanagenent and enterprise directories. A
particular goal is to enable an enterprise or service provider to

mai ntain a canoni cal source of users and their multinedi a
conferencing systens, so that nultiple call servers frommnultiple
vendors, supporting nultiple protocols, can all access the sane data
store.

H. 350 architectures are not intended to change the operation of

mul ti medi a conferencing protocols in any way. Rather, they are meant
to standardi ze the way the already defined protocol elenents are
stored in a directory, so that they can be accessed in a standardi zed
manner .

In the H 350 series, Recommendation H. 350 specifies the base
architecture and object classes, while subordi nate Recommendati ons
specify elenments that are specific to individual protocols.
Currently, the Recommendati ons i ncl ude:

H. 350 - Directory Services Architecture for Miultimedi a Conferencing
H 350.1 - Directory Services Architecture for H. 323

H 350.2 - Directory Services Architecture for H 235

H 350.3 - Directory Services Architecture for H 320

H 350.4 - Directory Services Architecture for SIP

H 350.5 - Directory Services Architecture for Non-Standard Protocols

Because SIP is an | ETF standard, the contents of H 350 and H. 350. 4
are nade available via this document to the | ETF conmmunity.

2. Term nol ogy

The following terns are used throughout the document:

* call server: a protocol -specific signalling engine that routes
video or voice calls on the network. 1In H 323 this entity is a
gatekeeper. In SIP, this entity is a SIP Proxy Server. Note that
not all signalling protocols use a call server

* endpoint: a logical device that provides video and/or voice nedia
encodi ng/ decodi ng, and signalling functions. Exanples include:
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3.

4.

4.

* a group teleconferencing appliance that is |located in a
conference room

* an | P tel ephone.

* a software programthat takes video and voice froma canera and
m crophone and encodes it and applies signalling using a host
conput er.

* enterprise directory: A canonical collection of information about
users in an organi zation. Typically this information is collected
froma variety of organizational units to create a whole. For
exanpl e, Human Resources nay provi de nane and address
Tel econmruni cati ons nay provide the tel ephone nunber, Infornmation
Technol ogy nmay provide the enail address, etc. For the purposes
of this architecture, it is assumed that an enterprise directory
i s accessible via LDAP.

* \Wiite Pages: An application that allows end users to | ook up the
address of another user. This nmay be web-based or use sone other
user interface.

Conventions used in this docunent

Conventions in this docunent conformto ITUT guidelines. 1In this
Recommendati on, the follow ng conventions are used:

"Shal |" indicates a mandatory requirenent.
"Shoul d" indicates a suggested but optional course of action

"May" indicates an optional course of action rather than a
reconmendati on that sonething take place

Ref erences to cl auses, sub cl auses, annexes and appendi ces refer to
those itens within this Recommendati on unl ess another specification
is explicitly listed.
H. 350

The normative text of H 350 is reproduced in this section
1. Scope

Thi s Recommendati on describes a directory services architecture for
mul ti medi a conferencing using LDAP. Standardi zed directory services

can support association of persons with endpoints, searchable white
pages, and clickable dialling. Directory services can also assist in
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the configuration of endpoints, and user authentication based on
authoritative data sources. This docunent describes a standardi zed
LDAP schema to represent endpoints on the network and associ ate those
endpoints with users. It discusses design and inplenentation
considerations for the inter-relation of video and voice-specific
directories, enterprise directories, call servers and endpoints.

The use of a common, authoritative data source for call server,
endpoi nt, user, authentication and white pages information is an

i mportant aspect of |large scale multinmedia conferencing environments.
Wthout a common data source, service providers nust create separate
processes to nmanage each of these functions. By standardizing the
LDAP schenma used to represent the underlying data, products from

di fferent system vendors can be depl oyed together to create an
overall application environnent. For exanple, a white pages search
engi ne devel oped by one provider could serve directory information to
| P tel ephones produced by a second provider, with signalling managed
by a call server produced by yet a third provider. Each of these

di sparate systens can access the sane underlying data source,
reducing or elimnating the need to coordinate separate managenent of
each system A significant benefit to the user is that the
managenent of this data can be incorporated into existing customner
managenent tools, allow ng for quick and flexible scaling up of
applications. |Indeed, nmany technol ogy providers have al ready

i ncorporate LDAP into their products, but have been forced to do so
wi t hout benefit of a standardized schema. This Recommrendati on
represents an effort to standardi ze those representations to inprove
interoperability and performance.

Wiile URLs are already standardi zed for several conferencing
protocols, their representation in a directory is not. This
Recommendati on supports a standardi zed way for URLs to be searched
and located. This is a necessary step to support ’'clickable
dialling

Managenment of endpoint configurations can be inproved if the correct
settings are stored by the service provider in a location that is
accessible to both service provider and endpoint. LDAP provides a
conveni ent storage location that can be accessed by both call server
and endpoint; thus it is possible to use the directory to support
endpoi nt configuration, which is inportant for sinplified operation
and supporting user nobility. Note that other technol ogies al so
support endpoi nt configuration, notably the use of SNWP for conplete
configuration and SRV records for obtaining registration server
addresses. Therefore, H 350 should be viewed not as an authoritative
endpoi nt configuration architecture, but rather one tool that can
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assist with this task. Note that the use of H 350 has as a feature
endpoi nt specific configuration, where it is desirable that each
endpoi nt has a uni que configuration

This architecture uses a generic object class, called conmObject, to
represent attributes conmon to any video or voice protocol. Auxiliary
cl asses represent specific protocols, such as H 323, H 235, or H. 320,
as described in the H 350.x series of Reconmendations. Miltiple

H. 350. x cl asses can be conbined to represent endpoints that support
nore than one protocol. For exanple, endpoints that support H. 323,

H. 235 and H. 320 would include H 350, H 350.1, H 350.2, and H. 350.3 in
their LDAP representations. Further, each entry should contain
commObj ect to serve as the entry’s structural object class.

There are two basic conponents in the architecture. The comUR
object is a class whose only purpose is to link a person or resource
to a coombbject. By placing a coomURI " pointer’ in an individual’s
directory entry, that individual beconmes associated with the
particular targeted commtbject. Similarly, comfbject contains a

poi nter, called commOaer, which points to the individual or resource
that is associated with the conmCbject. In this way, people or
resources can be associated with endpoints. The only change required
in the enterprise directory is the addition of the sinple object
class coomURI. Commtbj ect data may be instantiated in the sane or in
entirely separate directories, thus allowing flexibility in

i mpl enent ati on.

4.1.1. Design Coals

Large-scal e depl oynents of | P video and voi ce services have
denonstrated the need for conplenmentary directory services

nm ddl eware. Service admi nistrators need call servers that are aware
of enterprise directories to avoid duplication of account managenent
processes. Users need 'white pages’ to locate other users w th whom
they wish to communicate. All of these processes should pull their

i nformation from canoni cal data sources in order to reduce redundant
adm ni strative processes and ensure informati on accuracy. The
following design criteria are established for this architecture. The
architecture will:

1) enabl e endpoint information to be associated with people.
Alternately it enables endpoint information to be associ ated
with resources such as conference roons or classroons;

2) enabl e online searchable "white pages" where dialling
information (e.g., endpoint addresses) can be found, along with
other "traditional"” directory information about a user, such as
nane, address, telephone, enmil, etc.
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3) enabl e all endpoint infornation to be stored in a canonical data
source (the Directory), rather than local to the call server, so
that endpoi nts can be managed through mani pul ati ons of an
enterprise directory, rather than by direct entry into the cal
server;

4) support the creation of very large-scale distributed
directories. These include white pages "portals" that allow
searching for users across nultiple institutional directories.
In this application, each enterprise directory registers itself
with (or is unknow ngly di scovered by) a directory of
directories that is capable of searching across nultiple LDAP
directories;

5) be able to support multiple instances of endpoints per user or
resource;

6) represent endpoints that support nore than one protocol, for
exanpl e, endpoints that are both H 320 and H. 323;

7) store enough information about endpoint configuration so that
correct configuration settings can be docunented to end users on
a per-endpoint basis, as a support tool, or |oaded automatically
into the endpoint;

8) be extendi bl e as necessary to allow inpl enentation-specific
attributes to be included;

9) be non-invasive to the enterprise directory, so that support for
mul ti medi a conferencing can be added in a nodul ar fashion
wi t hout significant changes to the enterprise directory.

The scope of this Recommendati on does not include extensions of
functionality to protocols as defined within the protocols
thenselves. It is not the intent of the Recomnmendation to add
features, but nerely to represent existing protocol attributes. The
exception to this case is when functionality is inplied by the
directory itself, such as the commPrivate attribute.

4.1.2. Extending the Schema
H. 350 obj ect classes nay be extended as necessary for specific
i npl enentations. For exanple, a class may be extended to support

billing reference codes. Extensions to the schema are not considered
as part of the Recommendation and do not signify conpliance.
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In sone cases it nmay be necessary to extend the H 350 schenmas in
order to represent nore information than is supported by the
Recommendations. This may be inportant for devel opers that inplenent
proprietary endpoint functionality that needs to be represented by
attributes in the directory. It may also be inportant for enterprise
applications. For exanple 'nodel Nunber’, and 'account Nunber’ are
exanpl es of attributes that are not defined in the Recormendati on but
may be useful if inplemented. Adding attributes to this architecture
nmust be done in a way that does not break conpatibility with this
Recomendat i on.

A full discussion of schema design and extension is beyond the scope
of this Recommendation. See |ETF RFC 2252 for details. Two basic
approaches to schena extension that do not break conpatibility with
this Recommendati on, are extension through subclass and extension

t hrough the use of auxiliary cl asses.

4.1.2.1. Extension Through Subcl ass

It is possible to create a subclass of an existing predefined object
class in order to add new attributes to it. To create a subclass, a
new obj ect class nust be defined, that is a subclass of the existing
one, by indicating in the definition of the new class that the
existing class is its superior. Once the subclass is created, new
attributes can be defined within it.

The foll owi ng exanpl e shows how the conmCbj ect class can be
subcl assed in order to add an attribute to represent a billing
account and a billing manager.

objectclass ( Billinglnfo-OQD

NAME ' Billinglnfo

DESC 'Billing Reference Information

SUP commtbj ect STRUCTURAL

MAY ( BillingAccount $ BillingManager $ )
)

Note that Billinglnfo-OD nust be replaced by an actual O D. Also
note that, whenever a structural class is extended, its subclass nust
al so be structural

The following sanple entry shows the newly created attributes. This
exanple also uses ITU-T Rec. H 350.1 for h323ldentity.

dn: comrni quel d=2000, ou=h323i dentity, dc=conpany, dc=com
obj ectcl ass: top

obj ect cl ass: combj ect

obj ectcl ass: h323ldentity
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obj ectclass: Billinglnfo
comruni quel d: 2000

Bi I li ngAccount: 0023456

Bi | I i ngManager: John Snith

Note that this exanple and approach denonstrate extension of the
general conmmbj ect object class, and not any individual H 350.x
classes. |If it is desired to extend an H. 350.x auxiliary class, then
that shoul d be acconplished through the definition of additiona
auxiliary classes that support the desired attributes, as described
in section 4.1.2.2.

4.1.2.2. Extension Through The Use O Auxiliary O asses

It is possible to add attributes to an LDAP entry by defining an
auxiliary class containing the new attributes and appl yi ng t hose
attributes to instantiated values in the directory. The auxiliary
class will not be subclassed fromany existing object class. Note
that it should have the special class top as its superior. The
foll owi ng exanpl e creates the same billing account and billing
manager attributes as the previous exanple, but does so by defining
themin their own auxiliary class.

objectclass ( Billinglnfo-OD

NAME ' Bi |l lingl nfo’

DESC 'Billing Reference Information

SUP top AUXI LI ARY

MAY ( BillingAccount $ BillingManager $ )

)

Not e how the superior was changed from comtbject to top and the
obj ect class changed from being a structural to auxiliary.

It is recommended that all attributes in the auxiliary class be
optional rather than mandatory. In this way, the auxiliary object
class itself can be associated with an entry regardl ess of whether
any values for its attributes are present.

The foll owi ng exanpl e shows a sanple endpoint that utilizes the new
auxiliary class and attributes. This exanple also uses H 350.1 for
h323l dentity.

dn: comni quel d=2000, ou=h323i dentity, dc=conpany, dc=com
obj ectcl ass: top

obj ect cl ass: commbj ect

obj ectclass: Billinglnfo
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commni quel d: 2000
Bi I 1i ngAccount: 0023456
Bi Il i ngManager: John Smith

4.1.2.3. Object ldentifiers

An attribute’'s bhject ldentifier (OD) is a unique nunerica
identifier usually witten as a sequence of integers separated by
dots. For exanple, the OD for the conmniqueld is
0.0.8.350.1.1.2.12.1. Al attributes nust have an O D. QO Ds can be
obt ai ned from anyone who has one and is willing to del egate a portion
of it as an arc, keeping a record of the arc to avoid duplication
Further, the Internet Assigned Numbers Authority (1ANA) gives out

O Ds to any organi zation that asks.

4.2. comURI hj ect Definition

Auxiliary object class that contains the coonmURI attribute. This
attribute is added to a person or resource object to associate one or
nmore commbj ect instances with that object. |Its values are LDAP URI's
that point to the associated commtbjects, for exanple, to a user’s

H. 323 conferencing station and SIP I P phone. Note that multiple

i nstances of conmUJRI need not point to the same commObj ect directory.
In fact, each commUJRI instance could point to an endpoi nt nanaged by
a different service provider.

4.2.1. comlRI bj ect

QD 0.0.8.350.1.1.1.2.1

obj ectclasses: (0.0.8.350.1.1.1.2.1

NAME ' conmJRI Obj ect’

DESC 'object that contains the URI attribute type
SUP top AUXI LI ARY

MAY ( conmlURI )

)
4.2.2. comURI

oD 0.0.8.350.1.1.1.1.1
attributetypes:( 0.0.8.350.1.1.1.1.1
NAME ' commURI’
DESC ' Label ed URI fornmat to point to the distinguished nane of the
communi quel d’
EQUALI TY caseExact Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )
Application utility class
St andard
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Number of val ues

nmul ti
Definition

Labell ed URI containing an LDAP URL identifying the directory
contai ning the referenced commObj ect instance. The search filter
specified by this LDAP URL shall specify an equality search of the
comrni quel d attribute of the combject class.
Perni ssible values (if controlled)
Not es

Used to find the endpoint of the user in question. The | abel
field may be used to represent the function of the endpoint, such as
"honme | P phone’ or ’'desktop video' for user interface display
pur poses.

Note that the | abel portion of the field may contain spaces as
in the exanpl e bel ow showi ng ' desktop vi deo’
Semanti cs
Exanpl e applications for which this attribute would be useful
Exanpl e (LD F fragnent)
comURI
| dap://directory. acne. conf dc=acne, dc=con®??sub?( comrni quel d=bob)
deskt op vi deo

4.3. Commtbject Definition

Abstraction of video or voice over |IP device. The commbject class
permits an endpoint (H 323 endpoint or SIP user agent or other
protocol endpoint) and all their aliases to be represented by a
single entry in a directory. Note that every directory entry should
contain commObj ect as the entry’s structural object class. That
entry may al so contain H 350.x auxiliary classes.

4.3.1. comiject

QD 0.0.8.350.1.1.2.2.1

obj ectcl asses: (0.0.8.350.1.1.2.2.1

NAME ' conmObj ect’

DESC ' object that contains the Comunication attributes
SUP top STRUCTURAL

MUST comini quel d

MAY ( commOwner $ commPrivate )

)
4.3.2. comuniqueld

oD 0.0.8.350.1.1.2.1.1
attributetypes: (0.0.8.350.1.1.2.1.1
NAME ' conmni quel d’

DESC ' To hold the endpoints unique |d’
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EQUALI TY casel gnor el A5SMat ch
SUBSTR casel gnor el A5Subst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26 )
Application utility class
standard
Nunmber of val ues
nul ti
Definition
The endpoint’s unique ID
Pernmi ssible values (if controlled)

Not es

This is the RDN of this object. |In practice, there will always
be one and only one comni queld for every endpoint. This attribute
uniquely identifies an endpoint in the commbject directory. It nust

be unique within that directory, but need not be unique globally.
This attribute has no relationship to the enterprise directory.
Semanti cs

Exanpl e applications for which this attribute would be useful
Exanpl e (LDl F fragnent)

comrni quel d: bob

4. 3. 3. conmOmner

QD 0.0.8.350.1.1.2.1.2
attributetypes: 0.0.8.350.1.1.2.1.2
NAME * conmOaner’
DESC ' Labeled URI to point back to the original owner’
EQUALI TY caseExact Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )
Application utility class
St andard
Nunmber of val ues
mul ti
Definition
Labell ed URI format to point back to the person or resource
obj ect associated with this entry.
Perni ssible values (if controlled)
Not es
Used as a reverse entry finder of the owner(s). This attribute
may point to groups. Note that this URI can point to a cn, but in
applications where it is desired to bind authentication information
across both the commtbject and enterprise directories, it may be
desirabl e that conmOaner points to a dn rather than a cn, thus
uni quely identifying the owner of the commbject.
Semanti cs
Exanpl e applications for which this attribute would be useful
Exanpl e (LD F fragnent)
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4.

&

HHEFEHFHFHFHFHFHHHHR

conmmomner :
| dap://directory. acne. conf dc=acne, dc=con®??sub?(cn=bob%20sni t h)
comrOaner : ui d=bob, ou=peopl e, dc=acne, dc=com

3.4. commPrivate

D 0.0.8.350.1.1.2.1.3

attributetypes: (0.0.8.350.1.1.2.1.3

NAME ' conmPri vat e’

DESC ' To deci de whether the entry is visible to world or not’
SYNTAX 1.3.6.1.4.1.1466.115.121.1. 26 )

Application utility class

St andard
Nunmber of val ues
mul ti
Definition
To be used by the user and indicate privacy options for an
endpoint, i.e., unlisted nunber.
Perni ssible values (if controlled)
Not es

This attribute is defined as Bool ean. Future version of this
Recommendati on may devel op a controlled vocabulary for this
attribute to acconmodate nultiple types of privacy.

Semanti cs

Exanpl e applications for which this attribute would be useful
Exanpl e (LDIF fragment)

conmPrivate: true

.4. Commibject LDIF Files

This section contains a schema configuration file for conmUJRI Obj ect
and combj ect that can be used to configure an LDAP server to
support these cl asses.
4.1. LDIF for commURI Obj ect
Commruni cati on Obj ect Schena
Schema for Representing Conmunication Cbjects in an LDAP Directory
Abstract
Thi s docunent defines the schema for representing Comuni cation

objects in an LDAP directory [LDAPv3]. It defines schema el enents
to represent a communi cati on object URI [commURI Qbject].
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muni cation rel ated work
commURI Qoj ect

attributes

obj ect cl ass

synt ax

e

= Co
1 =
1.1
1.2
1.3

Attribute Type Definitions
The following attribute types are defined in this docunent:

comURI
n: cn=schem
hanget ype: nodify

if you need to change the definition of an attribute,
then first delete and re-add in one step

if this is the first tine you are addi ng the conmmObj ect
objectclass using this LDIF file, then you should comment

out the delete attributetypes nodification since this will

fail. Aternatively, if your Idapnodify has a switch to continue
on errors, then just use that switch -- if you' re carefu

HHEEHFFHFHEHTEHROOLOHFTHFH TSR

del ete: attributetypes
attributetypes: (0.0.8.350.1.1.1.1.1 NAME 'comlRI’ )
#
# re-add the attributes -- in case there is a change of definition
#
#
add: attributetypes
attributetypes: (0.0.8.350.1.1.1.1.1
NAME * commURI”’
DESC ' Label ed URI format to point to the distinguished nanme of
t he conmni quel d’
EQUALI TY caseExact Mat ch
SYNTAX 1.3.6.1.4.1.1466.115. 121. 1. 15 )

hj ect Class Definitions
The followi ng object classes are defined in this docunent:
commURI Ooj ect
commURI Qbj ect

This auxiliary object class represents a URI attribute type

HHHFHFH R
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#
del ete: objectcl asses
obj ectclasses: (0.0.8.350.1.1.1.2.1 NAME ' commURI Obj ect’ )

add: objectcl asses
obj ectclasses: (0.0.8.350.1.1.1.2.1
NAME ' conmJRI Obj ect’
DESC 'object that contains the URI attribute type
SUP top AUXI LI ARY
MAY ( conmlURI )

end of LDIF

H R

N

.4.2. LD F for conmmbj ect

Commruni cati on Obj ect Schena

Schena for Representing Communication Objects in an LDAP Directory
Abst r act

Thi s docunent defines the schema for representing Comuni cation
objects in an LDAP directory [LDAPv3]. It defines schema el enents
to represent a communi cati on object [comtbject].

muni cation rel at ed work
commObj ect

= attributes

= objectcl ass

= synt ax

PRpee

= Co
2 =
2.1
2.2
2.3

Attribute Type Definitions
The following attribute types are defined in this docunent:

communi quel d
comOaner
commPrivate
cn=schema
changetype: nodify
#
# if you need to change the definition of an attribute,
then first delete and re-add in one step

g.itl::ﬁ::h::ﬁ::ﬁ:####################
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if this is the first tine you are addi ng the conmmbj ect
objectclass using this LDIF file, then you should coment

out the delete attributetypes nodification since this will

fail. Alternatively, if your |dapnodify has a switch to continue
on errors, then just use that switch -- if you're carefu

HHEHFEHHFHR

del ete: attributetypes

attributetypes: (0.0.8.350.1.1.2.1.1 NAME ' comlni queld’ )
attributetypes: (0.0.8.350.1.1.2.1.2 NAME ' commDwner’ )
attributetypes: (0.0.8.350.1.1.2.1.3 NAME 'comPrivate’ )

#

# re-add the attributes -- in case there is a change of definition
#

#

add: attri butetypes
attributetypes: (0.0.8.350.1.1.2.1.1
NAME ' conmni quel d’
DESC ' To hold the endpoints unique |d’
EQUALI TY casel gnor el A5Mat ch
SUBSTR casel gnor el A5Subst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26 )
attributetypes: (0.0.8.350.1.1.2.1.2
NAME ' conmOaner’
DESC ' Labeled URI to point back to the original owner’
EQUALI TY caseExact Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )
attributetypes: (0.0.8.350.1.1.2.1.3
NAME ' commPri vat e’
DESC ' To deci de whether the entry is visible to world or not’
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26 )

hj ect Class Definitions
The followi ng object classes are defined in this docunent:
commObj ect

commObj ect

HHHHH R

del ete: objectcl asses
obj ectclasses: (0.0.8.350.1.1.2.2.1 NAVE ' conmObj ect’ )
add: objectcl asses
obj ectcl asses: (0.0.8.350.1.1.2.2.1
NAME ' conmObj ect’
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H R

4.

5.

5.

DESC ' object that contains the Comunication attributes
SUP top STRUCTURAL

MUST comini quel d

MAY ( commOwner $ commPrivate )

)

end of LDIF

5. H 350 Annex A Indexing Profile

I ndexing of attributes is an inplenentation-specific activity and
depends upon the desired application. Non-indexed attributes can
result in search tinmes sufficiently long to render sone applications
unusabl e. Notably, user and alias |ookup should be fast. The Annex
A I ndexing Profile describes an indexing configuration for comObj ect
directories that will be optim zed for use in directory of
directories applications. Use of this profile is optional

conmURI : no reconmmendati on
comrUni quel d: equal ity
commOaner: presence
commPrivate: presence
H. 350. 4
The nornmative text of H 350 is reproduced in this section
1. Scope

Thi s Recommendati on describes an LDAP directory services architecture
for multinmedia conferencing using SIP. In particular, it defines an
LDAP schenma to represent SIP User Agents (UAs) on the network and
associ ate those endpoints with users.

This Recommendation is intended to suppl ement the Commibj ect
directory architecture as discussed in ITUT Rec. H. 350, and not
intended to be used as a stand-alone architecture. The

i mpl enentation of this LDAP schenma, together with the use of the

H. 350 Conmmtbj ect architecture, facilitates the integration of SIP
User Agents and conferencing devices into existing Enterprise
Directories, thus allow ng the user to performwhite page | ookups and
access clickable dialling supported by SIP devices. The prinmary
reasons for inplenenting this schema include those listed in ITUT
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Rec. H. 350 (the Commbject class definition) as they apply
specifically to the use of SIP UAs, and to facilitate vendors making
SIP services nore readily available to their users

The scope of this Recommendati on includes recommendations for the
architecture to integrate endpoint information for endpoints using
SIP into existing enterprise directories and white pages.

The scope of this Reconmendati on does not include nornative methods
for the use of the LDAP directory itself or the data it contains. The
pur pose of the schema is not to represent all possible data el ements
in the SIP protocol, but rather to represent the nmininal set required
to acconplish the design goals enunerated in I TUT Rec. H. 350

Note that SIP provides well-defined nethods for discovering registrar
addresses and | ocating users on the network. Sone of the attributes
defined here are intended for nore trivial or manual inplenentations
and nay not be needed for all applications. For exanple,

SI Pl dentityRegi strar Address and Sl Pl dentityAddress nay not be needed
for many applications, but are included here for conpl eteness. Thus,
SIPIdentitySIPURI is the primary attribute of interest that will be
served out, especially for white page directory applications.

5.1.1. Extending the schena

The SIPldentity classes may be extended as necessary for specific
i mpl ement ati ons. See the base of ITUT Rec. H 350 for a discussion
on schema extension

5.2. (Object class definitions

The SIPldentity object class represents SIP User Agents (UAs). It is
an auxiliary class and is derived fromthe com®bject class, which is
defined in the ITUT Rec. H 350.

5.2.1. SIPldentity

OD 0.0.8.350.1.1.6.2.1

obj ectclasses: (0.0.8.350.1.1.6.2.1

NAME ' SI Pl dentity’

DESC ' Sl Pl dentity object’

SUP top AUXI LI ARY

MAY ( SIPldentitySIPURI $ SIPldentityRegistrarAddress $
Sl Pl dentityProxyAddress $ Sl PldentityUser Nane $
SI Pl dentityPassword $ Sl PldentityServicelLevel $
user SM MECertificate )
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5.2.2. SlIPldentitySlIPURI

QD 0.0.8.350.1.1.6.1.1
attributetypes: (0.0.8.350.1.1.6.1.1
NAME ' SI Pl dentitySl PURl’
DESC '’ Uni versal Resource Indicator of the SIP UA
EQUALI TY caseExact Mat ch
SUBSTR caseExact Subst ri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )
Application utility class
standard
Nunmber of val ues
nul ti
Definition
Uni form Resource ldentifier that identifies a communication
resource in SIP. Usually contains a user nane and a host nane and is
often simlar in format to an emmil address.
Perni ssible values (if controlled)
Not es
This URI may institute SIP or SIPS (secure). |In the event that
SIPS is instituted, the URl nust reflect that it is using SIPS as
opposed to SIP. See Exanpl es bel ow.
Semanti cs
Exanpl e applications for which this attribute would be useful
Online representation of nost current listing of a user’s
SIP(S) UA
Exanpl e
SIPldentitySIPURI: sip:alice@oo.com /1 SIP exanple
SIPldentitySIPURI: sip:alice@5h2.2.158.212 /1 SI P exanple
SI Pl dentitySIPURI: sips:bob@irn ngham edu /1 SIPS exanpl e

5.2.3. SlIPldentityRegistrarAddress

QD 0.0.8.350.1.1.6.1.2
attributetypes: (0.0.8.350.1.1.6.1.2
NAME ' Sl Pl dent it yRegi strar Addr ess
DESC 'specifies the location of the registrar’
EQUALI TY casel gnor el ASMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26 )
Application utility class
St andard
Nunmber of val ues
nmul ti
Definition
Address for the domain to which the server that handl es
REAQ STER requests and forwarding to the | ocation server for a
particul ar domai n bel ongs.
Perni ssible values (if controlled)
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Not es

Note that RFC 3261 states that user agents can discover their
regi strar address by configuration, using the address-of-record, or
by multicast. The first scenario, by configuration, is noted as out
of scope for RFC 3261. This attribute may be used for the first
scenario. It can be acconplished nmanually, (e.g., a web page that
di splays a user’s correct registrar address) or automatically wth
an H. 350. 4 aware user agent.
Semanti cs
Exanpl e applications for which this attribute would be useful

white pages, a web page that displays a user’s correct
configuration information.
Exanpl e (LD F fragnent)
Sl Pl dentityRegi strar Address: 152.2.15. 22 /11 P address exanpl e
SI Pl dentityRegi strarAddress: sipregistrar.unc.edu //FQN exanple

5.2.4. SIPldentityProxyAddress

OD: 0.0.8.350.1.1.6.1.3
attributetypes: (0.0.8.350.1.1.6.1.3
NAME ' Sl Pl dent it yProxyAddr ess
DESC ' Specifies the location of the SIP Proxy’
EQUALI TY casel gnor el A5Mat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26 )
Application utility class
St andard
Nunmber of val ues
mul ti
Definition
Addr ess which specifies the domain |ocation of SIP proxy within
a donain. RFC 3261 defines the role of the SIP proxy.
Perni ssible values (if controlled)
Not es
SIP User Agents are not REQUI RED to use a proxy, but will in
nmany cases.
Semanti cs
Exanpl e applications for which this attribute would be useful
white pages, a web page that displays a user’s correct
configuration information.
Exanpl e (LD F fragnent)
SI Pl dentityProxyAddress: 172.2.13.234 /11 P address exanpl e
SI Pl denti tyProxyAddress: sipproxy.unc.edu //FQDN exanple
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5.2.5. SlIPldentityAddress

OD 0.0.8.350.1.1.6.1.4
attributetypes: (0.0.8.350.1.1.6.1.4
NAME ’ Sl Pl dent i t yAddr ess
DESC ' | P address or FQDN of the UA
EQUALI TY casel gnor el A5SMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26 )
Application utility class
standard
Nunmber of val ues
mul ti
Definition
Specifies the I P address or fully qualified domain nane of the
UA.
Pernmi ssible values (if controlled)
Not es
This attribute nmay be useful for applications in which UA to UA
communi cation is direct, not involving a proxy or registrar.
Exanpl e applications for which this attribute would be useful
A web page that displays a user’s proper user agent
configuration information.
Exanpl e (LD F fragnent)
SI Pl denti tyAddress: 152.2.121. 36 /1 1P address exanpl e
SI Pl denti t yAddr ess: i pPhone. f00. org /1 FQDN exanpl e

5.2.6. SlIPldentityPassword

QD 0.0.8.350.1.1.6.1.5
attributetypes: (0.0.8.350.1.1.6.1.5
NAME ' Sl Pl denti t yPassword’
DESC ' The user agent SIP password '’
EQUALI TY oct et Stringhat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.40 )
Application utility class
St andard
Number of val ues
nmul ti
Definition
The SIP user agent’s password, used for the HTTP digest
aut henti cation schenme as defined in RFC 2617.
Perni ssible values (if controlled)
Not es
Because RFC 2069, which was made obsol ete by RFC 2617, was used
as the basis for HITP Digest in RFC 2543, any SIP servers supporting
RFC 2617 must ensure backward conpatibility with RFC 2069
This SIPldentityUserNane, together with Sl PldentityPassword,
are reserved for the purpose of use with D gest Access
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Aut henti cation, and not intended for use with Basic Authentication
net hods.

LDAP provi des one nethod to store user passwords for reference.
I f passwords are stored in LDAP it makes the LDAP server a
particul arly valuable target for attack. |Inplenmentors are encouraged
to exercise caution and inplenent appropriate security procedures
such as encryption, access control, and transport |ayer security for
access to this attribute.
Semanti cs
Exanpl e applications for which this attribute would be useful
Exanpl e (LD F fragnent)
SI Pl denti t yPassword: 36zxJnCl BL8dMIFVA

5.2.7. SlIPldentityUserNane

QD 0.0.8.350.1.1.6.1.6
attributetypes: (0.0.8.350.1.1.6.1.6
NAME ' Sl Pl denti t yUser Nange’
DESC ' The user agent user nane.’
EQUALI TY casel gnoreMat ch
SUBSTR casel gnor eSubst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )
Application utility class
St andard
Number of val ues
nmul ti
Definition
The SIP user agent’s user nane, used for the HITP di gest
aut henti cation schenme as defined in RFC 2617.
Perni ssible values (if controlled)
Not es
Because RFC 2069, which was made obsol ete by RFC 2617, was used
as the basis for HTTP Digest Authentication in RFC 2543, any SIP
servers supporting HTTP Di gest Authentication as defined in RFC 2617
nmust ensure backward conpatibility with RFC 2069
This SIPldentityUserNane, together with Sl PldentityPassword,
are reserved for the purpose of use with D gest Access
Aut henti cation, and not intended for use with Basic Authentication

nmet hods.

Note that in nmany cases the user name will be parsed fromthe
user @roxy.domain portion of the SIP URI. In that case it may not be
necessary to populate this attribute.

Semanti cs

Exanpl e applications for which this attribute would be useful
Exanpl e (LDIF fragment)
SI Pl dentityUser Nane: nel khour
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5.2.8. SlIPldentityServicelLeve

OD 0.0.8.350.1.1.6.1.7
attributetypes: (0.0.8.350.1.1.6.1.7
NAME * Sl Pl dentityServicelLevel
DESC ' To define services that a user can belong to.
EQUALI TY casel gnor el A5SMat ch
SUBSTR casel gnor el A5Subst ri ngsiat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26 )
Application utility class

St andard
Nunmber of val ues

nul ti
Definition

This describes the | evel of services a user can belong to.
Pernmi ssible values (if controlled)
Not es

This attribute does not represent a data elenent found in SIP
SIP itself does not support distinctions in service levels. |Instead,
this attribute provides a nechanismfor the storage of service |eve
information directly in LDAP. This napping allows service providers
to adapt to an existing LDAP directory w thout changing the val ues
of the SlIPldentityServiceLevel instances in the directory.
Semanti cs
Exanpl e applications for which this attribute would be useful
Exanpl e (LDIF fragment)
Sl PldentityServiceLevel : premni um

5.3. SIPldentity LDIF Files

This clause contains a schena configuration file for SlIPldentity
that can be used to configure an LDAP server to support this class.

# SIPldentity Object Schema

#

# Schema for representing SIPldentity Cbject in an LDAP Directory
#

# Abstract

#

# This Recommendati on defines the schema for representing
SIPldentity

# object in an LDAP directory [LDAPv3]. It defines schenma el enents
# to represent an SIPldentity object [SIPldentity].

#

# .1 = Communi cation related work

# .1.6 = SIPIdentity

# .1.6.1 = attributes

# .1.6.2 = objectclass
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# .1.6.3 = syntax

#

#

#

# Attribute Type Definitions

#

# The following attribute types are defined in this
Reconmmendat i on:

#

# SI Pl dentitySl PUR

# SI Pl dent i t yRegi strar Addr ess

# SI Pl dent i t yProxyAddr ess

# SI Pl dent i t yAddr ess

# SI Pl dent i t yPassword

# SI Pl dent i t yUser Nane

# SI Pl dentityServi ceLeve

dn: cn=schema

changet ype: nodify

#

# if you need to change the definition of an attribute,

# then first delete and re-add in one step

#

# if this is the first time you are adding the SIPldentity
# objectclass using this LDIF file, then you should coment
# out the delete attributetypes nodification since this wll
# fail. Alternatively, if your |dapnodify has a switch to continue
# on errors, then just use that switch -- if you are carefu
#

del ete: attributetypes

attributetypes: (0.0.8.350.1.1.6.1.1 NAME 'Sl PldentitySIPURI" )
attributetypes: (0.0.8.350.1.1.6.1.2 NAME ' Sl PldentityRegistrarAddress’)
attributetypes: (0.0.8.350.1.1.6.1.3 NAME ' Sl PldentityProxyAddress’)
attributetypes: (0.0.8.350.1.1.6.1.4 NAME ' SIPldentityAddress’ )
attributetypes: (0.0.8.350.1.1.6.1.5 NAME ' SI PldentityPassword’ )
attributetypes: (0.0.8.350.1.1.6.1.6 NAME ' SIPldentityUserName’ )
attributetypes: (0.0.8.350.1.1.6.1.7 NAME ' SIPldentityServicelLevel )
#

# re-add the attributes -- in case there is a change of definition
#

#

add: attributetypes
attributetypes: (0.0.8.350.1.1.6.1.1
NAME ' SI Pl dentitySl PURl’
DESC ' Uni versal Resource Indicator of the SIP UA
EQUALI TY caseExact Mat ch
SUBSTR caseExact Subst ri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )
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attributetypes: (0.0.8.350.1.1.6.1.2

NAME ' Sl Pl denti t yRegi strar Addr ess

DESC ' specifies the location of the registrar’

EQUALI TY casel gnor el A5Mat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.26 )
attributetypes: (0.0.8.350.1.1.6.1.3

NAME ' SI Pl dent it yProxyAddr ess

DESC ' Specifies the location of the SIP Proxy’

EQUALI TY casel gnor el A5SMat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.26 )
attributetypes: (0.0.8.350.1.1.6.1.4

NAME ' SI Pl dent i t yAddr ess

DESC ' | P address of the UA

EQUALI TY casel gnor el ASMat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.26 )
attributetypes: (0.0.8.350.1.1.6.1.5

NAME ’ Sl Pl denti t yPassword’

DESC ' The user agent SIP password

EQUALI TY octet Stringhat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.40 )
attributetypes: (0.0.8.350.1.1.6.1.6

NAME ' Sl Pl denti t yUser Nane’

DESC ' The user agent user nane.’

EQUALI TY casel gnoreMat ch

SUBSTR casel gnor eSubstri ngshat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.15 )
attributetypes: (0.0.8.350.1.1.6.1.7

NAME ' Sl Pl dentityServicelLevel

DESC ' To define services that a user can belong to.

EQUALI TY casel gnor el A5SMat ch

SUBSTR casel gnor el A5Subst ri ngsiat ch

SYNTAX 1.3.6.1.4.1.1466.115.121.1.26 )

hj ect Class Definitions
The follow ng object class is defined in this Recomendati on
SI Pl dentity

SIPldentity

HHHHH R

del ete: objectcl asses
obj ectclasses: (0.0.8.350.1.1.6.2.1 NAME ' SIPldentity’ )
add: objectcl asses
obj ectcl asses: (0.0.8.350.1.1.6.2.1
NAME ’ SI Pl dentity’
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5. 4.

Joh

DESC ' Sl Pl dentity object’

SUP top AUXI LI ARY

MAY ( SIPldentitySIPURI $ SIPldentityRegistrarAddress $
Sl Pl dentityProxyAddress $ Sl PldentityAddress $
Sl Pl dentityPassword $ Sl PldentityUserName $
Sl Pl dentityServicelLevel $ userSM MECertificate )

nd of LDIF

H. 350. 4 Annex A Indexing profile

I ndexing of attributes is an inplenentation-specific activity and
depends upon the desired application. Non-indexed attributes can
result in search tinmes sufficiently long to render sone applications
unusable. Notably, user and alias | ookup should be fast. The Annex
A I ndexing Profile describes an indexing configuration for
SIPldentity directories that will be optimzed for use in directory
of directories applications. Use of this profile is optional
SIPldentitySIPURI: equality

SI Pl denti tyRegi strar Address: no reconmendati on

Sl Pl dentityProxyAddress: no reconmmendati on

SI Pl dentityAddress: equality

SI Pl dentityUser Nane: equality

Sl PldentityPassword: no reconmendati on

SI Pl dentityServicelLevel: equality
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7. Security Considerations

This section is not present in the |TU T standard, but gives
i nformation for the | ETF community. |Its content has the consensus of
the ITUT Study G oup 16.

H. 350 does not alter the security architectures of any particul ar
protocol. However, it does offer a standardized place to store

aut hentication credentials where appropriate. It should be noted
that both H 323 and SIP support shared secret authentication (H 235
Annex D and HTTP Digest, respectively). These approaches require
that the call server have access to the password. Thus, if the cal
server or H 350 directory is conprom sed, passwords al so may becone
conprom sed. These weaknesses nmay be due to weaknesses in the
systenms (H. 350 directory or call servers) and their operation rather
than in H 350 per se.

The user SM MECertificate attribute is defined in RFC 2798 (section
2.8) as a part of inetOrgPerson. The SIP user agent’s X 509
certificate can be stored in this attribute. Wen the certificate is
present, it can be enployed with SSM ME to provide authentication
integrity, and confidentiality as specified in RFC 3261 [5].

It is strongly encouraged that call servers and an H 350 directory
nmut ual Iy authenticate each ot her before sharing information

Further, it is strongly encouraged that conmuni cations between H. 350
directories and call servers or endpoints happen over secure

communi cati on channels such as SSL or TLS.

Finally, access control lists on LDAP servers are a matter of policy
and are not a part of the standard. Systemadnmnistrators are

advi sed to use conmon sense when setting access control on H 350
attributes. For exanple, password attributes should only be

accessi ble by the authenticated user, while address attributes night
be publicly avail abl e.

Johnson, et al. I nf or mat i onal [ Page 27]



RFC 3944 H 350 Directory Services Decenber 2004

8. References
8.1. Normmtive References

[1] Hodges, J. and R Mrgan, "Lightweight Directory Access Protocol
(v3): Technical Specification", RFC 3377, Septenber 2002.

[2] |ITU-T Recommendation H. 350, "Directory services architecture for
nmul ti medi a conferencing”, 2003.

[3] ITUT Reconmendation H 350.4, "Directory services architecture
for SIP', 2003.

[4] Franks, J., Hallam Baker P., Hostetler, J., Lawence, S., Leach,
P., Luotonen, A, and L. Stewart, "HTTP Authentication: Basic
and Di gest Access Authentication", RFC 2617, June 1999.

[5] Rosenberg, J., Schul zrinne, H, Canmarillo, G, Johnston, A,
Peterson, J., Sparks, R, Handley, M, and E. Schooler, "SIP:
Session Initiation Protocol", RFC 3261, June 2002.

[6] Rosenberg, J. and H Schul zrinne, "Session Initiation Protocol
(SIP): Locating SIP Servers", RFC 3263, June 2002.

[7] Smith, M, "Definition of the inetO gPerson LDAP Object O ass",
RFC 2798, April 2000.

8. 2. I nformati ve References

[8] ITU T Reconmendation H 350.1, "Directory services architecture
for H 323", 2003.

[9] ITU T Reconmendation H 350.2, "Directory services architecture
for H 235", 2003.

[10] ITU T Reconmendation H 350.3, "Directory services architecture
for H 320", 2003.

[11] ITU T Reconmendati on H. 350.5, "Directory services architecture
for Non-Standard Protocol s", 2003.

[12] I TU T Reconmendation H 350.6, "Directory services architecture
for Call Forwarding and Preferences", 2004.

[13] Howes T. and M Smith, "Understandi ng And Depl oyi ng LDAP

Directory Services", New Ri ders Publishing, |SBN:. 1578700701,
1999.

Johnson, et al. I nf or mat i onal [ Page 28]



RFC 3944 H 350 Directory Services Decenber 2004

[14] Howes T. and M Smith, "LDAP Progranmm ng Directory-Enabl ed
Applications with Lightweight Directory Access Protocol", New
Ri ders Publishing, |SBN. 1578700000, 1997.

9. Relationship to Oher Specifications

This specification is an RFC publication of an ITU-T publication [4],
wi t hout textual changes within the standard itself (Section 4). The
present section appears in the RFC publication only. In order for
this specification to be inplemented properly, a nunmber of standards
pertaining to LDAP [1], [7], H. 350 [2],[3], and SIP [4], [5], [6],
[7], need to be inplenmented in whole or in part by the inplenentor

For some background information on the ITU and | ETF directory service
protocols, reading [8], [9], [210], [11], and [12] is valuable, and
[13] and [14] are recommended books.

10. Authors’ Addresses

Tyl er Johnson

Edi tor, H. 350

Uni versity of North Carolina
Chapel Hill, NC 27599

Phone: +1.919. 843. 7004
EMai | : Tyl er _Johnson@nc. edu

Sakae Ckubo

Rapporteur for Q 4/16, ITU T SGL6
Waseda Uni versity

YRP | chi bankan, 3-4 Hi karinooka
Yokosuka-shi, 239-0847 Japan

Phone: +81 46 847 5406
EMai | : sokubo@waseda. j p

Simao Ferraz de Canpos Neto
Counsellor, ITU-T SG 16

I nternational Tel ecommuni cati on Uni on
Pl ace des Nati ons

CGeneva CH1211 - Switzerl and

Phone: +41-22-730-6805
EMai | : simao. canpos@t u. i nt

Johnson, et al. I nf or mat i onal [ Page 29]



RFC 3944 H 350 Directory Services Decenber 2004

Ful I Copyright Statenent
Copyright (C) The Internet Society (2004).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and at ww.rfc-editor.org, and except as set
forth therein, the authors retain all their rights.

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the 1SOC s procedures with respect to rights in | SOC Docunents can
be found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the infornation to the IETF at ietf-
ipr@etf.org.

Acknowl edgenent

Funding for the RFC Editor function is currently provided by the
I nternet Society.

Johnson, et al. I nf or mat i onal [ Page 30]



