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Abstr act

Thi s docunent defines a new form of name, called permanent
identifier, that may be included in the subjectAl tNane extension of a
public key certificate issued to an entity.

The pernmanent identifier is an optional feature that nay be used by a
CAto indicate that two or nore certificates relate to the sane
entity, even if they contain different subject name (DNs) or
different nanes in the subjectAl tNane extension, or if the nane or
the affiliation of that entity stored in the subject or another nane
formin the subject Al tNane extensi on has changed.

The subj ect name, carried in the subject field, is only unique for
each subject entity certified by the one CA as defined by the issuer
nane field. However, the new nanme formcan carry a nane that is

uni que for each subject entity certified by a CA
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1. Introduction

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
document are to be interpreted as described in [ RFC2119].

This specification is based on [ RFC3280], which defines underlying
certificate formats and semantics needed for a full inplenmentation of
this standard.

The subject field of a public key certificate identifies the entity
associated with the public key stored in the subject public key
field. Nanmes and identities of a subject may be carried in the
subject field and/or the subjectAltNane extension. Were subject
field is non-enpty, it MJST contain an X 500 distingui shed name (DN).
The DN MJST be unique for each subject entity certified by a single
CA as defined by the issuer nane field.

The subj ect nane changes whenever any of the conponents of that nane
gets changed. There are several reasons for such a change to happen

For enpl oyees of a conpany or organi zation, the person nay get a
different position within the same conpany and thus will nove from
one organi zation unit to another one. Including the organization
unit in the name may however be very useful to allow the relying
parties (RP's) using that certificate to identify the right

i ndi vi dual
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For citizens, an individual may change their nane by |ega
processes, especially as a result of marriage.

Any certificate subject identified by geographical |ocation may
rel ocate and change at |east sone of the |ocation attributes
(e.g., country nane, state or province, locality, or street).

A permanent identifier consists of an identifier value assigned
within a given naning space by the organization which is

aut horitative for that nami ng space. The organization assigning the
identifier value may be the CA that has issued the certificate or a
di fferent organi zation called an Assigner Authority.

An Assigner Authority nmay be a governnent, a governnent agency, a
corporation, or any other sort of organization. It MJST have a
uni que identifier to distinguish it fromany other such authority.
In this standard, that identifier MJST be an object identifier

A permanent identifier may be useful in three contexts: access
control, non-repudiation and audit records.

For access control, the permanent identifier may be used in an ACL
(Access Control List) instead of the DN or any other form of name
and woul d not need to be changed, even if the subject nane of the
entity changes. For non-repudiation, the permanent identifier nay
be used to link different transactions to the sane entity, even
when the subject name of the entity changes.

For audit records, the permanent identifier may be used to link
different audit records to the sane entity, even when the subject
nane of the entity changes

For two certificates which have been both verified to be valid
according to a given validation policy and which contain a permanent
identifier, those certificates relate to the sanme entity if their
permanent identifiers match, whatever the content of the DN or other
subj ect Al t Nane conponents may be.

Since the use of permanent identifiers may conflict with privacy, CAs
SHOULD advertise to purchasers of certificates the use of pernanent
identifiers in certificates

2. Definition of a Permanent Identifier
This Permanent ldentifier is a name defined as a form of otherName

fromthe General Name structure in SubjectAltNane, as defined in
[ X.509] and [ RFC3280] .
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A CA which includes a pernmanent identifier in a certificate is
certifying that any public key certificate containing the sanme val ues
for that identifier refers to the sane entity.

The use of a permanent identifier is OPTIONAL. The permanent
identifier is defined as foll ows:

i d-on-permanent | dentifier OBJECT IDENTIFIER ::={ id-on 3}
Per manent I dentifier ::= SEQUENCE ({
i denti fierVal ue UTF8Stri ng OPTI ONAL,

-- if absent, use a serial Nunber attribute,
-- if there is such an attribute present
-- in the subject DN
assi gner OBJECT | DENTI FI ER OPTI ONAL
-- if absent, the assigner is
-- the certificate issuer

}

The identifierValue field is optional

When the identifierValue field is present, then the
i dentifierVal ue supports one syntax: UTF8Stri ng.

Wien the identifierValue field is absent, then the value of the
serial Nunber attribute (as defined in section 5.2.9 of [X 520])
fromthe deepest RDN of the subject DN is the value to be taken
for the identifierValue. |In such a case, there MIUST be at | east
one serial Nunber attribute in the subject DN, otherw se the

Per manent I dentifier SHALL NOT be used.

The assigner field is optional
When the assigner field is present, then it is an O D which
identifies a nam ng space, i.e., both an Assigner Authority and
the type of that field. Characteristically, the prefix of the AD
identifies the Assigner Authority, and a suffix is used to
identify the type of pernmanent identifier

Wien the assigner field is absent, then the permanent identifier
is locally unique to the CA

The various conbi nations are detail ed bel ow
1. Both the assigner and the identifierValue fields are present:
The identifierValue is the value for that type of identifier. The

assigner field identifies the Assigner Authority and the type of
permanent identifier being identified.
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The pernmanent identifier is globally unique anong all CAs. In
such a case, two permanent identifiers of this type match if and
only if their assigner fields match and the contents of the
identifierValue field in the two permanent identifiers consist of
the sane Uni code code points presented in the sane order

2. The assigner field is absent and the identifierValue field is
present:

The Assigner Authority is the CA that has issued the certificate.
The identifierValue is given by the CA and the pernanent
identifier is only local to the CA that has issued the
certificate.

In such a case, two permanent identifiers of this type match if
and only if the issuer DNNs in the certificates which contain them
mat ch usi ng the distingui shedNaneMatch rule, as defined in X 501
and the two values of the identifierValue field consist of the
same Uni code code points presented in the sanme order

3. Both the assigner and the identifierValue fields are absent:

If there are one or nore RDNs containing a serial Nunber attribute
(al one or acconpanied by other attributes), then the val ue
contained in the serial Nunber of the deepest such RDN SHALL be
used as the identifierValue; otherw se, the Permanent Identifier
definition is invalid and the Permanent Identifier SHALL NOT be
used.

The pernmanent identifier is only local to the CA that has issued
the certificate. |In such a case, two pernmanent identifiers of
this type match if and only if the issuer DNs in the certificates
whi ch contain them match and the serial Nunber attributes w thin
the subject DN s of those sane certificates also match using the
casel gnoreMatch rul e.

4. The assigner field is present and the identifierValue field is
absent:

If there are one or nore RDNs containing a serial Nunmber attribute
(al one or acconpanied by other attributes), then the val ue
contained in the serial Nunber of the deepest such RDN SHALL be
used as the identifierValue; otherw se, the Permanent |dentifier
definition is invalid and the Permanent |dentifier SHALL NOT be
used.

The assigner field identifies the Assigner Authority and the type
of permanent identifier being identified.
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3.

The pernmanent identifier is globally unique anong all CAs. In
such a case, two permanent identifiers of this type match if and
only if their assigner fields match and the contents of the
serial Nunber attributes within the subject DN s of those sane
certificates match using the casel gnoreMatch rule.

Note: The full arc of the object identifier used to identify the
permanent identifier nane formis derived using:

i d-pkix OBJECT IDENTIFIER ::={ iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechanisns(5) pkix(7) }

i d-on OBJECT IDENTIFIER ::= { id-pkix 8 } -- other nane forns
| ANA Consi derations

No | ANA actions are necessary. However, a Private Enterprise Nunber
may be used to construct an O D for the assigner field (see Annex
B.1.).

Security Considerations

A given entity may have at an instant of tinme or at different
instants of tinme nmultiple forns of identities. |f the permanent
identifier is locally unique to the CA (i.e., the assigner field is
not present), then two certificates fromthe sane CA can be conpared.

When two certificates contain identical permanent identifiers, then a
relying party may determine that they refer to the sanme entity.

If the permanent identifier is globally unique anong all CAs (i.e.
the assigner field is present), then two certificates fromdifferent
CAs can be conpared. Wen they contain two identical permanent
identifiers, then a relying party may determine that they refer to
the sane entity. It is the responsibility of the CAto verify that
the pernmanent identifier being included in the certificate refers to
t he subj ect being certified.

The permanent identifier identifies the entity, irrespective of any
attribute extension. Wen a public key certificate contains
attribute extensions, the permanent identifier, if present, should
not be used for access control purposes but only for audit purposes.
The reason is that since these attributes may change, access could be
granted on attributes that were originally present in a certificate
issued to that entity but are no |longer present in the current
certificate.
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5.

5.

Subj ect names in certificates are chosen by the issuing CA and are
mandat ed to be uni que for each CA; so there can be no nanme collision
bet ween subj ect nanmes fromthe same CA. Such a name may be an end-
entity nane when the certificate is a leaf certificate, or a CA nane,
when it is a CA certificate.

Since a name is only unique towards its superior CA unless sone

nam ng constraints are being used, a nane would only be guaranteed to
be gl obally uni que when considered to include a sequence of all the
nanes of the superior CAs. Thus, two certificates that are issued
under the sane issuer DN and which contain the sane permanent
identifier extension wthout an assigner field do not necessarily
refer to the sane entity.

Addi tional checks need to be done, e.g., to check if the public key
val ues of the two CAs which have issued the certificates to be
conmpared are identical or if the sequence of CA nanes in the
certification path fromthe trust anchor to the CA are identical

Wien the above checks fail, the permanent identifiers may still match
if there has been a CA key rollover. |In such a case the checking is
nore conplicated

The certification of different CAs with the sane DN by different CAs
has ot her negative consequences in various parts of the PKlI, notably
rendering the |ssuerAndSeri al Nunber structure in [ RFC3852] section
10. 2. 4 anbi guous.

The permanent identifier allows organizations to create |inks between
different certificates associated with an entity issued with or

wi t hout overlapping validity periods. This ability to link different
certificates may conflict with privacy. It is therefore inportant
that a CA clearly disclose any plans to issue certificates which

i nclude a permanent identifier to potential subjects of those
certificates.
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Appendi x A. ASN. 1 Synt ax

As in RFC 2459, ASN. 1 nodul es are supplied in tw different variants
of the ASN.1 syntax.

This section describes data objects used by conform ng PKI conponents
in an "ASN. 1-1ike" syntax. This syntax is a hybrid of the 1988 and
1993 ASN. 1 syntaxes. The 1988 ASN. 1 syntax is augnmented with 1993
the UNI VERSAL Type UTF8Stri ng.

The ASN. 1 syntax does not permt the inclusion of type statenents in
the ASN. 1 nodul e, and the 1993 ASN. 1 standard does not pernit use of
the new UNI VERSAL types in nodul es using the 1988 syntax. As a
result, this nmodule does not conformto either version of the ASN. 1
st andar d.

Appendi x A.1 may be parsed by an 1988 ASN. 1-parser by replacing the
definitions for the UNI VERSAL Types with the 1988 catch-all "ANY"

Appendi x A. 2 may be parsed "as is" by an 1997-conpliant ASN. 1 parser

In case of discrepancies between these nodules, the 1988 nodule is
the normative one.

Appendi x A 1. 1988 ASN. 1 Modul e
PKI Xper manenti dentifier88 {iso(l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nod(0)
i d- mod- permi d-88(28) }
DEFI NI TIONS EXPLICI T TAGS :: =
BEA N
-- EXPORTS ALL --
| MPORTS
-- UTF8String, / nove hyphens before slash if UTF8String does not
-- resolve with your conpiler
-- The content of this type conforns to [UTF-8].
i d- pki x
FROM PKI X1Explicit88 { iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechanisnms(5) pkix(7)

i d-nmod(0) id-pkixl-explicit(18) } ;
-- from [ RFC3280]
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-- Permanent identifier Object ldentifier and Syntax

i d-on OBJECT IDENTIFIER ::= { id-pkix 8}
i d-on-permanent | dentifier OBJECT IDENTIFIER ::= { id-on 3}
Per manent | dentifier ::= SEQUENCE {

identifierVal ue UTF8Stri ng OPTI ONAL,

-- if absent, use the serial Nunber attribute
-- if there is a single such attribute present
-- in the subject DN

assi gner OBJECT | DENTI FI ER OPTIl ONAL
-- if absent, the assigner is
-- the certificate issuer

}

END
Appendi x A 2. 1993 ASN. 1 Modul e
PKI Xper manenti dentifier93 {iso(1) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nod(0)
i d- mod- permid-93(29) }

DEFI NI TIONS EXPLICI T TAGS :: =

BEG N
-- EXPORTS ALL --
| MPORTS
i d- pki x
FROM PKI X1Explicit88 { iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechani sns(5) pkix(7)
i d-nmod(0) id-pkixl-explicit(18) }
-- from [ RFC3280]
ATTRI BUTE

FROM I nf or mati onFramework {joint-iso-itu-t ds(5) nodul e(1)
i nf or mati onFramewor k(1) 4};
-- from[ X 501]

-- Permanent identifier Object ldentifiers

i d-on OBJECT IDENTIFIER ::= { id-pkix 8 }

i d-on-permanent | dentifier OBJECT IDENTIFIER ::={ id-on 3}
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}

-- Permanent ldentifier

permanent | dentifier ATTRI BUTE ::= {
W TH SYNTAX Per manent | denti fi er
ID i d-on-permanent | dentifier }
Per manent | dentifier ::= SEQUENCE {
identifierVal ue UTF8Stri ng OPTI ONAL,

-- if absent, use the serial Nunber attribute
-- if there is a single such attribute present
-- in the subject DN

assi gner OBJECT | DENTI FI ER OPTIl ONAL
-- if absent, the assigner is
-- the certificate issuer

END

Appendix B. QO D s for Oganizations

In order to construct an O D for the assigner field, organizations
need first to have a registered OD for thenmselves. Such an O D nust
be obtained froma registration authority following [ X 660]. In sone
cases, ODs are provided for free. |In other cases a one-tine fee is
required. The nmain difference lies in the nature of the infornation
that is collected at the tine of registration and how this
information is verified for its accuracy.

Appendix B.1. Using I ANA (Internet Assigned Nunbers Authority)

The application formfor a Private Enterprise Nunber in the | ANA's
ODIlist is: http://ww.iana.org/cgi-bin/enterprise.pl.

Currently, | ANA assigns nunbers for free. The | ANA-registered
Private Enterprises prefix is:
i so.org.dod.internet.private.enterprise (1.3.6.1.4.1)

These nunbers are used, anong other things, for defining private SNW
M Bs.

The official assignnents under this OD are stored in the ANA file
"enterprise-nunbers" available at:
http://ww. i ana. or g/ assi gnnent s/ ent er pri se- nunbers
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Appendi x B.2. Using an | SO Menber Body

| SO has defined the O D structure in a such a way so that every | SO
menber - body has its own unique O D. Then every | SO nenber-body is
free to allocate its own arc space bel ow.

Organi zations and enterprises nmay contact the | SO nenber-body where
their organi zation or enterprise is established to obtain an
organi zati on/ enterprise OD.

Currently, |SO nmenbers do not assign organization/enterprise QD s
for free.

Most of them do not publish registries of such O D s which they have
assigned, sonetimes restricting the access to registered

organi zations or preferring to charge inquirers for the assignee of

an O Don a per-inquiry basis. The use of ODs froman | SO nenber

organi zati on whi ch does not publish such a registry nmay inpose extra
costs on the CA that needs to nake sure that the O D corresponds to

the regi stered organizati on.

As an exanpl e, AFNOR (Associ ation Francai se de Nornmlisation - the
French organi zation that is a nmenber of 1SO has defined an arc to
all ocate QD s for conpanies:

{iso (1) nenber-body (2) fr (250) type-org (1) organisation (n)}

Appendix B.3. Using an ICD (International Code Designator) FromBritish
Standards Institution to Specify a New or an Existing
Identification Schene

The International Code Designator (I1CD) is used to uniquely identify
an | SO 6523 conpliant organization identification schene. 1SO 6523
is a standard that defines the proper structure of an identifier and
the registration procedure for an ICD. The conjunction of the ICD
with an identifier issued by the registration authority is worldw de
uni que.

The basic structure of the code contains the follow ng conponents:

- the 1CD value: The International Code Designator issued to the
identification schene makes the identifier worldw de unique (up to
4 digits),

- the Organi zation, usually a conpany or governnental body (up to 35
characters),
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- an Organization Part (OPlI - Organi zation Part ldentifier). An
identifier allocated to a particular Oganization Part (optional
up to 35 characters)

The 1CD is also equivalent to an object identifier (O D) under the
arc {1(iso). 3(identified organization)}.

On behalf of 1SO British Standards Institution (BSI) is the

Regi stration Authority for organizations under the arc {iso (1)
org(3)}. This means BSI registers code issuing authorities

(organi zations) by ICD val ues which are equivalent to O Ds of the
form{iso (1) org(3) icd(xxxx)}. The corresponding ldentifierValue
is the code value of the schenme identified by icd(xxxx).

As an exanple, the ICD 0012 was allocated to European Conputer
Manuf acturers Association: ECMA. Thus the OD for ECMA is {iso(1)
org(3) ecna(12)}.

For registration with BSI, a "Sponsoring Authority" has to vouch for
t he Applying organi zation. Registration is not free. Recognized
"Sponsoring Authorities" are: |1SO Technical Conmittees or

(Sub) Conmittees, Menber Bodies of |1SO or International O ganizations
having a liaison status with 1SO or with any of its Technica

(Sub) Commi tt ees.

An exanpl e of a Sponsoring Authority is the ED RA Association (EDI/EC
Regi stration Authority, web: http://ww.edira.org,
emai |l :info@dira.org).

The nunerical list of all ICDs that have been issued is posted on its
webpage: http://ww. edira. org/ docunents. ht m#i cd- Li st

Note: | ANA owns | CD code 0090, but (presumably) it isn't intending to
use it for the present purpose.
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