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Abstract
A nunber of Uniform Resource Identifiers (URI's) intended for use with
XML Digital Signatures, Encryption, and Canonicalization are defined.

These URIs identify algorithms and types of keying information.
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1. Introduction

XML Digital Signatures, Canonicalization, and Encryption have been
standardi zed by the WBC and the joint | ETF/ WBC XMLDSI G wor ki ng group
Al of these are now WBC Reconmendati ons and | ETF | nformational or
St andards Track docunents. They are available as foll ows:

| ETF | evel WBC REC Topi c
[ RFC3275] Draft Std [ XM.DSI G XML Digital Signatures
[ RFC3076] Info [ CANON Canoni cal XML
- - - - - - [ XMLENC] XM. Encryption
[ RFC3741] Info [ EXCANON]| Excl usi ve XM_ Canoni cal i zati on

Al'l of these standards and recomendati ons use URI's [ RFC2396] to
identify algorithms and keying information types. This docunent
provides a convenient reference Iist of URIs and descriptions for
algorithms in which there is substantial interest, but which cannot
or have not been included in the main docunents. Note that raising
XM. digital signature to a Draft Standard in the | ETF required
renoval of any algorithns for which interoperability fromthe nain
st andar ds docunent has not been denonstrated. This required renoval
of the Mnimal Canonicalization algorithm in which there appears to
be a continued interest, to be dropped fromthe standards track
specification. It is included here.

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",

"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [ RFC2119].
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2. Algorithns

The URI [ RFC2396] being dropped fromthe standard because of the
transition from Proposed Standard to Draft Standard is included in
Section 2.4 with its original prefix so as to avoid changi ng the
XMLDSI G st andard’ s nanespace.

http://ww. w3. or g/ 2000/ 09/ xm dsi g#
Additional algorithns are given URIs that start wth:

htt p: // wwv. w3. or g/ 2001/ 04/ xml dsi g- nor e#
An "xm dsi g-nmore" URI does not inply any official WBC status for
these algorithnms or identifiers or that they are only useful in
digital signatures. Currently, dereferencing such URIs may or may
not produce a tenporary pl acehol der docunent. Permission to use this
URI prefix has been given by the WBC.

2.1. DigestMthod Al gorithmns

These al gorithns are usabl e wherever a Di gest Met hod el ement occurs.
2.1.1. M5
| dentifier:
htt p://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#nd5

The MD5 al gorithm[RFCL321] takes no explicit paraneters. An exanple
of an MD5 DigestAl gorithmelenent is:

<Di gest Al gori thm
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm dsi g- nor e#nd5"/ >

An MD5 digest is a 128-bit string. The content of the DigestVal ue
el ement shall be the base64 [ RFC2405] encoding of this bit string
viewed as a 16-octet octet stream

2.1.2. SHA-224

| dentifier:
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#sha224

The SHA-224 al gorithm [ FlI PS-180-2change, RFC3874] takes no explicit
paraneters. An exanple of a SHA-224 DigestAl gorithmelenent is:
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<Di gest Al gorithm
Al gorithm="http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#sha224" />

A SHA-224 digest is a 224 bit string. The content of the Di gestVal ue
el ement shall be the base64 [ RFC2405] encoding of this string viewd
as a 28-octet stream Because it takes roughly the sane anount of
effort to conpute a SHA-224 nmessage di gest as a SHA-256 di gest, and
terseness is usually not a criteria in an XM application,

consi derati on should be given to the use of SHA-256 as an
alternative.

2.1.3. SHA-384

| dentifier:
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#sha384

The SHA-384 al gorithm [FI PS-180-2] takes no explicit paranmeters. An
exanpl e of a SHA-384 DigestAl gorithmelenent is:

<Di gest Al gorithm
Al gorithm="http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#sha384" />

A SHA-384 digest is a 384 bit string. The content of the Di gestVal ue
el ement shall be the base64 [ RFC2405] encoding of this string viewed
as a 48-octet stream Because it takes roughly the sane anount of
effort to conpute a SHA- 384 nessage digest as a SHA-512 di gest and
terseness is usually not a criteria in XM application, consideration
shoul d be given to the use of SHA-512 as an alternative.

2.2. SignatureMethod Message Authentication Code Al gorithns
Note: Sone text in this section is duplicated from[RFC3275] for the
conveni ence of the reader. RFC 3275 is nornative in case of
conflict.

2.2.1. HVAC M5

| dentifier:
http://ww. w3. or g/ 2001/ 04/ xm dsi g- mor e#hmac- nd5

The HVAC al gorithm [ RFC2104] takes the truncation length in bits as a
paraneter; if the paranmeter is not specified then all the bits of the

hash are output. An exanple of an HVAC-MD5 Si gnat ureMet hod el enent
is as follows:
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<Si gnat ur eMet hod
Al gorithm="http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#hmac- nd5" >
<HMACQut put Lengt h>112</ HVACCQut put Lengt h>

</ Si gnat ur eMet hod>

The out put of the HVAC algorithmis ultinately the output (possibly
truncated) of the chosen digest algorithm This value shall be
base64 [ RFC2405] encoded in the sanme straightforward fashion as the
out put of the digest algorithms. For exanple, the SignatureVal ue
el ement for the HVAC MD5 di gest

9294727A 3638BB1C 13F48EF8 158BFCOD
fromthe test vectors in [RFC2104] woul d be
kpRyej YAuxwT9l 74FYv8nQ==
Schena Definition:
<si npl eType nane="HVACQut put Lengt h" >
<restriction base="integer" />
</ si npl eType>
DTD:
<! ELEMENT HMACQut put Lengt h (#PCDATA) >

The Schema Definition and DID i medi ately shown above are taken from
[ RFC3275] .

Al t hough sone cryptographi ¢ suspicions have recently been cast on M5
for use in signatures such as RSA-MD5 bel ow, this does not effect use
of MD5 in HVAC.

2.2.2. HMAC SHA Vari ati ons

Identifiers:
htt p: // ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#hnmac- sha224
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#hmac- sha256
htt p: // ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#hmac- sha384
htt p: // ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#hmac- sha512

SHA- 224, SHA- 256, SHA-384, and SHA-512 [ FI PS-180-2, FIPS-180-2change,

RFC3874] can al so be used in HVAC as described in section 2.2.1 for
HVAC- MD5.
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2.2.3. HVAC- R PEMD160

| dentifier:
htt p: //ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#hmac-ri pend160

Rl PEMD- 160 [ RI PEVMD- 160] can al so be used in HVAC as described in
section 2.2.1 for HVAC MD5.

2.3. SignatureMethod Public Key Signature Algorithns

These al gorithnms are distinguished fromthose in Section 2.2 in that
they use public key nethods. The verification key is different from
and not feasibly derivable fromthe signing key.

2.3.1. RSA-MXb

I dentifier:
htt p: // wwv. w3. or g/ 2001/ 04/ xml dsi g- nor e#r sa- nd5

RSA- MD5 i nplies the PKCS#1 v1.5 padding al gorithm described in
[ RFC3447]. An exanple of use is

<Si gnat ur eMet hod
Al gorithnm"http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- nd5" />

The SignatureValue content for an RSA-MD5 signature is the base64
[ RFC2405] encoding of the octet string conputed as per [RFC3447],
section 8.1.1, signature generation for the RSASSA- PKCS1-v1_5
signature schene. As specified in the EMSA- PKCS1-V1_5- ENCODE
function in [RFC3447, section 9.2.1], the value input to the
signature function MJST contain a pre-pended al gorithm obj ect
identifier for the hash function, but the availability of an ASN. 1
parser and recognition of O Ds are not required of a signature
verifier. The PKCS#1 v1.5 representati on appears as:

CRYPT (PAD (ASN.1 (O D, DIGEST (data))))
Note that the padded ASN.1 will be of the follow ng form

01| FF* | 00 | prefix | hash
Vertical bar ("|") represents concatenation. "01", "FF', and "00"
are fixed octets of the correspondi ng hexadeci nal val ue and the
asterisk ("*") after "FF" indicates repetition. "hash" is the M5
digest of the data. "prefix" is the ASN.1 BER MD5 al gorithm
designator prefix required in PKCS #1 [ RFC3447], that is:

hex 30 20 30 Oc 06 08 2a 86 48 86 f7 0d 02 05 05 00 04 10
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This prefix is included to facilitate the use of standard
cryptographic libraries. The FF octet MJST be repeated enough tinmes
that the value of the quantity bei ng CRYPTed is exactly one octet
shorter than the RSA nodul us.

Due to increases in conputer processor power and advances in
cryptography, use of RSA-MD5 is NOT RECOVMENDED.

2.3.2. RSA-SHA256

I dentifier:
htt p: // ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#r sa- sha256

This inplies the PKCS#1 v1.5 paddi ng al gorithm [ RFC3447] as descri bed
in section 2.3.1, but with the ASN. 1 BER SHA- 256 al gorithm desi gnat or
prefix. An exanple of use is:

<Si gnat ur eMet hod
Al gorithm="http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha256" />

2. 3.3 RSA- SHA384

Identifier:
htt p: // wwv. w3. or g/ 2001/ 04/ xm dsi g- nor e#r sa- sha384

This inplies the PKCS#1 v1.5 paddi ng al gorithm [ RFC3447] as descri bed
in section 2.3.1, but with the ASN. 1 BER SHA- 384 al gorithm desi gnhat or
prefix. An exanple of use is:

<Si gnat ur eMet hod
Al gorithm="http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha384" />

Because it takes about the sane effort to cal cul ate a SHA- 384 nessage
di gest as a SHA-512 nmessage digest, it is suggested that RSA-SHA512
be used in preference to RSA- SHA384 where possi bl e.

2.3.4. RSA-SHA512

| dentifier:
htt p: // ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#r sa- shab512

This inplies the PKCS#1 v1.5 paddi ng al gorithm [ RFC3447] as descri bed
in section 2.3.1, but with the ASN. 1 BER SHA-512 al gorithm desi gnat or
prefix. An exanple of use is:

<Si gnat ur eMet hod
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm dsi g- nor e#r sa- sha512" />
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2.3.5. RSA-RI PEMD160

| dentifier:
htt p: //ww. w3. or g/ 2001/ 04/ xm dsi g- nore/ rsa-ri pend160

This inplies the PKCS#1 v1.5 paddi ng al gorithm [ RFC3447], as
described in section 2.3.1, but with the ASN. 1 BER Rl PEMD160
al gorithm designator prefix. An exanple of use is:

<Si gnat ur eMet hod
Al gorithn="http://ww. w3. org/ 2001/ 04/ xm dsi g- nore/ rsa-ri pend160" />

2.3.6. ECDSA- SHA*

Identifiers
htt p: // www. w3. or g/ 2001/ 04/ xm dsi g- nor e#ecdsa- shal
htt p://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#ecdsa- sha224
htt p: // www. w3. or g/ 2001/ 04/ xm dsi g- nor e#ecdsa- sha256
htt p://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#ecdsa- sha384
http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#ecdsa- sha512

The Elliptic Curve Digital Signature Al gorithm (ECDSA) [FlPS-186-2]
is the elliptic curve anal ogue of the DSA (DSS) signature mnethod.
For detailed specifications on howto use it with SHA hash functions
and XML Digital Signature, please see [X9.62] and [ ECDSA].

2.3.7. ESIG\ SHAL

I dentifier
htt p: // ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#esi gn-shal
htt p://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#esi gn- sha224
http://ww. w3. or g/ 2001/ 04/ xm dsi g- mor e#esi gn- sha256
http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#esi gn- sha384
htt p://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#esi gn- sha512

The ESIGN al gorithmspecified in [I EEE-P1363a] is a signature schene
based on the integer factorization problem It is nuch faster than
previous digital signature schenes so ESIGN can be inplemented on
smart cards wi thout special co-processors.

An exanpl e of use is:

<Si gnat ur eMet hod
Al gorithm="http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#esi gn-shal" />
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2.4. Mninmal Canonicalization

Thus far two i ndependent interoperable inplenentations of M nina
Canoni cal i zati on have not been announced. Therefore, when XM
Digital Signature was advanced from Proposed Standard [ RFC3075] to
Draft Standard [ RFC3275], M ninal Canonicalization was dropped from
the standards track documents. However, there is still interest in
M ni mal Canonicalization, indicating its possible future use. For
its definition, see [ RFC3075], Section 6.5.1.

For reference, its identifier remains:
http://ww. w3. or g/ 2000/ 09/ xml dsi g#m ni mal

2.5. Transform Al gorithns

Note that all Canonicalizati onMethod al gorithnms can al so be used as
transform al gorithns.

2.5.1. XPointer

| dentifier:
htt p: //ww. w3. or g/ 2001/ 04/ xm dsi g- nor e/ xpt r

This transformalgorithmtakes an [ XPointer] as an explicit
paraneter. An exanple of use is [ RFC3092]:

<Transform
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm dsi g- nore/ xptr">
<XPoi nt er
xm ns="http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e/ xptr" >
xpointer(id("foo")) xm ns(bar=http://foobar.exanple)
xpoi nter(//bar: Zab[ @d="fo0"])
</ XPoi nt er >
</ Tr ansf or n»

Schena Definition

<el ement nane="XPoi nter" type="string">
DTD:

<! ELEMENT XPoi nter (#PCDATA) >

Input to this transformis an octet stream (which is then parsed into
XM.) .
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Qutput fromthis transformis a node set; the results of the XPointer
are processed as defined in the XML.DSI G specification [RFC3275] for a
sane document XPointer.

2.6. EncryptionMethod Al gorithns

This subsection gives identifiers and information for several
Encrypti onMet hod Al gorithns.

2.6.1. ARCFOUR Encryption Al gorithm

| dentifier:
http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#ar cf our

ARCFOUR is a fast, sinple streamencryption algorithmthat is
conmpatible with RSA Security’s RC4 algorithm An exanple of the
Encrypti onMet hod el enment using ARCFOUR i s

<Encrypti onMet hod
Al gorithnm="http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#ar cf our" >
<KeySi ze>40</ KeySi ze>

</ Encrypti onMet hod>

Note that Arcfour nakes use of the generic KeySize paraneter
specified and defined in [ XMLENC] .

2.6.2. Canellia Block Encryption

Identifiers:
htt p: // wwv. w3. or g/ 2001/ 04/ xm dsi g- nor e#canel | i al28- cbc
htt p: //ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#canel | i al92- cbc
http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#canel | i a256- cbc

Canellia is an efficient and secure bl ock cipher with the sane
interface as the AES [Canellia, RFC3713], that is 128-bit bl ock size
and 128, 192, and 256 bit key sizes. In XM Encryption, Canelliais
used in the same way as the AES: It is used in the G pher Bl ock
Chaining (CBC) nobde with a 128-bit initialization vector (I1V). The
resulting cipher text is prefixed by the V. [If included in XM
output, it is then base64 encoded. An exanple Canellia

Encrypti onMethod is as foll ows:

<Encrypti onMet hod

Al gorithnr
"http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#canel | i al28-cbc" />
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2.6.3. Canellia Key Wap

| dentifiers:
htt p: //ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#tkw canel | i a128
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#kw canel | i a192
htt p: // wwv. w3. or g/ 2001/ 04/ xml dsi g- nor e#tkw canel | i a256

The Canellia [Canellia, RFC3713] key wrap is identical to the AES key
wrap al gorithm [ RFC3394] specified in the XM Encryption standard
with "AES" replaced by "Canellia". As with AES key wap, the check
val ue i s OXABABAGAGAGABAGAG.

The algorithmis the sane regardl ess of the size of the Canellia key
used in wapping (called the key encrypting key or KEK). The

i rpl enentation of Canellia is OPTIONAL. However, if it is supported,
the sane inpl enentati on gui delines of which comnbinations of KEK size
and wrapped key size should be required to be supported and which are
optional to be supported should be followed as for AES. That is to
say, if Canellia key wap is supported, then wapping 128-bit keys
with a 128-bit KEK and wapping 256-bit keys with a 256-bit KEK are
REQUI RED and all other conbinations are OPTI ONAL.

An exanpl e of use is:

<Encrypti onMet hod
Al gorithnr
"http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#kw- canel | i a128" />

2.6.4. PSEC KEM

Identifier:
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#psec- kem

The PSEC-KEM al gorithm specified in [1SQOIEC 18033-2], is a key
encapsul ati on nechanismusing elliptic curve encryption.

An exanpl e of use is:

<Encrypti onMet hod
Al gorithm="http://ww.w3. org/ 2001/ 04/ xm enc#psec- kent >
<ECPar anet er s>
<Ver si on>ver si on</ Ver si on>
<Fi el dI D>i d</ Fi el dI D>
<Cur ve>curve</ Curve>
<Base>base</ Base>
<Or der >or der </ Or der >
<Cof act or >cof act or </ Cof act or >
</ ECPar anet er s>
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</ Encrypti onMet hod>
See [I1 SO | EC-18033-2] for information on the parameters above.
3. Keylnfo

In section 3.1 a new Keylnfo element child is specified, while in
section 3.2 additional Keylnfo Type values for use in Retrieval Met hod
are specified.

3.1. PKCS #7 Bag of Certificates and CRLs

A PKCS #7 [ RFC2315] "signedData" can al so be used as a bag of
certificates and/or certificate revocation lists (CRLs). The
PKCS7si gnedDat a el enment is defined to acconmodate such structures
within Keylnfo. The binary PKCS #7 structure is base64 [ RFC2405]
encoded. Any signer information present is ignored. The follow ng
is an exanple, eliding the base64 data [ RFC3092]:

<f oo: PKCS7si gnedDat a
xm ns: foo="http://ww. w3. org/ 2001/ 04/ xn dsi g- nore" >

</f oo PKCS7si gnedDat a>
3.2. Additional Retrieval Method Type Val ues

The Type attribute of Retrieval Method is an optional identifier for
the type of data to be retrieved. The result of dereferencing a
Retrieval Met hod reference for all Keylnfo types with an XM. structure
is an XM. el ement or docunment with that elenent as the root. The
various "raw' key information types return a binary value. Thus,
they require a Type attribute because they are not unanbi guously

par seabl e.

Identifiers:
htt p: //ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#KeyVal ue
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#Ret ri eval Met hod
http://ww. w3. org/ 2001/ 04/ xm dsi g- nor e#KeyNane
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#r awx509CRL
htt p: // ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#r awPGPKeyPacket
htt p: // www. w3. or g/ 2001/ 04/ x dsi g- nor e#r awSPKI Sexp
htt p: // wwv. w3. or g/ 2001/ 04/ xm dsi g- nor e#PKCS7si gnedDat a
http://ww. w3. or g/ 2001/ 04/ xm dsi g- nor e#r awPKCS7si gnedDat a
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4. | ANA Consi derations

As it is easy for people to construct their own unique URI s [ RFC2396]
and possibly obtain a URI fromthe WBC if appropriate, it is not

i ntended that any additional "http://ww. w3.org/ 2001/ 04/ xm dsi g-
nore#" URls be created beyond those enunerated in this docunent.
(WBC Nanespace stability rules prohibit the creation of new URI's
under "http://ww. w3. org/ 2000/ 09/ xm dsi g#".)

5. Security Considerations

Due to conputer speed and cryptographi ¢ advances, the use of MD5 as a
Di gest Met hod and the use of MD5 in the RSA-MD5 SignatureMethod is NOT
RECOMVENDED. The concerned cryptographi c advances do not effect the
security of HMAC- MD5; however, there is little reason not to use one
of the SHA series of algorithns.
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