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Abst r act

Thi s docunent describes the scenarios for |Pv6 deploynent within
enterprise networks. It defines a small set of basic enterprise
scenarios and includes pertinent questions to allow enterprise

adm nistrators to further refine their deploynent scenarios.
Enterpri se depl oynent requirenents are discussed in terns of

coexi stence with | Pv4 nodes, networks and applications, and in terns
of basic network infrastructure requirenments for |Pv6 depl oynment.
The scenarios and requirements described in this docunent will be the
basis for further analysis to determ ne what coexistence techniques
and nechani sns are needed for enterprise |Pv6 deploynent. The
results of that analysis will be published in a separate docunent.
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1. Introduction

Thi s docunent describes the scenarios for |Pv6 deploynent within
enterprise networks. It defines a small set of basic enterprise
scenarios and includes pertinent questions to allow enterprise

adm nistrators to further refine their deploynent scenarios.
Enterprise depl oynent requirenents are discussed in terns of

coexi stence with | Pv4 nodes, networks and applications, and in terns
of basic network infrastructure requirements for |Pv6 depl oynent.
The scenarios and requirenments described in this docunent will be the
basis for further analysis to determ ne what coexistence techniques
and nechani sns are needed for enterprise |IPv6 deploynent. The
results of that analysis will be published in a separate docunent.

The audi ence for this docunent is the enterprise network team

consi dering depl oynment of |Pv6. The docunment will be useful for
enterprise teans that will have to determine the IPv6 transition
strategy for their enterprise. It is expected those teans include

menbers from nmanagenent, network operations, and engi neering. The
scenari os presented provide an exanple set of cases the enterprise
can use to build an I Pv6 network scenario.

To frane the discussion, this document will describe a set of
scenarios each with a network infrastructure. It is inpossible to
define every possible enterprise scenario that will apply to | Pv6
adoption and transition.

Each enterprise will select the transition that best supports their
busi ness requirements. Any attenpt to define a default or one-size-
fits-all transition scenario, sinply will not work. This docunent
does not try to depict the drivers for adoption of |IPv6 by an
enterprise.

VWhile it is difficult to quantify all the scenarios for an enterprise
network teamto plan for IPv6, it is possible to depict a set of
abstract scenarios that will assist with planning. This docunent
presents three base scenarios to be used as nodels by enterprises
defining specific scenarios.

The first scenario assunmes the enterprise decides to deploy IPv6 in

conjunction with IPv4. The second scenari o assunes the enterprise
decides to deploy | Pv6 because of a specific set of applications that
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it wants to use over an |IPv6 network. The third scenario assunes an
enterprise is building a new network or restructuring an existing
networ k and decides to deploy |Pv6 as the predom nant protocol wthin
the enterprise coexisting with IPv4. This docunent then briefly
reviews a set of network infrastructure conmponents that nust be

anal yzed, which are conmopbn to nost enterprises

Thi s docunent then provides three specific scenario exanpl es using
the network infrastructure conponents to depict the requirenents.
These are common enterprise depl oynent cases to depict the chall enges
for the enterprise to transition a network to |Pv6.

Next, supporting |legacy functions on the network (while the
transition is in process), and the network infrastructure conponents
requiring analysis by the enterprise are discussed. The
interoperation with | egacy functions within the enterprise will be
required for all transition except possibly by a new network that
will be IPv6 frominception. The network infrastructure conponents
will depict functions in their networks that require consideration
for 1Pv6 depl oynent and transition.

Usi ng the scenarios, network infrastructure conponents, and exanpl es
in this docunent, an enterprise can define its specific scenario
requi renents. Understanding the | egacy functions and network

i nfrastructure conponents required, the enterprise can determ ne the
network operations required to deploy IPv6. The tools and nechanisns
to support | Pv6 depl oynent operations will require enterprise

anal ysis. The analysis to determ ne the tools and nechanisns to
support the scenarios will be presented in subsequent docunent(s).

2. Term nol ogy

Enterprise Network - A network that has nultiple internal Iinks, one
or nmore router connections to one or nore
Providers, and is actively managed by a network

operations entity.

Provi der - An entity that provides services and
connectivity to the Internet or other private
external networks for the enterprise network

| Pv6 Capabl e - A node or network capabl e of supporting both
| Pv6 and | Pv4.

| Pv4 only - A node or network capabl e of supporting only
| Pv4.
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- A node or network capabl e of supporting only
| Pv6. This does not inply an I Pv6 only stack in
this docunent.

3. Base Scenari os

Three base scenarios are defined to capture the essential abstraction
set for the enterprise. Each scenario has assunptions and

requirenents.
set of genera

This is not an exhaustive set of scenarios, but a base
cases.

Bel ow we use the termnetwork infrastructure to nean the software,
net wor k operations and configuration, and nmet hods used to operate a
network in an enterprise.

For the base scenarios it is assunmed that any |Pv6 node is | Pv6

capabl e.

3.1. Base Scenarios Defined

Scenario 1:

Assunpti ons:

Requi renment s:

Scenario 2:

Assunpti ons:

Bound

W de-scal e/total dual -stack depl oyment of IPv4 and | Pv6
capabl e hosts and network infrastructure. Enterprise
with an existing | Pv4 network wants to deploy IPv6 in
conjunction with their |1Pv4 network.

The 1 Pv4 network infrastructure used has an equi val ent
capability in | Pv6

Do not disrupt existing IPv4d network infrastructure
assunptions with IPv6. [|Pv6 should be equival ent or
"better" than the network infrastructure in | Pv4.
However, it is understood that IPv6 is not required to
solve current network infrastructure problens, not
solved by IPv4. It may also not be feasible to deploy
I Pv6 on all parts of the network inmediately.

Sparse | Pv6 dual -stack deployment in | Pv4 network
infrastructure. Enterprise with an existing |Pv4
network wants to deploy a set of particular |IPv6
"applications" (application is voluntarily |oosely
defined here, e.g., peer to peer). The |IPv6 depl oynent
is limted to the mMmnimumrequired to operate this set
of applications.

| Pv6 sof t war e/ hardware conponents for the application

are available, and platfornms for the application are
| Pv6 capabl e.
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Requirements: Do not disrupt IPv4 infrastructure

Scenario 3: | Pv6-only network infrastructure with sone | Pv4-capabl e
nodes/ appl i cati ons needing to comuni cate over the |Pv6
infrastructure. Enterprise deploying a new network or
restructuring an existing network, decides IPv6 is the
basis for nost network communication. Sone |Pv4
capabl e nodes/applications will need to comunicate
over that infrastructure

Assunmptions: Required |IPv6 network infrastructure is available, or
avai | abl e over sone defined tineline, supporting the
enterprise plan.

Requi rements: Interoperation and Coexistence with | Pv4 network
infrastructure and applications are required for
conmmuni cat i ons.

3.2. Scenarios Network Infrastructure Conponents

This section defines the network infrastructure that exists for the
above enterprise scenarios. This is not an exhaustive list, but a
base list that can be expanded by the enterprise for specific

depl oynent scenarios. The network infrastructure conponents are
presented as functions that the enterprise nust anal yze as part of
defining their specific scenario. The analysis of these functions
will identify actions that are required to depl oy |Pv6.

Net wor k I nfrastructure Conponent 1

Enterprise Provider Requirenents

- |Is external connectivity required?

- One site vs. multiple sites and are they within different
geogr aphi es?

- Leased lines or VPNs?

- If multiple sites, howis the traffic exchanged securely?

- How many gl obal |Pv4 addresses are available to the enterprise?

- What is the | Pv6 address assignnent plan available fromthe
provi der?

- What prefix delegation is required by the Enterprise?

- WII the enterprise be nultihoned?

- What nulti hom ng techni ques are available fromthe provider?

- WII clients within the enterprise be nultihoned?

- Does the provider offer any |Pv6 services?

- Wiich site-external IPv6 routing protocols are required?

- Is there an external data center to the enterprise, such as
servers located at the Provider?

- Is I Pv6 avail abl e using the sane access links as |Pv4, or
di fferent ones?
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Net wor k I nfrastructure Conponent 2
Enterprise Application Requirenents
- List of applications in use?
- Wiich applications nust be noved to support IPv6 first?
- Can the application be upgraded to | Pv6?
- WII the application have to support both IPv4d and | Pv6?
- Do the enterprise platforns support both IPv4 and | Pv6?
- Do the applications have issues with NAT v4-v4 and NAT v4-v6?
- Do the applications need globally routable I P addresses?
- Do the applications care about dependency between | Pv4 and | Pv6
addr esses?
- Are applications run only on the internal enterprise network?

Net work I nfrastructure Conponent 3
Enterprise | T Departnent Requirenents
- Who "owns"/"operates" the network: in house or outsourced?
- Is working remotely (i.e., through VPNs) supported?
- Are inter-site comunications required?
- Is network nobility used or required for |Pv6?
- What are the requirenents of the |IPv6 address plan?
- Is there a detail ed asset nmanagenent database, including hosts,
| P/ MAC addresses, etc.?
- What is the enterprise’ s approach to nunbering geographically
separate sites that have their own Service Providers?
- What will be the internal |1Pv6 address assignment procedure?
- What site internal |Pv6 routing protocols are required?
- What will be the IPv6 Network Managenent policy/ procedure?
- What will be the IPv6 QOS policy/procedure?
- What will be the IPv6 Security policy/procedure?
- What is the IPv6 training plan to educate the enterprise?
- What network operations software will be inpacted by |Pv6?
- DNs
- Managenent (SNWP & ad-hoc tools)
- Enterprise Network Servers Applications
- Mil Servers
- Hiogh Availability Software for Nodes
- Directory Services
- Are all these software functions upgradeable to | Pv6?
- If not upgradeabl e, then what are the workarounds?
- Do any of the software functions store, display, or allow input
of I P addresses?
- Oher services (e.g., NIP, etc.)
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What network hardware will be inpacted by |Pv6?

- Routers/switches

- Printers/Faxes

- Firewalls

- Intrusion Detection

- Load bal ancers

- VPN Points of Entry/Exit

- Security Servers and Services

- Network Interconnect for Platforns

- Intelligent Network Interface Cards

- Network Storage Devices

- Are all these hardware functions upgradeable to | Pv6?

- If not, what are the workarounds?

- Do any of the hardware functions store, display, or allow input
of | P addresses?

Are the nodes noving within the enterprise network?

Are the nodes noving outside and inside the enterprise

net wor k?

Networ k I nfrastructure Conponent 4
Enterprise Network Managenment System

Per f or mance Managenent required?

Net wor k Management applications required?

Configurati on Managenent required?

Pol i cy Managenent and Enforcenent required?

Security Managenent required?

Managenment of Transition Tools and Mechani sns?

What new consi derations does | Pv6 create for Network Managenent ?

Net work I nfrastructure Conponent 5
Enterprise Network Interoperation and Coexi stence

Bound

What platfornms are required to be | Pv6 capabl e?

What network ingress and egress points to the site are required
to be |1 Pv6 capabl e?

What transition nechanisns are needed to support |Pv6 network
operations?

What policy/procedures are required to support the transition to
| Pv6?

What policy/procedures are required to support interoperation

wi th | egacy nodes and applications?
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3.3. Specific Scenario Exanpl es

This section presents a set of base scenario exanples and is not an
exhaustive list of exanples. These exanples were selected to provide
further clarity for base scenarios within an enterprise of a less
abstract nature. The exanple networks nmay use the scenari os depicted
in 3.1 and the infrastructure conponents in 3.2, but there are no
direct inplications specifically within these exanpl e networks.
Section 3.1, 3.2, and 3.3 should be used in unison for enterprise

| Pv6 depl oynment planni ng and anal ysi s.

Exanpl e Network A

A distributed network across a nunber of geographically
separated canpuses

- External network operation.

- External connectivity required.

- Multiple sites connected by | eased |ines.

- Provider independent |Pv4 addresses.

- |1 SP does not offer |Pv6 service.

- Private Leased Lines no Service Provider used.

ications run by the enterprise:

g

- Internal Wb/ Mail.

- File servers

- Java applications.

- Col | aborative devel opnment tools.

- Enterprise Resource applications.
- Multinmedia applications.

- Financial Enterprise applications.
- Data Warehousing applications.

I nternal network operation

- In house operation of the network.

- DHCP (v4) is used for all desktops; servers use static address
configuration.

- The DHCP server that updates nami ng records for dynam c desktops
uses dynam ¢ DNS

- A web based tool is used to enter nane to address nappings for
statically addressed servers.

- Networ k managenent is done using SNWP

- Al routers and switches are upgradeable to | Pv6.

- Existing firewalls can be upgraded to support |Pv6 rules.
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- Load bal ancers do not support |Pv6, upgrade path unclear
- Peer-2-Peer Application and Security supported.
- IPv4 Private address space is used within the enterprise.

Exanpl e Network B:

A bank running a | arge network supporting online
transacti on processing (OLTP) across a distributed
multi-sited network, with access to a central database
on a renote network fromthe OLTP network

External connectivity not required.

Multiple sites connected by VPN

Multiple sites connected by Native |IP protocol
Private address space used with NAT
Connections to private exchanges.

Applications in the enterprise:

- ATM transaction application.

- ATM managenent application

Fi nanci al Sof tware and Dat abase.

Part of the workforce is nobile and requires access to the
enterprise from outside networks

I nternal Network Operation

- Existing firewalls can be upgraded to support |Pv6 rules.
- Load bal ancers do not support |Pv6, upgrade path uncl ear
- ldentifying and nmanagi ng each node’s | P address.

Exanpl e Network C.

A Security Defense, Energency, or other Mssion Critical network
operati on:

- External network required at secure specific points.

- Network is its own Internet.

- Network nust be able to absorb ad-hoc creation of sub-networks.
- Entire parts of the network are conpletely nobile.

- Al nodes on the network can be nobile (including routers).

- Network high-availability is nandatory.

- Network nmust be able to be managed from ad-hoc | ocation

- Al nodes nust be able to be configured from statel ess node.
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Applications run by the Enterprise:

- Multinmedia streanmi ng of audio, video, and data for all nodes.
- Data conputation and analysis on stored and created data.

- Transfer of data coordinate points to sensor devices.

- Data and Intelligence gathering applications fromall nodes.

I nternal Network Operations:

Al'l packets must be secured end-2-end with encryption.
Intrusion Detection exists on all network entry points.
- Network nust be able to bolt on to the Internet to share

bandwi dth as required from Providers.
- VPNs can be used, but NAT can never be used.
- Nodes rnust be able to access | Pv4 | egacy applications over |Pv6
net wor k.

3.4. Applicability Statenent

The specific network scenarios selected are chosen to depict a base
set of exanples, and to support further analysis of enterprise
networks. This is not a conplete set of network scenarios. Though
Exanpl e Network Cis a verifiable use case, currently the scenario
defines an early adopter of enterprise networks transitioning to | Pv6
as a predom nant protocol strategy (i.e., |Pv6 Routing, Applications,
Security, and Operations), viewing | Pv4 as | egacy operations
imediately in the transition strategy, and at this tine nmay not be
representative of many initial enterprise |IPv6 deploynments. Each
enterprise planning teamw |l need to nmake that determ nation as |Pv6
depl oynent evol ves.

4. Network Infrastructure Conponent Requirenents

The enterprise will need to determ ne which network infrastructure
components require enhancenents or need to be added for depl oynment of
IPv6. This infrastructure will need to be anal yzed and understood as
a critical resource to manage. The list in this section is not
exhaustive, but contains the essential network infrastructure
conponents for the enterprise to consider before beginning to define
nmore fine-tuned requirenents such as Q0S, PKI, or Bandw dth
requirenents for IPv6. The conponents are only identified here and
their details will be discussed in the anal ysis docunent for
enterprise scenarios. References currently available for conponents
are provided.
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4.1. DNS

DNS wi Il now have to support both IPv4 and | Pv6 DNS records and the
enterprise will need to determne how the DNS is to be nmanaged and
accessed, and secured. The range of DNS operational issues is beyond
the scope of this docunent. However, DNS resolution and transport
solutions for both IP protocols are influenced by the chosen | Pv6
depl oynent scenario. Users need to consider all current DNS | Pv4
operations and deternmine if those operations are supported for |Pv6

[ DNSVE] .

4.2. Routing

Interior and Exterior routing will be required to support both | Pv4
and | Pv6 routing protocols, and the coexistence of |Pv4 and | Pv6 over
the enterprise network. The enterprise will need to define the IPv6
routing topol ogy, any ingress and egress points to provider networks,
and transition nmechanisns that they wish to use for | Pv6 adoption.
The enterprise will also need to deternine what |IPv6 transition
mechani snms are supported by their upstream providers.

4.3. Configuration of Hosts

| Pv6 introduces the concept of stateless autoconfiguration in
addition to stateful autoconfiguration, for the configuration of
hosts within the enterprise. The enterprise will have to determ ne
the best nethod of host configuration for its network, if it will use
statel ess or stateful autoconfiguration, and how autoconfiguration
wi |l operate for DNS updates. It will also need to determ ne how
prefix delegation will be done fromtheir upstream provider and how
those prefixes will be cascaded down to the enterprise | Pv6 network.
The policy for DNS or choice of autoconfiguration is out of scope for
this docunent [ CONF, DHCPF, DHCPL].

4.4. Security

Current existing nechani sns used for IPv4 to provide security need to
be supported for IPv6 within the enterprise. |Pv6 should create no
new security concerns for IPv4. The entire security infrastructure
currently used in the enterprise needs to be anal yzed agai nst | Pv6
depl oynent effect to determ ne what is supported in IPv6. Users
shoul d review other current security |IPv6 network infrastructure work
in the |ETF and within the industry. Users will have to work with
their platformand software providers to determi ne which | Pv6
security network infrastructure conponents are supported. The
security filters and firewall requirenents for | Pv6 need to be
determ ned by the enterprise. The policy choice of users for
security is beyond the scope of this docunent.
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4.5, Applications

Exi sting applications will need to be ported or provide proxies to
support both |IPv4 and | Pv6 [ APPS].

4.6. Network Managenent

The addition of IPv6 network infrastructure conponents will need to
be managed by the enterprise network operations center. Users wll
need to work with their network managenent platform providers to
determ ne what is supported for IPv6 while planning | Pv6 adoption

and which tools are available to nmonitor the network. Network
managenent will not need to support both IPv4 and | Pv6 and vi ew nodes
as dual stacks.

4.7. Address Pl anning

The address space within the enterprise will need to be defined and
coordinated with the routing topology of the enterprise network. It
is also inportant to identify the pool of |Pv4 address space
available to the enterprise to assist with IPv6 transition nethods.

4. 8. Mul ti cast

Enterprises utilizing IPv4d Miulticast services will need to consider
how t hese services nmay be inplenented operationally in an | Pv6-
enabl ed environmnent.

4.9. Miltihom ng

At this time, current I Pv6 allocation policies are nandating the

al l ocation of | Pv6 address space fromthe upstreamprovider. |If an
enterprise is nultihonmed, the enterprise will have to deternine how
it wishes to support multihomng. This also is an area of study
within the | ETF and work in progress.

5. Security Considerations
This docunent lists scenarios for the deploynment of IPv6 in
enterprise networks, and there are no security considerations
associ ated with making such a |ist.
There will be security considerations for the deploynent of IPv6 in

each of these scenarios, but they will be addressed in the docunent
that includes the anal ysis of each scenario.
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