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Abstr act

Thi s docunent discusses the applicability of various tests for
nmeasuring single router control plane convergence, specifically in
regard to the Open Shortest First (OSPF) protocol. There are two
general sections in this docunent, the first discusses advantages and
limtations of specific OSPF convergence tests, and the second

di scusses nore general pitfalls to be considered when routing
protocol convergence is tested.

1. I nt roducti on

There is a growing interest in testing single router control plane
convergence for routing protocols, and nmany people are | ooking at
testing nethodol ogi es that can provide information on howlong it
takes for a network to converge after various network events occur.
It is inmportant to consider the framework wi thin which any given
convergence test is executed when one attenpts to apply the results
of the testing, since the framework can have a nmjor inpact on the
results. For instance, determ ning when a network is converged, what
parts of the router’s operation are considered within the testing,
and other such things will have a major inpact on the apparent
performance that routing protocols provide.
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2.

Thi s docunent describes in detail various benefits and pitfalls of
tests described in [ BENCHVARK]. It al so explains how such
nmeasur enents can be useful for providers and the research conmunity.

NOTE: In this docunent, the word "convergence" refers to single
router control plane convergence [ TERM.

Advant ages of Such Measurenent

0 To be able to conpare the iterations of a protoco
i npl ementation. It is often useful to be able to conpare the
performance of two iterations of a given inplenentation of a
protocol in order to deterni ne where inprovenents have been nade
and where further inprovenents can be nade

0 To understand, given a set of paraneters (network conditions),
how a particular inplenmentation on a particular device wll
perform For instance, if you were trying to decide the
processi ng power (size of device) required in a certain |location
within a network, you could enulate the conditions that wll
exi st at that point in the network and use the test described to
nmeasure the performance of several different routers. The
results of these tests can provide one possible data point for
an intelligent decision.

If the device being tested is to be deployed in a running
networ k, using routes taken fromthe network where the equi pnent
is to be deployed rather than sonme generated topology in these
tests will yield results that are closer to the real performance
of the device. Care should be taken to enulate or take routes
fromthe actual location in the network where the device will be
(or would be) deployed. For instance, one set of routes nay be
taken froman ABR, one set froman area 0 only router, various
sets fromstub area, another set from various normal areas, etc.

o} To neasure the performance of an OSPF inplenentation in a wde
variety of scenarios

o] To be used as paranmeters in OSPF sinulations by researchers. It
may somnetines be required for certain kinds of research to
measure the individual delays of each parameter w thin an OSPF
i npl enentation. These del ays can be neasured using the nethods
defined i n [ BENCHVARK] .

o] To help optinize certain configurable paraneters. It may
sonetinmes be hel pful for operators to know the delay required
for individual tasks in order to optim ze the resource usage in
the network. For exanple, if the processing tinme on a router is
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found to be x seconds, deternmining the rate at which to fl ood
LSAs to that router would be hel pful so as not to overload the
net wor k.

3. Assunptions Made and Limitations of Such Measurements

o} The interactions of convergence and forwarding; testing is
restricted to events occurring within the control plane.
Forwardi ng performance is the primary focus in [| NTERCONNECT],
and it is expected to be dealt with in work that ensues from
[ FI B- TERM .

o} Duplicate LSAs are Acknow edged Immediately. A fewtests rely
on the property that duplicate LSA Acknow edgenents are not
del ayed but are done inmmediately. However, if an inplenentation
does not acknow edge duplicate LSAs i medi ately on receipt, the
testing nethods presented in [ BENCHVARK] coul d give inaccurate
neasur enent s.

o] It is assuned that SPF is non-preenptive. |f SPF is inplenented
so that it can (and will be) preenpted, the SPF neasurenents
taken in [ BENCHVARK] woul d include the tinmes that the SPF
process is not running, thus giving inaccurate measurenents.

([ BENCHVARK] neasures the total tinme taken for SPF to run, not
the amount of tine that SPF actually spends on the device's
processor.)

0 Some inplementations may be nultithreaded or use a
mul ti process/multirouter nodel of OSPF. [|f because of this any
of the assunptions nmade during neasurenent are violated in such
a nodel, measurenments could be inaccurate.

o] The measurenments resulting fromthe tests in [ BENCHVARK] nay not
provide the information required to deploy a device in a |arge-
scal e network. The tests described focus on individua
conponents of an OSPF inplenentation’s performance, and it nmay
be difficult to conbine the neasurenents in a way that
accurately depicts a device's performance in a |large-scale
network. Further research is required in this area.

o] The measurenents described in [ BENCHVARK] shoul d be used with
great care when conparing two different inplenentations of OSPF
fromtwo different vendors. For instance, there are nany other
factors than convergence speed that need to be taken into
consi derati on when conparing different vendors’ products. One
difficulty is aligning the resources avail able on one device to
the resources avail abl e on anot her
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4. (oservations on the Tests Described i n [ BENCHVARK]

Some observations recorded while inplenenting the tests described in
[ BENCHVARK] are noted in this section

4.1. Measuring the SPF Processing Tine Externally

The nost difficult test to performis the external neasurenent of the
time required to performan SPF cal cul ati on because the anount of
time between the first LSA that indicates a topology change and the
duplicate LSAis critical. |If the duplicate LSA is sent too quickly,
it may be received before the device being tested actually begins
runni ng SPF on the network change information. |f the delay between
the two LSAs is too long, the device may finish SPF processing before
receiving the duplicate LSA. It is inportant to closely investigate
any del ays between the receipt of an LSA and the begi nning of an SPF
calculation in the tested device; nmultiple tests with various del ays
m ght be required to determ ne what delay needs to be used to neasure
the SPF cal culation tinme accurately.

Some inplenmentations may force two intervals, the SPF hold tine and

the SPF del ay, between successive SPF calculations. |[If an SPF hold
time exists, it should be subtracted fromthe total SPF execution
tinme. |If an SPF delay exists, it should be noted in the test
results.

4.2. Noise in the Measurenent Device

The devi ce on which nmeasurenents are taken (not the device being
tested) also adds noise to the test results, primarily in the form of
del ay in packet processing and neasurenent output. The |argest
source of noise is generally the delay between the recei pt of packets
by the neasuring device and the receipt of information about the
packet by the device’'s output, where the event can be neasured. The
followi ng steps may be taken to reduce this sanmpling noise:

o} I ncreasi ng the nunber of sanples taken will generally inprove
the tester’'s ability to determ ne what is noise, and to renove
it fromthe results. This applies to the DUT as well

o] Try to take tinme-stanp for a packet as early as possible.
Dependi ng on the operating system being used on the box, one can
instrunment the kernel to take the tine-stanp when the interrupt
is processed. This does not elinminate the noise conpletely, but
at |l east reduces it.

o] Keep the measurenent box as lightly | oaded as possible. This
applies to the DUT as well.
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o} Havi ng an estinmate of noise can al so be useful
The DUT al so adds noise to the measurenent.

4.3. @Gaining an Understanding of the Inplenmentation |Inproves
Measur enment s

Al t hough the tester will (generally) not have access to interna

i nformati on about the OSPF inplenentation being tested using

[ BENCHVARK] , the nmore thorough the tester’s know edge of the

i npl ementation is, the nore accurate the results of the tests wll

be. For instance, in sone inplenentations, the installation of
routes in local routing tables nay occur while the SPF is being
calcul ated, dramatically inpacting the time required to calculate the
SPF.

4.4. Gaining an Understanding of the Tests |nproves Measurenents

One nethod that can be used to becone familiar with the tests
described in [BENCHVARK] is to performthe tests on an OSPF

i mpl ementation for which all the internal details are avail able.

Al t hough there is no assurance that any two inplenmentations will be
simlar, this will provide a better understanding of the tests

t hensel ves

5. LSA and Destination M x

In many OSPF benchmark tests, a generator injecting a nunber of LSAs
is called for. There are several areas in which injected LSAs can be
varied in testing:

o] The nunber of destinations represented by the injected LSAs

Each destination represents a single reachable I P network; these
will be |eaf nodes on the shortest path tree. The primary

i mpact to performance should be the tine required to insert
destinations in the local routing table and handling the nenory
required to store the data.

0 The types of LSAs injected

There are several types of LSAs that woul d be acceptabl e under
different situations; within an area, for instance, types 1, 2,
3, 4, and 5 are likely to be received by a router. Wthin a
not - so- st ubby area, however, type-7 LSAs woul d repl ace the
type-5 LSAs received. These sorts of characterizations are
important to note in any test results.
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6.

o} The nunber of LSAs injected

Wthin any injected set of information, the nunber of each type
of LSA injected is also inportant. This will inpact the
shortest path algorithnis ability to handl e |arge nunbers of
nodes, |arge shortest path first trees, etc.

o] The order of LSA injection

The order in which LSAs are injected should not favor any given
data structure used for storing the LSA database on the device
being tested. For instance, AS-External LSAs have AS wi de
floodi ng scope; any type-5 LSA originated is imediately flooded
to all neighbors. However, the type-4 LSA, which announces the
ASBR as a border router, is originated in an area at SPF tinme
(by ABRs on the edge of the area in which the ASBRis). |If SPF
isn't scheduled i mediately on the ABRs originating the type-4
LSA, the type-4 LSA is sent after the type-5 LSA's reach a
router in the adjacent area. Therefore, routes to the externa
destinations aren’t imediately added to the routers in the
other areas. Wien the routers that already have the type 5s
receive the type-4 LSA, all the external routes are added to the
tree at the sane tine. This timng could produce different
results than a router receiving a type 4 indicating the presence
of a border router, followed by the type 5s originated by that
border router.

The ordering can be changed in various tests to provide insight
into the efficiency of storage within the DUT. Any such changes
in ordering should be noted in test results.

Tree Shape and the SPF Al gorithm

The conplexity of Dijkstra' s algorithm depends on the data structure
used for storing vertices with their current mninum di stances from
the source; the sinplest structure is a list of vertices currently
reachable fromthe source. In a sinple list of vertices, finding the
nm ni mrum cost vertex would then take Q(size of the list). There wll
be Q(n) such operations if we assunme that all the vertices are
ultimately reachable fromthe source. Moreover, after the vertex
with m ninmumcost is found, the algorithmiterates through all the
edges of the vertex and updates the cost of other vertices. Wth an
adj acency list representation, this step, when iterated over all the
vertices, would take Q(E) time, with E being the nunber of edges in
the graph. Thus, the overall running tine is:

Q(sun(i:1, n)(size(list at level i) + E)
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So everything boils down to the size(list at level i).
If the graph is Ilinear,

r oot

O—U— AT W— N P

and source is a vertex on the end, then size(list at level i) =1 for
all i. Mreover, E=n - 1. Therefore, running tine is Q(n).

If the graph is a balanced binary tree,

r oot
/ \
1 2
I\ I\
3 4 5 6

size(list at level i) is alittle conplicated. First, it increases
by 1 at each level up to a certain nunber, and then it goes down by
1. |If we assunme that the tree is a conplete tree (as shown above)

with k levels (1 to k), then size(list) goes on like this: 1, 2, 3,

Then the nunber of edges Eis still n - 1. It then turns out that
the run-tine is Q(n*2) for such a tree.

If the graph is a conplete graph (fully-connected nesh), then
size(list at level i) =n - i. Nunber of edges E = Q(n"2).
Therefore, run-time is Q(n"2).

Therefore, the performance of the shortest path first algorithm used
to conpute the best paths through the network is dependent on the
construction of the tree. The best practice would be to try to make
any emul ated network | ook as nmuch |ike a real network as possibl e,
especially in the area of the tree depth, the nmeshiness of the
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net work, the nunber of stub links versus transit |inks, and the
nunber of connections and nodes to process at each level within the
original tree

7. Topol ogy Ceneration

As the size of networks grows, it beconmes nore and nore difficult to
actually create a |large-scale network on which to test the properties
of routing protocols and their inplenmentations. |In general, network
enul ators are used to provide emul ated topol ogi es that can be
advertised to a device with varying conditions. Route generators
tend to be either a specialized device, a piece of software which
runs on a router, or a process that runs on another operating system
such as Linux or another variant of Unix.

Sone of the characteristics of this device should be as foll ows:

o} The ability to connect to several devices using both point-to-
poi nt and broadcast hi gh-speed nedia. Point-to-point |inks can
be enul ated with high-speed Ethernet as long as there is no hub
or other device between the DUT and the route generator, and the
link is configured as a point-to-point [ink within OSPF
[ BROADCAST- P2P] .

o} The ability to create a set of LSAs that appear to be a | ogical
realistic topology. For instance, the generator should be able
to m x the nunber of point-to-point and broadcast |inks within
the emul ated topol ogy and to inject varying nunbers of
external ly reachabl e destinations.

o} The ability to withdraw and add routing information into and
fromthe enul ated topology to enmul ate flapping |inks.

0 The ability to randomy order the LSAs representing the emul at ed
topol ogy as they are adverti sed.

o} The ability to log or otherw se neasure the tinme between packets
transmitted and received.

0 The ability to change the rate at which OSPF LSAs are
transm tted.

o} The generator and the collector should be fast enough that they
are not bottlenecks. The devices should al so have a degree of
granularity of measurenent at |east as small as is desired from
the test results.
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8. Security Considerations

Thi s docunent does not nodify the underlying security considerations
in [ GSPF].
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