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Abst r act
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1. Introduction

The Extensible Authentication Protocol (EAP), defined in [EAP], is an
aut henti cation framework which supports nultiple authentication
mechani sms. EAP may be used on dedicated links, switched circuits,
and wired as well as wireless |inks.

To date, EAP has been inplenented with hosts and routers that connect
via switched circuits or dial-up lines using PPP [ RFC1661], | EEE 802
wired switches [| EEE-802.1X], and | EEE 802.11 wirel ess access points
[ EEE-802. 11i]. EAP has al so been adopted for |Psec renpte access in
| KEv2 [ KEV2].
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This docunent specifies the Dianeter EAP application that carries EAP
packets between a Network Access Server (NAS) working as an EAP

Aut henti cator and a back-end authentication server. The D aneter EAP
application is based on the D ameter Network Access Server
Application [NASREQ and is intended for environments simlar to
NASREQ

In the Di ameter EAP application, authentication occurs between the
EAP client and its honme Di aneter server. This end-to-end

aut henti cation reduces the possibility for fraudul ent authentication,
such as replay and man-in-the-m ddl e attacks. End-to-end

aut hentication al so provides a possibility for nutual authentication,
which is not possible with PAP and CHAP in a roam ng PPP environnent.

The Di ameter EAP application relies heavily on [NASREQ, and in
earlier versions was part of the Diameter NASREQ application. It can
al so be used in conjunction with NASREQ selecting the application
based on the user authentication nechanism (EAP or PAP/CHAP). The

D aneter EAP application defines new Conmand- Codes and Attri bute-

Val ue Pairs (AVPs), and can work together with RADI US EAP support

[ RFC3579] .

1.1. Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119].

2. Extensible Authentication Protocol Support in Dianeter
2.1. Advertising Application Support

D aneter nodes confornming to this specification MJST advertise
support by including the D aneter EAP Application ID value of 5 in
the Aut h-Application-1d AVP of the Capabilities-Exchange- Request and
Capabi | i ti es- Exchange- Answer conmand [ BASE] .

If the NAS receives a response with the Result-Code set to

DI AVETER_APPL| CATI ON_UNSUPPORTED [ BASE], it indicates that the

D aneter server in the home real mdoes not support EAP. [|f possible,
the access device MAY attenpt to negoti ate another authentication
protocol, such as PAP or CHAP. An access device SHOULD be cauti ous
when determ ni ng whether a | ess secure authentication protocol wll
be used, since this could result froma downgrade attack (see
Section 8. 3).
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2.2. Protocol Overview

The EAP conversation between the authenticating peer and the access
device begins with the initiation of EAP within a link layer, such as
PPP [ RFC1661] or | EEE 802.11i [I|EEE-802.11li]. Once EAP has been
initiated, the access device will typically send a Di aneter - EAP-
Request nessage with an enpty EAP-Payload AVP to the Dianeter server,
signifying an EAP-Start.

If the Dianeter hone server is willing to do EAP authentication, it
responds with a Di anet er - EAP- Answer nessage cont ai ni ng an EAP- Payl oad
AVP that includes an encapsul ated EAP packet. The Result-Code AVP in
the message will be set to DI AMETER MULTI _ROUND _AUTH, signifying that
a subsequent request is expected. The EAP payload is forwarded by
the access device to the EAP client. This is illustrated in the

di agr am bel ow.

User NAS Server
| | |

I
| Di anet er - EAP- Request |
| EAP-Payl oad( EAP Start) |
[--mmmm e >
|
|
|
|

| Di anet er - EAP- Answer
Resul t - Code=DI AMETER_MULTI _ROUND_AUTH
| EAP- Payl oad( EAP Request #1)

...continues. ..

The initial D aneter-EAP-Answer in a nulti-round exchange normally

i ncl udes an EAP-Request/ldentity, requesting the EAP client to
identify itself. Upon receipt of the EAP client’s EAP-Response, the
access device will then issue a second Di anet er - EAP- Request nessage,
with the client’s EAP payl oad encapsul ated w thin the EAP-Payl oad
AVP.

A preferred approach is for the access device to issue the

EAP- Request/l dentity nessage to the EAP client, and forward the

EAP- Response/ I dentity packet, encapsul ated w thin the EAP-Payl oad
AVP, as a Dianeter-EAP-Request to the Dianmeter server (see the
diagram bel ow). This alternative reduces the nunber of D aneter
message round trips. \When the EAP-Request/ldentity nmessage is issued
by the access device, it SHOULD interpret the EAP-Response/ldentity
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packet returned by the authenticating peer, and copy its value to a
User- Name AVP in Di aneter-EAP-Request. This is useful in roamnng
envi ronnments, since the Destination-Realmis needed for routing
purposes. Note that this alternative cannot be universally enpl oyed,
as there are circunstances in which a user’s identity is not needed
(such as when authorization occurs based on a calling or called phone
nunber).

User NAS Server

| Di anet er - EAP- Request

| EAP- Payl oad( EAP Response)

| R R REEEEEEEEEEEE >
: ...contihues..

The conversation continues until the Di aneter server sends a

Di anet er- EAP- Answer with a Result-Code AVP indicating success or
failure, and an optional EAP-Payload. The Result-Code AVP is used by
the access device to determ ne whether service is to be provided to
the EAP client. The access device MIUST NOT rely on the contents of
the optional EAP-Payl oad to determ ne whether service is to be

provi ded.
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...continued...

| EAP Response #N |

R REEEEEEE >

| Di anet er - EAP- Request

| EAP-Payl oad( EAP Response #N)

|
|
|
|
|
| |
| Di anet er - EAP- Answer |
| Resul t - Code=DI AMETER_SUCCESS |
| EAP- Payl oad( EAP Success) |
| [ EAP- Mast er - Sessi on- Key] |
| (aut hori zati on AVPs) |
| <-mmmmmmii e |
|
|

|
|
|
|
|
|
|
|
|
|
| |

| |

| |

I f authorization was requested, a D aneter-EAP-Answer with

Resul t - Code set to DI AMETER SUCCESS SHOULD al so incl ude the
appropriate authorization AVPs required for the service requested
(see Section 5 and [NASREQ ). In sone cases, the hone server nay not
be able to provide all necessary authorization AVPs; in this case, a
separate authorization step MAY be used as described in

Section 2.3.3. Dianeter-EAP- Answer nessages whose Resul t-Code AVP is
set to DI AMETER MULTI _ROUND_AUTH MAY i ncl ude aut horization AVPs.

A Di anet er- EAP- Answer with successful Result-Code MAY al so include an
EAP- Mast er - Sessi on- Key AVP that contains keying nmaterial for
protecting the comuni cati on between the user and the NAS. Exactly
how this keying material is used depends on the link layer in
question, and is beyond the scope of this docunent.

A home Di aneter server MAY request EAP re-authentication by issuing
t he Re- Aut h- Request [BASE] nessage to the Di aneter client.

Shoul d an EAP aut hentication session be interrupted due to a hone
server failure, the session MAY be directed to an alternate server,
but the authentication session will have to be restarted fromthe
begi nni ng.

2.3. Sessions and NASREQ I nteraction

The previous section introduced the basic protocol between the NAS

and the home server. Since the Di aneter-EAP- Answer nessage nay

i nclude a Master Session Key (MSK) for protecting the comruni cation
bet ween the user and the NAS, one nmust ensure that this key does not
fall into wong hands.
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Basic Dianeter security nmechani sns (I Psec and TLS) protect Dianeter
messages hop-by-hop. Since there are currently no end-to-end
(NAS-t o- hone server) security mechanisns defined for Dianmeter, this
section describes possible scenarios on how the nessages could be
transport protected using these hop-by-hop nechani sns.

This list of scenarios is not intended to be exhaustive, and it is
possi ble to conbine them For instance, the first proxy agent after
the NAS could use redirects as in Scenario 2 to bypass any additional
proxy agents.

2.3.1. Scenario 1: Direct Connection

The sinplest case is when the NAS contacts the hone server directly.
Al'l authorization AVPs and EAP keying material are delivered by the
hone server.

NAS home server
I I
| Di aneter - EAP- Request
| Aut h- Request - Type=AUTHORI ZE_AUTHENTI CATE
| EAP-Payl oad( EAP Start)

I
I
I
I
I I
| Di anet er - EAP- Answer |
| Resul t - Code=DlI AVETER_MULTI _ROUND AUTH |
| EAP- Payl oad( EAP Request) |
| |
I

...nhore EAP Request/ Response pairs...

I
| Di aneter - EAP- Request
| EAP-Payl oad( EAP Response)

I
I
I
I
I I
| Di anet er - EAP- Answer |
| Resul t - Code=DI AMETER _SUCCESS |
| EAP- Payl oad( EAP Success) |
| EAP- Mast er - Sessi on- Key |
| (aut hori zati on AVPs) |
I
This scenario is the nost likely to be used in snall networks, or in

cases where Dianeter agents are not needed to provide routing or
addi ti onal authorization AVPs.
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2.3.2. Scenario 2: Direct Connection with Redirects

In this scenario the NAS uses a redirect agent to |ocate the hone
server. The rest of the session proceeds as before.

NAS Local redirect agent Home server
|

Di anet er - EAP- Request |

Aut h- Request - Type=AUTHORI ZE_AUTHENTI CATE

EAP- Payl oad( EAP Start) |

|
|
|
|
I
D anmet er - EAP- Answer |

Redi r ect - Host =honeser ver . exanpl e. com |
Redi r ect - Host - Usage=REALM AND_APPLI| CATI ON |
|

|

|

|

|

|

|

Di anet er - EAP- Request
Aut h- Request - Type=AUTHORI ZE _ AUTHENTI CATE
EAP- Payl oad( EAP Start)

.rest of the session continues as in first case...

The advantage of this scenario is that know edge of realns and hone
servers is centralized to a redirect agent, and it is not necessary
to nodify the NAS configuration when, for exanple, a new roam ng
agreement i s made.
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2.3.3. Scenario 3: Direct EAP, Authorization via Agents

In this scenario the EAP authentication is done directly with the
hone server (w th Auth-Request-Type set to AUTHENTI CATE_ONLY), and
aut hori zation AVPs are retrieved fromlocal proxy agents. This
scenario is intended for environnments in which the hone server cannot
provide all the necessary authorization AVPs to the NAS.

NAS Local proxy agent Home server
| : |
| Di anet er - EAP- Request |
| Aut h- Request - Type=AUTHENTI CATE_ C)\ILY

| EAP-Payl oad( EAP Start)

I e e >

|

|

|
| |
| Di anet er - EAP- Answer |
| Result Code=DI AMETER_MJULTI _ROUND_AUTH |
| : EAP- Payl oad( EAP Request) |
|
| |

. hore EAP Request/ Response pairs...

|

| Di anet er - EAP- Request
| EAP-Payl oad( EAP Response)
I e I R >

|
|
|
|
| |
| Di anet er - EAP- Answer |
| Resul t - Code=DI AMETER_SUCCESS |
| EAP- Payl oad( EAP Success) |
| : EAP- Mast er - Sessi on- Key |
| : (aut hori zati on AVPs) |
|
|
|
|
|

NS . |

AA- Request
Aut h- Request - Type=AUTHORI ZE_ONL
(sonme AVPs fromfirst session)

I >

|

| AA- Answer

| Resul t - Code=DlI AMETER SUCCESS
| (aut hori zati on AVPS)

|

_——

The NASREQ application is used here for authorization because the
real mspecific routing table supports routing based on application,
not on Di aneter conmmands.
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2.3.4. Scenario 4: Proxy Agents

This scenario is the same as Scenario 1, but the NAS contacts the
hone server through proxies. Note that the proxies can see the EAP
session keys, thus it is not suitable for environments where proxies
cannot be trusted.

NAS Local proxy/relay agent Home server
| | |
| Di amet er - EAP- Request | |
| Aut h- Request - Type=AUTHORI ZE_AUTHENTI CATE |
| EAP-Payl oad(EAP Start) | |
R LR R LR >|
|
|
|
|

|

| Di anet er - EAP- Answer
| Resul t - Code=DI AVETER MULTI _ROUND AUTH
| | EAP- Payl oad( EAP Request)
|

...nhore EAP Requesi/ Response pairs...

| :
| Di amet er - EAP- Request |
| EAP-Payl oad( EAP Response) |

|

| Di anet er - EAP- Answer

| Result-Code=DI AMETER_SUCCESS
| EAP- Payl oad( EAP Success)

| EAP- Mast er - Sessi on- Key
| (aut hori zati on AVPs)

2.4. Invalid Packets

Whil e acting as a pass-through, the NAS MJST validate the EAP header
fields (Code, ldentifier, Length) prior to forwardi ng an EAP packet
to or fromthe Dianmeter server. On receiving an EAP packet fromthe
peer, the NAS checks the Code (Code 2=Response) and Length fi el ds,
and nmatches the ldentifier value against the current Identifier,
supplied by the Dianeter server in the nost recently validated EAP
Request. On receiving an EAP packet fromthe Di aneter server
(encapsul ated within a D aneter-EAP- Answer), the NAS checks the Code
(Code 1=Request) and Length fields, then updates the current
Identifier value. Pending EAP Responses that do not match the
current ldentifier value are silently discarded by the NAS.
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Since EAP nethod fields (Type, Type-Data) are typically not validated
by a NAS operating as a pass-through, despite these checks it is
possible for a NAS to forward an invalid EAP packet to or fromthe

D aneter server.

A Dianeter server receiving an EAP-Payl oad AVP that it does not
under st and SHOULD det erm ne whether the error is fatal or non-fatal
based on the EAP Type. A Dianeter server determ ning that a fatal
error has occurred MIST send a Di aneter-EAP-Answer with a failure
Resul t - Code and an EAP- Payl oad AVP encapsul ati ng an EAP Failure
packet. A Dianeter server determning that a non-fatal error has
occurred MJUST send a Di aneter- EAP- Answer with

DI AVETER_MULTI ROUND _AUTH Resul t - Code, but no EAP-Payl oad AVP. To
sinplify RADIUS translation, this nessage MIST al so include an

EAP- Rei ssued- Payl oad AVP encapsul ati ng the previ ous EAP Request sent
by the server.

When receiving a D anet er - EAP- Answer wi t hout an EAP-Payl oad AVP (and
DI AVETER_MULTI _ROUND _AUTH Resul t - Code), the NAS SHOULD di scard the
EAP- Response packet nost recently transnmitted to the D aneter server
and check whether additional EAP Response packets that match the

current ldentifier value have been received. |If so, a new EAP
Response packet, if available, MJIST be sent to the D aneter server
wi thin an Di aneter-EAP-Request. |f no EAP Response packet is

avai | abl e, then the previous EAP Request is resent to the peer, and
the retransm ssion timer is reset.

In order to provide protection against Denial of Service (DoS)
attacks, it is advisable for the NAS to allocate a finite buffer for
EAP packets received fromthe peer, and to discard packets according
to an appropriate policy once that buffer has been exceeded. Al so,
the Dianeter server is advised to permt only a nodest nunber of
invalid EAP packets within a single session, prior to termnating the
session with DI AMETER AUTHENTI CATI ON_REJECTED Resul t - Code. By
default, a value of 5 invalid EAP packets is recomended.

2.5. Retransm ssion

As noted in [EAP], if an EAP packet is lost in transit between the
aut henti cating peer and the NAS (or vice versa), the NAS w ||
retransmt.

It may be necessary to adjust retransni ssion strategies and
authentication time-outs in certain cases. For exanple, when a token
card is used, additional tine nay be required to allow the user to
find the card and enter the token. Since the NAS will typically not
have know edge of the required paraneters, these need to be provided
by the Di aneter server.
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If a Miulti-Round-Tinme-Qut AVP [BASE] is present in a D aneter-EAP-
Answer message that al so contai ns an EAP-Payl oad AVP, that value is
used to set the EAP retransmi ssion tinmer for that EAP Request and

t hat Request al one.

2.6. Fragnmentation

Usi ng the EAP-Payload AVP, it is possible for the D ameter server to
encapsul ate an EAP packet that is larger than the MIU on the |ink
between the NAS and the peer. Since it is not possible for the

D aneter server to use MIU di scovery to ascertain the link MU, a
Framed- MTU AVP may be included in a Di anet er- EAP- Request nessage in
order to provide the Dianmeter server with this information.

A Di aneter server having received a Franmed-MIU AVP in a

Di anet er - EAP- Request nessage MJUST NOT send any subsequent packet in
this EAP conversation contai ni ng EAP- Payl oad AVP whose | ength exceeds
that specified by the Framed- MU val ue, taking the Iink type
(specified by the NAS-Port-Type AVP) into account. For exanple, as
noted in [ RFC3580] Section 3.10, for a NAS-Port-Type val ue of | EEE
802. 11, the RADI US server may send an EAP packet as large as
Framed- MTU nmi nus four (4) octets, taking into account the additiona
overhead for the | EEE 802.1X Version (1 octet), Type (1 octet) and
Body Length (2 octets) fields.

2.7. Accounting

When a user is authenticated using EAP, the NAS MAY include an
Account i ng- Aut h- Met hod AVP [ NASREQ)] with value 5 (EAP) in
Account i ng- Request nessages. This docunent specifies one additiona
AVP for accounting nessages. One or nore Accounti ng- EAP- Aut h- Met hod
AVPs (see Section 4.1.5) MAY be included in Accounting-Request
nmessages to indicate the EAP net hod(s) used to authenticate the user

If the NAS has authenticated the user with a locally inplenmented EAP
nmet hod, it knows the nmethod used and SHOULD include it in an
Account i ng- EAP- Aut h- Met hod AVP

If the authentication was done using Di anet er- EAP- Request / Answer
nmessages, the Dianeter server SHOULD include one or nore

Account i ng- EAP- Aut h- Met hod AVPs in Di anmet er - EAP- Answer packets with a
successful result code. In this case, the NAS SHOULD i ncl ude these
AVPs in Accounting- Request nessages.
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2.8. Usage Guidelines
2.8.1. User-Nane AVP

Unl ess the access device interprets the EAP-Response/ldentity packet
returned by the authenticating peer, it will not have access to the
user’'s identity. Furthernore, sone EAP nethods support identity
protection where the user’s real identity is not included in

EAP- Response/ldentity. Therefore, the Diameter Server SHOULD return
the user’s identity by inserting a User-Nane AVP to

Di anet er - EAP- Answer nessages that have a Result-Code of

DI AVETER SUCCESS. A separate billing identifier or pseudonym MAY be

used for privacy reasons (see Section 8.5). |If the user’s identity
is not available to the NAS, the Session-l1d AVP MAY be used for
accounting and billing; however operationally this could be very

difficult to manage
2.8.2. Conflicting AVPs

A Di anet er - EAP- Answer nessage contai ni ng an EAP- Payl oad of type
EAP- Success or EAP-Failure MJST NOT have the Result-Code AVP set to
DI AVETER_MULTI _ROUND_AUTH

Sonme | ower |ayers assune that the authorization decision is made by
the EAP server, and thus the peer considers EAP Success as an

i ndi cation that access was granted. 1In this case, the Result-Code
SHOULD mat ch the contai ned EAP packet: a successful Result-Code for
EAP- Success, and a failure Result-Code for EAP-Failure. |If the
encapsul at ed EAP packet does not match the result inplied by the
Resul t - Code AVP, the conbination is likely to cause confusion
because the NAS and peer will conclude the outconme of the
authentication differently. For exanple, if the NAS receives a
failure Result-Code with an encapsul ated EAP Success, it will not
grant access to the peer. However, on receiving the EAP Success, the
peer will be led to believe that access was granted.

This situation can be difficult to avoid when Di aneter proxy agents
make aut horization decisions (that is, proxies can change the
Resul t - Code AVP sent by the home server). Because it is the
responsibility of the Dianeter server to avoid conflicts, the NAS
MUST NOT "manufacture" EAP result packets in order to correct the
contradi ctory nessages that it receives. This behavior, originally
mandat ed within [| EEE-802. 1X], is now deprecat ed.
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2.8.3. Displayabl e Messages

The Reply-Message AVP [ NASREQQ MJST NOT be included in any D aneter
nmessage contai ni ng an EAP- Payl oad AVP

2.8.4. Role Reversa

Sone environments in which EAP is used, such as PPP, support
peer-to-peer operation. Both parties act as authenticators and

aut henticatees at the sanme time, in two sinmultaneous and i ndependent
EAP conversati ons.

This specification is intended for comruni cati on between EAP

(passt hrough) aut henti cator and backend aut hentication server. A

Di ameter client MJUST NOT send a Di anet er - EAP- Request encapsul ati ng an
EAP Request packet, and a D aneter server receiving such a packet
MUST respond with a failure Result-Code

2.8.5. ldentifier Space

In EAP, each session has its own unique ldentifier space. Dianeter
server inplenentations MJST be able to distinguish between EAP
packets with the sane Identifier existing within distinct EAP
sessions and originating on the sane NAS. This is done by using the
Session-1d AVP

If a Dianeter NASis in the mddle of a multi-round authentication
exchange, and it detects that the EAP session between the client and
the NAS has been termnated, it MJST select a new D aneter Session-Id
for any subsequent EAP sessions. This is necessary in order to

di stinguish a restarted EAP authentication process fromthe
continuation of an ongoi ng process (by the same user on the sane NAS
and port).

In RADI US, the sanme functionality can be achi eved through the
inclusion or omission of the State attribute. Translation rules in
[ NASREQ) ensure that an Access-Request without the State attribute
maps to a new Di aneter Session-ld AVP value. Furthernore, a
translation agent will always include a State attribute in
Access- Chal | enge nessages, naking sure that the State attribute is
avail abl e for a RADI US NAS

3. Conmand- Codes
This section defines new Conmand- Code val ues that MJST be supported

by all Dianeter inplenmentations conformng to this specification
The followi ng commands are defined in this section
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Conmand- Nane Abbr ev. Code Ref erence
Di anet er - EAP- Request DER 268 3.1
D anet er - EAP- Answer DEA 268 3.2

When t he NASREQ AA- Request (AAR) or AA- Answer (AAA) commands are used
for AUTHORI ZE ONLY nessages in conjunction with EAP (see

Section 2.3.3), an Application Identifier value of 1 (NASREQ is
used, and the conmands follow the rules and ABNF defined in [ NASREQ .

When t he Re- Aut h- Request (RAR), Re-Auth-Answer (RAA),

Sessi on- Term nati on- Request (STR), Session-Terni nation-Answer (STA),
Abort - Sessi on- Request (ASR), Abort- Session- Answer (ASA),

Account i ng- Request (ACR), and Accounting- Answer (ACA) conmmands are
used together with the D anmeter EAP application, they follow the
rules in [NASREQ and [BASE]. The accounting comuands use
Application ldentifier value of 3 (D ameter Base Accounting); the
others use 0 (D aneter Conmon Messages).

3.1. Dianeter-EAP- Request (DER) Comrand

The Di anet er - EAP- Request (DER) command, indicated by the Command- Code
field set to 268 and the "R bit set in the Command Flags field, is
sent by a Dianeter client to a Dianeter server, and conveys an

EAP- Response fromthe EAP client. The D aneter-EAP- Request MJST
contai n one EAP-Payl oad AVP containing the actual EAP payload. An
EAP- Payl oad AVP with no data MAY be sent to the Dianeter server to
initiate an EAP aut hentication session.

The DER nessage MAY be the result of a nmulti-round authentication
exchange that occurs when the DEA is received with the Result-Code
AVP set to DI AVETER MJULTI ROUND AUTH [ BASE]. A subsequent DER
message MJST include any State AVPs [ NASREQ that were present in the
DEA. For re-authentication, it is reconmended that the ldentity
request be skipped in order to reduce the nunber of authentication
round trips. This is only possible when the user’s identity is
al ready known by the honme Di aneter server.
Message format

<Di anet er - EAP- Request > :: = D aneter Header: 268, REQ PXY >
Session-1d >
Aut h- Application-1d }
Ori gi n- Host '}
Oigin-Realm}
Desti nati on- Real m}
Aut h- Request - Type }
Desti nati on- Host ]

PSS S S A A
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NAS- | dentifier ]
NAS- | P- Addr ess ]
NAS- | Pv6- Addr ess ]
NAS- Port |
NAS-Port-1d ]

NAS- Port - Type ]
Oigin-State-1d ]
Port-Limt ]

User - Nare ]

EAP- Payl oad }

EAP- Key- Nane |

Servi ce-Type ]

State ]

Aut hori zation-Lifetinme ]
Aut h- Grace- Period ]
Aut h- Sessi on-State |
Cal | back- Number ]
Called-Station-1d ]
Calling-Station-1d ]
Oiginating-Line-Info ]
Connect-1nfo ]

Fr amed- Conpr essi on |
Framed-Interface-1d ]
Fr amed- | P- Addr ess ]
Framed- | Pv6- Prefix ]
Framed- | P- Net nask ]
Framed- MTU ]

Fr aned- Prot ocol ]
Tunnel i ng ]
Proxy-1nfo ]

Rout e- Record ]

AVP ]

* Ok Ok

1 ) ) [ ) ) ] [} ) [ [} ) [ [} [} [ [} ) [ ] ] Ay, ] ) [ ] ] [ ] — ——

3.2. Dianeter-EAP- Answer (DEA) Command

The D anet er - EAP- Answer (DEA) nessage, indicated by the Comrmand- Code
field set to 268 and the 'R bit cleared in the Comand Flags field,

is sent by the Dianeter server to the client for one of the follow ng
reasons:

1. The message is part of a multi-round authentication exchange, and
the server is expecting a subsequent Di aneter-EAP-Request. This
is indicated by setting the Result-Code to
DI AVETER_MULTI _ROUND_AUTH, and MAY include zero or nore State
AVPs.
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2. The EAP client has been successfully authenticated and
aut hori zed, in which case the nessage MJIST include the
Resul t - Code AVP i ndi cating success, and SHOULD i ncl ude an
EAP- Payl oad of type EAP-Success. This event MJST cause the
access device to provide service to the EAP client.

3. The EAP client has not been successfully authenticated and/or
aut hori zed, and the Result-Code AVP is set to indicate failure.
Thi s nessage SHOULD i ncl ude an EAP-Payl oad, but this AVP is not
used to determ ne whether service is to be provided.

If the message fromthe Dianeter client included a request for
aut hori zation, a successful response MJST include the authorization
AVPs that are relevant to the service being provided.

Message format

<Di anet er - EAP- Answer > ::= < D aneter Header: 268, PXY >
Session-1d >

Aut h- Application-1d }
Aut h- Request - Type }

Resul t - Code }

Origi n-Host '}
Oigin-Realm}

User - Nane ]

EAP- Payl oad ]

EAP- Rei ssued- Payl oad ]
EAP- Mast er - Sessi on- Key ]
EAP- Key- Nane |

Mul ti - Round- Ti me- Qut ]
Account i ng- EAP- Aut h- Met hod ]
Servi ce-Type ]

d ass ]

Confi gurati on- Token ]
Acct-Interiminterval |
Error- Message |

Error- Reporting- Host ]
Fai | ed- AVP ]

I dl e- Ti meout ]

Aut hori zation-Lifetinme ]
Aut h- Grace- Period ]

Aut h- Sessi on-State ]

Re- Aut h- Request - Type ]
Sessi on- Ti meout ]

State ]

Repl y- Message |
Oigin-State-1d ]
Filter-1d ]

*
L L L L L L L L L T L L L Lo Lo T R L e L Pt Y
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[ Port-Limt ]
[ Callback-1d ]
[ Call back- Number ]
[ Framed- Appl et al k- Li nk ]
[ Framed- Appl et al k- Net wor k ]
[ Franmed- Appl et al k- Zone ]
[ Framed- Conpression ]
[ Framed-Interface-1d ]
[ Framed-| P- Address ]
[ Framed-1Pv6-Prefix ]
[ Framed- | Pv6- Pool ]
[ Framed- | Pv6- Route ]
[ Framed- | P- Net nask ]
* [ Franmed- Route ]
[ Framed- Pool ]
[ Framed- | PX- Net wor k ]
[ Framed- MIU ]
[ Franed-Protocol ]
[ Franmed-Routing ]
[ NAS-Filter-Rule ]
[ QS-Filter-Rule ]
[ Tunneling ]
[ Redirect-Host ]
[ Redirect-Host-Usage ]
[ Redirect-Max-Cache-Tine ]
[ Proxy-Info ]
[ AVP ]

E

4. Attribute-Value Pairs
This section both defines new AVPs, unique to the EAP D aneter
application and describes the usage of AVPs defined el sewhere (if
that usage in the EAP application is noteworthy).

4.1. New AVPs

4.1.1. EAP-Payl oad AVP
The EAP- Payl oad AVP (AVP Code 462) is of type OctetString and is used
to encapsul ate the actual EAP packet that is being exchanged between
the EAP client and the home Di aneter server.

4.1.2. EAP-Rei ssued- Payl oad AVP

The EAP- Rei ssued- Payl oad AVP (AVP Code 463) is of type CctetString.
The use of this AVP is described in Section 2. 4.
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4.1.3. EAP-Master-Session-Key AVP

The EAP- Mast er- Sessi on-Key AVP (AVP Code 464) is of type CctetString.
It contains keying material for protecting the comunications between
the user and the NAS. Exactly how this keying material is used
depends on the link layer in question, and is beyond the scope of

t hi s docunent.

4.1.4. EAP-Key- Nane AVP

The EAP- Key- Nane AVP (Radius Attribute Type 102) is of type
CctetString. It contains an opaque key identifier (name) generated
by the EAP nethod. Exactly how this nane is used depends on the |ink
| ayer in question, and is beyond the scope of this docunment (see

[ EAPKey] for nore discussion).

Note that not all link layers use this name, and currently nost EAP
met hods do not generate it. Since the NAS operates in pass-through
node, it cannot know the Key-Nane before receiving it fromthe AAA
server. As a result, a Key-Nane AVP sent in a D aneter- EAP- Request
MJUST NOT contain any data. A hone Dianeter server receiving a

Di anet er - EAP- Request with a Key-Nane AVP with non-enpty data MJST
silently discard the AVP. In addition, the home D aneter server
SHOULD i nclude this AVP in Di anet er - EAP- Response only if an enpty
EAP- Key- Nane AVP was present in D aneter- EAP- Request.

4.1.5. Accounti ng- EAP- Aut h- Met hod AVP
The Accounti ng- EAP- Aut h- Met hod AVP (AVP Code 465) is of type
Unsi gned64. In case of expanded types [EAP, Section 5.7], this AVP
contains the value ((Vendor-1d * 27232) + Vendor-Type).
The use of this AVP is described in Section 2.7.
5. AVP Cccurrence Tabl es
The follow ng tables use these synbols:
0 The AVP MUST NOT be present in the nessage
0+ Zero or nore instances of the AVP MAY be present in the nessage
0-1 Zero or one instance of the AVP MAY be present in the nessage
1 One instance of the AVP MJUST be present in the nessage

Note that AVPs that can only be present within a G ouped AVP are not
represented in these tables.
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5.1. EAP Command AVP Tabl e

The following table lists the AVPs that nmay be present in the DER and
DEA Conmmands, as defined in this docunent; the AVPs listed are
defined both here and in [ NASREQ .

Attribute Name | DER | DEA |

Account i ng- EAP- Aut h- Met hod |
Acct-Interimlnterval [BASE] |
Aut h- Appl i cation-1d [ BASE] |
Aut h- Grace- Peri od [ BASE] |
Aut h- Request - Type [ BASE] |
Aut h- Sessi on- St at e [ BASE] |
Aut hori zation-Lifetime [ BASE] |
Cal | back-1d [ NASREQ] |
Cal | back- Nunmber [ NASREQ |
Cal | ed- Station-1d [ NASREQ |
Cal ling-Station-1d [ NASREQ |
O ass [ BASE] |
Confi gurati on- Token [ NASREQ |
Connect -1 nfo [ NASREQ |
Desti nati on- Host [ BASE] |
Desti nati on- Real m [ BASE] |
EAP- Mast er - Sessi on- Key |
EAP- Key- Nane |
EAP- Payl oad |
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

CPPQ
e

oo
T oo

(BN
+

OOO?OOO

o
T or
[EEN

EAP- Rei ssued- Payl oad

Error- Message [ BASE]

Error - Reporti ng- Host [ BASE]

Fai | ed- AVP [ BASE]

Filter-1d [ NASREQ

Fr amed- Appl et al k- Li nk [ NASREQ|
Fr amed- Appl et al k- Net wor k [ NASREQ
Fr amed- Appl et al k- Zone [ NASREQ
Fr amed- Conpr essi on [ NASREQ
Framed-I nterface-1d [ NASREQ
Framed- | P- Addr ess [ NASREQ

Fr amed- | P- Net nask [ NASREQ
Framed- | Pv6- Prefix [ NASREQ
Framed- | Pv6- Pool [ NASREQ
Franmed- | Pv6- Rout e [ NASREQ

Fr amed- | PX- Net wor k [ NASREQ)|
Framed- MTU [ NASREQ|

Fr amed- Pool [ NASREQ
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@

-

o
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Fr aned- Prot ocol [ NASREQ
Framed- Rout e [ NASREQ
Framed- Routi ng [ NASREQ

I dl e- Ti meout [ NASREQ

Mul ti - Round- Ti me- Qut [ BASE]
NAS- Fi | t er - Rul e [ NASREQ
NAS- | denti fier [ NASREQ
NAS- | P- Addr ess [ NASREQ
NAS- | Pv6- Addr ess [ NASREQ
NAS- Port [ NASREQ

NAS- Port-1d [ NASREQ

NAS- Port - Type [ NASREQ

Ori gi nating-Li ne-1nfo [ NASREQ
Oi gi n- Host [ BASE]

Oi gi n- Real m [ BASE]
Oigin-State-1d [ BASE]
Port-Limt [NASREQ

Pr oxy- 1 nfo [ BASE]
QS-Filter-Rul e [ NASREQ
Re- Aut h- Request - Type [ BASE]
Redi r ect - Host [ BASE]

Redi r ect - Host - Usage [ BASE]
Redi r ect - Max- Cache- Ti ne [ BASE]
Repl y- Message [ NASREQ

Resul t - Code [ BASE]

Rout e- Record [ BASE]

Servi ce- Type [ NASREQ
Session-1d [ BASE]

Sessi on- Ti meout [ BASE]
State [ NASREQ

Tunnel i ng [ NASREQ

User - Narre [ BASE]

o
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5.2. Accounting AVP Tabl e

The table in this section is used to represent which AVPs defined in
this docunent are to be present in the Accounting nessages, as
defined in [ BASE].

S +
| Conmmand |
| Code |
[----- S e +

Attribute Nane | ACR | ACA |

-------------------------------------------- oot

Account i ng- EAP- Aut h- Met hod I o+ 0 |
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6.

6.

RADI US/ Di anet er | nteractions

Section 9 of [NASREQ describes basic guidelines for translation
agents that translate between RADI US and Di aneter protocols. These
gui del i nes SHOULD be followed for Di anmeter EAP application as well,
with sonme additional guidelines given in this section. Note that
this docunent does not restrict inplenentations fromcreating

addi ti onal nmethods, as long as the translation function does not
viol ate the RADI US or the Di aneter protocols.

1. RADIUS Request Forwarded as Di aneter Request
RADI US Access- Request to Di anet er - EAP- Request :

0 RADIUS EAP- Message attribute(s) are translated to a Di aneter
EAP- Payl oad AVP. If nultiple RAD US EAP- Message attributes are
present, they are concatenated and translated to a single D aneter
EAP- Payl oad AVP.

0 An enpty RADI US EAP- Message attribute (with length 2) signifies
EAP-Start, and it is translated to an enpty EAP-Payl oad AVP.

Di anet er - EAP- Answer to RADI US Access- Accept/ Rej ect/ Chal | enge:

o Dianeter EAP-Payload AVP is translated to RADI US EAP- Message
attribute(s). |If necessary, the value is split into multiple
RADI US EAP- Message attri butes.

o Dianeter EAP-Reissued-Payload AVP is translated to a nessage that
contai ns RADI US EAP- Message attribute(s), and a RADI US Error- Cause
attribute [ RFC3576] with value 202 (decimal), "lnvalid EAP Packet
(lgnored)" [RFC3579].

0 As described in [NASREQ, if the Result-Code AVP set to
DI AVETER_MULTI _ROUND_AUTH and the Multi-Round-Tine-Qut AVP is
present, it is translated to the RADI US Session-Tineout attribute.

o Dianeter EAP-Master-Session-Key AVP can be translated to the
vendor - speci fi ¢ RADI US Ms- MPPE- Recv- Key and Ms- MPPE- Send- Key
attributes [RFC2548]. The first up to 32 octets of the key is
stored into M5- MPPE- Recv-Key, and the next up to 32 octets (if
present) are stored into Ms- MPPE-Send-Key. The encryption of this
attribute is described in [ RFC2548].

o Dianeter Accounting- EAP- Aut h- Method AVPs, if present, are
di scar ded.
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6. 2.

D anet er Request Forwarded as RADI US Request

Di anmet er - EAP- Request to RADI US Access- Request:

(o]

The Di aneter EAP-Payload AVP is translated to RADI US EAP- Message
attribute(s).

An enpty Di ameter EAP-Payl oad AVP signifies EAP-Start, and is
translated to an enpty RADI US EAP- Message attri bute.

The type (or expanded type) field fromthe EAP-Payl oad AVP can be
saved either in a local state table, or encoded in a RAD US

Proxy-State attribute. This infornmation is needed to construct an
Account i ng- EAP- Aut h- Met hod AVP for the answer nessage (see bel ow).

RADI US Access- Accept/ Rej ect/ Chal | enge to Di anet er - EAP- Answer :

(0]

If the RADIUS Access-Chal | enge nessage does not contain an
Error-Cause attribute [ RFC3576] with value 202 (decinal), "lInvalid
EAP Packet (lgnored)" [RFC3579], any RADI US EAP- Message attri butes
are translated to a D aneter EAP-Payl oad AVP, concatenating them
if multiple attributes are present.

If the Error-Cause attribute with value 202 is present, any RADI US
EAP- Message attributes are translated to a D aneter

EAP- Rei ssued- Payl oad AVP, concatenating themif nultiple
attributes are present.

As described in [NASREQ, if the Session-Tinmeout attribute is
present in a RADI US Access-Chal |l enge nessage, it is translated to
the Di ameter Milti-Round-Ti me-Qut AVP.

I f the vendor-specific RADI US Ms- MPPE- Recv- Key and/ or

M5- MPPE- Send- Key attributes [ RFC2548] are present, they can be
translated to a D aneter EAP-Master-Session-Key AVP. The
attributes have to be decrypted before conversion, and the Salt,
Key-Lengt h and Paddi ng sub-fields are discarded. The Key
sub-fields are concatenated (Ms-MPPE-Recv-Key first,

MS- MPPE- Send- Key next), and the concatenated value is stored into
a Di amet er EAP- Mast er - Sessi on- Key AVP.

I f the Dianeter-EAP-Answer will have a successful result code, the
saved state (see above) can be used to construct an
Account i ng- EAP- Aut h- Met hod AVP.
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6.3. Accounting Requests

In Accounti ng- Requests, the vendor-specific RADI US Ms- Acct - EAP- Type
attribute [ RFC2548] can be translated to a D aneter
Account i ng- EAP- Aut h- Met hod AVP, and vice versa.

When translating fromDi anmeter to RADIUS, note that the
M5- Acct - EAP- Type attri bute does not support expanded EAP types. Type
val ues greater than 255 should be translated to type 254.

7. | ANA Consi der ations

Thi s docunent does not create any new nanespaces to be maintained by
I ANA, but it requires new values in nanmespaces that have been defined
in the D aneter Base protocol and RADI US specifications.

o This docunent defines one new Di anmeter command (in Section 3)
whose Conmand Code is allocated fromthe Conmmand Code nanespace
defined in [BASE]. The Conmmand Code for DER / DEA is 268.

0 This docunent defines four new AVPs whose AVP Codes are all ocated
fromthe AVP Code nanespace defined in [ BASE] as foll ows:

462 for EAP-Payl oad (defined in Section 4.1.1),

463 for EAP-Rei ssued- Payl oad (defined in Section 4.1.2),

464 for EAP-Master-Session-Key (defined in Section 4.1.3), and
465 for Accounting- EAP- Aut h- Met hod (defined in Section 4.1.5).

o This docunent defines one new AVP (attribute) whose AVP Code
(Attribute Type) is to be allocated fromthe Attribute Type
nanespace defined in [ RFC2865] and [ RFC3575]. The Radi us
Attribute Type for EAP-Key-Nane (defined in Section 4.1.4) is 102.

o This docunent defines one new Dianeter application (in
Section 2.1) whose Application IDis to be allocated fromthe
Application ldentifier namespace defined in [BASE]. The
Application ID for Dianmeter EAP is 5.

8. Security Considerations
8.1. Overview

D anet er peer-to-peer connections can be protected with I Psec or TLS.
These nechani sns are believed to provide sufficient protection under
the normal Internet threat nodel, that is, assuming the authorized
nodes engaging in the protocol have not been conprom sed, but the
attacker has conplete control over the conmmunicati on channel s between
them This includes eavesdroppi ng, nessage nodification, insertion,
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man-in-the-niddle and replay attacks. The details and rel ated
security considerations are discussed in [ BASE].

In addition to authentication provided by |IPsec or TLS, authorization
is also required. Here, authorization neans determning if a

D aneter nessage received froman authenticated D aneter peer should
be accepted (and not authorization of users requesting network access
froma NAS). In other words, when a Dianeter server receives a

Di anmet er - EAP- Request, it has to decide if the client is authorized to
act as a NAS for the specific user, service type, and so on
Correspondi ngly, when a NAS contacts a server to send a

Di anet er - EAP- Request, it has to determ ne whether the server is

aut horized to act as home server for the real min question.

Aut hori zation can involve |local Access Control Lists (ACLs),
information contained in certificates, or sone other nmeans. See

[ BASE] for nore discussion and rel ated security considerations. Note
that authorization issues are particularly relevant when Di aneter
redirects are used. Wile redirection reduces the nunber of nodes
whi ch have access to the contents of D aneter nessages, a conproni sed
D aneter agent may not supply the right hone server’s address. |If
the Dianeter client is unable to tell whether this particular server
is authorized to act as the hone server for this particular user, the
security of the conmunications rests on the redirect agent.

The hop-by-hop security nechani sns (| Psec and TLS) conbined with
proper authorization provide good protection against "outside"
attackers, except for denial-of-service attacks. The renaining part
of this section deals with attacks by nodes that have been properly
aut horized (to function as a NAS, Dianeter agent, or Dianeter
server), but abuse their authorization or have been conpronmised. In
general, it is not possible to conpletely protect against attacks by
conproni sed nodes, but this section offers advice on liniting the
extent of the damage.

Attacks invol ving eavesdroppi ng or nodification of EAP nessages are
beyond the scope of these docunment. See [EAP] for discussion of

t hese security considerations (including nethod negotiation
dictionary attacks, and privacy issues). Wile these attacks can be
carried out by an attacker between the client and the NAS

conmprom sed NASes and Di aneter agents are naturally also in a good
position to nodify and eavesdrop on the EAP nessages.

Simlarly, attacks involving the link |ayer protocol used between the

client and the NAS, such as PPP or | EEE 802.11, are beyond the scope
of this docunent.
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8.2. AVP Editing

D aneter agents can nodify, insert, and delete AVPs. Dianeter agents
are usually neant to nodify AVPs, and the protocol cannot distinguish
wel I -intentioned and malicious nodifications (see [ RFC2607] for nore
di scussion). Simlarly, a conpronised NAS or server can naturally
include a different set of AVPs than expected.

Therefore, the question is what an attacker who conpronises an

aut hori zed NAS, agent, or server can do using D ameter EAP nessages.
Some of the consequences are rather obvious. For instance, a

D aneter agent can give access to unauthorized users by changi ng the
Resul t - Code to DI AMETER SUCCESS. O her consequences are | ess obvious
and are di scussed bel ow and aut henticati on method negotiation attacks
are discussed in the next section.

By including suitable AVPs in an AA- Answer/ Di anet er - EAP- Answer
nmessages, an attacker may be abl e (depending on inplenentation and
configuration details) to:

o0 G ve unauthorized users access, or deny access to authorized users
(Resul t - Code) .

0 Gve an attacker a login session to a host otherw se protected by
firewalls, or redirect an authorized user’s login session to a
host controlled by the attacker (Login-Host).

0 Route an authorized user’s traffic through a host controlled by
the attacker (various tunneling AVPS).

0 Redirect an authorized user’s DNS requests to a nalicious DNS
server (various vendor-specific AVPS).

o Mdify routing tables at the NAS and thus redirect packets
destined for sonmeone el se (Franed-Route, Framed-Routing).

0 Renove packet filters and other restrictions for user (Filter
Cal | back, various vendor-specific AVPs).

0 Cause the NAS to call sone number, possibly an expensive tol
nunber controlled by the attacker (callback AVPs).

0 Execute Command Line Interface (CLI) comands on the NAS (various
vendor-specific attributes).
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By nodi fyi ng an AA-Request/ D anet er - EAP- Request, an attacker nmay be
abl e to:

0 Change NAS-Identifier/NAS-Port/COrigin-Host (or another attribute)
so that a valid user appears to be accessing the network froma
different NAS than in reality.

o Mdify Calling-Station-1D (either to hide the true value, gain
access, or frane soneone el se).

o Modify password change nessages (sone vendor-specific attributes).
o Modify usage information in accounting nessages.
o Mdify contents of O ass and State AVPs.

Some of these attacks can be prevented if the NAS or server is
configured to not accept sone particular AVPs, or accepts themonly
from some nodes

8.3. Negotiation Attacks

This section deals with attacks where the NAS, any Di anmeter agents,

or Dianeter server attenpt to cause the authenticating user to choose
sone aut hentication nmethod other than EAP, such as PAP or CHAP
(negotiation attacks within EAP are discussed in [EAP], Section 7.8).

The vulnerability can be mitigated via i nplementation of a per-
connection policy by the authenticating peer, and a per-user policy
by the Di aneter server. For the authenticating peer, the

aut henti cation policy should be set on a per-connection basis.

Wth a per-connection policy, an authenticating peer will only
attenpt to negotiate EAP for a session in which EAP support is
expected. As a result, it is presuned that an authenticating peer

selecting EAP requires that |evel of security. |If it cannot be
provided, there is likely a misconfiguration, or the authenticating
peer nmay be contacting the wong server. 1In this case, the

aut henti cati ng peer sinply disconnects.

Simlarly, with a per-user policy, the hone server will not accept
aut henti cati on net hods other than EAP for users for which EAP support
i s expect ed.

For a NAS, it may not be possible to deternine whether a peer is
required to authenticate with EAP until the peer’s identity is known.
For exanple, for shared-uses NASes one reseller may inplenent EAP
whi |l e another does not. Alternatively, sone peer night be
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authenticated locally by the NAS whil e other peers are authenticated
via Dianmeter. |n such cases, if any peers of the NAS MJST do EAP
then the NAS MUST attenpt to negotiate EAP for every session. This
avoids forcing a peer to support nore than one authentication type,
whi ch coul d weaken security.

8.4. Session Key Distribution

Since there are currently no end-to-end (NAS-to-home server) security
mechani sms specified for Dianeter, any agents that process

Di anet er - EAP- Answer nessages can see the contents of the

EAP- Mast er - Sessi on-Key AVP. For this reason, this specification
strongly recommends avoi di ng Di aneter agents when they cannot be
trusted to keep the keys secret.

In environnents where agents are present, several factors should be
consi dered when deci di ng whether the agents that are authorized (and
considered "trustworthy enough") to grant access to users and specify
various authorization and tunneling AVPs are also "trustworthy
enough” to handl e the session keys. These factors include (but are
not limted to) the type of access provided (e.g., public Internet or
corporate internet), security level of the agents, and the
possibilities for attacking user’s traffic after it has been
decrypted by the NAS

Note that the keys conmuni cated in D anmeter nessages are usually
short-term session keys (or short-term master keys that are used to
derive session keys). To actually cause any damage, those session
keys nmust end up with sonme nalicious party that nust be able to
eavesdrop, nodify, or insert traffic between the user and the NAS
during the lifetine of those keys (for exanple, in 802.11li the
attacker must al so eavesdrop the "four-way handshake").

8.5. Privacy Issues

D aneter nessages can contain AVPs that can be used to identify the
user (e.g., User-Nane) and approxi nate |ocation of the user (e.gqg.
Origin-Host for WLAN access points, Calling-Station-1d for fixed
phone lines). Thus, any Di aneter nodes that process the nessages may
be able to determ ne the geographic |ocation of users.

Note that in nany cases, the user identity is also sent in clear
i nsi de EAP-Payl oad AVPs, and it nmay be possible to eavesdrop this
bet ween the user and the NAS

This can be mitigated sonewhat by using EAP nmethods that provide

identity protection (see [EAP], Section 7.3), and using Session-Id or
pseudonyns for accounting.
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8.6. Note about EAP and | npersonation

If the EAP nethod used does not provide mutual authentication

obvi ously anyone can inpersonate the network to the user. Even when

EAP nut ual authentication is used, it occurs between the user and the
D aneter hone server. See [EAPKey] for an extensive di scussion about
the details and their inplications.

One issue is worth pointing out here. As described in [ EAPKey], the
current EAP architecture does not allow the honme server to restrict
what service paraneters or identities (such as SSID or BSSID in

802. 11 wireless LANs) are advertised by the NAS to the client. That
is, a conpromnmi sed NAS can change its BSSID or SSID, and thus appear
to offer a different service than intended. Even if these paranmeters
are included in Di aneter-EAP- Answer nmessages, the NAS can tel
different values to the client.

Therefore, the NAS s possession of the session keys proves that the
user is talking to an authorized NAS, but a conpronised NAS can lie
about its exact identity. See [EAPKey] for discussion on how

i ndi vi dual EAP net hods can provi de authentication of NAS service
paraneters and identities.

Note that the useful ness of this authentication may be rather linited
in many environnents. For instance, in wireless LANs the user does
not usually securely know the identity (such as BSSID) of the "right"
access point; it is sinply picked froma beacon nessage that has the
correct SSID and good signal strength (something that is easy to
spoof). Thus, sinply authenticating the identity may not allow the
user to distinguish the "right" access point fromall others.
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