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Abstract

This meno defines a Managenent |nfornation Base (M B) nodul e for use
wi th network managenent protocols in the Internet comunity. In
particular, it describes managed objects used for managi ng tunnel s of
any type over |IPv4 and | Pv6 networks. Extension M B nodul es may be
designed for managi ng protocol -specific objects. Likew se, extension
M B nodul es may be desi gned for managi ng security-specific objects.
This M B nodul e does not support tunnels over non-IP networks.
Managenment of such tunnels nmay be supported by other M B nodul es.
Thi s neno obsol etes RFC 2667.

1. I nt roducti on

Over the past several years, there has been a nunber of "tunneling"
protocol s specified by the | ETF (see [RFC1241] for an early

di scussi on of the nodel and exanples). This docunment describes a
Managenent | nformati on Base (M B) nodul e used for nmanagi ng tunnel s of
any type over IPv4 and |1 Pv6 networks, including Generic Routing
Encapsul ation (GRE) [ RFC1701, RFC1702], IP-in-1P [RFC2003], M ni nal
Encapsul ati on [ RFC2004], Layer 2 Tunneling Protocol (L2TP) [RFC2661],
Poi nt -t o- Poi nt Tunneling Protocol (PPTP) [RFC2637], Layer 2
Forwardi ng (L2F) [RFC2341], UDP (e.g., [RFC1234]), Ascend Tunne
Managenent Protocol (ATMP) [RFC2107], and | Pv6-in-I1Pv4 [ RFC2893]
tunnel s, anong ot hers.
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Ext ensi on M B nodul es may be desi gned for nanagi ng protocol -specific
obj ects. Likew se, extension MB nodul es nay be designed for
managi ng security-specific objects (e.g., |Psec [RFC2401]), and
traffic conditioner [RFC2474] objects.

2. The Internet-Standard Managenent Franmewor k

For a detailed overview of the docunents that describe the current
I nt ernet - Standard Managenent Franmework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenent Infornmation Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
hjects in the MB are defined using the mechani sns defined in the
Structure of Managenent Information (SM). This meno specifies a MB
nmodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [ RFC2579] and STD 58, RFC 2580

[ RFC2580] .

3. Overview

This M B nodul e contains two current tables and one deprecated table.
The current tables are:

o the Tunnel Interface Table, containing information on the tunnels
known to a router; and

o the Tunnel Inet Config Table, which can be used for dynanic
creation of tunnels, and al so provides a mappi ng from endpoi nt
addresses to the current interface index val ue.

The version of this MB nodul e that appeared in RFC 2667 contai ned
the Tunnel Config Table, which mapped | Pv4 endpoint addresses to
interface indexes. It is now deprecated in favor of the Tunnel Inet
Config Table.

3.1. Relationship to the Interfaces MB

This section clarifies the relationship of this MB nodule to the
Interfaces M B [ RFC2863]. Several areas of correlation are addressed
in the followi ng subsections. The inplenentor is referred to the
Interfaces M B docunent in order to understand the general intent of
t hese areas.
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3.1.1. Layering Mdel

Each | ogical interface (physical or virtual) has an ifEntry in the
Interfaces M B [ RFC2863]. Tunnels are handled by creating a | ogica
interface (ifEntry) for each tunnel. These are then correl ated,
using the ifStack table of the Interfaces MB, to those interfaces on
which the local IPv4 or | Pv6 addresses of the tunnels are configured.
The basic nodel, therefore, |ooks sonething like this (for exanple):

oot oo+ -t -+ I I
[IP-in-IP | GRE | |
| tunnel | | tunnel | |
R e ST I S S |

| | | | | | <== attachment to underlying
R R S + +--+ interfaces, to be provided
| Physi cal interface | by ifStack table

3.1.2. ifRcvAddressTabl e

The i f RevAddr essTabl e usage can be defined in the M B nodul es
defining the encapsul ati on bel ow t he network | ayer, and hol ds the

| ocal | P addresses on which decapsulation will occur. For exanpl e,

if IP-in-1P encapsulation is being used, the ifRcvAddressTabl e can be
defined by IP-in-IP. If it is not specified, the default is that one
entry will exist for the tunnel interface, where ifRcvAddressAddress
contains the local |IP address used for encapsul ati on/ decapsul ation
(i.e., tunnellfLocallnetAddress in the Tunnel Interface Table).

3.1.3. ifEntry

IfEntries are defined in the M B nodul es defining the encapsul ation
bel ow t he network layer. For exanple, if IP-in-1P encapsulation [20]
is being used, the ifEntry is defined by IP-in-1P

The i fType of a tunnel should be set to "tunnel" (131). An entry in
the P Tunnel MB nodule will exist for every ifEntry with this
ifType. An inplenmentation of the IP Tunnel MB nodule nay all ow
ifEntries to be created via the tunnel ConfigTable. Creating a tunne
will also add an entry in the ifTable and in the tunnellfTable, and
deleting a tunnel will likewi se delete the entry in the ifTable and
the tunnel | f Tabl e.

The use of two different tables in this MB nodul e was an i nportant
design decision. Traditionally, iflndex values are chosen by agents,
and are permtted to change across restarts. Allow ng row creation
directly in the Tunnel Interface Table, indexed by iflndex, would
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conplicate row creation and/or cause interoperability problens (if
each agent had special restrictions on iflndex). Instead, a separate
table is used that is indexed only by objects over which the nanager
has control. Namely, these are the addresses of the tunnel endpoints
and the encapsul ation protocol. Finally, an additional nmanager-
chosen IDis used in the index to support protocols such as L2F which
allow nul tiple tunnels between the sanme endpoints.

4. Definitions

TUNNEL-M B DEFINITIONS ::= BEA N

| MPORTS
MODULE- | DENTI TY, OBJECT-TYPE, transm ssion,
I nt eger 32, | pAddress FROM SNWPv2- SM -- [ RFC2578]
RowSt at us, StorageType FROM SNWPv2-TC -- [ RFC2579]
MODULE- COVPLI ANCE,
OBJECT- GROUP FROM SNWVPv2- CONF -- [ RFC2580]
| net Addr essType,
| net Addr ess FROM | NET- ADDRESS- M B -- [ RFC4001]
| Pv6Fl owLabel Or Any FROM | PV6- FLOM LABEL- M B -- [ RFC3595]
i flndex,
I nterfacel ndexOr Zer o FROM | F-M B -- [ RFC2863]
| ANAt unnel Type FROM | ANAI f Type- M B; -- [I FTYPE]

tunnel M B MODULE- | DENTI TY
LAST- UPDATED "200505160000Z" -- May 16, 2005
ORGANI ZATION "I ETF I P Version 6 (1Pv6) Wrking G oup"
CONTACT- | NFO
" Dave Thal er
M crosoft Corporation
One M crosoft Way
Rednond, WA 98052- 6399
EMai | : dthal er @n crosoft. cont
DESCRI PTI ON
"The M B nodul e for nanagenent of |P Tunnels,
i ndependent of the specific encapsul ation schene in
use.

Copyright (C The Internet Society (2005). This

version of this MB nodule is part of RFC 4087; see
the RFC itself for full |egal notices."
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REVI SI ON "200505160000Z" -- May 16, 2005

DESCRI PTI ON
"I Pv4-specific objects were deprecated, including
tunnel | f Local Address, tunnel | f Renot eAddress, the
tunnel Confi gTabl e, and the tunnel M BBasi cG oup.

Added | P version-agnostic objects that should be used
i nstead, including tunnellfAddressType,

tunnel | f Local | net Addr ess, tunnel | fRenot el net Addr ess,

t he tunnel | net ConfigTabl e, and the

tunnel I M Bl net Gr oup.

The new tunnel | f Local | net Address and
tunnel | f Renot el net Address objects are read-wite,
rat her than read-only.

Updat ed DESCRI PTI ON cl auses of existing version-
agnostic objects (e.g., tunnell fTOS) that contained
| Pv4-specific text to cover |Pv6 as well.

Added tunnel | f Fl owLabel for tunnels over | Pv6.

The encapsul ati on nmet hod was previously an | NTEGER
type, and is now an | ANA-nmai nt ai ned textua
conventi on.

Publ i shed as RFC 4087."
REVI SI ON "199908241200Z" -- August 24, 1999
DESCRI PTI ON

"Initial version, published as RFC 2667."
::={ transnmission 131 }

tunnel M BObj ects OBJECT IDENTIFIER ::= { tunnelMB 1}
t unnel OBJECT IDENTIFIER ::= { tunnel M BObjects 1}
-- the I P Tunnel M B-Goup

-- a collection of objects providing information about
-- | P Tunnel s

tunnel | f Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tunnel I fEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The (conceptual) table containing information on
configured tunnels."
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c:={ tunnel 1}

tunnel I fEntry OBJECT- TYPE

SYNTAX Tunnel IfEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry (conceptual row) containing the information
on a particular configured tunnel."

| NDEX { iflndex }

::={ tunnellfTable 1 }

Tunnel IfEntry ::= SEQUENCE {
tunnel | f Local Addr ess | pAddr ess, -- deprecated
t unnel | f Renot eAddr ess | pAddr ess, -- deprecated
tunnel | f EncapsMet hod | ANAt unnel Type,
tunnel | f HopLi mi t I nt eger 32,
tunnel | f Security | NTEGER,
tunnel | f TGS I nt eger 32,
tunnel | f Fl owLabel | Pv6Fl owlLabel Or Any,
tunnel | f Addr essType | net Addr essType,
tunnel | f Local | net Addr ess | net Addr ess,
tunnel | f Renot el net Addr ess | net Addr ess,
tunnel | f EncapsLi m t I nt eger 32
}
tunnel | f Local Address OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS r ead-onl y
STATUS deprecat ed
DESCRI PTI ON

"The address of the |ocal endpoint of the tunnel
(i.e., the source address used in the outer IP
header), or 0.0.0.0 if unknown or if the tunnel is
over | Pv6.

Since this object does not support IPv6, it is
deprecated in favor of tunnellfLocal |l net Address."
c:={ tunnellfEntry 1}

tunnel | f Renot eAddr ess OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS r ead- onl y

STATUS deprecat ed

DESCRI PTI ON
"The address of the renote endpoint of the tunnel
(i.e., the destination address used in the outer IP
header), or 0.0.0.0 if unknown, or an |IPv6 address, or
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the tunnel is not a point-to-point link (e.g., if it
is a 6to4 tunnel).

Since this object does not support IPv6, it is
deprecated in favor of tunnellfRenotel net Address. "
;= { tunnellfEntry 2}

tunnel | f EncapsMet hod OBJECT- TYPE
SYNTAX | ANAt unnel Type
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The encapsul ati on nethod used by the tunnel."
o= { tunnellfEntry 3}

tunnel | f HopLi mit OBJECT- TYPE

SYNTAX Integer32 (0 | 1..255)

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The I Pv4 TTL or IPv6 Hop Linit to use in the outer IP
header. A value of O indicates that the value is
copied fromthe payl oad’ s header."

::={ tunnellfEntry 4 }

tunnel I f Security OBJECT- TYPE

SYNTAX | NTEGER {
none( 1), -- no security
i psec(2), -- |IPsec security
ot her (3)
}
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

"The met hod used by the tunnel to secure the outer IP
header. The value ipsec indicates that |Psec is used
bet ween the tunnel endpoints for authentication or
encryption or both. Mre specific security-related
information may be available in a MB nodule for the
security protocol in use."

::={ tunnellfEntry 5}

tunnel | f TGOS OBJECT- TYPE
SYNTAX I nteger32 (-2..63)
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The nethod used to set the high 6 bits (the
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differentiated services codepoint) of the |Pv4d TOS or
IPv6 Traffic Cass in the outer |IP header. A value of
-1 indicates that the bits are copied fromthe

payl oad’ s header. A value of -2 indicates that a
traffic conditioner is invoked and nore information
may be available in a traffic conditioner MB nodul e.
A val ue between 0 and 63 inclusive indicates that the
bit field is set to the indicated val ue.

Not e: instead of the nane tunnell fTCS, a better nane
woul d have been tunnel | f DSCPMet hod, but the existing
nane appeared in RFC 2667 and exi sting objects cannot
be renaned."

::={ tunnellfEntry 6 }

tunnel | f Fl owLabel OBJECT- TYPE

SYNTAX | Pv6FI owLabel Or Any

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The met hod used to set the I Pv6 Fl ow Label val ue.
Thi s object need not be present in rows where
tunnel | f AddressType i ndicates the tunnel is not over
| Pv6. A value of -1 indicates that a traffic
conditioner is invoked and nore information nmay be
available in a traffic conditioner MB. Any other
val ue indicates that the Flow Label field is set to
the indicated val ue.™

:={ tunnellfEntry 7 }

tunnel | f Addr essType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The type of address in the corresponding
tunnel | f Local | net Address and tunnel | f Renot el net Addr ess
obj ects."

::={ tunnellfEntry 8 }

tunnel | f Local | net Addr ess OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The address of the local endpoint of the tunne
(i.e., the source address used in the outer IP
header). |If the address is unknown, the value is
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0.0.0.0 for IPv4 or :: for IPv6. The type of this
obj ect is given by tunnellfAddressType."
c:={ tunnellfEntry 9 }

t unnel | f Renot el net Addr ess OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The address of the renote endpoint of the tunne
(i.e., the destination address used in the outer IP
header). |If the address is unknown or the tunnel is
not a point-to-point link (e.g., if it is a 6to4
tunnel), the value is 0.0.0.0 for tunnels over |Pv4 or

: for tunnels over IPv6. The type of this object is

gi ven by tunnel | f AddressType. "

::={ tunnellfEntry 10 }

tunnel | f EncapsLi mt OBJECT- TYPE

SYNTAX Integer32 (-1 | 0..255)

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The maxi mum nunber of additional encapsul ations
pernmitted for packets undergoi ng encapsul ation at this
node. A value of -1 indicates that nolimt is
present (except as a result of the packet size)."

REFERENCE "RFC 2473, section 4.1.1"

c:={ tunnellfEntry 11 }

t unnel Confi gTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Tunnel Confi gEntry
MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON

"The (conceptual) table containing information on
configured tunnels. This table can be used to map a
set of tunnel endpoints to the associated iflndex
value. It can also be used for row creation. Note
that every rowin the tunnellfTable with a fixed |Pv4
destination address should have a corresponding row in
t he tunnel ConfigTabl e, regardl ess of whether it was
created via SNWP

Since this table does not support IPv6, it is

deprecated in favor of tunnellnetConfigTable."
c:={ tunnel 2}
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t unnel Confi gEntry OBJECT- TYPE
SYNTAX Tunnel Confi gEntry
MAX- ACCESS not - accessi bl e
STATUS depr ecat ed
DESCRI PTI ON
"An entry (conceptual row) containing the information
on a particular configured tunnel

Since this entry does not support IPv6, it is
deprecated in favor of tunnellnetConfigEntry."
| NDEX { tunnel Confi gLocal Addr ess,
t unnel Confi gRenot eAddr ess,
t unnel Confi geEncapsMet hod,
tunnel Confi gl D }
::={ tunnel ConfigTable 1 }

Tunnel ConfigEntry ::= SEQUENCE {
t unnel Confi gLocal Addr ess | pAddr ess,
t unnel Confi gRenot eAddr ess | pAddr ess,
t unnel Confi gEncapsMet hod | ANAt unnel Type,
t unnel Confi gl D I nt eger 32,
t unnel Confi gl f I ndex I nterfacel ndexOr Zer o
t unnel Confi gSt at us RowSt at us
}
t unnel Confi gLocal Address OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS not - accessi bl e
STATUS depr ecat ed
DESCRI PTI ON

"The address of the local endpoint of the tunnel, or
0.0.0.0 if the device is free to choose any of its
addresses at tunnel establishnment tine.

Since this object does not support IPv6, it is
deprecated in favor of tunnellnetConfiglLocal Address."
::={ tunnel ConfigEntry 1}

t unnel Confi gRenot eAddr ess OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS not - accessi bl e
STATUS deprecat ed
DESCRI PTI ON
"The address of the renote endpoint of the tunnel

Since this object does not support IPv6, it is

deprecated in favor of tunnellnetConfi gRenoteAddress.”
::={ tunnel ConfigEntry 2 }
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t unnel Confi gencapsMet hod OBJECT- TYPE
SYNTAX | ANAt unnel Type
MAX- ACCESS not - accessi bl e
STATUS depr ecat ed
DESCRI PTI ON
"The encapsul ati on nethod used by the tunnel

Since this object does not support IPv6, it is
deprecated in favor of tunnellnetConfigEncapsMethod. "
::={ tunnel ConfigEntry 3}

t unnel Confi gl D OBJECT- TYPE

SYNTAX Integer32 (1..2147483647)

MAX- ACCESS not - accessi bl e

STATUS depr ecat ed

DESCRI PTI ON
"An identifier used to distinguish between nultiple
tunnel s of the same encapsul ati on nethod, with the
sanme endpoints. |If the encapsul ation protocol only
al | ows one tunnel per set of endpoint addresses (such
as for GRE or IP-in-1P), the value of this object is
1. For encapsul ation methods (such as L2F) which
allow nultiple parallel tunnels, the manager is
responsi bl e for choosing any | D whi ch does not
conflict with an existing row, such as choosing a
random nunber .

Since this object does not support IPv6, it is
deprecated in favor of tunnellnetConfiglD."
::={ tunnel ConfigEntry 4 }

tunnel Confi gl f I ndex OBJECT- TYPE

SYNTAX I nterfacel ndexOr Zer o

MAX- ACCESS r ead-onl y

STATUS depr ecat ed

DESCRI PTI ON
"I'f the value of tunnel ConfigStatus for this rowis
active, then this object contains the value of iflndex
corresponding to the tunnel interface. A value of O
is not legal in the active state, and nmeans that the
interface index has not yet been assigned.

Since this object does not support IPv6, it is
deprecated in favor of tunnellnetConfiglflndex."
::={ tunnel ConfigEntry 5 }

t unnel Confi gSt at us OBJECT- TYPE
SYNTAX RowSt at us
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MAX- ACCESS r ead- create

STATUS deprecat ed

DESCRI PTI ON
"The status of this row, by which new entries may be
created, or old entries deleted fromthis table. The
agent need not support setting this object to
createAndWait or notlnService since there are no other
witable objects in this table, and witable objects
in rows of corresponding tables such as the
tunnel I f Tabl e may be nodified while this rowis
active.

To create a rowin this table for an encapsul ati on

nmet hod whi ch does not support nmultiple parallel
tunnels with the sane endpoints, the nmanagenent
station should sinply use a tunnel ConfiglD of 1, and
set tunnel ConfigStatus to createAndGo. For
encapsul ati on net hods such as L2F which allow nultiple
paral l el tunnels, the managenent station nay select a
pseudo-random nunber to use as the tunnel ConfiglD and
set tunnel ConfigStatus to createAndGo. |In the event
that this IDis already in use and an

i nconsistentValue is returned in response to the set
operation, the managenent station should sinply sel ect
a new pseudo-random nunber and retry the operation

Creating arowin this table will cause an interface
i ndex to be assigned by the agent in an

i npl enent at i on- dependent manner, and correspondi ng
rows will be instantiated in the ifTable and the
tunnel I f Table. The status of this row will becone
active as soon as the agent assigns the interface

i ndex, regardless of whether the interface is
operationally up

Deleting a rowin this table will |ikew se delete the
corresponding row in the ifTable and in the
tunnel | f Tabl e.

Since this object does not support IPv6, it is
deprecated in favor of tunnellnetConfigStatus."
::={ tunnel ConfigEntry 6 }

tunnel I net Confi gTabl e OBJECT- TYPE

SYNTAX SEQUENCE COF Tunnel | net Confi gEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
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"The (conceptual) table containing information on
configured tunnels. This table can be used to map a
set of tunnel endpoints to the associated iflndex
value. It can also be used for row creation. Note
that every rowin the tunnellfTable with a fixed
destination address should have a corresponding row in
t he tunnel | net ConfigTabl e, regardl ess of whether it
was created via SNWP.'

c:={ tunnel 3}

tunnel | net Confi gEntry OBJECT- TYPE

SYNTAX Tunnel | net Confi gEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An entry (conceptual row) containing the information
on a particular configured tunnel. Note that there is
a 128 subid naxi mum for object O Ds. |Inplenenters

I NDEX

need to be aware that if the total number of octets in
tunnel | net Conf i gLocal Address and
tunnel | net Conf i gRenot eAddr ess exceeds 110 then O Ds of
columm instances in this table will have nore than 128
sub-identifiers and cannot be accessed using SNMPv1,
SNMPv2c, or SNWMPv3. | n practice this is not expected
to be a problemsince IPv4 and | Pv6 addresses will not
cause the limt to be reached, but if other types are
supported by an agent, care nmust be taken to ensure
that the sum of the lengths do not cause the limt to
be exceeded."
{ tunnel I net Confi gAddr essType,

t unnel | net Confi gLocal Addr ess,

t unnel | net Conf i gRenot eAddr ess,

t unnel | net Confi gEncapsMet hod,

tunnel | net Confi gl D }

::={ tunnellnetConfigTable 1 }

Tunnel I net ConfigEntry ::= SEQUENCE ({
t unnel | net Conf i gAddr essType | net Addr essType
tunnel | net Confi gLocal Addr ess | net Addr ess
t unnel | net Conf i gRenot eAddr ess | net Addr ess,
t unnel | net Conf i gEncapsMet hod | ANAt unnel Type
tunnel I net Confi gl D I nt eger 32
tunnel | net Confi gl f | ndex I nterfacel ndexOr Zero
tunnel I net Confi gSt at us Rowst at us,
t unnel | net Confi gSt or ageType St or ageType

}

t unnel | net Conf i gAddr essType OBJECT- TYPE
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SYNTAX | net Addr essType

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The address type over which the tunnel encapsul ates
packets. "

::={ tunnellnetConfigEntry 1 }

t unnel | net Confi gLocal Address OBJECT- TYPE

SYNTAX | net Addr ess

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"The address of the local endpoint of the tunnel, or
0.0.0.0 (for IPv4) or :: (for IPv6) if the device is
free to choose any of its addresses at tunnel
establishnent tinme."

::={ tunnellnetConfigEntry 2 }

t unnel | net Conf i gRenot eAddr ess OBJECT- TYPE

SYNTAX | net Addr ess
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The address of the renote endpoint of the tunnel."
::= { tunnel I netConfigEntry 3 }

t unnel | net Conf i gEncapsMet hod OBJECT- TYPE

SYNTAX | ANAt unnel Type
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"The encapsul ati on net hod used by the tunnel.”
::={ tunnellnetConfigEntry 4 }

tunnel | net Confi gl D OBJECT- TYPE

Thal er

SYNTAX Integer32 (1..2147483647)
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"An identifier used to distinguish between nultiple
tunnel s of the same encapsul ati on nethod, with the
same endpoints. |If the encapsul ation protocol only
al | ows one tunnel per set of endpoint addresses (such
as for GRE or IP-in-1P), the value of this object is
1. For encapsul ation methods (such as L2F) which
allow nultiple parallel tunnels, the manager is
responsi bl e for choosing any | D whi ch does not
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conflict with an existing row, such as choosing a
random numnber . "
::= { tunnel I netConfigEntry 5}

tunnel I net Confi gl f1 ndex OBJECT- TYPE

SYNTAX I nterfacel ndexOr Zer o

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"I'f the value of tunnellnetConfigStatus for this row
is active, then this object contains the val ue of
i flndex corresponding to the tunnel interface. A
value of 0 is not legal in the active state, and nmeans
that the interface index has not yet been assigned."

::= { tunnel I netConfigEntry 6 }

tunnel | net Confi gSt at us OBJECT- TYPE

SYNTAX RowSt at us

MAX- ACCESS r ead- create

STATUS current

DESCRI PTI ON
"The status of this row, by which new entries may be
created, or old entries deleted fromthis table. The
agent need not support setting this object to
createAndWait or notlnService since there are no other
witable objects in this table, and witable objects
in rows of corresponding tables such as the
tunnel I f Tabl e may be nodified while this rowis
active.

To create a rowin this table for an encapsul ati on

nmet hod whi ch does not support nmultiple parallel
tunnels with the sane endpoints, the nmanagenent
station should sinply use a tunnellnetConfiglD of 1,
and set tunnellnetConfigStatus to createAndGo. For
encapsul ati on net hods such as L2F which allow nultiple
paral |l el tunnels, the managenent station nay select a
pseudo-random nunber to use as the tunnel |l net ConfiglD
and set tunnellnetConfigStatus to createAndGo. In the
event that this IDis already in use and an

i nconsistentValue is returned in response to the set
operation, the managenent station should sinply sel ect
a new pseudo-random nunber and retry the operation

Creating a rowin this table will cause an interface
i ndex to be assigned by the agent in an

i npl enent at i on- dependent manner, and correspondi ng
rows will be instantiated in the ifTable and the
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tunnel I f Table. The status of this row w Il becone
active as soon as the agent assigns the interface
i ndex, regardless of whether the interface is
operational ly up.

Deleting a rowin this table will |ikew se delete the
corresponding row in the ifTable and in the
tunnel | f Tabl e. "

::= { tunnel I netConfigEntry 7 }

tunnel | net Confi gSt or ageType OBJECT- TYPE
SYNTAX St orageType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The storage type of this row |If the rowis
per manent (4), no objects in the row need be witable."
::={ tunnellnetConfigEntry 8 }

-- conformance i nfornation

t unnel M BConf or mance

OBJECT | DENTI FI ER : :
t unnel M BConpl i ances

OBJECT I DENTI FI ER ::= { tunnel M BConfornmance 1 }
tunnel M BG oups OBJECT | DENTI FIER ::= { tunnel M BConformance 2 }

{ tunnelMB 2}

-- conpliance statenents

t unnel M BConpl i ance MODULE- COVPLI ANCE
STATUS deprecated
DESCRI PTI ON
"The (deprecated) |Pv4-only conpliance statement for
the I P Tunnel M B.

This is deprecated in favor of

t unnel M Bl net Ful | Conpl i ance and

t unnel M Bl net ReadOnl yConpl i ance. "
MODULE -- this nodul e
MANDATORY- GROUPS { tunnel M BBasi cG oup }

OBJECT tunnel | f HopLi mi t
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."

OBJECT tunnel I f TOS
M N- ACCESS read-only
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DESCRI PTI ON
"Wite access is not required.”

OBJECT t unnel Confi gSt at us
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
::={ tunnel M BConpliances 1 }

t unnel M Bl net Ful | Conpl i ance MODULE- COVPLI ANCE
STATUS current

DESCRI PTI ON
"The full conpliance statenent for the I P Tunnel MB."
MODULE -- this nodule
MANDATORY- GROUPS { tunnel M Bl net Group }
OBJECT tunnel | f Addr essType
SYNTAX | net AddressType { ipv4(1l), ipv6(2),

i pvdz(3), ipv6z(4) }
DESCRI PTI ON
"An inplenentation is only required to support |Pv4
and/ or 1 Pv6 addresses. An inplenmentation only needs to
support the addresses it actually supports on the
devi ce. "
::={ tunnel M BConpl i ances 2 }

tunnel M Bl net ReadOnl yConpl i ance MODULE- COVPLI ANCE
STATUS current

DESCRI PTI ON
"The read-only conpliance statenent for the | P Tunnel
MB."
MODULE -- this nodul e
MANDATORY- GROUPS { tunnel M Bl net Group }
OBJECT tunnel | f HopLi mi t
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT tunnel | f TOS
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required."
OBJECT tunnel | f Fl owlLabel
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
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OBJECT tunnel | f Addr essType
SYNTAX | net AddressType { ipv4(1l), ipv6(2),
i pv4z(3), ipv6z(4) }
M N- ACCESS read-only
DESCRI PTI ON
"Wite access is not required.

An inplenentation is only required to support |Pv4
and/ or |1 Pv6 addresses. An inplenmentation only needs to
support the addresses it actually supports on the

devi ce. "
OBJECT tunnel | f Local | net Addr ess
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT tunnel | f Renot el net Addr ess
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT tunnel | f EncapsLi m t
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
OBJECT t unnel | net Confi gSt at us
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required, and active is the only
status that needs to be supported.”

OBJECT t unnel | net Confi gSt or ageType
M N- ACCESS read-only
DESCRI PTI ON

"Wite access is not required."
::={ tunnel M BConpliances 3 }

-- units of conformance

t unnel M BBasi cG oup OBJECT- GROUP
OBJECTS { tunnel | f Local Address, tunnel | fRenoteAddress,
tunnel | f EncapsMet hod, tunnel | fHopLinit, tunnellfTGCS,
tunnel I f Security, tunnel Configlflndex, tunnel ConfigStatus }
STATUS deprecated
DESCRI PTI ON
"A collection of objects to support basi c nmanagenent
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of I Pv4 Tunnels. Since this group cannot support
I Pv6, it is deprecated in favor of
tunnel M Bl net G oup. "

::={ tunnel M BGoups 1 }

t unnel M Bl net G oup OBJECT- GROUP
OBJECTS { tunnel | f AddressType, tunnellfLocal | net Address,
tunnel | f Renot el net Addr ess, tunnel | f EncapsMet hod,
tunnel | f EncapsLim t,
tunnel I fHopLimit, tunnellfTGOS, tunnellfFl owlabel
tunnel I f Security, tunnellnet Configlfl ndex,
tunnel | net Confi gSt at us, tunnel | net Confi gSt orageType }
STATUS current
DESCRI PTI ON
"A collection of objects to support basic nmanagenent
of IPv4 and | Pv6 Tunnels."
::={ tunnel M BGoups 2 }

END
5. | ANA Consi derations

Thi s docunent introduces a new | ANA-rmai nt ai ned textual convention
(TC) which has been added to the | ANAi f Type-M B [I FTYPE]. The
initial version of this | ANAtunnel Type TC can be found in Appendi x A
The current version of the textual convention can be accessed at
http://ww. i ana. org/ assi gnments/i anai ftype-nmib

The assignnment policy for | ANAtunnel Type val ues shoul d al ways be
identical to the policy for assigning | ANA f Type val ues.

New types of tunnels over |Pv4 or |Pv6 should not be assigned

| ANAi f Type values. Instead, they should be assigned | ANAtunnel Type
val ues and hence reuse the interface type tunnel (131). (Note this
restriction does not apply to "tunnels" which are not over |Pv4 or

| Pv6.)

Previ ously, tunnel types that were not point-to-point tunnels were
problematic in that they could not be properly expressed in the
tunnel M B, and hence were assigned | ANAi f Type val ues. This docunent
now corrects this problem and as a result, |IANA has deprecated the
si xToFour (215) | ANAi f Type value in favor of the sixToFour(11)

| ANAt unnel Type val ue.
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6. Security Considerations

There are a nunber of nmanagenent objects defined in this MB nodul e
with a MAX- ACCESS cl ause of read-wite and/or read-create. Such
obj ects nmay be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnment wi t hout proper protection can have a negative effect on
net wor k operati ons.

Unaut hori zed wite access to any of the witable objects could cause
unaut hori zed creation and/or mani pul ation of tunnels, resulting in a
deni al of service, or redirection of packets to an arbitrary

desti nati on.

Sonme of the readable objects in this MB nodule (i.e., objects with a
MAX- ACCESS ot her than not-accessible) may be considered sensitive or
vul nerabl e in sone network environnents. It is thus inportant to
control even CGET and/or NOTIFY access to these objects and possibly
to even encrypt the val ues of these objects when sending them over
the network via SNWP

Unaut hori zed read access to tunnel |l fLocal | net Address,

tunnel | f Renot el net Addr ess, tunnel | f Local Addr ess,
tunnel | f Renot eAddress, or any object in the tunnel ConfigTable or
tunnel | net Confi gTabl e woul d reveal infornation about the tunne

t opol ogy.

SNMP versions prior to SNVWPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using I PSec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/create/ del ete) the objects
in this MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNWPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 cryptographi c nechani sns (for
aut henti cation and privacy).

Further, deployment of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOWENDED to depl oy SNMPv3 and to
enabl e cryptographic security. It is then a customner/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
the objects only to those principals (users) that have legitimate
rights to indeed GET or SET (change/create/ delete) them
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7. Changes Since RFC 2667

| Pv4-specific objects were deprecated, including
tunnel | f Local Address, tunnel | f Renot eAddress, the tunnel Confi gTabl e,
and t he tunnel M BBasi cG oup.

Added | P version-agnostic objects that should be used instead,
i ncl udi ng tunnel | f AddressType, tunnellfLocal | net Address,
tunnel | f Renot el net Address, the tunnellnet ConfigTable, and the
tunnel I M Bl net Gr oup.

The new tunnel | f Local | net Address and tunnel | f Renot el net Addr ess
objects are read-wite, rather than read-only.

Updat ed DESCRI PTI ON cl auses of existing version-agnostic objects
(e.g., tunnel I fTOS) that contained |Pv4-specific text to cover |Pv6
as wel | .

Added tunnel | f Fl owLabel for tunnels over |Pv6.

The encapsul ati on met hod was previously an | NTEGER type, and is now
an | ANA- mai nt ai ned textual convention.
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Appendi x A: | ANA Tunnel Type TC

Thi s appendi x defines the initial content of the | ANAtunnel Type
textual convention. The npbst up-to-date and current version is
mai ntai ned in the | ANA f Type- M B.

| ANAt unnel Type ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The encapsul ati on nmethod used by a tunnel. The val ue

direct indicates that a packet is encapsul ated

directly within a normal |IP header, with no

i ntermedi ate header, and unicast to the renote tunne
endpoint (e.g., an RFC 2003 I P-in-IP tunnel, or an RFC
1933 I Pv6-in-1Pv4 tunnel). The value minimal indicates
that a M ninmal Forwardi ng Header (RFC 2004) is

i nserted between the outer header and the payl oad
packet. The value UDP indicates that the payl oad
packet is encapsulated within a normal UDP packet

(e.g., RFC 1234).

The val ues si xToFour, sixOverFour, and isatap

i ndi cates that an |1 Pv6 packet is encapsulated directly
within an | Pv4 header, with no internedi ate header

and unicast to the destination deternined by the 6to4,
6over4, or | SATAP protocol

The renmai ni ng protocol -specific values indicate that a
header of the protocol of that nane is inserted
bet ween the outer header and the payl oad header

The assignnent policy for | ANAtunnel Type values is
identical to the policy for assigning | ANA f Type

val ues. "

SYNTAX | NTEGER {
ot her (1), -- none of the follow ng
direct(2), -- no internedi ate header
gre(3), -- GRE encapsul ation
ni ni mal (4), -- Mnimal encapsul ation
I 2t p(5), -- L2TP encapsul ation
ppt p(6), -- PPTP encapsul ation
| 2f (7), -- L2F encapsul ation
udp( 8), -- UDP encapsul ation
atmp(9), -- ATMP encapsul ation
msdp( 10), -- MBSDP encapsul ation
si xToFour (11), -- 6to4 encapsul ation
si xOver Four (12), -- 6over4 encapsul ation
i satap(13), -- | SATAP encapsul ati on
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teredo(14) -- Teredo encapsul ation

}
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