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Abstract
Depl oying Mobile-1P v4 in networks that are connected to the Internet
through a Virtual Private Network (VPN) gateway presents sone
probl ens that do not currently have well-described solutions. This
docunent aims to describe and illustrate these problens, and to

propose sone guidelines for possible solutions.
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I ntroducti on

Mobil e | P [ RFC3344] agents are being deployed in enterprise networks
to enable nobility across wired and wirel ess LANs while roaning
inside the enterprise Intranet. Wth the grow ng depl oynent of |EEE
802. 11 access points ("hot spots”) in public places such as hotels,
airports, and convention centers, and with wirel ess WAN data networks
such as Ceneral Packet Radio Service (GPRS), the need is increasing
for enabling nobile users to naintain their transport connections and
constant reachability while connecting back to their target "hone"
networ ks protected by Virtual Private Network (VPN) technol ogy. This
inplies that Mobile IP and VPN technol ogi es have to coexi st and
function together in order to provide nobility and security to the
enterprise nobile users

The goal of this docunent is to:

o ldentify and describe practical deploynment scenarios for Mbile IP
and VPN in enterprise and operator environnments.

o ldentify exanple usage scenarios for renote users roam ng outside
the "home" network protected by a VPN gateway.

o Articulate the problens resulting fromNMbile IP and VPN
coexi st ence.

o Specify a set of framework guidelines to eval uate proposed
solutions for supporting multi-vendor seam ess |Pv4 nobility
across | Psec-based VPN gat eways.
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1.1. Overview of the Probl em

Access to the Intranet is typically guarded by both a firewall and a
VPN device. The Intranet can only be accessed by respecting the
security policies in the firewall and the VPN device.

Wen MP is deployed in a corporate Intranet (also referred to as a
VPN domai n), roaming between the Intranet (i.e., trusted domain) and
the Internet (i.e., untrusted donain) becones problematic. It would
be desirable to have seamnl ess session nobility between the two

domai ns, because M P was designed for session nobility regardl ess of
the network point of attachnent. Unfortunately, the current MP
standards fall short of this promise for an inportant custoner
segment: corporate users (using VPN for renote access) who desire to
add nobility support because of a need to have continuous access to
Intranet resources while roam ng outside the Intranet from one subnet
to anot her, or between the VPN dormain and the Internet.

From the beginning, one explicitly stated restriction was that it was
assuned that installed firewalls and VPN gateways had to be kept
unchanged, rather than replaced or upgraded, because they have nuch
wi der depl oynents than MP at the tine of witing. Therefore, any
solutions would need to minimze the inpact on existing VPN and
firewall deploynents, related standards, and "de facto" standards.

1.2. Specification of Requirenents

In this docunment, several words are used to signify the requirenents
of the specification. These words are often capitalized. The key
words “MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT", " SHOULD"
"SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this docunent
are to be interpreted as described in [ RFC2119].

1. 3. Term nol ogy

M Pv4 Mobile IP for | Pv4d [ RFC3344]
M Pv6 Mobile IP for |IPv6

VPN Virtual Private Network

GwW Gat eway

VPN Donai n An Intranet protected by a VPN gateway.
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Dvz (Demilitarized Zone) A snmall network inserted as a
"neutral zone" between a conpany’s private network and
the outside public network to prevent outside users
fromgetting direct access to the conpany’s private
net wor k.

Home Network A network, possibly virtual, having a network prefix
mat chi ng that of a nobile node’s hone address.

Honme Agent A router on a nobile node’s home network which tunnels
dat agrans for delivery to the nobile node when it is
away from hone, and naintains current |ocation
information for the nobile node.

| Refers to a nobile node that runs both MP and | Psec-
based VPN client software

M Pv4 inside | Psec- ESP tunne
M Pv4 packets are encapsulated in an | Psec-ESP tunne
est abl i shed between the Mbile Node and the VPN
gat enay.

| Psec- ESP i nside M Pv4 tunne
| Psec- ESP packets are encapsulated in a M Pv4 tunne
est abl i shed between the Mobil e Node and the hone agent.

2. MP and VPN Depl oynent Scenari os

This section describes a set of deployment scenarios wherein MP
agents and VPN gat eways have to coexist to provide nobility and
security. The intention is to identify practical deploynent
scenarios for MP and VPNs where M P technol ogy m ght be extended to
sol ve problenms resulting fromthe desire for co-existence

The network topology in the follow ng diagrans consists of an
Intranet connected to the public network (i.e., the Internet). Here,
the word "Intranet" refers to a private network (where private
addresses [RFC1918] are typically used) protected by a VPN gateway
and perhaps by a layer-3 transparent or non-transparent firewall

When private addresses are used, the non-transparent firewall also
functions as a Network Address Translator (NAT) or Network Address
Port Transl ator (NAPT) bridging between the two address realns (i.e.
the Intranet and the Internet).

Firewalls may be placed on either side of the VPN gateway; these are
referred to as inner and outer firewalls. The inner and outer

firewalls typically inspect outbound traffic (i.e., fromthe Intranet
to the Internet) and inbound traffic (i.e., fromthe Internet to the
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Intranet), respectively. Wen a firewall is present, it MJST be
configured to allow Mbile IP traffic (both control and tunnel ed data
packets) to go through. As our focus here is the relationship
between M P and VPN, we have purposely onmitted firewalls fromthe
foll owi ng scenarios in order to keep things sinple.

It is assuned that encryption is not enforced inside the VPN donain
because: 1) the VPN domain (Intranet) is viewed as a trusted network,
and users allowed inside the Intranet are also trusted, and 2) it is
a conmon VPN depl oynment practice where the VPN is used to guard the
Intranet resources from unauthorized users attached to an untrusted
network, and to provide a secure comuni cation channel for authorized
users to access resources inside the Intranet from outside.

The foll owi ng sub-sections introduce five representative conbi nati ons
of M Pv4 HA and VPN gateway pl acenent.

In order to give a reasonably conplete survey of MPv4 and VPN co-
exi stence scenarios, those in Sections 2.3 and 2.5 are included even
t hough, as covered in nore detail below, there are no co-existence
problems to be solved in these two cases.

2.1. MPv4 HA(s) Inside the Intranet behind a VPN Gat eway

M Pv4 HAs are deployed inside the Intranet protected by a VPN
gateway, and are not directly reachable by the MNs outside the

I ntranet.
..Foreign Network.. ..., VPN Domain..(Intranet).....
. HFo-mm - -+ : +-:--+ S RS + -e--a-- + .
[MNs | | FA | . | VPN | Router| | HA
| avay| | | . <=========>| | | ..n | | 1..n |
B L | G\N| [ S, + - ----- +
+--- -+
................... R G CEE TR
| ON | | Ms |
| 1..n | | hone |
E - +  H------- +
Figure 1

Direct application of MPv4 standards [RFC3344] is successfully used
to provide nobility for users inside the Intranet. However, nobile
users outside the Intranet can only access the Intranet resources
(e.g., MP agents) through the VPN gateway, which will allow only
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authenticated I Psec traffic inside. This inplies that the M Pv4
traffic has to run inside | Psec, which leads to two distinct
probl ens:

1. \When the foreign network has an FA deployed (e.g., as in CDVA
2000), M Pv4 registration becones inpossible. This is because
the MPv4 traffic between MN and VPN gateway is encrypted, and
the FA (which is likely in a different admi nistrative donain)
cannot inspect the M Pv4 headers needed for relaying the M Pv4
packets. Please see Section 4.2 for nore details.

2. In co-located node, successful registration is possible but the
VPN tunnel has to be re-negotiated every tinme the MN changes its
poi nt of network attachnent.

These problens are articulated in Section 4.

Thi s depl oynent scenario may not be common yet, but it is practica
and is becoming inportant as there is an increasing need for
providing corporate renote users with continuous access to the

I ntranet resources.

2.2. VPN Gateway and M Pv4 HA(s) on the VPN Donai n Border
A M Pv4 HA is depl oyed on the VPN donain border (e.g., in the DMZ)

together with the VPN gateway, and it is directly reachable by Ms
i nside or outside the Intranet.

..Foreign Network.. ..., VPN Domain..(Intranet).....
B L L L EE S p— S R +
| MNs | | FA | . | VPN | Router]
|aVVay| | | . <:::::::::>| | | 1..n |
B L /\ | G\N| [ S, +
| ook
| +----+ F - +  A------- +
++====>| HA | | CN | | MNs
................... | | | 1..n | | hone |
S T +  e-e----- +
Figure 2

Pl ease note that in deploynents where the security policy prohibits
di rect conmuni cation between the MN (roam ng outside the Intranet)
and outside machi nes, the HA can be configured to forward only
encrypted traffic fromto the WN
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The M Pv4 HA has a public interface connected to the Internet, and a
private interface attached to the Intranet. Mobile users will nost
likely have a virtual home network associated with the MPv4 HA's
private interface, so that the nobile users are always away from hone
and thus registered with the MPv4d HA. Furthernore, in deploynents
where the VPN gateway and the HA are placed in a corporate DVZ, this
inplies that MPv4 traffic will always be routed through the DMZ
(regardl ess of whether MNs are | ocated outside or inside the
Intranet), which may not be acceptable to IT departnments in |arge

cor porations.

Thi s depl oynent can be used with two different configurations: "M Pv4
i nside | Psec-ESP tunnel" and "I Psec-ESP inside MPv4 tunnel". The
"M Pv4 inside | Psec-ESP tunnel" has the same problens as the scenario
in Section 2.1. (Nanmely, MPv4 registration becones inpossible when
the registration is to be done via an FA, and furthernore, in co-

| ocated node, the VPN tunnel has to be re-negotiated every tine the
MN changes its point of attachnent.) The "IPsec-ESP inside M Pv4
tunnel " does not have the probl ens described in Section 2.1; however,
it will require sone nodifications to the routing logic of the MPv4
HA or the VPN gateway.

2.3. Conbined VPN Gateway and M Pv4 HA
This is simlar to the depl oynent scenario described in Section 2.2,

with the exception that the VPN gateway and M Pv4 HA are running on
t he sane physical machi ne.

..Foreign Network.. ..., VPN Domain..(Intranet).....
et b4 : P S PR + '
[MNs | | FA | . | VPN | Router|
| aVVayl | | . <::::::::::| G/Vl | 1..n |
B L | +| [ S, +
| HA |
................... +----+ R SRR
| ON | | Ms |
| 1..n | | hone |
I + oo +
Figure 3
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Running M Pv4d HA and VPN on the sane nachi ne resol ves routing-rel ated
i ssues that exist in Section 2.2 when a "|Psec-ESP inside M Pv4
tunnel " configuration is used. However, it does not pronote nulti-
vendor interoperability in environments where M Pv4 HA and VPN
technol ogi es must be acquired fromdifferent vendors.

2.4, MPv4 HA(s) Qutside the VPN Donain

In this scenario, MPv4 HAs are depl oyed outside the Intranet (e.g.
in an operator network), as depicted in Figure 4, bel ow

..Foreign Network.. ..., VPN Donain..(Intranet).....
. B : +-l--+ Fom oo + .
| MNs | | FA | . | VPN | Router]
| a\Nayl | | . <::::::::::| G/Vl | 1..n |
Fo-mm -+ /\ | | [ S +
| | |
................... | | | e L
| | I I | ON | | MNs |
..... M Pv4 Home . | | | | 2..n | | hone
L <===++ | | L + - ----- +
Fomm e o + Eampp——
| HAs |
| 1.0 | e
+oo oo +
Figure 4

The | Psec tunnel endpoints will be the MN and the VPN gateway. The
"honme network’ will nost likely be a virtual hone network, |ocated at
the HA, through which authorized renote users (i.e., those that have
successfully established a connection to the corporate VPN) can reach
the Corporate Intranet and maintain their transport session
connectivity while roam ng outside the Intranet from one subnet to
another. Please note that this deploynent scenari o does not support
nmobility inside the Intranet.

In this case, it is nmost practical to run |IPsec-ESP inside a M Pv4
tunnel (i.e., the MPv4 tunnel endpoints are the MN and the HA; the
| Psec- ESP packet fromthe MN and to the VPN gateway i s encapsul at ed
in the MPv4 tunnel). This is because the MNs can register with the
HA wit hout establishing an | Psec tunnel to the VPN gateway.
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. 5.  Conbi ned VPN Gateway and M Pv4 HA(s) on the Local Link

This is simlar to the depl oynent scenario described in Section 2.3,
with the difference that the VPN gateway/HA is sitting on the |oca
link. In this case, the VPN gateway and HA woul d nost naturally be
co-located in the sane box, although this is in no way a requirenent.

The VPN HA is assunmed to be reachable fromthe external network
i.e., it is assunmed to have a public I P address, and the firewall is
assuned to be configured to allow direct access to the VPN HA from

t he external network.

..Foreign Network.. ..., VPN Domain. . (Intranet).....
. F---o+ H----+ : +---;--+ T +  ------- +
[MNs | | FA| . | Fire | | Router| | VPN HA
| avay| | | . <=======>| wall | | 2..n | | 1..n
R S SIS S | | Fomm e + - +
| NAT |
................... -4 R L LT
| CN | | M\s |
| 2..n | | hone
Fomm - +  A------- +
Figure 5
Thi s depl oynent works today w thout any technical problems with
| Psec-ESP running inside a MPv4 tunnel. If you were to run M Pv
i nside the | Psec-ESP tunnel, it would have the sane problens as in
Section 2.1, so it is deployed with the |Psec-ESP running inside the
M Pv4 tunnel. This deploynent is not practical for |arge deploynments

(on the order of thousands of users) because of the large and
di stributed security perineter.

Depl oynment Scenari os Sel ection

The depl oynent scenarios described in Section 2 were evaluated to
identify those nost in need of solving. The evaluation was done
based on two main criteria: 1) Is the deploynent scenari o common and
practical ? and 2) Does the deploynent scenario reveal any problens
resulting fromM Pv4d and VPN coexi stence?

The aut hors believe that the scenario in Section 2.1 is the nost

i mportant and practical one because of a rising need for providing
corporate renote users with continuous access to their Intranet
resources. After analyzing each scenario, one realizes that problens
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occurring in scenarios in Sections 2.2 and 2.4 are either the sane as
those in the scenario in Section 2.1 or a subset of them Therefore,
solving the scenario in Section 2.1 will also solve the scenarios in
Sections 2.2 and 2.4. The scenarios in Sections 2.3 and 2.5 do not

i ntroduce functional problens resulting fromM Pv4 and VPN co-

exi stence, and thus there is no need to seek a solution. A solution
for the deploynent scenario in Section 2.1 is therefore seen as
essential, and this in turn can also be applied to solve problemnms in
other scenarios. |n subsequent sections, we will articulate the
roam ng scenarios, the problenms, and the sol ution guidelines rel evant
to the scenario in Section 2.1.

Pr obl em St at enent

This section describes roam ng scenarios corresponding to the

depl oynent scenario in Section 2.1 where an MN needs to have

conti nuous access to the Intranet resources regardl ess of whether it
is roamng inside or outside the Intranet, and their associ ated
probl ens. The scenarios are constructed based on a nulti-subnetted,
M Pv4-enabl ed Intranet (hereafter referred to as Intranet or VPN
domai n) protected by an | Psec-based VPN gateway as depicted in

Fi gure 6.

....Internet....... ..., VPN Donain..(Intranet).....
oo+ : bt e S U +
| MNs | . | VPN | Router| | VPN HA|
| anay| . <=========3| | | 2..n | | 1..n
+--- -+ . | GW | [ S + - ----- +
+----+
................... e A TR
| CN | | M\s |
| 1..n | | hone
S +  A------- +

Figure 6: Intranet protected by a VPN gat eway

The Intranet, as depicted in Figure 6, may include both wired (IEEE
802. 3) and | EEE 802. 11 wirel ess LAN depl oynents. However, it is also
possi ble to see | EEE 802. 11 depl oynents outside the Intranet due to
the perceived lack of current 802.11 security, as depicted in

Fi gure 7.
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....Internet....... ..., VPN Donain.. (Intranet).....

oot : oot Fomm - - R U +
| MNs | . | VPN | Router| | VPN HA|

| anay | . <=========3| | | 2..n | | 1..n
+----+ . | GW | F - +  A------- +

| |

................... | | R e SR SRR
_ | | N | | Ms |

..802.11 Wreless.. <====>| | | 2..n | | hone
Net wor k . +----+ +o------ + - +

Figure 7: | EEE 802.11 Wrel ess depl oynent outside the home network
4.1. Registering in Co-Located Mde
In co-located node, the IPsec tunnel endpoints would be at the M and

the VPN gateway, which (supposing we have the scenario described in
Section 2.1) results in the nobile-ip tunnel from MW to HA being

encapsul ated inside the | Psec tunnel. See Figure 8 below This
scenario is still possible, but has sone major drawbacks.
....Internet....... ..., VPN Donain.. (Intranet).....
oot : PR Fomm - - S I +
| MNs | . | VPN | Router| | VPN HA|
| away | <####HHHHAH TS| [ ----- | I..n |-> 1..n
+----+ . \ | GW | o - - +  ------- +
. \ +----+
................... nmp . R R SR
i nsi de . | CN | | Ms
| Psec . | 2..n | | hone
Fomm - +  A------- +
Figure 8

The MN obtains an address at its point of attachnent (via DHCP

[ RFC2131] or sone other neans), and then sets up an |IPsec tunnel to
the VPN gateway, after which it can successfully register with its HA
through the I Psec tunnel. The |Psec tunnel SA (Security Association)
is identified by a triplet consisting of SPI (Security Paraneter
Index), MN's IP destination address (i.e., the address obtai ned at
the point of attachnent), and Security Protocol (AH or ESP)

Identifier as described in [RFC2401]. This neans that as the MN's |IP
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4. 2.

destination address changes on each | P subnet handoff, the I Psec
tunnel needs to be re-established. This could have noticeable
performance inplications on real-tine applications and in resource-
constrained wirel ess networks. In effect, we don’'t have mobility
support for the tunnel endpoint changes associated with MN novenents.

Regi stering via an FA
In the case where a nobile node is in a network where nobility

support is provided through the use of an FA, and no DHCP al |l ocat ed
address and co-located node is possible, we run into severe trouble.

This is illustrated in Figure 9 and expl ai ned bel ow
..Foreign Network.. ... VPN Domain..(Intranet).....
. +----+ +----+: +-;--+ +---=---- + +---=---- + .
| MNs | | FA | . | VPN | Router| | VPN HA|
| away| <??| | <###HHH#BHH#RS| [ ----- | I..n [|-> 1..n
Rk T W S S \ | GW | Fommm - + - +
. \ . \ +----+
........... Voo nmp . R Tk T SR
\ i nsi de . | CN | | Ms
MN expects | Psec . | 2..n | | hone
| Psec traffic . e + - +
Figure 9

When arriving at the visited network on the left in this figure, the
MN has to reach the FA with registration requests in order to have
the FA send themon to the HA. However, the MNin all |ikelihood
cannot register with the FA because the registration requests will be
sent encrypted, and the FAwill not be able to decrypt them If the
MN woul d have a policy that allowed split tunneling so that it could
reach the FA with clear text nessages, then the FA would still not be
able to get through the VPN gateway unless the HA is reachable from
outside and the Intranet security policy allows MP registration
packets to bypass the VPN gateway.

Even if the HA is reachable and the MP registration succeeds, the FA
(which is likely in a different admnistrative domain) will not be
able to relay packets between the MN and the VPN gateway. Packets
fromthe MN will be encapsulated by the FAwith IP-in-1P [ RFC2003],
which the VPN gateway will drop, and packets fromthe VPN gat eway
wi |l have ESP payloads (with IP-in-1P inside), which the FAw Il drop
(as it expects IP-in-1P-encapsulated traffic to the MN).
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The use of a "trusted FA' has al so been suggested in this scenario,
meani ng an FA that is actually a conbined VPN GWand FA. The
scenario will work fine in this case, as the tunnel end-points are at
the FA and the VPN gateway as shown in Figure 10 bel ow. However, we
cannot expect that the FA in access networks (e.g., wreless hot-
spots or CDVA 2000 networks) will have security associations with any
gi ven corporate network, so this is not particularly realistic in the
general nobility case

.Foreign Network.. — ..... VPN Donmain..(Intranet).....
+----+ +----4+ +----+ +------- + +------- +
| FA | | VPN . | VPN | Router| | VPN HA
| | <--| GW | <#tfttit#titt>| [----- | 1..n |->] 1..n
+----+ +----+ \ | GW| R + oo +

| . \ +----+
+--- -+ . mp . Fommm e +  A------- +
| MNs | . i nsi de . | CN | | M
| anay | . | Psec . | 2..n | | hone
+----+ . . Fommma - +  Aemee--- +
Fi gure 10

Furthernmore, this solution would | eave the traffic between FA and M\
unprotected, and as this link in particular may be a wireless |ink
this is clearly undesirable.

4.3. Summary: MP Inconpatibilities with | Psec-Based VPN Gat eways

An MN roami ng outside the Intranet has to establish an | Psec tunnel
toits home VPN gateway first, in order to be able to register with
its home agent. This is because the MN cannot reach its HA (inside
the private protected network) directly fromthe outside. This
inplies that the MPv4 traffic fromthe MNto a node inside the
Intranet is forced to run inside an I Psec tunnel, and thus that it
will not be inthe clear. This in turn leads to two distinct

probl enms dependi ng on whether the MN uses co-located or non-co-

| ocated nodes to register with its HA

In co-located node, the I Psec tunnel needs to be re-established on
each | P subnet handoff, which will have performance inplications on
real -tine applications and resource-constrained w rel ess networks.

In non-co-located node (i.e., using an FA care-of address), the

probl em becones severe, as the MN may be unable to register with its
HA t hrough the FA because the FA cannot understand M Pv4 registration
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requests if they are encrypted in the IPsec tunnel (i.e., split
tunneling is not supported). Even if the MN could reach the FA with
non-encrypted regi stration requests (i.e., split tunneling is
supported), and the requests going fromthe FA to the HA can pass

t hrough the VPN gateway, there would still be a problemw th routing
of data packets between the Intranet and the internet. This is
because the VPN will not allow IP-in-IP-encapsul ated packets fromthe
FA to go through. And furthernore, ESP-encapsul ated packets fromthe
VPN gateway to the MN will be dropped by the FA, as it expects |P-

i n-1P-encapsul ated traffic to the MN

5. Solution CGuidelines

This section describes guidelines for a solution to MPv4 traversa
across VPN gat eways.

5.1. Preservation of Existing VPN Infrastructure

0 The solution MUST work with currently depl oyed VPN gateways. This
is the whole raison d etre of this investigation: Finding a way
to deploy Mobile-1P in cases where a VPN solution is already in
pl ace.

5.2. Software Upgrades to Existing VPN dient and Gateways

0 The solution SHOULD nininize changes to existing VPN
client/gateway software

5. 3. | Psec Protoco

0 The solution SHOULD NOT require any changes to existing |Psec or
key- exchange standard protocols inplenmented by VPN gat eways.

0 The solution SHOULD NOT require that the VPN gateway or the VPN
client inplenment any new protocols in addition to the existing
standard protocols.

5.4. Milti-Vendor Interoperability

0 The solution MJIST provide multi-vendor interoperability, whereby
M Pv4 nmobility agents, nmobility clients (M\), VPN server, and VPN
client solutions nay come fromfour different vendors. This is
typical for nmediumand |large enterprises that purchase and depl oy
best-of -breed multi-vendor solutions for IP routing, VPNs,
firewalls, etc.
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5.5. M Pv4 Protocol

0 The solution MJST adhere to M Pv4 protocol [RFC3344]. That is,
the solution MJUST NOT inpose any changes that violate M Pv4
pr ot ocol

0 The solution NMAY introduce new extensions to M Pv4 nodes per
gui del i nes specified in the MPv4 protocol [RFC3344]. However, in
order to overcone barriers to deploynment, it is highly desirable
to avoid any changes to MPv4 nobility agents such as the FA and
HA.

0 The solution MAY require nore than one instance of M Pv4 running
in parallel (multiple encapsulation).

5.6. Handof f Overhead
o It is inperative to keep the key nmanagenent overhead down to a
mninmum in order to support fast handoffs across | P subnets.
Therefore, the solution MIUST propose a nmechanismto avoid or
nm ninze | Psec tunnel SA renegotiation and | KE renegotiation as
the MN changes its current point of network attachnent.
5.7. Scalability, Availability, Reliability, and Performance
0 The solution conplexity MJST increase at nost linearly with the
nunber of MNs regi stered and accessing resources inside the
I ntranet.

0 The solution MAY introduce additional header or tunneling overhead
i f needed.

5.8. Functional Entities

0 The solution MAY introduce new M Pv4-conpliant functiona
entities.

5.9. Inplications of Intervening NAT Gateways

0 The solution MIST be able to work with the existing MPv4 and
| Psec NAT traversal solutions [RFC3519] [RFC3715] [RFC3947].
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5.10. Security Requirenments

0 The solution MJST provide security that is not inferior to what is
al ready provided to existing "nomadi c conputing"” renbte access

users; i.e., for confidentiality, authentication, message
integrity, protection against replay attacks, and related security
servi ces

6. Security Considerations

Thi s docunent describes an existing problem and proposes guidelines
for possible solutions; as such, its security inplications are
indirect, through the guidelines it proposes for the solutions.
Section 5.10 gives the relevant security requirements.
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