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Abstr act

El ectronic conmmerce frequently requires a substantial exchange of
information in order to conplete a purchase or other transaction
especially the first time the parties communi cate. A standard set of
hi erarchi cal | y-organi zed paynent-related information field names in
an XML syntax is defined so that this task can be nore easily
automated. This is the second version of an El ectroni c Commerce
Model i ng Language (ECM.) and is intended to neet the requirenents of
RFC 3505.
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1. Introduction

Numer ous parties are conducting business on the Internet using ad hoc
fields and fornms. The data formats and structure can vary
considerably fromone party to another. Were fornms are filled out
manual Iy, sone users find the diversity confusing, and the process of
manual ly filling in these fornms can be tedi ous and error prone.

Software tools, including electronic wallets, can help this
situation. Such tools can assist in conducting online transactions
by storing billing, shipping, paynent, preference, and sinilar
information and using this information to conplete the data sets
required by interactions automatically. For exanple, software that
fills out forms has been successfully built into browsers, as proxy
servers, as hel per applications to browsers, as stand-al one
applications, as browser plug-ins, and as server-based applications.
But the proliferation of nore automated transacti on software has been
hanpered by the | ack of standards.

ECML (El ectroni ¢ Conmer ce Mbdel i ng Language) provides a set of
hi erarchi cal paynent-oriented data structures that will enable
aut omat ed software, including electronic wallets frommultiple
vendors, to supply and query for needed data in a nore uniform
nmanner .
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Version 2.0 extends ECM. Versions 1.0 [RFC2706] and 1.1 [ RFC3106] as
described in the appendix to this docunent. These enhancenents

i ncl ude support for additional payment nechani sns and transaction

i nformati on and use of XML as the exenplar syntax.

ECML is designed to provide a sinple baseline useful in a variety of
contexts. Likely uses for ECML v2 are consuner paynent infornation

i nput and busi ness-to-business transactions. At this time, the first
is still likely to occur through HTML fornms. The second is nore
likely to use XM. docunents

1.2. History and Rel ationship to O her Standards

The ECML fields were initially derived fromthe WBC P3P base data
schema [ P3P. BASE] by the ECML Al liance as described in [ RFC2706,
RFC3106] . Techni cal devel opment and change control of ECM. was then
transferred to the IETF. In version 2, ECM. is extended by the
fields in a WBC P3P Note related to eCormmerce [ P3P. ECOM, by
[1SCB583], and other sources. Its primary exenplar formis now an
XM synt ax.

2. Field Definitions, DID, and Schema

ECML v2 is the definition and nam ng of a hierarchically structured
set of fields and the provision of an optional XM. syntax for their
transm ssion. These fields can be encoded in other syntaxes.

Regardl ess of the encoding used, the fields can be transnmitted via a
vari ety of protocols.

Section 2.1 below lists and describes the fields, Section 2.2.1
provides an XM. DTD for use with the fields, and Section 2.2.2
provi des an XM. schena.

To conformto this docunent, field nanes nust be named and
hierarchically structured as closely to the structure and nani ng
listed below as is practical given the syntax and transaction
protocol in use. (NOTE: This does not inpose any restriction on
human visible |abeling of fields, just on their nane or nanes and
structure as used in on-the-w re conmuni cation.)

2.1. Field List and Descriptions
The fields are listed below, along with the mininumdata entry size
all owed. Inplenentations nmay accept |arger data sizes, if doing so

makes sense, and, for sone applications, they will need to allow for
| arger data sizes.
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Note that these fields are hierarchically organized as indicated in
this table by the enbedded underscore (" _") characters. Appropriate
data transmi ssion nechani sns may use this to request and send
aggregates, such as Ecom Paynent Card_ExpDate (to enconpass all of a
set of card expiry date conponents) or Ecom ShipTo (to enconpass al
the ship-to address conponents that a consuner is willing to
provide). The |abeling, marshalling, and unnmarshalling of the
components of such aggregates depend on the data transfer protoco
used. The suggested syntax is XM. as specified in Section 2.2.

2.1.1. The Field List

The table belowis the ECM. v2 field list.

The NAME col unn gives the structured string nane of each field as
expl ai ned above. The M N columm below is the ninimum data size that
MUST be allowed for on data entry. It is NOT the m nimum size for
valid contents of the field, and nerchant software should, in nmany
cases, be prepared to receive a |longer or shorter value. Merchants
dealing with areas where, for exanple, the state/province nane or
phone numnber is |onger than the M N given bel ow obvi ously nust pernit
| onger data entry. In sone cases, however, there is a maxi num size
that makes sense, and where this is the case, it is usually
docunented in a Note for the field.

The following fields are typically used to comruni cate fromthe
customer to the merchant:

FI ELD NAMVE M N Notes
ship to title Ecom Shi pTo_Postal _Nane_Prefi x 4 (1)
ship to first nane Ecom Shi pTo_Postal _Nane_ Fir st 15 (54)
ship to niddl e nane Ecom Shi pTo_Post al _Nane_M ddl e 15 ( 2)
ship to last name Ecom Shi pTo_Post al _Nane_Last 15 (54)
ship to name suffix Ecom Shi pTo_Post al _Nane_Suf fi x 4 ( 3)
ship to conpany name Ecom Shi pTo_Post al _Conpany 20
ship to street linel Ecom Shi pTo_Postal _Street Linel 20 ( 4)
ship to street line2 Ecom Shi pTo_Postal _Street Line2 20 ( 4)
ship to street line3 Ecom Shi pTo_Postal _Street Li ne3 20 ( 4)
ship to city Ecom Shi pTo_Postal _City 22
ship to state/province Ecom Shi pTo_Post al _St at ePr ov 2 (5
ship to zip/postal code Ecom Shi pTo_Post al _Post al Code 14 ( 6)
ship to country Ecom Shi pTo_Post al _Count r yCode 2 (7)
ship to phone Ecom Shi pTo_Tel ecom Phone_Nunber 10 ( 8)
ship to enuil Ecom Shi pTo_Onl i ne_Eni | 40 (9
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bill to title
bill to first nane
bill to mddle nane
bill to | ast name
bill to nane suffix
bill to conpany name
bill to street linel
bill to street line2
bill to street line3
bill to city
bill to state/province
bill to zip/postal code
bill to country
bill to phone
bill to emi

receipt to

receipt to
receipt to
receipt to
receipt to
receipt to
receipt to
receipt to

receipt to
receipt to
receipt to
receipt to
receipt to
receipt to
receipt to
receipt to

name

card
card
card
card

card
card
card
card
card
card

title

first nanme

m ddl e name
| ast nane
nane suffix
conpany nane

street linel
street |line2
street |ine3

city
postal code
country
phone

emai |

on card

type

nunber
verification val ue
i ssuer nunber

expi re date day
expire date nonth
expire date year
valid date day
valid date nonth
valid date year

East| ake 3rd
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Ecom Bi | | To_Postal Nane_Prefix
Ecom Bi | | To_Postal Nane_ First
Ecom Bi | | To_Postal _Nane_M ddl e
Ecom Bi | | To_Postal Nane_ Last
Ecom Bi | | To_Postal Nane_Suffi x
Ecom Bi | | To_Post al _Conpany

Ecom Bi | | To_Postal Street Linel
Ecom Bi | | To_Postal _Street _Li ne2
Ecom Bi | | To_Postal _Street _Li ne3
EcomBi || To_Postal _City

Ecom Bi | | To_Post al _St at ePr ov
Ecom Bi | | To_Post al _Post al Code
Ecom Bi | | To_Post al _CountryCode
Ecom Bi | | To_Tel ecom Phone_Nunber
Ecom Bi | | To_Onl i ne_Enai

Ecom Recei pt To_Postal _Nane_Prefi x
Ecom Recei pt To_Postal _Nanme_ First
Ecom Recei pt To_Postal _Nanme_ M ddl e
Ecom Recei pt To_Post al _Nane_Last
Ecom Recei pt To_Post al _Nanme_Suf fi x
Ecom Recei pt To_Post al _Conpany

Ecom Recei pt To_Postal _Street Linel

Ecom Recei pt To_Postal _Street Line2
Ecom Recei pt To_Postal _Street_Li ne3
Ecom Recei pt To_Postal _City

Ecom Recei pt To_Post al _St at ePr ov
Ecom Recei pt To_Post al _Post al Code
Ecom Recei pt To_Post al _Count r yCode

Ecom Recei pt To_Tel ecom Phone_ Nunber

Ecom Recei pt To_Onl i ne_Emai
Ecom Paynent _Card_Nane

Ecom Paynent _Card_Type

Ecom Paynent _Card_Nunber

Ecom Paynent _Card_Verification
Ecom Paynent _Card_I| ssueNunber

Ecom Paynent Card_ExpDat e_Day
Ecom Paynent Card_ExpDat e _Mont h
Ecom Paynent Card_ExpDat e_Year
Ecom Paynent _Card_Val i dFr om Day
Ecom Paynent _Card_Val i dFr om Mont h
Ecom Paynent _Card_Val i dFr om Year

St andards Track

June 2005
4 (1)
15 (54)
15 ( 2)
15 (54)
4 ( 3)
20
20 ( 4)
20 ( 4)
20 ( 4)
22
2 (5
14 ( 6)
2 (7)
10 ( 8)
40 (9
(32)
4 (1)
15 (54)
15 ( 2)
15 (54)
4 ( 3)
20
20 ( 4)
20 ( 4)
20 ( 4)
22
2 (9
14 ( 6)
2 (7
10 ( 8)
40 (9
30 (10)
4 (11)
19 (12)
4 (13)
2 (53)
2 (14)
2 (15)
4 (16)
2 (14
2 (15)
4 (16)
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RFC 4112
card protocols
loyalty card nane
loyalty card type
| oyalty card nunber
loyalty card verification
| oyalty card expire day
| oyalty card expire nonth
loyalty card expire year
loyalty card valid day
loyalty card valid nonth
loyalty card valid year
consumer order ID
user ID
user password
user certificate
user data country
user data | anguage
user data gender
user data birth day
user data birth nonth
user data birth year
user data preferences
schema version
wal let id
wal | et URL
customer device ID
customer device type
end transaction flag

nmer chant hone donmi n

processor ho
transacti on
transacti on
transaction
transaction
transacti on

East| ake 3rd

nme donmain
identifier
URL inquiry
anount
currency
dat e
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Ecom Paynent _Card_Pr ot ocol

Ecom Loyal ty_Card_Name

Ecom Loyal ty_Card_Type

Ecom Loyal ty_Card_Nunber

Ecom Loyalty Card Verification
Ecom Loyal ty Card_ExpDat e_Day
Ecom Loyal ty_Card_ExpDat e_Mont h
Ecom Loyal ty_Card_ExpDat e_Year
Ecom Loyal ty_Card_Val i dFr om Day
Ecom Loyal ty_Card_Val i dFr om Mont h
Ecom Loyal ty _Card_Val i dFrom Year

Ecom Consuner Order | D

Ecom User ID

Ecom User Password

Ecom User Certificate URL
Ecom User Dat a_Country

Ecom User Dat a_Language

Ecom User Dat a_Gender

Ecom User Dat a_Bi rt hDat e_Day
Ecom User Data_Birt hDat e_Mont h
Ecom User Dat a_Bi rt hDat e_Year
Ecom User Dat a_Pr ef er ences

Ecom SchemnaVer si on

Ecom WalletID
Ecom Wal | et _Locati on

Ecom Device_I D
Ecom Devi ce_Type

Ecom Transacti onConpl et e

June

20

ADNNNDN

20

40
20
128
2
30
1

2

2

4
60

30

40
128

20
20

typically used to communicate fromthe

NANME

Ecom Mer chant

Ecom Processor

Ecom Transaction_I D

Ecom Transaction_l nqui ry

Ecom Transacti on_Anount

Ecom Transacti on_CurrencyCode
Ecom Transaction_Date

St andards Track

M n

128
128
128
500
128
3
80

2005

(17)

(10)
(52)
(34)
(13)
(14)
(15)
(16)
(14)
(15)
(16)

(18)

(19)
(19)
(55)

(33)
(36)
(14)
(15)
(16)
(34)

(20)

(21)
(35)

(37)
(38)

(22)

Not es

(23)
(24)
(25)
(26)
(27)
(28)
(29)
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transaction type
transaction signature

end transaction flag

Ecom Transacti
Ecom Transacti

Ecom Transacti

on_Type
on_Sighature

onConpl et e

June

24
160

2005

(30)
(31)

(22)

The following fields are used to conmuni cate between the nerchant and
a processor acting for the nerchant (such a processor is conmonly
called an acquirer and is frequently a bank):

FI ELD NAMVE Mn Notes
mer chant identifier Ecom Merchant I D 8
mer chant term nal Ecom Merchant _Terninal _ID 8 (39)
nmerchant terminal data Ecom Mer chant _Terni nal _Dat a 128
transacti on process code Ecom Transacti on_Processi ngCode 6 (40)
transaction reference Ecom Transacti on_Reference I D 12
transacti on acquirer Ecom Transacti on_Acquire_I D 13 (41)
transaction forward Ecom Transacti on_Forward_|I D 13 (42)
transaction trace Ecom Transaction_Trace_Audit 6 (43)
transaction effective date Ecom Transaction Effective Date 4 (44)
transaction Cl D Ecom Transaction_Cl D 8
transacti on POS Ecom Tr ansacti on_POSCode 12 (45)
transaction private use Ecom Transacti on_Pri vat eUseDat a 166
transacti on response Ecom Transacti on_ResponseDat a 27
transacti on approval code Ecom Transacti on_Approval Code 12 (46)
transaction retrieval code Ecom Transaction_Retrieval Code 128
transacti on response acti on Ecom Transacti on_Acti onCode 13 (47)
transaction reason Ecom Transacti on_ReasonCode 4
transacti on AAV Ecom Transacti on_AAV 3
transaction settlenent date Ecom Transaction_Settle Date 4 (48)
transaction capture date Ecom Transacti on_Capture_Date 4 (49)
transaction Track 1 Ecom Transacti on_Trackl 39 (50)
transaction Track 2 Ecom Transacti on_Track? 39 (51)
2.1.2. Field Footnotes
(1) For exanple: M., Ms., M., Dr. This field is commonly
omitted.
(2) My also be used for mddle initial
(3) For exanple: Ph.D., Jr. (Junior), 3rd, Esq. (Esquire). This
field is conmmonly onitted
(4) Address lines nmust be filled in the order linel, then line2, and
last Iine3. Thus, for exanple, it is an error for linel to be
null if Iine2 or line3 is not.
East | ake 3rd St andards Track [ Page 7]
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(5) 2 characters are the mninumfor the US and Canada; other
countries may require longer fields. For the US, use 2-
character US postal state abbreviation

(6) Mnimumfield lengths for Postal Code will vary according to the
i nternational market served. Use 5-character postal code or 5+4
ZIP for the US and 6-character postal code for Canada. The size
given, 14, is believed to be the maxi mumrequired anywhere in
the worl d.

(7) Use [1SO3166] standard two letter country codes.

(8) 10 digits are the nmininmum for nunbers within the North American
Nunmbering Plan (<http://ww. nanpa.con®: It includes the US
Canada and a nunber of Caribbean and snaller Pacific nations,
but not Cuba). Oher countries may require |onger fields.

Tel ephone nunbers are conplicated by differing internationa
access codes, variant punctuation of area/city codes within
countries, etc. Although it is desirable for tel ephone nunbers
to be in standard international format [E. 164], it may be
necessary to use heuristics or hunan exam nation based on the

t el ephone number and addresses given to figure out howto call a
customer, since people may enter local formatted nunbers w thout
areal/ access codes. It is reconmend that an "x" be placed before
ext ensi on nunbers and that the "x" and extensi on nunber appear
after all other parts of the nunber.

(9) For exanple: jsmth@xanple.com
(10) The nane of the cardholder as it appears on the card.

(11) Case insensitive. Use up to the first 4 letters of the
associ ati on nane (see also Note 102):

AVER  Anerican Express
BANK  Bankcard (Australia)
DC DC (Japan)

DINE Diners Cub

DI SC Discover

JCB JCB

MAST Mast er card

Nl KO N kos (Japan)

SAIS  Saison (Japan)

uc UC (Japan)
UCAR UCard (Taiwan)
VISA Visa
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(12) Includes the check digit at the end but no spaces or hyphens
[1SOr812]. The nmin given, 19, is the |longest nunber pernitted
under the | SO standard.

(13) An additional cardhol der verification nunber printed on the card
(but not enbossed or recorded on the nagnetic stripe) such as
the American Express ClV, MsterCard CVC2, and Visa CVV2 val ues.

(14) The day of the nonth. Values: 1-31. A leading zero is ignored,
so, for exanple, 07 is valid for the seventh day of the nonth.

(15) The nmonth of the year. Jan - 1, Feb - 2, March - 3, etc.
Val ues: 1-12. A leading zero is ignored, so, for exanple, 07 is
valid for July.

(16) The value in the wallet cell is always four digits; e.g., 1999,
2000, 2001.

(17) A space separated |ist of protocols available in connection with
the specified card. The following is the initial list of case-
i nsensitive tokens:

none
set
setcert
iotp
echeck
si ncard
phonei d

"Set" indicates that the card is usable with SET protocol (i.e.
it isina SET wallet) but that it does not have a SET
certificate [SET]. "Setcert" indicates that the card is usable
with SET and has a set certificate [SET]. "iotp" indicates that
the 1 OTP protocol [RFC2801] is supported at the custoner.
"echeck" indicates that the eCheck protocol [eCheck] is
supported at the custoner. "sinctard" indicates an ability to
use the transaction instrument built into a Cell phone subscriber
for identification. "phoneid" indicates use for the transaction
of a billable phone nunber. "None" indicates that automatic
field fill is operating but that there is no further

i nformation.

(18) A unique order ID string generated by the consunmer software.
(19) The user |ID and password fields can be used if the user has a

pre-established account with the nerchant to which access is
aut henticated by such values. For that use, one woul d expect an
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application to require exactly one user |ID, and one password
field be present.

(20) URI [RFC3986] indicating version of this set of fields. Equa
to "urn:ietf:params:ecm :v2.0" for this version. See Section 5.
(See al so Note 101.)

(21) Astring to identify the source and version of formfil
software that is acting on behalf of a user. Should contain
conmpany and/ or product nane and version; for exanple, "Willets
Inc., SuperFill, v42.7". (See also Note 101.)

(22) Aflag to indicate that this web-page/ aggregate is the final one
for this transaction. (See also Note 101.)

(23) The merchant domai n nane [ RFC1034], such as
www. mer chant . exanple. (See al so Note 101.)

(24) The donmi n nane [ RFC1034] of the gateway transaction processor
that is actually accepting the paynment on behal f of the
nmer chant, such as www. processor. exanple. (See also Note 101.)

(25) A Transaction identification string whose format is specific to
t he processor.

(26) A URL [ RFC3986] that can be invoked to inquire about the
transaction. (See also Note 100.)

(27) The anpunt of the transaction in I SO currency format [ISO4217].
This is two integer nunbers with a period in between but with no
other currency mark (such as a "$" dollar sign).

(28) This is the three-letter SO currency code [|SO4217]. For
exanple, US dollars is USD

(29) 1SO Transaction date.

(30) The type of the transaction, if known. Currently a value from
the following list:

debi t
credit

(31) Adigital signature, base64 encoded [ RFC2045]. (See also Note
101.)
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(32) The ReceiptTo fields are used when the Bill To entity, |ocation
or address and the ReceiptTo entity, location, or address are
different. For exanple, when using sone fornms of Corporate
Pur chasi ng Cards or Agent Purchasing Cards, the individual card
hol der would be in the ReceiptTo fields, and the corporate or
ot her owner would be in the BillTo fields.

(33) An | ETF Language Tag, as defined in [ RFC3066].

(34) User preferences, as specified by the nerchant. (See also Note
102.)

(35) The Uni form Resource Locator [RFC3986] for accessing the
custonmer’s "wallet" software. (See also Note 100)

(36) A single capital letter: Mnale, F=Female, U=Unknown [I|S(06218].

(37) An imutable device identification or serial nunber. (See also
Note 102.)

(38) User understandabl e device brand nane. (See also Note 102)

(39) [1S0B583] field "card acceptor terminal identification”.

(40) [1S0B583] field "processing code".

(41) [1S0B583] field "acquiring institution identification code".
(42) [1S08B583] field "forwarding institution identification code".
(43) [1S0B583] field "systemtrace audit field".

(44) [1S08583] field "date effective".

(45) [1S0B583] field "point of sale date code".

(46) [1S0B583] field "approval code".

(47) [1S08583] field "action code".

(48) [1SCB583] field "date settlenent”.

(49) [1S0B583] field "date capture".

(50) [1S0B583] field "trace 1 data".

(51) [1S08B583] field "trace 2 data".
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(52) User-recogni zable loyalty card brand nanme. Values for this
field are not controlled, and there is no | ANA or other registry
for them (See also Note 102.)

(53) The card issuer nunber required by the UK-based Switch and Sol o
acquirers

(54) The field nanes "first_nanme" and "l ast_nane" have been retained
for conpatibility with earlier versions of ECM.. However,
"l ast _nanme" should be understood to refer to famly or inherited
nanes(s), whereas "first_nanme" is the first given or non-
i nherited nane and "m ddl e_nanme" is the subsequent given or
non-i nherited nanme or nanes, if any.

(55) The Uniform Resource Locator [RFC3986] for accessing the user’s
X.509v3 certificate encoded as binary DER. (See al so Note 100.)

Meta Notes (referenced by other notes)

(100) ECM., a basic field-namng and structuring convention, does not
i npose any particular requirements on these URLs. It is to be
expected that nost applications that nmake use of ECM. wil |
i npose such limtations and perform checking to be sure that
provided URLs conformto such linmtations before attenpting to
i nvoke t hem

(101) This is a field that, when presented in a web page, is usually
hi dden.

(102) An ASCII [ASCII] character string with no leading or trailing
whi te space

2.2. Exenplar XML Syntax

The follow ng sections provide an XM_ DTD and an XM. Schena t hat
express the ECM. fields with ECM. v2 naning and ECML v2 hi erarchica
structure. |In case of conflict between this DTD and Schera, the
Schema shoul d prevail. Note that the ECM. v2 naning and structure
may be used in non-XM. synt axes.

The ECML v2 XML syntax is deliberately liberal because it is assuned
that specific applications naking use of ECML will inpose their own
addi tional constraints.

For internationalization of ECM, use the general XM character-
encodi ng provisions [ XM.] (which nandate support of UTF-8 and UTF-16
and permt support of other character sets) and the xm:|ang
attribute, which nay be used to specify | anguage information.
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2.2.1. ECM v2

ECML v2 Specification

XM DTD

The following is an XM. DID for ECM. v2.

<l-- Electronic Comrerce Mdeling Language v2 -->

<! ELEMENT

<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT

<I ATTLI ST

<! ELEMENT

<I ATTLI ST

<! ELEMENT
<I ATTLI ST

East| ake 3rd

Ecom ( #PCDATA | ShipTo | BillTo | ReceiptTo |

June 2005

Paynment |

Loyalty | User | Merchant | Transaction |

Transacti onConplete )* >
Ecom
id I D #1 MPLI ED
Consurner Or der | D CDATA #| MPLI ED
Mer chant  CDATA #1 MPLI ED
Mode (Query| Assert) #l MPLI ED
Processor CDATA #| MPLI ED
SchemaVersion (urn:ietf:paramnms:ecn:v2.0)

#1 MPLI ED

Wallet1 D CDATA #1 MPLI ED
WAl | et Locati on CDATA #l MPLI ED >

Oline )* >

Shi pTo ( #PCDATA | Postal | Telecom| Online )* >
Shi pTo
id I D #1 MPLI ED
Mbode (Query| Assert) #l MPLIED >
Bill To ( #PCDATA | Postal | Telecom| Online )* >
BillTo
id I D #1 MPLI ED
Mbde (Query| Assert) #l MPLI ED >
Recei pt To ( #PCDATA | Postal | Tel ecom |
Recei pt To
id I D #1 MPLI ED
Mbde (Query| Assert) #l MPLI ED >
Postal ( #PCDATA | Nane | Conpany |
Street | City | StateProv )* >
Post al
id I D #1 MPLI ED
Post al Code NMIOKEN  #l MPLI ED
Mode (Query| Assert) #l MPLI ED

Count ryCode NMIOKEN #| MPLI ED >

Nane EMPTY >

Nane

id I D #1 MPLI ED
Mode (Query| Assert) #l MPLI ED

St andards Track
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<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT

<I ATTLI ST

<! ELEMENT

<I ATTLI ST

<! ELEMENT

<I ATTLI ST

<! ELEMENT
<I ATTLI ST

East| ake 3rd

ECML v2 Specification

Prefix NMTOKEN #1 MPLI ED

First NMTOKEN #| MPLI ED

M ddl e NMTOKEN #| MPLI ED

Last NMTOKEN #| MPLI ED

Suf fix NMTOKEN #1 MPLI ED >
Street EMPTY >

Street

id ID #| MPLI ED

Mode (Query| Assert) #l MPLI ED
Li nel CDATA #REQUI RED

Li ne2 CDATA #1 MPLI ED

Li ne3 CDATA #1 MPLI ED >
Conpany (#PCDATA) >

Conpany

Mbde (Query| Assert) #l MPLI ED >
City (#PCDATA) >

Cty

Mode (Query| Assert) #l MPLIED >
St at eProv (#PCDATA) >

St at ePr ov

Mbode (Query| Assert) #l MPLI ED >

Tel ecom ( #PCDATA | Phone )* >

Tel ecom

Mbde (Query| Assert) #l MPLI ED >
Phone EMPTY >

Phone

id I D #| MPLI ED

Mode (Query| Assert) #l MPLI ED
Nunber CDATA #REQUI RED >

Online ( #PCDATA | Enail )* >

Ol i ne

Mode (Query| Assert) #l MPLIED >
Emai | EMPTY >

Emai |

id I D #1 MPLI ED

Mode (Query| Assert) #l MPLI ED
Addr ess CDATA #REQUI RED >

Paynment (Card) >
Paynment

St andards Track
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Mbode (Query| Assert) #l MPLI ED >

<! ELEMENT Card (ExpDate, ValidDate?) >
<! ATTLI ST Card

id ID #1 MPLI ED
Mbode (Query| Assert) #l MPLI ED
Nane CDATA #1 MPLI ED
Type NMIOKEN  #| MPLI ED
Nunber NMIOKEN  #REQUI RED

Pr ot ocol s NMTOKENS  #| MPLI ED
Verification NMIOKEN #| MPLI ED
| ssuer NMTOKEN #| MPLI ED >

<! ELEMENT Loyalty (ExpDate?, ValidDate?) >
<I ATTLI ST Loyalty

id ID #| MPLI ED

Mbde (Query| Assert) #l MPLI ED
Nane CDATA #1 MPLI ED

Type NMIOKEN  #1 MPLI ED
Nunber NMICKEN  #REQUI RED

Verificati on NMTOKEN #| MPLI ED >

<! ELEMENT ExpDate EMPTY >
<I ATTLI ST ExpDate

id ID #| MPLI ED

Mode (Query| Assert) #l MPLIED
Day NMIOKEN  #1 MPLI ED

Mont h NMIOKEN  #REQUI RED
Year NMIOKEN  #REQUI RED >

<! ELEMENT Val i dDate EMPTY >
<! ATTLI ST Val i dDat e

id I D #| MPLI ED

Mode (Query| Assert) #l MPLI ED
Day NMIOKEN  #1 MPLI ED

Mont h NMIOKEN  #1 MPLI ED

Year NMIOKEN  #REQUI RED >

<!l ELEMENT User ( #PCDATA | UserID | Password )* >
<! ATTLI ST User
id I D #1 MPLI ED
Mode (Query| Assert) #l MPLI ED
CertificateURL CDATA #| MPLIED
Dat aCountry NMIOKEN  #| MPLI ED
Dat aLanguage CDATA #| MPLI ED >

<! ELEMENT User | D (#PCDATA) >
<! ATTLI ST Userl D
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<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<! ATTLI ST

<! ELEMENT

<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

<! ELEMENT
<I ATTLI ST

East| ake 3rd

ECML v2 Specification

Mbode (Query| Assert) #l MPLI ED >
Passwor d (#PCDATA) >

Passwor d

Mbde (Query| Assert) #l MPLI ED >
Merchant (Ternminal) >

Mer chant

Mode (Query| Assert) #l MPLI ED
id I D #| MPLI ED >
Term nal EMPTY >

Ter m nal

I d 1D #1 MPLI ED

Mode (Query| Assert) #l MPLI ED
Dat a CDATA #| MPLI ED >

Transaction ( #PCDATA | Id | Code |

Inquiry | Signature )* >

Transaction

Anount CDATA #1 MPLI ED
Currency NMIOKEN  #I MPLI ED

Mbde (Query| Assert) #l MPLI ED
Type NMICKEN  #| MPLI ED >

Id EMPTY >

Id

Id I D #1 MPLI ED

Mbde (Query| Assert) #l MPLI ED
CID NMIOKEN  #| MPLI ED

Ref erence NMIOKEN  #| MPLI ED
Acquire NMIOKEN  #I MPLI ED

For war d NMICKEN  #| MPLI ED >
Code EMPTY >

Code

Mbode (Query| Assert) #l MPLI ED
Processi ng CDATA #| MPLI ED

Appr oval NMIOKEN  #1 MPLI ED

Retri eval NMICKEN  #| MPLI ED
Action NMICKEN  #| MPLI ED
Reason NMIOKEN  #| MPLI ED

PGS NMIOKEN  #| MPLI ED >
Date (Effective?, Settle?, Capture?) >
Dat e

Mbde (Query| Assert) #l MPLI ED
id I D #| MPLI ED >

St andards Track
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<! ELEMENT Effective EMPTY >
<I ATTLI ST Effective

id I D #| MPLI ED

Mode (Query| Assert) #l MPLI ED
Day NMIOKEN  #REQUI RED
Mont h NMIOKEN  #REQUI RED
Year NMIOKEN  #REQUI RED >

<! ELEMENT Settle EMPTY >
<I ATTLI ST Settle

id ID #1 MPLI ED

Mbode (Query| Assert) #l MPLI ED
Day NMIOKEN  #REQUI RED
Mont h NMTOKEN #REQUI RED
Year NMIOKEN  #REQUI RED >

<I ELEMENT Capture EMPTY >
<I ATTLI ST Capture

id ID #| MPLI ED

Mode (Query| Assert) #l MPLI ED
Day NMIOKEN  #REQUI RED
Mont h NMIOKEN  #REQUI RED
Year NMIOKEN  #REQUI RED >

<! ELEMENT Data (#PCDATA | Trace | PrivateUse | Response |
AAV | Trackl | Track2 )* >

<! ATTLI ST Data
Mode (Query| Assert) #l MPLI ED

\%

<! ELEMENT Trace (#PCDATA) >

<! ATTLI ST Trade
id 1D #| MPLI ED
Mode (Query| Assert) #l MPLI ED

\%

<! ELEMENT Privat eUse (#PCDATA) >

<I ATTLI ST PrivateUse
id ID #1 MPLI ED
Mode (Query| Assert) #l MPLI ED

\

<! ELEMENT Response (#PCDATA) >

<I ATTLI ST Response
id I D #1 MPLI ED
Mbode (Query| Assert) #l MPLI ED

\%

<! ELEMENT AAV (#PCDATA) >

<! ATTLI ST AAV
id ID #1 MPLI ED
Mode (Query| Assert) #l MPLI ED

\%
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<! ELEMENT Trackl (#PCDATA) >
<! ATTLI ST Trackl
id I D #| MPLI ED
Mode (Query| Assert) #l MPLI ED >

<! ELEMENT Track2 (#PCDATA) >
<l ATTLI ST Track2
id 1D #| MPLI ED
Mode (Query| Assert) #l MPLIED >

<! ELEMENT | nquiry (#PCDATA) >
<! ATTLI ST I nquiry
id ID #1 MPLI ED
Mbode (Query| Assert) #l MPLI ED >

<!l ELEMENT Si gnat ure (#PCDATA) >
<I ATTLI ST Si gnature
id I D #1 MPLI ED
Mbode (Query| Assert) #l MPLI ED >

<! ELEMENT Transacti onConpl ete EMPTY >

2.2.2. ECM. v2 XML Schema
The following is an XM. Schenma for ECM. v2.
<?xm version="1.0" encodi ng="utf-8"?>
<l-- Electronic Comrerce Mdeling Language v2 -->
<xs: schema xnl ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
el ement For mDef aul t ="qual i fi ed">
<xs:attribute name="Mde">
<xs: si npl eType>
<xs:restriction base="xs:string">
<xs: enuneration val ue="Query"/>
<xs:enuneration val ue="Assert"/>
</xs:restriction>
</ xs: si npl eType>
</xs:attribute>
<xs:attribute name="id" type="xs:1D"/>
<xs: conpl exType nane="EconSi npl eText ">
<xs: si npl eCont ent >
<xs: extension base="xs:string">
<xs:attribute ref="Mde" use="optional"/>
<xs:attribute ref="id" use="optional"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
East | ake 3rd St andards Track
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</ xs: conpl exType>
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<xs: el enent nane="Ecom'>
<xs: conpl exType m xed="true">
<xs:choi ce m nCccurs="0" maxCccur s="unbounded" >

<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
: el ement

<XS

el ement
el ement
el ement
el ement
el enent
el enent
el ement
el ement

</ xs: choi ce>

<xs:attribute
<xs:attribute
<xs:attribute
<xs:attribute
<xs:attribute
<xs:attribute

r ef =" Shi pTo"/ >

ref="Bill To"/>

ref =" Recei pt To"/ >

ref =" Paynment"/ >

ref="Loyal ty"/>
ref="User"/>

ref =" Merchant"/ >

ref ="Transaction"/>

ref ="Transacti onConpl ete"/ >

ref =" Mode" use="optional "/>

ref="id" use="optional"/>
nane="Consuner Order| D' use="optional "/>
nane="Mer chant" use="optional"/>
name="Processor" use="optional"/>
nane="SchenmaVer si on" type="xs:string"

fixed="urn:ietf:params:ecm:v2. 0"/>

<xs:attribute
<xs:attribute

nane="Wal l et | D' use="optional "/>
nane="Wal | et Locati on" type="xs:anyURl"

use="optional "/ >
</ xs: conpl exType>
</ xs: el emrent >
<xs: el ement nane="Shi pTo">
<xs: conpl exType m xed="true">
<xs: choi ce m nCccurs="0" maxQccur s="unbounded" >

<XS.
<XS:
<XS:

el ement
el ement
el ement

</ xs: choi ce>
<xs:attribute ref="Mde" use="optional"/>
<xs:attribute ref="id" use="optional"/>
</ xs: conpl exType>
</ xs: el emrent >
<xs:el enment nane="Bill To">
<xs: conpl exType m xed="true">
<xs: choi ce m nCccurs="0" maxCccur s="unbounded" >

<XS.
<XS.
<XS:

el ement
el ement
el ement

</ xs: choi ce>

<xs:attribute ref="Mde" use="optional"/>

<xs:attribute ref="id" use="optional"/>
</ xs: conpl exType>

East| ake 3rd
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ref ="Tel econt'/ >
ref="Online"/>

ref="Postal "/ >
ref="Tel econt'/ >
ref="Online"/>
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</ xs: el ement >
<xs: el enent nane="Recei pt To" >
<xs: conpl exType ni xed="true">
<xs: choi ce m nCccurs="0" maxQccur s="unbounded" >
<xs:element ref="Postal"/>
<xs: el enent ref="Tel econi/>
<xs:element ref="Online"/>
</ xs: choi ce>
<xs:attribute ref="Mde" use="optional"/>
<xs:attribute ref="id" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nane="Postal ">
<xs: conpl exType ni xed="true">
<xs: choi ce m nCccurs="0" nmaxQOccur s="unbounded" >
<xs: el ement ref="Nanme"/>
<xs: el enment ref="Conpany"/>
<xs:element ref="Street"/>
<xs:element ref="City"/>
<xs: el enent ref="StateProv"/>
</ xs: choi ce>
<xs:attribute ref="Mde" use="optional"/>
<xs:attribute ref="id" use="optional"/>
<xs:attribute name="Postal Code" type="xs: NMTOKEN"
use="optional "/ >
<xs:attribute name="CountryCode" type="xs: NMIOKEN'
use="optional "/ >
</ xs: conpl exType>
</ xs: el emrent >
<xs: el enent nane="Tel econi >
<xs: conpl exType mi xed="true">
<xs: sequence maxCccurs="unbounded" >
<xs: el enent nane="Phone" >
<xs: conpl exType>
<xs:attribute ref="Mde" use="optional"/>
<xs:attribute ref="id" use="optional"/>
<xs:attribute name="Nunber"/>
</ xs: conpl exType>
</ xs: el emrent >
</ xs: sequence>
<xs:attribute ref="Mde" use="optional"/>
</ xs: conpl exType>
</ xs: el emrent >
<xs: el enent nane="Online">
<xs: conpl exType ni xed="true">
<xs: sequence maxCccurs="unbounded" >
<xs: el ement nane="Email ">
<xs: conpl exType>
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<xs:attribute ref="Mde" use="optional"/>
<xs:attribute ref="id" use="optional"/>
<xs:attribute nanme="Address"/>
</ xs: conpl exType>
</ xs: el emrent >
</ xs: sequence>
<xs:attribute ref="Mde" use="optional"/>
</ xs: conpl exType>
</ xs: el emrent >
<xs: el ement nane="Paynent">
<xs: conpl exType>
<XS:sequence>
<xs: el enent nane="Card">
<xs: conpl exType>
<Xs:sequence>
<xs: el enment ref="ExpDate"/>
<xs:el ement ref="ValidDate" m nCccurs="0"/>
</ xs: sequence>
<xs:attribute ref="Mde" use="optional"/>
<xs:attribute ref="id" use="optional"/>
<xs:attribute nanme="Nane" use="optional"/>
<xs:attribute name="Type" type="xs: NMTOKEN'
use="optional "/ >
<xs:attribute name="Nunber" type="xs:decinal"/>
<xs:attribute name="Protocol s" type="xs: NMTOKENS"
use="optional "/ >
<xs:attribute name="Verification"
type="xs: NMTOKEN' use="optional "/>
<xs:attribute nanme="Issuer" type="xs: NMTOKEN'
use="optional "/ >
</ xs: conpl exType>
</ xs: el emrent >
</ xs: sequence>
<xs:attribute ref="Mde" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent nane="Loyal ty">
<xs: conpl exType>
<Xs:sequence>
<xs: el enment ref="ExpDate"/>
<xs:element ref="ValidDate" m nCccurs="0"/>
</ xs: sequence>
<xs:attribute ref="Mde" use="optional"/>
<xs:attribute ref="id" use="optional"/>
<xs:attribute name="Nane" use="optional"/>
<xs:attribute name="Type" type="xs: NMTOKEN'
use="optional "/ >
<xs:attribute name="Nunber" type="xs: NMTOKEN'/ >
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<xs:attribute name="Verification" type="xs: NMTOKEN'
use="optional "/ >
</ xs: conpl exType>
</ xs: el emrent >
<xs: el ement nane="ExpDate" >
<xs: conpl exType>

<xs:attribute
<xs:attribute
<xs:attribute
<xs:attribute
<xs:attribute

ref =" Mode" use="optional"/>

ref="id" use="optional"/>

nane="Day" type="xs:positivelnteger"/>
nane="Mont h" type="xs: positivelnteger"/>
nane="Year" type="xs:positivelnteger"/>

</ xs: conpl exType>
</ xs: el enent >
<xs: el enent nane="Val i dDat e" >

<xs: conpl exType>
<xs:attribute
<xs:attribute
<xs:attribute
<xs:attribute
<xs:attribute

ref =" Mode" use="optional "/>

ref="id" use="optional"/>

nane="Day" type="xs:positivelnteger"/>
name="Mont h" type="xs: positivel nteger"/>
name="Year" type="xs:positivelnteger"/>

</ xs: conpl exType>
</ xs: el enent >
<xs: el emrent nanme="User" >
<xs: conpl exType m xed="true">
<xs: choi ce m nCccurs="0" maxQccur s="unbounded" >

<xs: el ement
<xs: el ement

</ xs: choi ce>
<xs:attribute ref="Mde" use="optional"/>
<xs:attribute ref="id" use="optional"/>
<xs:attribute name="CertificateURL" type="xs:anyURl"
use="optional "/ >
<xs:attribute name="DataCountry" type="xs: NMIOKEN'
use="optional "/ >
<xs:attribute nanme="DatalLanguage" type="xs:| anguage"
use="optional "/ >
</ xs: conpl exType>
</ xs: el emrent >
<xs: el enent nane="Transaction">
<xs: conpl exType m xed="true">
<xs: choi ce m nCccurs="0" maxCccur s="unbounded" >

<XS.
<XS.
<XS:
<XS:

<Xs

el ement
el ement
el ement
el ement

: el enent
<XS:

el enent

</ xs: choi ce>

East| ake 3rd
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<xs:attribute ref="Mde" use="optional"/>
<xs:attribute name="Currency" type="xs: NMTOKEN"
use="optional "/ >
<xs:attribute name="Type" type="xs: NMTOKEN'
use="optional "/ >
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nane="Date">
<xs: conpl exType>
<XSs: sequence>
<xs:element ref="Effective" m nCccurs="0"/>
<xs:elenment ref="Settle" m nQccurs="0"/>
<xs: el enent ref="Capture" minCccurs="0"/>
</ xs: sequence>
<xs:attribute ref="Mde" use="optional"/>
<xs:attribute ref="id" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent nane="Data">
<xs: conpl exType ni xed="true">
<xs: choi ce m nCccurs="0" nmaxQOccur s="unbounded" >
<xs:elenment ref="Trace"/>
<xs:element ref="PrivateUse"/>
<xs: el enent ref="Response"/>
<xs: el enent ref="AAV'/>
<xs: el enment ref="Trackl"/>
<xs: el enment ref="Track2"/>
</ xs: choi ce>
<xs:attribute ref="Mde" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent nane="Merchant">
<xs: conpl exType>
<XSs: sequence>
<xs: el ement nane="Term nal ">
<xs: conpl exType>
<xs:attribute ref="Mde" use="optional"/>
<xs:attribute ref="id" use="optional"/>
<xs:attribute name="Data" use="optional"/>
</ xs: conpl exType>
</ xs: el emrent >
</ xs: sequence>
<xs:attribute ref="Mde" use="optional"/>
<xs:attribute ref="id" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >

<xs: el ement nane="AAV' type="Econsti npl eText"/>
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<xs: el enent nane="Capture">
<xs: conpl exType>
<xs:attribute ref="Mde" use="optional"/>
<xs:attribute ref="id" use="optional"/>
<xs:attribute name="Day" type="xs: NMITOKEN'/>
<xs:attribute name="Mnth" type="xs: NMTOKEN"/ >
<xs:attribute name="Year" type="xs: NMITOKEN'/ >
</ xs: conpl exType>
</ xs: el emrent >
<xs:element nane="City" type="EconSi npleText"/>
<xs: el ement nane="Code" >
<xs: conpl exType>
<xs:attribute ref="Mde" use="optional"/>
<xs:attribute name="Processi ng" use="optional"/>
<xs:attribute name="Approval " type="xs: NMTOKEN"
use="optional "/ >
<xs:attribute name="Retrieval" type="xs: NMTOKEN'
use="optional "/ >
<xs:attribute name="Action" type="xs: NMTOKEN'
use="optional "/ >
<xs:attribute name="Reason" type="xs: NMIOKEN'
use="optional "/ >
<xs:attribute name="POS" type="xs: NMTOKEN'
use="optional "/ >
</ xs: conpl exType>
</ xs: el emrent >
<xs: el enent nane="Conpany" type="Econti npl eText"/>
<xs: el enment nane="Effective">
<xs: conpl exType>
<xs:attribute ref="Mde" use="optional"/>
<xs:attribute ref="id" use="optional"/>
<xs:attribute name="Day" type="xs: NMIOKEN'/ >
<xs:attribute name="Mnth" type="xs: NMTOKEN'/ >
<xs:attribute name="Year" type="xs: NMTOKEN'/ >
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement nane="1d">
<xs: conpl exType>
<xs:attribute ref="Mde" use="optional"/>
<xs:attribute ref="id" use="optional"/>
<xs:attribute name="Cl D' type="xs: NMTOKEN'
use="optional "/ >
<xs:attribute name="Reference" type="xs: NMTOKEN'
use="optional "/ >
<xs:attribute name="Acquire" type="xs: NMTOKEN'
use="optional "/ >
<xs:attribute nanme="Forward" type="xs: NMTOKEN'
use="optional "/ >
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</ xs: conpl exType>
</ xs: el emrent >
<xs:el enment nane="Inquiry">
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: ext ensi on base="xs:anyURIl ">
<xs:attribute ref="Mde" use="optional"/>
<xs:attribute ref="id" use="optional"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
<xs: el enment nane="Nane">
<xs: conpl exType>
<xs:attribute ref="Mde" use="optional"/>
<xs:attribute ref="id" use="optional"/>
<xs:attribute name="Prefix" type="xs: NMTOKEN'
use="optional "/ >
<xs:attribute name="First" type="xs: NMTOKEN'
use="optional "/ >
<xs:attribute name="M ddl e" type="xs: NMTOKEN"
use="optional "/ >
<xs:attribute name="Last" type="xs: NMTOKEN'
use="optional "/ >
<xs:attribute name="Suffix" type="xs: NMTOKEN"
use="optional "/ >
</ xs: conpl exType>
</ xs: el emrent >
<xs: el ement nane="Password" type="EconSti npl eText"/>
<xs: el enent nane="PrivateUse" type="EconSi npl eText"/>
<xs: el ement nane="Response" type="Econsti npl eText"/>
<xs:el ement nane="Settle">
<xs: conpl exType>
<xs:attribute ref="Mde" use="optional"/>
<xs:attribute ref="id" use="optional"/>
<xs:attribute name="Day" type="xs: NMIOKEN'/ >
<xs:attribute name="Mnth" type="xs: NMTOKEN"/ >
<xs:attribute name="Year" type="xs: NMITOKEN'/ >
</ xs: conpl exType>
</ xs: el emrent >
<xs: el ement nane="Si gnat ure">
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extension base="xs:string">
<xs:attribute ref="Mde" use="optional"/>
<xs:attribute ref="id" use="optional"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
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</ xs: conpl exType>
</ xs: el emrent >
<xs: el ement nane="StateProv" type="EconSi npl eText"/>
<xs: el ement nane="Street">
<xs: conpl exType>
<xs:attribute ref="Mde" use="optional"/>
<xs:attribute ref="id" use="optional"/>
<xs:attribute nanme="Linel"/>
<xs:attribute nanme="Line2" use="optional"/>
<xs:attribute nanme="Li ne3" use="optional"/>
</ xs: conpl exType>
</ xs: el ement >
<xs: el enent nane="Trace" type="EconSi npl eText"/>
<xs: el enent nane="Trackl" type="EconSti npl eText"/>
<xs: el enent nane="Track2" type="EconSti npl eText"/>
<xs: el ement nane="Transacti onConpl ete">
<xs: conpl exType/ >
</ xs: el ement >
<xs: el enent nane="User| D' type="EconSti npl eText"/>

</ xs: schema>
3. Usage Notes for ECML v2

This section provides a general usage guide for ECM. v2.
3.1. Presentation of the Fields

ECML v2 nerely nanes fields and specifies their content and
hi erarchi cal organi zation. It does not constrain the order or
conpl et eness of conmuni cati on of or query for these fields.

Some parties may wi sh to provide or ask for nmore information, and
some for less by omtting fields. Sonme may ask for the information
they want in one interaction or web page, and others may ask for
parts of the information at different tines in nultiple interactions
or different web pages. For exanple, it is conmon to ask for "ship
to" information earlier so that the shipping cost can be conputed
before the payment nethod information. Some parties may require that
all the information they request be provided whereas ot hers may nake
much of the information optional. Oher variations are likely.

Every el enent nmay be flagged as a query or assertion by including,
when XML syntax is in use, the optional Mde attribute with the val ue
"Query" or "Assert" respectively. The Mdde attribute effects al
descendant elenents until overridden by a lower |level element with a
Mode attribute. Thus it is easy to indicate that all of the elenents
in an ECML v2 structure are present as queries or assertions.
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Query el enents may have data content. Such content SHOULD be
interpreted as a default value to be returned if no better value is
known.

There is no way with Version 2.0 of ECM. to indicate what query
fields a party considers mandatory to be answered. Fromthis point
of view, all fields queried are optional to conplete. However, a
party nmay give an error or re-present a request for information if
sonme field it requires is not conpleted, just as it may if a field is
completed in a manner that it considers erroneous.

3.2. Methods and Flow of Setting the Fields

A variety of nmethods of comuni cation is possible between the parties
by whi ch each can indicate what fields it wants the other to provide.
Probably the easiest nethod for currently depl oyed nmass software is
through fields in an [HTM.] form Qher possibilities include using
an [ XM.] exchange, the | OTP Authenticate transaction [ RFC2801], or
proprietary protocols.

So that browser software can tell what version it is dealing with, it
is REQUI RED that the Ecom SchemaVersion field be included in every
transacti on when ECM. is being used on the web. Ecom SchemaVersion
SHOULD appear on every web page that has any Ecomfields. It is
usual ly a hidden field in HTM. Forns.

User action or the appearance of the Ecom SchermaVersion field are
exanpl es of triggers that can be used to initiate a facility capable
of providing information in response to an ECM.- based query or of
using information from ECM. assertions. Because sone web software
may require user activation, it is RECOMWENDED that there be at |east
one user-visible Ecomfield on every web page with any Ecomfi el ds
present when ECM. is used via the web.

Under sone circunstances, comuni cations can proceed very slowy, so
it may not be clear to an automated processing function when it is
finished receiving ECM. fields on a web page or the like. For this
reason, it is RECOMMENDED that the Ecom SchemaVersion field be the

| ast Ecomfield on a web page.

Transfer or requests for information can extend over severa
interactions or web pages. Wthout further provision, a facility
could either require re-starting on each page or possibly violate or
appear to violate privacy by continuing to provi de personal data
beyond the end of the transaction with a particul ar business. For
this reason, the Ecom Transacti onConplete field, which is normally
hi dden when it is part of an HTML Form is provided. It is
RECOMVENDED that it appear on the last interaction or web page

East | ake 3rd St andards Track [ Page 27]



RFC 4112 ECML v2 Specification June 2005

involved in a transaction, just before an Ecom SchemaVersion field,
so that multi-interaction autonated | ogic receives a hint as to when
to stop if it chooses to check for this field.

4. Security and Privacy Considerations

The information called for by many of these fields is sensitive. It
shoul d be protected from unauthorized nodification and kept
confidential if it is stored in a location or transnitted over a
channel where it night otherw se be observed. |In addition, the
authenticity of the information will be a concern in many systens.

Mechani sns for such protection and aut hentication are not specified
herei n but mnight, depending on circunstances, include object security
protocol s (such as XM.DSI G [ RFC3275], XM. encryption [ XMLENC], or CMs5
[ RFC3852]), or channel security (such as TLS [ RFC2246] or |PSec

[ RFC2411]). Systenms in which an ECML field or fields are stored and
|ater forwarded will likely find object security the nost

appropri ate.

When information is being requested froma user, the user’s contro
over the rel ease of such information is needed to protect the user’s
privacy.

Software that is installed on shared or public terminals should be
configurable so that menory of any sensitive or individual identity
information is fully disabled. This is vital to protect the privacy
of library patrons, students, and custoners using public termnals,
and of children who might, for exanple, use a formon a public
termnal without realizing that their information is being stored.

When sensitive or individual identification information is stored,
the operator or user should have an option to protect the
information; for exanple, with a password w thout which the
information will be unavail abl e, even to soneone who has access to
the file(s) in which it is being stored.

Any mul ti-page/screen or other nulti-aggregate field fill-in or data
provi si on nechani sm SHOULD check for the Ecom Transacti onConpl ete
field and cease automated fill when it is encountered until fill is

further authorized.
It should be renenbered that default, hidden, and other val ues

transferred to another party nmay be maliciously nodified before being
returned.
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5.

5.

5.

| ANA Consi derations
The sections bel ow provide for

1. registration of the ECM. v2 XM. schenma contained in this
docunent ,

2. a version URN for ECM. versi ons,

3. the subsidiary registration of particular ECM. versions and the
specific registration of Version 2.0, and

4. three additional I ANA registries for elenents appearing in three
ECML v2 fields.

1. ECML v2 Schema Tenpl ate

The ECML v2 schema give in Section 2.2.2 above is registered as
fol | ows:

URI: urn:ietf:parans:xm:schema: ECM.v2

Regi strant Contact: The |IESG <i esg@etf.org>

XM.: The XML Scherma in Section 2.2.2 above.
2. ECML v2 URN Tenpl ate

As specified by the tenpl ate bel ow from [ RFC3553],
urn:ietf:parans:ecnl is permanently registered with sub-registration
via RFC publication.

Regi stry name: urn:ietf:parans: ecn

Speci fication: RFC 4112

Repository: RFC 4112

I ndex val ue: Val ues subordinate to urn:ietf:parans:ecnl are

regi stered by RFC publication. As provided in

[ RFC3553], once such a value is registered, it my
never change.
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5.2.1. Sub-registration of v2.0

The subordi nate value "v2.0" is hereby pernmanently registered so that
the URN

urn:ietf:parans:ecnl:v2.0

is used to indicate an ECM. field or fields that conformto this
specification. Although it is not anticipated that deeper val ues
subordinate to this URN will need to be registered, if necessary,
they are registered by | ESG approval

5.3. | ANA Registries

There are three fields described in Section 2.1.2 that require the
establi shnent of | ANA registries as described bel ow

Ecom Paynent _Card_Type
A registry of case-insensitive al phanunmeric ASCII [ASClI]
card-type designations fromone to four characters in length
with no white space. See Section 2.1.2, Note 11, for the
initial 12 designations. Designations are added based on
expert approval. Applicants for registration will normally be
required already to have an | SO I ssuer ldentification Nunber
(I''N or set of IINSs.

Ecom Paynent _Car d_Pr ot ocol
This field holds a space-separated |ist of protocols designated
by case-insensitive al phanunmeric ASCI1 [ASCII] tokens fromthis
registry or holds the token "none". See Section 2.1.2, note
17, for the initial seven registered tokens (including "none")
and further information. Tokens are added to the registry
based on expert approval

Ecom Transacti on_Type
A case-insensitive al phabetic ASCII [ASCI1] value indicating
the type of transaction. See Section 2.1.2, note 30, for the
initial two registered values. Values are added based on
expert approval .
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A

Appendi x: Changes fromvl.1 to v2

Substantial rewording of text to change the enphasis from HTM. Form
Fields to XM. Synt ax.

Addi tion of the nerchant -> processor fields.

Addition of the Ecom Wall et Locati on and Ecom User Certificate URL
fields.

Addition of the "Mde" attribute.

Addi tion of the ECom Paynent Card | ssueNunber, Loyalty Card fields,
Device ID, Valid From and User Data fields.

Addi ti on of an XM. schensn.
Some minor fixes related to tel ephone nunbers.
Addi ti on of | ANA Consi derati ons section

Updating of RFC references for obsol eted RFCs.
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