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Abstract
This document gives examples of message bodies formatted using
S/MIME. Specifically, it has examples of Cryptographic Message
Syntax (CMS) objects and S/MIME messages (including the MIME
formatting). It includes examples of many common CMS formats. The

purpose of this document is to help increase interoperability for
S/MIME and other protocols that rely on CMS.
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1. Introduction

The examples in this document show the structure and format of CMS
message bodies, as described in [CMS]. They are useful to
implementors who use protocols that rely on CMS, such as the S/MIME
message format protocol. There are also examples of simple S/MIME
messages [SMIME-MSG] (including the MIME headers).

Every example in this document has been checked by two different
implementors. This strongly indicates (but does not assure) that the
examples are correct. All CMS implementors must read the CMS
document carefully before implementing from it. No one should use
the examples in this document as stand-alone explanations of how to
create CMS message bodies.

This document explicitly does not attempt to cover many PKIX [PKIX]
examples. Documents with examples of that format may be forthcoming.
Also, note that [DVCS], which covers PKIX Data Validation and
Certification Server Protocols, has examples of formats for its
protocol.

The examples shown here were created and validated by many different
people over a long period of time. Because of this, some of the
dates used iIn the examples are many years iIn the past. This, plus
the fact that some of the certificates in the examples have very long
lifespans, may cause problems in some test situations.

2. Constants Used in the Examples
This section defines the data used in the rest of the document. The
names of the constants indicate their use. For example,
AlicePrivDSSSign is the private part of Alice’s DSS signing key.

- Alice is the creator of the message bodies in this document.

Bob is the recipient of the messages.

Carl i1s a CA.

Diane sometimes gets involved with these folks.

Erica also sometimes gets involved.
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2.1. Content of Documents
ExContent is the following sentence:
This 1s some sample content.

That i1s, it is the string of characters starting with "T" up to and
including the "."

The hex for ExContent is
5468 6973 2069 7320 736F 6d65 2073 616d 706c 6520 636F 6e74 656e 742e
The MD5 hash of ExContent is
9898 cac8 fab7 691f 89d c207 24e7 4a04
The SHA-1 hash of ExContent is
406a ec08 5279 ba6e 1602 2d9e 0629 c022 9687 dd48
2.2. Private Keys

The following private keys are needed to create the samples. To find
the public keys, see the certificates in the next section.

AlicePrivDSSSign =
0 30 331: SEQUENCE {

4 02 1: INTEGER O

7 30 299: SEQUENCE {

11 06 7: OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)

20 30 286: SEQUENCE {

24 02 129: INTEGER
' 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7E
OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 OC 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: BS E4 09 96 5C F3 7E 5B DB
156 02 21: INTEGER
' 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
B8 37 21 2B 62 8B F7 93 CD
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179 02 128: INTEGER

: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 G6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}

: +
310 04 23: OCTET STRING, encapsulates {
312 02 21: INTEGER
: 00 BB 44 46 D1 A5 C9 46 07 2E DO FE
7A D6 92 07 FO 9A 85 89 3F
}
by

AlicePrivRSASign =

0 30 630: SEQUENCE {

4 02 1: INTEGER O

7 30 13: SEQUENCE {

9 06 9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)

20 05 0: NULL
: 3+

22 04 608: OCTET STRING, encapsulates {

26 30 604: SEQUENCE {

30 02 1: INTEGER O

33 02 129: INTEGER
' 00 EO 89 73 39 8D D8 F5 F5 E8 87 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB
DC 7D C7 75 29 OD 05 2E 6D 12 DF A6
86 26 D4 D2 6F AA 58 29 FC 97 EC FA
82 51 OF 30 80 BE B1 50 9E 46 44 F1
2C BB D8 32 CF C6 68 6F 07 D9 BO 60
AC BE EE 34 09 6A 13 F5 F7 05 05 93
DF 5E BA 35 56 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA 55 3A B9 99 77 02 A6 48 52
: 8C 4E F3 57 38 57 74 57 5F
165 02 3: INTEGER 65537
170 02 128: INTEGER
: 00 A4 03 C3 27 47 76 34 34 6C A6 86
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B5
D7
CD
67
OE
5B
FE
B7
DE
1A

79
48
15
63
BF
D5
33
F1
87
C3

INTEGER

00
FC
40
F9
66
AD

F6
ES5
FA
37
21
CA

INTEGER

00
8A
08
8B
22
4C

E8
E8
55
7F
6A
9E

INTEGER

00
14
7F
77
53
51

97
B6
F5
38
B7
E7

INTEGER

2C
4F
64
51
A3
E9

FO
FA
73
B3
62
83

INTEGER

58
DF
05
AB
FB
6F

88
4B
2F
50
02
8D

Informational

49
09
90
CE
28
65
CB
8E
06
EC

D6
B3
A8
82
B9
98

DE
98
96
D3
DA
FA

4C
OB
E4
22
FA
AB

24
6C
D7
94
1F
02

D9
F4
6E
93
E9
5F

01
6A
60
B4
2D
6A
FF
A2
22
91

EO
50
OA
8A
3C
2D

BO
50
73
70
38
8E

FO
6A
88
48
1E
CD

5B
Cb
29
E7
3E
83

Al
9C
E2
CA
21
28

4B
8B
27
oF
F4
D8
29
76
7D
44

22
6A
B4
14
D2
D1

11
F5
5D
7F
91
2F

87
90
E3
D7
20
F1

FA
21
8F
2C
6C

50
6F
88
BF
96

2E
91
31
56
39
41
E4
37
04
AB

21
9D
9B
c8
06

25
77
F4
F5
2A

9B
5F
59
22
B2

AO
D3
7E
99
4D

38
B8
89
40
B8

8A
F7
47
AC
90
F3
03
BO
66
7F

4C
ES5
9B
F2
BF

09
77
c8
Ad
86

17
86
B9
Bl
C8

CD
C8
46
2D
67

84
B4
21
71
33

D2
36
35
2F
6F
13
0B
79
5E
21

5F
OF
ocC
93
B4

D2
61
5B
AA
5B

7F
27
F9
25
51

85
E4
8C
55
41

6A
2A
6F
EC
CD

c8
F2
64
37
34
D7
3D
57
Cc9

OA
B5

OE
55

02
Ad
12
BB
6C

EE
51
1E
98
16

22
F1
EC
65
11

AB
25
4B
21
E2

62
75
4D
6E
D8
2D
05
D3
1B

70
85

92
31

51
45
93
74
14

1B
El
9B
BA
23

EA
84
15
7B
3B

03
FB
25

C6

B2
D6
95
1C
6E
39
A2
2F
AF

FF
926

CD
Cc9

01
93

FD
E8

83
B7
D3
3D
75

DO
44
DE
24
El

BC
F6
9E
C5
95

Cc7
E8
CD
EE
08
5E
8F
2B
8B

27
C6

A5
DC

DE
6B
73
3C
AE

1B
AO
29
59
93

6E
48
E4
EA
BE

BB
E4
DO
7F
EE
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BobPrivRSAEncrypt =

Oo~Nh~O

20

22
26
30
33

165

170 02 128:

301

368

Hoffman,

30
02
30
06
05
04
30

02
02

02

02

02

Ed.

645: SEQUENCE {
1:  INTEGER O
13:  SEQUENCE {

9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1
(PKCS #1)

O; NULL

: }
608: OCTET STRING, encapsulates {
604: SEQUENCE {
1: INTEGER O

129: INTEGER

00
41
FB
DO
B7
65
46
85
1C
D8
5F

3: INTEGER
INTEGER

67
22
88
30
70
DA
C6
5E
9E
3D
F6

65; INTEGER

00
BC
F5
OB
93
F3

65: INTEGER

00
C8
19

A9
5E
1D
35
08
1E
01
8B
FB
69
38

CD
83
94
CB
79
87
77
21
4E
BO
10

DO
A6
72
9B
B5
31

DO
D7
45

Informational

El
A6
01
85
3B
7B
86
31
5D
01
CF

67
79
DA
6D
09
D9
36
04
60
F1
1C

65537

48
9C
F2
E7
OA
98
DC
71
63
1B
09

C3
75
Cc4
DA
5B
Cc2

51
AB
CB

4C
6D
1C
BA
AO
D6
A9
43
FO
DF
D8

22
D6
EB
DD
FE
B9

FC
F2
66

89
19
7A
C9
A9
34
B8
Cc4
05
2C

9A
FO
6B
6A
F4

91
FC
17
FA
87

C6
66
FO
6B
CE
ES

1E
58
CA

3F
85
70
98

33
32
cC
EO
F8
AA

0D
A6
OF
56
FE

DO
oD
58
25
DB

DE
3F
46
6D
EA

22
D4
28

39
c8
26
66
B8
24
CB
18
5C
7A
6A

8F
06
8B
AD
45

7C
07
79

03

A2
D4
9A
F8
FD

B7
F7
19

D5
35
17
14
19
A3
07
08
1F
70
A7

98

35
77
EO

30
3D
1C
A3
19

99
8D
F1
FC
68

5B
82
5F

5F
5D
OF
41
69
7F
03

53
D1
EB

Cc2
BC
DE
C6
A9

AO
FO
4B
co

18
45
3E
3B
84

ED
94
E2

F2
9A
BD
5C
37
3B
59

D3
BE

1B
ED
OE
EB
B2

A2
FA
98
2C

76
52
5C
3C
23

B5
F3
10

D

AO
91
A5
CF
6D
BB
52
E6
7F
83

65

82
51
F4

C5
6D
1C
98

8F
8C
AA
08
62

8E
53
2B

93
5B
22
B7
F9
AF
FC
4F
53
C6

FF
03
78
79
19

08
14
3D
05

8D
76
55
43
AF

01
A8
F3
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8F EC 6A 30 74 F8 4D 11 F4 A7 C4 20
BS5 47 21 DC 49 01 F9 OA 20 29 FO 24
: 08 84 60 7D 8F
435 02 64: INTEGER
' 34 BA 64 C9 48 28 57 74 D7 55 50 DE
6A 48 EF 1B 2A 5A 1C 48 7B 1E 21 59
C3 60 3B 9B 97 A9 CO EF 18 66 A9 4E
62 52 38 84 CE E5 09 88 48 94 69 C5
20 14 99 5A 57 FE 23 6C E4 A7 23 7B
: DO 80 B7 85
501 02 65: INTEGER
' 00 9E 2F B3 37 9A FB OB 06 5D 57 El1
09 06 A4 5D D9 90 96 06 05 5F 24 06
40 72 9C 3A 88 85 9C 87 OF 9D 62 12
88 16 68 A8 35 1A 1B 43 E8 38 CO 98
69 AF 03 OA 48 32 04 4E E9 OF 8F 77
: 7D 34 30 25 07
568 02 64: INTEGER
' 57 18 67 D6 OA D2 B5 AB C2 BA 7A E7
54 DA 9C 05 4F 81 D4 EF 01 89 1E 32
3D 69 CB 31 C4 52 C8 54 55 25 00 3B
1C 2A 7C 26 50 D5 E9 A6 D7 77 CB CF
15 F5 EE OB D5 8D EE B3 AF 4C Al 7C

63 46 41 F6
¥
: 3
634 AO 13: [0] {
636 30 11: SEQUENCE {
638 06 3: OBJECT IDENTIFIER keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
643 31 4: SET {
645 03 2: BIT STRING O unused bits
' “00001000°B (bit 3)
Error: Spurious zero bits in bitstring.
}
¥
¥
}
CarlPrivDSSSign =
0 30 330: SEQUENCE {
4 02 1: INTEGER O
7 30 299: SEQUENCE {
11 06 7: OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
20 30 286: SEQUENCE {

24 02 129: INTEGER
' 00 B6 49 18 3E 8A 44 C1 29 71 94 4C
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01 C4 12 C1 7A 79 CB 54 4D AB 1E 81
FB C6 4C B3 OE 94 09 06 EB 01 D4 B1l
C8 71 4B C7 45 CO 50 25 5D 9C FC DA
E4 6D D3 E2 86 48 84 82 7D BA 15 95
4A 16 F6 46 ED DD F6 98 D2 BB 7E 8A
OA 8A BA 16 7B B9 50 01 48 93 8B EB
25 15 51 97 55 DC 8F 53 OE 10 A9 50
FC 70 B7 CD 30 54 FD DA DE A8 AA 22
BS A1 AF 8B CC 02 88 E7 8B 70 5F B9

: AD E1 08 D4 6D 29 2D D6 E9

156 02 21: INTEGER
' 00 DD C1 2F DF 53 CE OB 34 60 77 3E
: 02 A4 BF 8A 5D 98 B9 10 D5
179 02 128: INTEGER

: OC EE 57 9B 4B BD DA B6 07 6A 74 37
4F 55 7F 9D ED BC 61 OD EB 46 59 3C
56 0B 2B 5B OC 91 CE A5 62 52 69 CA
El1 6D 3E BD BF FE E1 B7 B9 2B 61 3C
AD CB AE 45 E3 06 AC 8C 22 9D 9C 44
87 OB C7 CD FO 1C D9 B5 4E 5D 73 DE
AF OE C9 1D 5A 51 F5 4F 44 79 35 5A
73 AA 7F 46 51 1F A9 42 16 9C 48 EB
8A 79 61 B4 D5 2F 53 22 44 63 1F 86
B8 A3 58 06 25 F8 29 CO EF BA EO 75
FO 42 C4 63 65 52 9B OA

}

: }
310 04 22: OCTET STRING, encapsulates {
312 02  20: INTEGER
: 19 B3 38 A5 21 62 31 50 E5 7F B9 3E
08 46 78 D1 3E B5 E5 72

}
}
CarlPrivRSASign =
0 30 630: SEQUENCE {
4 02 1: INTEGER O
7 30 13: SEQUENCE {
9 06 9: OBJECT IDENTIFIER
o rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
20 05 0: NULL
: 3}
22 04 608: OCTET STRING, encapsulates {
26 30 604: SEQUENCE {
30 02 1: INTEGER O

33 02 129: INTEGER
' 00 E4 4B FF 18 B8 24 57 F4 77 FF 6E
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73
D8
9D
A7
A2
99
16
29
F8
38

7B
41
BD
BD
36
25
AO
CB
18
B9

INTEGER
INTEGER

00
EF
7A
BC
D6
4E
20
D4
EO
BA
1C

AE
38
86
29
13
OF
77
9C
90
4A
AB

INTEGER

00
93
Bl
40
61
BB

FF
B3
48
F6
0A
A7

INTEGER

00
OF
Cb
07
01
B6

E4
BA
7D
D9
AA
Cc2

INTEGER

57
44
F8
6D
2E
D8

36
00
E7
B5
46
54

INTEGER

64
03
D8

Al
Cb
1A

Informational

93
46
51
D7
Bl
8F
C5
82
D6
1B

71
DO
1E
8D
ED
B8
BE
DD
c8
3C

65537

73
5F
67
OE
9B
BD
90
87
16
ED
CB

DF
BO
BA
BF
6E
OE

69
63
D1
30
1B
7E

6C
F8
00
63
F8
26

OF
BO
B6

E4
53
36
F3
C3
A7
DF
60
F8
39
E8

09
49
OB
DC
3B
7F

68
1D
Cc2
03
07
AB

8F
80
EO
co
77
95

AC
E6
88

5C
CD
17
1A
E2
4E
OE
AC
57
1D

5B
21
E7
8F
97
A8
61
ED
80
B6
F5

AO
BB
39
AE
CE
OB

18
72
27
A3
1F
73

8C
E2
8F
AD
85

55
A7
14

BC
11
7A
53
50
AB
AE
44
5E
97

5F
2A
7D
BD
7A
F7
9B
76
47
5D
26

56
DE
El
1D
30

5F
CB
A9
03
20

04
AF
8C
44
4B

74
19
AO

33
3A
F2
EC
E2
B9
44
E9
F2
Cco

5B
2F
62
C3
CA
54
9A
84
C3
02
3F

0B
E7
1C
DO
DA

F9
20
2E
AB
4C

76
42
27
E9
3B

1B
1D
2C

1A
04
76
E4
32
7D
5B
AA
76
6A

66
62
78
Cc9
6A
06
6F
F1
19
47
Ad

42
81
7B
Al
36

57
Ad
AC
7F
B7

6C
01
Ad
76
87

BD
80
7A

92
B3
2C
00
09
D5

93
C4
F1

5A

75
Cc9
FO
41
74
6A
6B
3B
81

52
7D
22
AD
9F

DO
81
7A
88
C9

B6
A9
2D
91
04

oD
AF
C5

92
8E
2B
D5
8A
96
5E
94
F2

C9

3D
B6
B8
BD
DE
30

5F

9E
28
18
04
65

7C
76
56
92
7B

D4
OF
5F
A7
FO

61
F1
76

72
AF
86
E8
3F
65

29
11

D7

73
F8
85
EB
EA
37
75
1B

c4
99
33

25

66
64
9A
50
56

EE
14
A2
19
AF

7B
41
D4

23
82
39
EC
9F
DA
A7
OE
60

C6

AO
BA
65
DC
3B
D5
77
C8

4D
DO
B6
5A
29

89
89
85
24
F7

24
84
E5
49
D2

17
48
OF
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OE 1F 7A 2A B2 6E 37 04 AB 39 45 73
BA 46 A8 OF 8D 82 5F 22 14 05 CF A2

: A3 F3 7C 83

568 02 64: INTEGER

' 26 1E 1D 1C Al 98 2B E4 DB 38 E8 57
6E 6B 73 19 88 61 3A FA 74 4A 36 8B
47 68 5D 50 EB 26 E3 EA 7D 9B 4E 65
A9 AF 7B AB 4B 2E 76 51 3D A8 DO 11
AB A3 D6 A8 CO 27 36 1D 54 OB AA A7

D1 6D 8D FA
}
¥
¥
DianePrivDSSSign =
0 30 331: SEQUENCE {
4 02 1: INTEGER O
7 30 299: SEQUENCE {
11 06 7: OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
20 30 286: SEQUENCE {

24 02 129: INTEGER
' 00 B6 49 18 3E 8A 44 C1 29 71 94 4C
01 C4 12 C1 7A 79 CB 54 4D AB 1E 81
FB C6 4C B3 OE 94 09 06 EB 01 D4 Bl
C8 71 4B C7 45 CO 50 25 5D 9C FC DA
E4 6D D3 E2 86 48 84 82 7D BA 15 95
4A 16 F6 46 ED DD F6 98 D2 BB 7E 8A
OA 8A BA 16 7B B9 50 01 48 93 8B EB
25 15 51 97 55 DC 8F 53 OE 10 A9 50
FC 70 B7 CD 30 54 FD DA DE A8 AA 22
B5 A1 AF 8B CC 02 88 E7 8B 70 5F B9
: AD E1 08 D4 6D 29 2D D6 E9
156 02 21: INTEGER
' 00 DD C1 2F DF 53 CE OB 34 60 77 3E
: 02 A4 BF 8A 5D 98 B9 10 D5
179 02 128: INTEGER
: OC EE 57 9B 4B BD DA B6 07 6A 74 37
4F 55 7F 9D ED BC 61 OD EB 46 59 3C
56 0B 2B 5B OC 91 CE A5 62 52 69 CA
El1 6D 3E BD BF FE E1 B7 B9 2B 61 3C
AD CB AE 45 E3 06 AC 8C 22 9D 9C 44
87 OB C7 CD FO 1C D9 B5 4E 5D 73 DE
AF OE C9 1D 5A 51 F5 4F 44 79 35 5A
73 AA 7F 46 51 1F A9 42 16 9C 48 EB
8A 79 61 B4 D5 2F 53 22 44 63 1F 86
B8 A3 58 06 25 F8 29 CO EF BA EO 75
FO 42 C4 63 65 52 9B OA

Hoffman, Ed. Informational [Page 11]
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310
312

04  23-
02 21

Examples of S/MIME Messages

}

+
OCTET STRING, encapsulates {
INTEGER

00 96 95 F9 EO C1 EO 41 2D 32 OF 8B
42 52 93 2A E6 1E OE 21 29

}
}

DianePrivRSASignEncrypt =

Oo~Nh~O

20
22
26

30
33

165
170

301

Hoffman,

30 631
02 1:
30 13:
06  o:
05 0
04 609:
30 605:
02 1:
02 129-
02 3:
02 128:
02  65:
Ed.

SEQUENCE {
INTEGER 0
SEQUENCE {

OBJECT IDENTIFIER
rsaEncryption (1 2 840 113549 1 1
(PKCS #1)

NULL

3+
OCTET STRING, encapsulates {

SEQUENCE {

INTEGER O
INTEGER

00
EA
Bl
F6
A9
F6
07
C3
93
C3
8B

D6
7C
92
7C
76
D4
DB
60
47
5E
44

INTEGER
INTEGER

3D
23
7D
96
65
AC
D2
FF
24
39
D7

BD
04
93
CF
DO
21
A3
15
F7
8D
05

INTEGER

00

F3

Informational

FD
BB
5A
FB
9D
B7
AO
49
EE
47
1D

B8
A2
17
44
CF
28
C1
AC
FO
ES
95

65537

Cbh
2B
3C
FE
3A
11
84
20
D4
62
91

B8

C2
C5
OF
58
77
71
25
24
4A
BD
53

3F

co
62
F4
CA
EC
0A
60
45
73

5D

OE
6B
D3
80
45
44
63

32
80

4A

70
FA
20
8B
AO
BB
1E
D7
35

CD

61
35
25
8F
24
E3
B5
F1
9E
FC
96

D1

C6
FO
El
27
2C
F8
B7
F8
72

28

14
A5
96

9E
B2
BC
80
B9
oC

94

4C
E6

06
70
BF
7E
C6
BO

Co

5B
96
BA
Bl
oc
A8
2F
2F
49
24
41

BO

25
32
24
F1
96

67
EF
02

85

4B
45
62
8C
EB
A9
1E
D5
D8
92

91

EC
3A
82
7E
F2
4C
F7
08
C4

E7
23
52
BD
86
2E
DD
41
19
93

60

D

EA
53

26
83

DE
37
F3
69

BF
FC
42
D4
80
AC
F6
OE
8E
E4

13

CF
FF

03
42
3F
Bl
21
11
64

60
69
E2
0D
C3
17
21
32
3F
C3

41

July 2005
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368 02

435 02

502 02

569 02

2.3. Certificates

65:

65-

65:

64:

Examples of S/MIME Messages

92
D4
5F
52
36

0D
OB
4F
B3
75

INTEGER

00
AA
86
68
2C
AO

El
02
Cc9
38
54
7E

INTEGER

00
67
29
2B
08
5F

AF
A9
8B
D4
2D
AC

INTEGER

00
A2
DD
9A
DD
89

B9
7C
94
19
AB
8A

INTEGER

01
DF
BO
B3
65
AC

07
A8
73
AC
Al
6C

AliceDSSSignByCarINolnherit =
732: SEQUENCE {

0 30
4 30
8 AO
10 02

13 02

17 30
19 06

Hoffman, Ed.

667:
3:
1:
2:
9:
7:

SEQUENCE {
[o] {

INTEGER 2

3
INTEGER 200

SEQUENCE

{

8D
70
19
22
68

D2
B4
10
00
80
D2

B6
Al
FE
09
E3
12

98
52
C6
DC
1D
71

21
DE
74
69
16
BF

44
o9
85
D8
73

E7
5A
8D
4B
OA
BB

BC
99
OA
AO
07
5C

41
8A
1B
73
08
DB

97
F7
C8
ccC
39
E5

3F
1A
50
A8
B5

11
ED
56
2E
75
91

DB
FC
DF
56
B5
A9

FC
20
C3
ED
7B
61

5F
E2
Cc4
B3
39

77
AF
Al
7C

57
4E
7B
D2
BA

22
EF
D4
5B
Al

08
5A
25
E9
B5

7A
Bl
BE
F7
BO

1D
E9
90
8E

06
9D
31
26
D1

73
D2
C8
C5
E7

50
EA
co
1D
AC

60
34
3F
3F
E3

FF
90
91
54

AE
82
75
32
66

43
8E
5E
Bl
B3

1F
2C
82
27
7F

A8
7D
58
7C
74

96
94
AE
7F

72
11
79
DD
96

41
FD
57
62
FF

73
89
51
D4
E9

FD
FC
45
AC

23
F2
BD
00

95
4F
69

1B

EC
1D
25
FC
Cc4

60
D9
E4
F8
82

5A
EB
30
Cc7
CF

44
BO
05
72

22
96
E7
E2
BO

B4
FB
OA
20
co

8A
A5
EE
6C
9B

5C
91
06
B8
CD

08
D5
76
4F

16
3C
75
EO
OE

B5
E5
5D
BE
A5

01
19
2B
03
F1

07
BD
90
1B
C5

July 2005

OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)

Informational
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28 30  18:
30 31 16:
32 30 14:
34 06
39 13
48 30  30:
50 17  13:
65 17 13-
80 30 19:
82 31 17:
84 30 15:
86 06
91 13

101 30 438:
105 30 299:
109 06

118 30 286:
122 02 129:
254 02  21:
277 02 128-

Hoffman, Ed.

Examples of S/MIME Messages

(ANS1 X9.57 algorithm)

}
SEQUENCE {
SET {

SEQUENCE {
OBJECT IDENTIFIER commonName (2 5 4 3)

(X.520 id-at (2 5 4))

PrintableString ’CarlDSS”

+
+

}
SEQUENCE {
UTCTime
UTCTime

}
SEQUENCE {
SET {

7990817011049Z2~
73912312359597”

SEQUENCE {
OBJECT

(X.520 id-at (2 5 4))
PrintableString ”AliceDSS”

+
}

}
SEQUENCE {
SEQUENCE

{

IDENTIFIER commonName

OBJECT IDENTIFIER dsa (1
(ANS1 X9.57 algorithm)
SEQUENCE {
INTEGER

00
48
53
oc
2F
DC
9B
8B
C3
78
B5

81
28
C5
D6
El
5F
DE
54
B5
BD
E4

INTEGER

00
B8

E2
37

INTEGER

26
4B
CB

38
59
1A

8D
A3
AB
F3
D9
69
A7
F1
B3
FF
09

47
21

DO
6A
30

CD
E4
84
44
30
8A
5E
3F
E3
9D
96

A6
2B

14
4C
Cc3

ED
47
08
48
C8
E4
F9
BO
55
BO
5C

1A
62

89
76
1E

Informational

83
93
4F
D1
36
75
FC
07
08
84
F3

45
8B

32
23
50

EA
DD
FF
FE
DE
DO
F4
08
75
97
7E

66
F7

AA
39
5D

2 840

OA

94
9F
3F
37
9F
47
D5
37
5B

B8
93

39
04
DD

9E

El
AF
9B
ocC
2F
4D
39
F2
DB

13
CD

FB
02
9B

July 2005

@ 5 4 3)

10040

39
A8
73
Ad
BF
91
DD
5D
76
E4

3E
35
59

3E

48
Al
B7
08
43
88

51

DA

6D
5C
E2

4 1)

c2

7E
89
4C
95
A8
C3

1B

8F

D9
F2
Cbh
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408
412

543
546
548
550

555
558
560

562
564
569

572
574

578
580

Hoffman,

03
02

A3
30

06

01

04
30

30
06
01

04
03

30
06

Ed.

132:
128:

129-
127-
12:

Examples of S/MIME

AA
7D
3E
E9
01
95
1F
D1

}

05
8A
90
CE
7C
4A
11
81

3D
42
F8
2E
6D
53
7F
4A

58
25
6D
5D
49
56
Cc2
60

Messages

co
A7
EA
A3
89
B5
BD
39

7B
F4
9C
07
11
E2
ED
BA

A2
75
Cc9
Cb
89
F9
D1
36

36
CF
21
23
36
73
50
39

B8
aA
8A
85
a4
EC
FF

6E
08

B8
BD
1A
98

07
5E
76
2F
F8
61
74

}
BIT STRING O unused bits, encapsulates
INTEGER

5C
3F
16
12
1B
A5
7E
08
F1
32
F2

+
31 {

E3
A9
89
3D
3E
AO
1A
BF
BB
84
A5

SEQUENCE {
SEQUENCE {
OBJECT
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
SEQUENCE {}

B9
EC
28
43
24
4A
F2
66
34
FO
E2

IDENTIFIER

}
SEQUENCE {
OBJECT IDENTIFIER keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 6 unused bits

}

’11°B

}
SEQUENCE {
OBJECT
authorityKeyldentifier (2 5 29 35)

IDENTIFIER

5A
AC
11
58
7D
E3
24
14
D4
7E
F4

75
5E
23
6F
3D
85
AB
80
D2
41
F2

Informational

14
DC
D9
E5
07
D6
53
5C
96
40
83

96
BD
34
51
8D
CE
1A
62
37
FD
E5

0B
B7
86
BF
5B
06
B8
AC
F6
46
B8

A9
13
67
FA
63
80
27
65
61
A7

7A
11
75
89
C8
3F
0D
FA
47
63

DD
34
75
F2
BB
E8
1E
15
B2
4E

July 2005

AF
4B
14
30
C8
36
Cc2

E3

13
A2
45
23
EF
8B
C4
33
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: (X.509 id-ce (2 5 29))
585 04 24: OCTET STRING, encapsulates {

587 30 22: SEQUENCE {

589 80  20: [0]
: 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F

}
- } }
611 30 29; SEQUENCE {

613 06 3: OBJECT IDENTIFIER
: subjectKeyldentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
618 04 22: OCTET STRING, encapsulates {
620 04  20: OCTET STRING
: BE 6C Al B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD

}
: }
642 30 31: SEQUENCE {
644 06 3: OBJECT IDENTIFIER subjectAltName (2 5 29 17)
: (X.509 id-ce (2 5 29))
649 04 24: OCTET STRING, encapsulates {
651 30 22: SEQUENCE {
653 81 20: [1] “AliceDSS@example.com”
: by
}
}
he
}
: }
675 30 9: SEQUENCE {
677 06 7: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)

(ANS1 X9.57 algorithm)

: +
686 03  48: BIT STRING O unused bits, encapsulates {
689 30 45: SEQUENCE {
691 02 20: INTEGER
o 55 0C A4 19 1F 42 2B 89 71 22 33 8D
: 83 6A B5 3D 67 6B BF 45
713 02  21: INTEGER
: 00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}
+
+

AliceRSASignByCarl =

Hoffman, Ed. Informational [Page 16]
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0 30 556: SEQUENCE {
4 30 405: SEQUENCE {
8 AO 3: [0] {
10 02 1: INTEGER 2
: }
13 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: C4 10 B3 BO
31 30 13: SEQUENCE {
33 06 9: OBJECT IDENTIFIER
o shalwithRSAEncryption (1 2 840 113549 1 1 5)
: (PKCS #1)
44 05 0: NULL
: }
46 30 18: SEQUENCE {
48 31 16: SET {
50 30 14: SEQUENCE {
52 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
57 13 7: PrintableString “CarlRSA’
: }
}
: }
66 30 30: SEQUENCE {
68 17 13: UTCTime ”990919010847Z~
83 17  13: UTCTime ”3912312359597~
: }
98 30 19: SEQUENCE {
100 31 17: SET {
102 30 15: SEQUENCE {
104 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
109 13 8: PrintableString “AliceRSA’
: }
}
: }
119 30 159: SEQUENCE {
122 30 13: SEQUENCE {
124 06 9: OBJECT IDENTIFIER
o rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
135 05 0: NULL
: }
137 03 141: BIT STRING O unused bits, encapsulates {
141 30 137: SEQUENCE {

144 02 129: INTEGER
' 00 EO 89 73 39 8D D8 F5 F5 E8 87 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB

Hoffman, Ed. Informational [Page 17]
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276

281
284
286
288

293
296
298

300
302

307
310
312

316
318

323
325
327

349
351

Hoffman,

02

A3
30
30
06

01
04
30

30
06

01
04
03

30
06

04
30
80

30
06

Ed.

129-
127-
12:

31:

24:
22:
20:

29:

Examples of S/MIME Messages

DC 7D C7 75 29 OD 05 2E 6D
86 26 D4 D2 6F AA 58 29 FC
82 51 OF 30 80 BE B1 50 9E
2C BB D8 32 CF C6 68 6F 07
AC BE EE 34 09 6A 13 F5 F7
DF 5E BA 35 56 D9 61 FF 19
E6 F8 6C EA 87 40 70 EF AC
9F 2D FA 55 3A B9 99 77 02
8C 4E F3 57 38 57 74 57 5F
INTEGER 65537

}
}
+

31 {

SEQUENCE {
SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
he

}
SEQUENCE {

12
97
46
D9
05
7F
6D
A6

DF
EC
44
BO
05
C9
2C
48

July 2005

A6
FA
F1
60
93
81
74
52

OBJECT IDENTIFIER keyUsage (2 5 29 15)

(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 6 unused bits
“11°B
}

}
SEQUENCE {
OBJECT IDENTIFIER

authorityKeyldentifier (2 5 29 35)

(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {

[0]

E9 EO 90 27 AC 78 20 7A 9A D3 4C F2

42 37 4E 22 AE 9E 38 BB

}
}

}
SEQUENCE {
OBJECT IDENTIFIER

subjectKeyldentifier (2 5 29 14)

Informational
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: (X.509 id-ce (2 5 29))
356 04 22: OCTET STRING, encapsulates {
358 04 20: OCTET STRING
: 77 D2 B4 D1 B7 4C 8A 8A A3 CE 45 9D
CE EC 3C A0 3A E3 FF 50

¥
: }
380 30 31: SEQUENCE {
382 06 3: OBJECT IDENTIFIER subjectAltName (2 5 29 17)
: (X.509 id-ce (2 5 29))
387 04 24: OCTET STRING, encapsulates {
389 30 22: SEQUENCE {
391 81 20: [1] “AliceRSA@example.com”
: }
}
}
}
¥
: }
413 30 13: SEQUENCE {
415 06 9: OBJECT IDENTIFIER
o shalwithRSAEncryption (1 2 840 113549 1 1 5)
: (PKCS #1)
426 05 0: NULL

: }
428 03 129: BIT STRING O unused bits
: 3E 70 47 A8 48 CC 13 58 8F CA 51 71
6B 4E 36 18 5D 04 7E 80 B1 8D 4D CC
CA A3 8F CC 7D 56 C8 BC CF 6E B3 1C
59 A9 20 AA 05 81 A8 4E 25 AD A7 70
14 75 2F F5 C7 9B D1 OE E9 63 D2 64
B7 C6 66 6E 73 21 54 DF F4 BA 25 5D
7D 49 D3 94 6B 22 36 74 73 B8 4A EC
2F 64 ED D3 3D D2 A7 42 C5 E8 37 8A
B4 DB 9F 67 E4 BD 9F F9 FE 74 EF EA
FO EE 63 6A D8 3F 4B 25 09 B5 D8 1A
76 AE EB 9B DB 49 BO 22

}

BobRSASignByCarl =
0 30 551: SEQUENCE {
4 30 400: SEQUENCE {

8 A0  3: [0] {
10 02 1: INTEGER 2
: s
13 02  16: INTEGER
- 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
CD 5D 71 DO

Hoffman, Ed. Informational [Page 19]
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31
33

44

46
48
50
52

57

66
68
83

98
100
102
104

109

117
120
122

133
135

139
142

Hoffman,

30
06
05
30

31
30

13

30
17
17

30

30
06

13

30
30
06

05

03

30
02

Ed.

18:
16:
14:

30:
13:
13:

17-
15:
13:

159:
13:

141-
137:
129:

Examples of S/MIME Messages

SEQUENCE {

OBJECT IDENTIFIER

July 2005

shalwithRSAEncryption (1 2 840 113549 1 1 5)

(PKCS #1)
NULL

}
SEQUENCE {
SET {
SEQUENCE

{

OBJECT IDENTIFIER commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString ’CarlRSA”

}
}

b
SEQUENCE {

UTCTime ~990919010902Z~
UTCTime >3912312359597”

}
SEQUENCE {
SET {
SEQUENCE

{

OBJECT IDENTIFIER commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ”BobRSA’

}
+

}
SEQUENCE {
SEQUENCE {

OBJECT IDENTIFIER
rsaEncryption (1 2 840 113549 1 1 1)
(PKCS #1)

NULL

¥
BIT STRING O unused bits,

SEQUENCE {

INTEGER

00
41
FB
DO
B7
65
46
85
1C
D8

A9
5E
1D
35
08
1E
01
8B
FB
69

El
A6
01
85
3B
7B
86
31
5D
01

67
79
DA
6D
09
D9
36
04
60
F1

Informational

98
89
19
7A
Cc9
A9
34
B8
Cc4
05

3F
85
70
98
91
33
32
cC
EO
F8

encapsulates {

39
C8
26
66
B8
24
CB
18
5C
7A

D5
35
17
14
19
A3
07
08
1F
70

5F
5D
OF
41
69
7F
03
14
53
D1

F2
9A
BD
5C
37
3B
59
48
D3
BE

AO
91
A5
CF
6D
BB
52
E6
7F
83

93
5B
22
B7
F9
AF
FC
4F
53
C6
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274

279
281
283
285

290
293
295

297
299
304

307
309

313
315

320
322
324

346
348

353
355

377

Hoffman,

02

A3

30
06

01
04
30

30
06
01

04
03

30
06

04
30
80

30
06

04
04

30

Ed.

127
125:
12:

24:
22:
20:

22:
20:

29:

Examples of S/MIME Messages July 2005

5F 38 CF 1C 2C AA 6A A7 EB
INTEGER 65537

+
+

}
31 {
SEQUENCE {
SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 i1d-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {3}
}

}
SEQUENCE {
OBJECT IDENTIFIER keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 5 unused bits
”100°B (bit 2)
}

}
SEQUENCE {
OBJECT IDENTIFIER
authorityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
0]
E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

}
}

}
SEQUENCE {
OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
OCTET STRING
E8 F4 B8 67 D8 B3 96 A4 2A F3 11 AA
29 D3 95 5A 86 16 B4 24

3
¥
SEQUENCE {

Informational [Page 21]
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379 06  3:
384 04 22-
386 30 20:
388 81  18:
408 30 13:
410 06 O
421 05 O
423 03 129:

CarlDSSSelf =
0 30 667:
4 30 602:
8 AD  3:
10 02 1:
13 02 1-
16 30 O
18 06 7:
27 30  18:
29 31 16:
31 30 14:
33 06  3:
38 13 7:
Hoffman, Ed.

Examples of S/MIME Messages July 2005

OBJECT IDENTIFIER subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
[1] *BobRSA@example.com’

}
+
+

}
SEQUENCE {
OBJECT IDENTIFIER
shalwithRSAEncryption (1 2 840 113549 1 1 5)
(PKCS #1)
NULL

¥

BIT STRING O unused bits
7B 8E 66 C5 F1 10 3F 10 20 4C 88 71
AB 7B 40 6B 21 33 FA 4A 95 DE 9D OE
5B 6B 94 21 05 CO F2 E1 7E 2A CD 9C
03 88 87 FB 8B B7 7E 7D 41 61 E1 E4
D6 6D F9 E2 04 55 61 45 BC 64 27 44
CO A1 BD 59 79 D9 1D 64 3C 21 D6 45
BO 5D 68 33 92 EA AC F1 57 E5 81 7D
98 E6 35 91 A3 39 DE 77 F4 E8 1C 3B
29 DC 7F 51 07 97 F3 36 FO 50 OA DD
OB DE B6 5E 38 11 2B FB 57 EA 89 6D
AD C9 88 D8 8F CF 2B D3

SEQUENCE {
SEQUENCE {
[o] {
INTEGER 2

}
INTEGER 1
SEQUENCE {
OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
(ANS1 X9.57 algorithm)

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER commonName (2 5 4 3)
(X.520 i1d-at (2 5 4))
PrintableString ’CarlDSS”

Informational [Page 22]
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47 30  30:
49 17 13-
64 17 13-
79 30  18:
81 31 16-
83 30 14-
85 06
90 13
99 30 439:
103 30 299:
107 06
116 30 286:
120 02 129-
252 02  21:
275 02 128:
Hoffman, Ed.

Examples of S/MIME Messages

}
}

}
SEQUENCE {
UTCTime
UTCTime

}
SEQUENCE {
SET {

SEQUENCE {
OBJECT

7990816225050Z2”
73912312359597”

PrintableString ’CarlDSS”

}
+

}
SEQUENCE {
SEQUENCE

{

OBJECT IDENTIFIER dsa (1
(ANSI X9.57 algorithm)
SEQUENCE {
INTEGER

00
01
FB
c8
E4
4A
OA
25
FC
B5
AD

B6
Cc4
C6
71
6D
16
8A
15
70
Al
El

INTEGER

00
02

DD
Ad

INTEGER

oc
aF
56
E1
AD
87
AF
73
8A
B8
FO

EE
55
0B
6D
CB
0B
OE
AA
79
A3
42

49
12
4C
4B
D3
F6
BA
51
B7
AF
08

C1
BF

57
7F
2B
3E
AE
Cc7
Cc9
7F
61
58
c4

18
C1
B3
Cc7
E2
46
16
97
CD
8B
D4

2F
8A

9B
9D
5B
BD
45
CD
1D
46
B4
06
63

3E
7A
OE
45
86
ED
7B
55
30
cC
6D

DF
5D

4B
ED
oc
BF
E3
FO
5A
51
D5
25
65

Informational

8A
79
94
co
48
DD
B9
DC
54
02
29

53
98

BD
BC
91
FE
06
1C
51
1F
2F
F8
52

44
CB
09
50
84
F6
50
8F
FD
88
2D

CE
B9

DA
61
CE
El
AC
D9
F5
A9
53
29
9B

IDENTIFIER commonName
(X.520 id-at (2 5 4))

2 840

C1
54
06
25
82
98
01
53
DA

D6

0B
10

B6
0D
A5
B7
8C
B5
4F
42
22
co
OA

29
4D
EB
5D
7D
D2
48
OE
DE

E9

34
D5

07
EB
62
B9
22
4E
44
16
44
EF

July 2005

(254 3)

10040

71
AB

9C
BA
BB
93
10
A8
70

60

6A
46
52
2B
9D
5D
79
9C

BA

94
1E
D4
FC
15
7E
8B
A9
AA
5F

77

74
59
69
61
9C
73
35
48
1F
EO

4 1)

4C
81
Bl
DA
95

EB
50
22
B9

3E

37
3C
CA
3C
44
DE
5A
EB
86
75
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}

: 3+
406 03 133: BIT STRING O unused bits, encapsulates {
410 02 129: INTEGER
: 00 99 87 74 27 03 66 A0 B1 CO AD DC
2C 75 BB E1 6C 44 9C DA 21 6D 4D 47
6D B1 62 09 E9 D8 AE 1E F2 3A B4 94
B1 A3 8E 7A 9B 71 4E 00 94 C9 B4 25
4E B9 60 96 19 24 01 F3 62 0OC FE 75
CO FB CE D8 68 00 E3 FD D5 70 4F DF
23 96 19 06 94 F4 B1 61 8F 3A 57 Bl
08 11 A4 OB 26 25 FO 52 76 81 EA OB
62 OD 95 2A E6 86 BA 72 B2 A7 50 83
OB AA 27 CD 1B A9 4D 89 9A D7 8D 18
39 84 3F 8B C5 56 4D 80 7A

}
: by
542 A3  66: [31 {
544 30 64: SEQUENCE {
546 30 15: SEQUENCE {
548 06 3: OBJECT IDENTIFIER
o basicConstraints (2 5 29 19)
o (X.509 i1d-ce (2 5 29))
553 01 1: BOOLEAN TRUE
556 04 5: OCTET STRING, encapsulates {
558 30 3: SEQUENCE {
560 01 1: BOOLEAN TRUE
: }
he
: }
563 30 14: SEQUENCE {
565 06 3: OBJECT IDENTIFIER keyUsage (2 5 29 15)
o (X.509 id-ce (2 5 29))
570 01 1: BOOLEAN TRUE
573 04 4: OCTET STRING, encapsulates {
575 03 2: BIT STRING 1 unused bits
: >1100001°B
by
: }
579 30 29: SEQUENCE {
581 06 3: OBJECT IDENTIFIER
: subjectKeyldentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
586 04 22: OCTET STRING, encapsulates {

588 04 20: OCTET STRING
' 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F

}
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}
}
}
: }
610 30 9: SEQUENCE {
612 06 7: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)

(ANS1 X9.57 algorithm)

: 3+
621 03  48: BIT STRING O unused bits, encapsulates {
624 30 45: SEQUENCE {
626 02 20: INTEGER
: 6B A9 FO 4E 7A 5A 79 E3 F9 BE 3D 2B
: C9 06 37 E9 11 17 A1 13
648 02 21: INTEGER
' 00 8F 34 69 2A 8B B1 3C 03 79 94 32
4D 12 1F CE 89 FB 46 B2 3B

}
}

CarlIRSASelf =
0 30 491: SEQUENCE {
4 30 340: SEQUENCE {

8 A0 3: [0] {
10 02 1: INTEGER 2
: }
13 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: 9F F2 50 20
31 30 13: SEQUENCE {
33 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption (1 2 840 113549 1 1 5)
: (PKCS #1)
44 05 0: NULL
: }
46 30 18: SEQUENCE {
48 31 16: SET {
50 30 14: SEQUENCE {
52 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
57 13 7: PrintableString ’CarlRSA”
: ¥
¥
: }
66 30 30: SEQUENCE {
68 17  13: UTCTime ”990818070000Z~
83 17  13: UTCTime >3912312359597~
: ¥
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98 30 18: SEQUENCE {
100 31  16: SET {
102 30 14: SEQUENCE {
104 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
o (X.520 i1d-at (2 5 4))
109 13 7: PrintableString ’CarlRSA”
: }
by
: }
118 30 159: SEQUENCE {
121 30 13: SEQUENCE {
123 06 9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
134 05 0: NULL
: by
136 03 141: BIT STRING O unused bits, encapsulates {
140 30 137: SEQUENCE {

143 02 129: INTEGER

' 00 E4 4B FF 18 B8 24 57 F4 77 FF 6E
73 7B 93 71 5C BC 33 1A 92 92 72 23
D8 41 46 DO CD 11 3A 04 B3 8E AF 82
9D BD 51 1E 17 7A F2 76 2C 2B 86 39
A7 BD D7 8D 1A 53 EC E4 00 D5 E8 EC
A2 36 B1 ED E2 50 E2 32 09 8A 3F 9F
99 25 8F B8 4E AB B9 7D D5 96 65 DA
16 AO C5 BE OE AE 44 5B EF 5E F4 A7
29 CB 82 DD AC 44 E9 AA 93 94 29 OE
F8 18 D6 C8 57 5E F2 76 C4 F2 11 60
38 B9 1B 3C 1D 97 C9 6A F1

275 02 3: INTEGER 65537

: }

}

: }
280 A3  66: 31 ¢
282 30 64: SEQUENCE {
284 30 15: SEQUENCE {
286 06  3: OBJECT IDENTIFIER

basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

291 01 1: BOOLEAN TRUE
294 04 5: OCTET STRING, encapsulates {
296 30 3: SEQUENCE {
298 01 1: BOOLEAN TRUE

: }

}

: e

301 30 14: SEQUENCE {
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303 06 3: OBJECT IDENTIFIER keyUsage (2 5 29 15)
o (X.509 id-ce (2 5 29))
308 01 1: BOOLEAN TRUE
311 04 4: OCTET STRING, encapsulates {
313 03 2: BIT STRING 1 unused bits
: >1100001°B
¥
: }
317 30 29: SEQUENCE {

319 06 3: OBJECT IDENTIFIER
o subjectKeyldentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
324 04 22: OCTET STRING, encapsulates {
326 04 20: OCTET STRING
' E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

he
}
}
by
: }
348 30 13: SEQUENCE {
350 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption (1 2 840 113549 1 1 5)
: (PKCS #1)
361 05 0: NULL

: +
363 03 129: BIT STRING O unused bits
' B7 9E D4 04 D3 ED 29 E4 FF 89 89 15
2E 4C DB OC FO 48 OF 32 61 EE C4 04
EC 12 5D 2D FF OF 64 59 7E OA C3 ED
18 FD E3 56 40 37 A7 07 B5 FO 38 12
61 50 ED EF DD 3F E3 OB B8 61 A5 A4
9B 3C E6 9E 9C 54 9A B6 95 D6 DA 6C
3B B5 2D 45 35 9D 49 01 76 FA B9 B9
31 F9 F9 6B 12 53 AO F5 14 60 9B 7D
CA 3E F2 53 6B BO 37 6F AD E6 74 D7
DB FA 5A EA 14 41 63 5D CD BE C8 OE
Cl1 DA 6A 8D 53 34 18 02

}

DianeDSSSignByCarllnherit =
0 30 440: SEQUENCE {
4 30 375: SEQUENCE {

8 AO  3: [0] {

10 02  1: INTEGER 2
: s

13 02 2: INTEGER 210
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17 30 9: SEQUENCE {
19 06 7: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
' (ANSI X9.57 algorithm)
: }
28 30 18: SEQUENCE {
30 31 16: SET {
32 30 14: SEQUENCE {
34 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
o (X.520 id-at (2 5 4))
39 13 7: PrintableString ’CarlDSS”
: }
¥
: }
48 30 30: SEQUENCE {
50 17  13: UTCTime ~990817020810Z~
65 17  13: UTCTime ”3912312359597~
: }
80 30 19: SEQUENCE {
82 31 17: SET {
84 30 15: SEQUENCE {
86 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
91 13 8: PrintableString ’DianeDSS”
: ¥
¥
: }
101 30 147: SEQUENCE {
104 30 9: SEQUENCE {
106 06 7: OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
: (ANSI1 X9.57 algorithm)
: }
115 03 133: BIT STRING O unused bits, encapsulates {

119 02 129: INTEGER

' 00 AO 00 17 78 2C EE 7E 81 53 2E 2E
61 08 OF Al 9B 51 52 1A DA 59 A8 73
2F 12 25 B6 08 CB CA EF 2A 44 76 8A
52 09 EA BD 05 22 D5 OF F6 FD 46 D7
AF 99 38 09 OE 13 CB 4F 2C DD 1C 34
F7 1C BF 25 FF 23 D3 3B 59 E7 82 97
37 BE 31 24 D8 18 C8 F3 49 39 5B B7
E2 E5 27 7E FC 8C 45 72 5B 7E 3E 8F
68 4D DD 46 7A 22 BE 8E FF CC DA 39
29 A3 39 E5 9F 43 E9 55 C9 D7 5B A6
81 67 CC CO AA CD 2E C5 23

: }
251 A3 129: 31 ¢
254 30 127: SEQUENCE {
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258

263
266
268

270
272

277
280
282

286
288

293
295
297

319
321

326
328

350
352

357

359
361
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01

03

30
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04
30
80

30
06

04
04

30
06

04
30
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29:

22:
20:

31:

24:
22:
20:
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SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

}
SEQUENCE {
OBJECT IDENTIFIER keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 6 unused bits
’11°B
hs

}
SEQUENCE {
OBJECT IDENTIFIER
authorityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
0]l
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F

+
}

}
SEQUENCE {
OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
OCTET STRING
64 30 99 7D 5C DC 45 0B 99 3A 52 2F
16 BF 58 50 DD CE 2B 18

}

}
SEQUENCE {
OBJECT IDENTIFIER subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
[1] °DianeDSS@example.com”
}
¥
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: }
: }
: }
: }
383 30 9: SEQUENCE {
385 06 7: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)

(ANS1 X9.57 algorithm)

: 3+
394 03 48: BIT STRING O unused bits, encapsulates {
397 30 45: SEQUENCE {
399 02 21: INTEGER
: 00 Al 1A F8 17 OE 3E 5D A8 8C F4 B6
: 55 33 1E 4B E3 2C AC B9 5F
422 02  20: INTEGER
o 28 4B 10 45 58 D2 1C 9D 55 35 14 18
91 B2 3F 39 DF B5 6E D3

}
}
}

DianeRSASignByCarl =
0 30 556: SEQUENCE {
4 30 405: SEQUENCE {

8 A0 3: [0] {
10 02 1: INTEGER 2
: }
13 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: D5 9A 30 90
31 30 13: SEQUENCE {
33 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption (1 2 840 113549 1 1 5)
: (PKCS #1)
44 05 0: NULL
: }
46 30 18: SEQUENCE {
48 31 16: SET {
50 30 14: SEQUENCE {
52 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
57 13 7: PrintableString ’CarlRSA”
: ¥
¥
: }
66 30 30: SEQUENCE {
68 17  13: UTCTime ”990819070000Z~
83 17  13: UTCTime >3912312359597~
: ¥
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98 30 19: SEQUENCE {
100 31  17: SET {
102 30 15: SEQUENCE {
104 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
o (X.520 i1d-at (2 5 4))
109 13 8: PrintableString ’DianeRSA’
: }
by
: }
119 30 159: SEQUENCE {
122 30 13: SEQUENCE {
124 06 9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
135 05 0: NULL
: by
137 03 141: BIT STRING O unused bits, encapsulates {
141 30 137: SEQUENCE {

144 02 129: INTEGER

: 00 D6 FD B8 CO 70 C6 4C 25 EC EA CF
EA 7C BB A2 62 FA FO E6 32 3A 53 FF
Bl 92 5A 17 F4 20 E1 99 24 82 OA DO
F6 7C FB 44 CA 8B 27 06 F1 7E 26 03
A9 76 9D CF EC A0 2C 70 96 F2 83 42
F6 D4 B7 28 OA BB F8 BF 4A 4C 19 3F
07 DB AO C1 60 1E B7 7E 67 F7 DE Bl
C3 60 49 AC 45 D7 F8 C6 EF 08 37 21
93 47 EE FO 73 35 72 BO 02 C4 F3 11
C3 5E 47 E5 OA B7 83 F1 DB 74 69 64
8B 44 1D 95 5D CD 28 CO 85

276 02 3: INTEGER 65537
: }
}
: }
281 A3 129: 31 ¢
284 30 127: SEQUENCE {
286 30 12: SEQUENCE {

288 06 3: OBJECT IDENTIFIER
' basicConstraints (2 5 29 19)
o (X.509 id-ce (2 5 29))

293 01 1: BOOLEAN TRUE

296 04 2: OCTET STRING, encapsulates {
298 30 0: SEQUENCE {3}

: by

: }
300 30 14: SEQUENCE {

302 06  3: OBJECT IDENTIFIER keyUsage (2 5 29 15)
- (X.509 id-ce (2 5 29))
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310
312
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24:
22:
20:

22:
20:

24:
22:
20:

129:
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BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 5 unused bits
”111°B
hs

}
SEQUENCE {
OBJECT IDENTIFIER
authorityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
0]l
E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

+
}

}
SEQUENCE {
OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
OCTET STRING
8C F3 CB 75 OE 8D 31 F6 D4 29 DA 44
92 75 B8 FE ED 4F 39 0OC

}

}
SEQUENCE {
OBJECT IDENTIFIER subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
[1] °DianeRSA@example.com”
}
¥
¥
}
}

}
SEQUENCE {
OBJECT IDENTIFIER
shalwithRSAEncryption (1 2 840 113549 1 1 5)
(PKCS #1)
NULL

s
BIT STRING O unused bits
7D A6 2C B5 78 42 D6 79 F3 31 FE F6
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42 CA OF 13 07 92 09 1B EO 6F BO 91
18 F6 BF 4A FB CC 63 79 FB 81 BF DD
97 C7 90 6B CB OA 37 2B 41 6A 03 98
C5 1B 3E 32 C8 45 2B 86 01 9C 1C E2
36 EF 16 C1 1A 92 B8 BE 62 FB 53 3E
49 47 0B C4 B9 E4 2B 58 A6 06 83 FO
B2 A7 BB 85 7E D5 C6 DA CE 9C 7B 31
72 D7 A2 EA 41 AB 6A CO DD 1F B9 14
44 18 CF 84 57 66 E8 C5 E6 B8 DC 2D
B3 1F 1B 28 43 36 75 7A

2.4_. CRLs

Car IDSSCRLForAll =

0 30 216: SEQUENCE {
3 30 153: SEQUENCE {
6 30 9: SEQUENCE {
8 06 7: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)
: }
17 30 18: SEQUENCE {
19 31 16: SET {
21 30 14: SEQUENCE {
23 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
28 13 7: PrintableString ’CarlDSS”
: }
he
: }
37 17 13: UTCTime ”990827070000Z"
52 30 105: SEQUENCE {
54 30 19: SEQUENCE {
56 02 2: INTEGER 200
60 17 13: UTCTime ”990822070000Z~
: }
75 30 19: SEQUENCE {
77 02 2: INTEGER 201
81 17 13: UTCTime ”990822070000Z~
: }
96 30 19: SEQUENCE {
98 02 2: INTEGER 211
102 17 13: UTCTime ”990822070000Z~
: e
117 30 19: SEQUENCE {
119 02 2: INTEGER 210
123 17 13: UTCTime ”990822070000Z~
: }
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138 30 19: SEQUENCE {
140 02 2: INTEGER 212
144 17 13: UTCTime ~990824070000Z"
: }
: }
: }
159 30 9: SEQUENCE {
161 06 7: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
' (ANSI X9.57 algorithm)
: }
170 03 47: BIT STRING O unused bits, encapsulates {
173 30 44: SEQUENCE {
175 02  20: INTEGER
o 7E 65 52 76 33 FE 34 73 17 D1 F7 96
: F9 AO D4 D8 6D 5C 7D 3D
197 02  20: INTEGER
: 02 7A 5B B7 D5 5B 18 C1 CF 87 EF 7E
DA 24 F3 2A 83 9C 35 Al
¥
}
}
CarIDSSCRLForCarl =
0 30 131: SEQUENCE {
330 68: SEQUENCE {
5 30 9: SEQUENCE {
7 06 7: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
o (ANS1 X9.57 algorithm)
: }
16 30 18: SEQUENCE {
18 31 16: SET {
20 30 14: SEQUENCE {
22 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
27 13 7: PrintableString ’CarlDSS”
: ¥
¥
: }
36 17 13: UTCTime ~990825070000Z"
51 30 20: SEQUENCE {
53 30 18: SEQUENCE {
55 02 1: INTEGER 1
58 17 13: UTCTime >990822070000Z"
: }
: }
: }
73 30 9: SEQUENCE {
75 06 7: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
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(ANS1 X9.57 algorithm)

: 3+
84 03  48: BIT STRING O unused bits, encapsulates {
87 30 45: SEQUENCE {
89 02 21: INTEGER
: 00 B3 1F C5 4F 7A 3D EC 76 D5 60 F9
: DE 79 22 EC 4F BO 90 FE 97
112 02 20: INTEGER
' 5A 8B C3 84 BC 66 87 1B BF 79 82 5B
OA 5D 07 F6 BA A9 05 29

he
}
}
CarIDSSCRLEmpty =
0 30 109: SEQUENCE {
2 30 46: SEQUENCE {
4 30 9: SEQUENCE {
6 06 7: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)
: (ANSI X9.57 algorithm)
: }
15 30 18: SEQUENCE {
17 31 16: SET {
19 30 14: SEQUENCE {
21 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
26 13 7: PrintableString ’CarlDSS”
: }
he
: }
35 17 13: UTCTime ”990820070000Z"
: e
50 30 9: SEQUENCE {
52 06 7: OBJECT IDENTIFIER dsaWithShal (1 2 840 10040 4 3)

(ANS1 X9.57 algorithm)

: 3+
61 03  48: BIT STRING O unused bits, encapsulates {
64 30 45: SEQUENCE {
66 02 20: INTEGER
: 62 3F 36 17 31 58 2E 67 50 79 F5 09
: 4B 8C AD D4 6B F4 64 9F
88 02 21: INTEGER
: 00 B5 3B 4E Al 4C 7B FD OF C3 8D 9B
B6 FE C3 5D 6F DE 65 28 7D

+
+
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CarRSACRLForAll =

0 30 307: SEQUENCE {
4 30 157: SEQUENCE {
7 30 13: SEQUENCE {
9 06 9: OBJECT IDENTIFIER
: md5withRSAEncryption (1 2 840 113549 1 1 4)
: (PKCS #1)
20 05 0: NULL
: }
22 30 18: SEQUENCE {
24 31 16: SET {
26 30 14: SEQUENCE {
28 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
33 13 7: PrintableString “CarlRSA”
: }
he
: }
42 17  13: UTCTime ”990827070000Z"
57 30 105: SEQUENCE {
59 30 33: SEQUENCE {
61 02 16: INTEGER
o 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: C4 10 B3 BO
79 17  13: UTCTime ”990822070000Z~
: e
94 30 33: SEQUENCE {
96 02 16: INTEGER
o 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: D5 9A 30 90
114 17  13: UTCTime ”990822070000Z~
: e
129 30 33: SEQUENCE {
131 02 16: INTEGER
o 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: CDh 5D 71 DO
149 17  13: UTCTime ”990824070000Z~
: by
}
: }
164 30 13: SEQUENCE {
166 06 9: OBJECT IDENTIFIER
: md5withRSAEncryption (1 2 840 113549 1 1 4)
: (PKCS #1)
177 05 0: NULL

: +
179 03 129: BIT STRING O unused bits
' BF B3 97 AA 53 FO 32 21 16 2B 77 92
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7A 6B BB 97 C8 DC EA F1 FA 66 16 30
OE B5 9E 5C FO 81 D4 5E B3 6E C1 88
6B 8C D4 5E C5 4D FB 47 5E 66 F3 5D
AB E5 B4 18 36 60 A8 4D 9C 3C 89 EC
6F 27 BF 35 50 71 81 C2 B9 44 5B 62
89 19 12 31 A9 7B 9A D3 CC 66 CB 11
D9 OB 10 47 77 AD 4F 22 D9 E5 7F 30
F2 5B FC 94 51 A5 58 76 3B 1F A8 46
A6 1F F6 Al DE 55 A1 ED 31 88 69 97
OF 08 D3 D4 OC 60 5B 1E

¥
CarlIRSACRLForCarl =

0 30 236: SEQUENCE {
330 87: SEQUENCE {
530 13: SEQUENCE {
7 06 9: OBJECT IDENTIFIER
: md5withRSAEncryption (1 2 840 113549 1 1 4)
: (PKCS #1)
18 05 0: NULL
: }
20 30 18: SEQUENCE {
22 31 16: SET {
24 30 14: SEQUENCE {
26 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
31 13 7: PrintableString “CarlRSA”
: }
he
: }
40 17  13: UTCTime ”990825070000Z~
55 30 35: SEQUENCE {
57 30 33: SEQUENCE {
59 02 16: INTEGER
o 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: 9F F2 50 20
77 17 13: UTCTime ”990822070000Z~
: by
}
: }
92 30 13: SEQUENCE {
94 06 9: OBJECT IDENTIFIER
: md5withRSAEncryption (1 2 840 113549 1 1 4)
: (PKCS #1)
105 05 0: NULL

: +
107 03 129: BIT STRING O unused bits
21 EF 21 D4 C1 1A 85 95 49 6B CA 45
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62 DC D7 09 FF A9 51 2E 8E D9 47 18
FA F8 E5 72 DD 4F ED 74 74 E3 F3 65
32 65 28 2C 9A 1D 57 E5 D5 26 06 EA
D5 E6 23 95 84 8D OE 89 9E EE 9B 0OC
2F CE 07 F7 A3 D1 6B 85 4C OF FF E6
DD FC DC CD 73 2C 1E 7D DC BO 71 C5
4C FC 01 6E 52 57 69 1E 39 63 DF 12
22 30 C7 13 55 94 05 6E 2A 00 A9 5B
C4 2A 66 94 62 CE 36 33 C2 2B 63 47
25 9D F3 DE 70 EE 00 56
}
CarIRSACRLEmpty =
0 30 199: SEQUENCE {
3 30 50: SEQUENCE {
530 13: SEQUENCE {
7 06 9: OBJECT IDENTIFIER
: md5withRSAEncryption (1 2 840 113549 1 1 4)
: (PKCS #1)
18 05 0: NULL
: }
20 30 18: SEQUENCE {
22 31 16: SET {
24 30 14: SEQUENCE {
26 06 3: OBJECT IDENTIFIER commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
31 13 7: PrintableString “CarlRSA”
: }
}
: }
40 17  13: UTCTime ”990820070000Z"
: }
55 30 13: SEQUENCE {
57 06 9: OBJECT IDENTIFIER
: md5withRSAEncryption (1 2 840 113549 1 1 4)
: (PKCS #1)
68 05 0: NULL
: }
70 03 129: BIT STRING O unused bits
: A9 C5 21 B8 13 7C 74 F3 B5 11 EC 04
F3 20 45 86 1E OB 6E 7F 83 6D 5F F4
34 76 06 59 25 OE 04 3D 88 09 88 81
37 C4 DC 20 98 FA 17 81 OB 37 94 AC
B4 8F 7B 51 89 14 A4 CB 72 73 14 07
BC 22 9C 40 A1 07 FC 44 7C 85 OF OB
88 D1 EE E1 OE AF F6 16 74 AD Al AF
Cl1 00 75 00 64 EA A5 9A F6 0B 08 A2
DB 95 19 5F A6 A7 B9 39 45 25 OA OE
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F6 5E 84 E7 F8 B9 5A C9 18 C2 OE B8
AO 96 BE 81 3A 80 6D C9

}

3. Trivial Examples
This section covers examples of small CMS types.
3.1. Contentinfo with Data Type, BER

The object is a Contentlnfo containing a Data object in BER format
that is ExContent.

O 30 NDEF: SEQUENCE {
2 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)

o (PKCS #7)
13 AO NDEF: [0] {
15 24 NDEF: OCTET STRING {
17 04 4: OCTET STRING ’This”
23 04 24: OCTET STRING ” is some sample content.’
: }
}

he
3.2. ContentInfo with Data Type, DER

The object is a Contentlnfo containing a Data object in DER format
that is ExContent.

0 30  43: SEQUENCE {
2 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)

o (PKCS #7)

13 AO  30: [0] {

15 04 28: OCTET STRING ’This is some sample content.”
: }

}

4. Signed-data

4_.1. Basic Signed Content, DSS
A SignedData with no attribute certificates, signed by Alice using
DSS, just her certificate (not Carl’s root cert), no CRL. The

message is ExContent, and is included in the eContent. There are no
signed or unsigned attributes.
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15
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50
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86
90
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105

114
116
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120

125

134
136
151

166

168
170
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30
06

AO
30
02

30
06

30
06

AO
04

AO
30
30
AO
02

02
30

30
31
30
06

13

30
17
17

30

31
30
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16:
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30:
13:
13:

19:
17:
15:
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SEQUENCE {
OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
(PKCS #7)
o] {
SEQUENCE {
INTEGER 1
SET {
SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
G

}
SEQUENCE {
OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
(PKCS #7)
[o] { o
OCTET STRING ’This is some sample content.”

}

}
o] {
SEQUENCE {
SEQUENCE {
[o] {
INTEGER 2

+
INTEGER 200
SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANS1 X9.57 algorithm)

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ’CarlDSS”
}
}

¥

SEQUENCE {
UTCTime >990817011049Z°
UTCTime *3912312359597°

b
SEQUENCE {

SET {
SEQUENCE {
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172 06 3: OBJECT IDENTIFIER

: commonName (2 5 4 3)

o (X.520 id-at (2 5 4))
177 13 8: PrintableString ”AliceDSS”

}
}
: }
187 30 438: SEQUENCE {
191 30 299: SEQUENCE {

195 06 7: OBJECT IDENTIFIER
: dsa (1 2 840 10040 4 1)
: (ANS1 X9.57 algorithm)
204 30 286: SEQUENCE {
208 02 129: INTEGER
' 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7E
OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 OC 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C F3 7E 5B DB
340 02 21: INTEGER
' 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
363 02 128: INTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}

494 03 132: BIT STRING O unused bits, encapsulates {
498 02 128: INTEGER
o 5C E3 B9 5A 75 14 96 0B A9 7A DD E3
3F A9 EC AC 5E DC BD B7 13 11 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
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629
632
634
636

641
644
646

648
650

655
658
660

664
666

671
673
675

697
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704
706

Hoffman,

A3
30
30
06

01
04
30

30
06

01
04
03

30
06

04

80

30
06

04
04
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129-
127
12:

N AP

24

20:

22:
20:

1B
A5
7E
08
F1
32
F2

}

+
[31 {

SEQUENCE {

Examples of S/MIME

3E
AO
1A
BF
BB
84
A5

Messages

24
4A
F2
66
34
FO
E2

SEQUENCE {
IDENTIFIER

OBJECT
basicConstraints (2 5 29
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

7D
E3
24
14
D4
7E
F4

3D
85
AB
80
D2
41
F2

07
D6
53
5C
96
40
83

8D
CE
1A
62
37
FD
ES5

5B
06

AC
F6
46
B8

63
80

65
61
A7

July

c8
3F
0D
FA
47
63

19)

OCTET STRING, encapsulates {

SEQUENCE {3}
}

}
SEQUENCE {
IDENTIFIER

OBJECT
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {
BIT STRING 6 unused bits
’11°B

}

}
SEQUENCE {
IDENTIFIER

OBJECT
authorityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {
SEQUENCE {

[O]

BB
E8
1E
15
B2
4E

2005

45
23
EF
8B
Cc4
33

70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F

}

}

}
SEQUENCE {
IDENTIFIER

OBJECT
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {
OCTET STRING
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728
730

735
737
739

761
763

772
775
77

799

822
824
826
829
831
833
835
837

842
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30
06

04
30
81

30
06

03
30
02

02

31

02
30

31
30
06

13
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24:
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48:
45:
20:

21:

99:
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24:
18:
16:
14:

Examples of S/MIME Messages

BE 6C Al B3 E3 C1 F7 ED 43 7
13 01 E2 FD E3 97 FE CD

}

}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] *AliceDSS@example.
}
}
by
}
}

}
SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

}
BIT STRING O unused bits, encapsulat
SEQUENCE {

INTEGER
55 0C A4 19 1F 42 2B 89 71 2
83 6A B5 3D 67 6B BF 45

INTEGER
00 9F 61 53 52 54 0B 5C B2 D
76 1D E2 10 52 5B 43 5E BD

}
by
}
by
SET {
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ’CarlDSS”
}
he
}
Informational

July 2005

0 A4 CE

com’

es {

2 33 8D

D DA E7
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851 02 2: INTEGER 200
: e
855 30 7: SEQUENCE {
857 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
o omw
: }
864 30 9: SEQUENCE {
866 06 7: OBJECT IDENTIFIER
o dsaWithShal (1 2 840 10040 4 3)
(ANS1 X9.57 algorithm)
: +
875 04  46: OCTET STRING, encapsulates {
877 30 44: SEQUENCE {

879 02 20: INTEGER
: 09 91 FE EB D2 69 F5 18 B7 D7 CD 55
: F4 81 EA 2A 42 6A AD 03
901 02 20: INTEGER
' 3A 07 CC C3 21 BE E1 1A 4B 7F 3E B5
OD DB BA 1C EA BC CD 89

}
+

4_.2_. Basic Signed Content, RSA

Same as 4.1, except using RSA signatures. A SignedData with no
attribute certificates, signed by Alice using RSA, just her
certificate (not Carl’s root cert), no CRL. The message is
ExContent, and is included in the eContent. There are no signed or
unsigned attributes.

0 30 850: SEQUENCE {
4 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)

: (PKCS #7)
15 A0 835: [0] {
19 30 831: SEQUENCE {
23 02 1: INTEGER 1
26 31  11: SET {
28 30  O: SEQUENCE {
30 06  5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: o1
37 05 O NULL
: 3
}
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138
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171
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188
190
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197

207
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06
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04

AO
30
30
AO
02
02

30
06

05
30
30
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13

30
17
17
30
30
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13
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43:

30:
28:

560
556-

18-
16:
14:

30:
13:
13:
19-

17:
15:

159:

Examples of S/MIME Messages

SEQUENCE {

July 2005

OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)

(PKCS #7)
o] {

OCTET STRING ’This is some sample content.”

}
}
o] {
SEQUENCE {
SEQUENCE {

o] {
INTEGER 2

+
INTEGER

46 34 6B C7 80 00 56 BC 11 D3 6E 2E

C4 10 B3 BO
SEQUENCE {
OBJECT IDENTIFIER
shalwithRSAEncryption
(1 2 840 113549 1 1 5)
(PKCS #1)
NULL

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 i1d-at (2 5 4))
PrintableString ’CarlRSA”
¥
}

}

SEQUENCE {
UTCTime ~990919010847Z~
UTCTime >3912312359597”

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ”AliceRSA’
}
}

¥
SEQUENCE {

Informational
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210
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376
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02
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01
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SEQUENCE {
OBJECT IDENTIFIER
rsaEncryption (1 2 840 113549 1 1 1)
(PKCS #1)
NULL

BIT STRING O unused bits, encapsulates {

SEQUENCE {

INTEGER
00 EO 89 73 39 8D D8 F5 F5 E8 87 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB
DC 7D C7 75 29 0D 05 2E 6D 12 DF A6
86 26 D4 D2 6F AA 58 29 FC 97 EC FA
82 51 OF 30 80 BE B1 50 9E 46 44 F1
2C BB D8 32 CF C6 68 6F 07 D9 BO 60
AC BE EE 34 09 6A 13 F5 F7 05 05 93
DF 5E BA 35 56 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA 55 3A B9 99 77 02 A6 48 52
8C 4E F3 57 38 57 74 57 5F

INTEGER 65537

+
}
+

31 {

SEQUENCE {
SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {3}
}

}
SEQUENCE {
OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 6 unused bits
“11°B
}

}
SEQUENCE {
OBJECT IDENTIFIER
authorityKeyldentifier (2 5 29 35)
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(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
SEQUENCE {
0]
E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB
}
by

}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
77 D2 B4 D1 B7 4C 8A 8A A3 CE 45 9D
CE EC 3C A0 3A E3 FF 50

}

}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 i1d-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] “AliceRSA@example.com”
}
}
he
}
}

}
SEQUENCE {
OBJECT IDENTIFIER
shalwithRSAEncryption
(1 2 840 113549 1 1 5)
(PKCS #1)
NULL

}
BIT STRING O unused bits

3E 70 47 A8 48 CC 13 58 8F CA 51 71
6B 4E 36 18 5D 04 7E 80 B1 8D 4D CC
CA A3 8F CC 7D 56 C8 BC CF 6E B3 1C
59 A9 20 AA 05 81 A8 4E 25 AD A7 70
14 75 2F F5 C7 9B D1 OE E9 63 D2 64
B7 C6 66 6E 73 21 54 DF F4 BA 25 5D
7D 49 D3 94 6B 22 36 74 73 B8 4A EC
2F 64 ED D3 3D D2 A7 42 C5 E8 37 8A
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648
651
654
657
659
661
663
665

670

679

697
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706
708
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31

02
30

31

30
06

13

02

30
06

05

30

06
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B4 DB 9F 67 E4 BD 9F F9 FE 74 EF EA
FO EE 63 6A D8 3F 4B 25 09 B5 D8 1A
76 AE EB 9B DB 49 BO 22

3
¥
SET {

SEQUENCE {
INTEGER 1
SEQUENCE {

SEQUENCE {

SET

{

SEQUENCE {
IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ’CarlRSA”

}

OBJECT

}

}
INTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
C4 10 B3 BO

¥
SEQUENCE {

OBJECT IDENTIFIER shal (1 3 14 3 2 26)
1w

NU

LL

}
SEQUENCE {
IDENTIFIER
rsaEncryption (1 2
(PKCS #1)

OBJECT

NU

LL

3
OCTET STRING

2F
9D
D5
F5
3F
04
44
17
E9
55
E3

23
BF
7B
CD
2B
A5
D5
13
39
13
8F

82
89
B6
60
FO
B3
9F
A7
0D
D4
AF

D2
9A
D5
4E
E7
B5
07
2A
BA
68
FD

F3
81
FE
27
D4
E7
C5
95
CE
6F
EO

Informational

09
ES5
94
95
02
D9
53
9D
6E
DO
D5

5F
75
Al
F6
67
32
24

9C
07
5D

840 113549 1 1 1)

B8
C4
8A
CF
A7
FO
FA
E4
9E
D7
Cc7

ocC
91
AC
00
F5
24
CE

ocC
A2

58
3D
E3
86
Cc7
EF
01
95
E8
Bl

EB
D3
C4
76
8D
E7
1D

98
62

4E
DO
84
75
16
20
OF
0B
E6
4C
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}
}
+

4_3. Basic Signed Content, Detached Content

Same as 4.1, except with no eContent. A SignedData with no attribute
certificates, signed by Alice using DSS, just her certificate (not
Carl’s root cert), no CRL. The message is ExContent, but the
eContent is not included. There are no signed or unsigned
attributes.

0 30 887: SEQUENCE {
4 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)

o (PKCS #7)
15 A0 872: [0] {
19 30 868: SEQUENCE {
23 02 1: INTEGER 1
26 31 9: SET {
28 30 7: SEQUENCE {
30 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: o
: }
37 30 11: SEQUENCE {
39 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
' (PKCS #7)
: }
50 A0 736: [0] {
54 30 732: SEQUENCE {
58 30 667: SEQUENCE {
62 AO 3: [0] {
64 02 1: INTEGER 2
: }
67 02 2: INTEGER 200
71 30 9: SEQUENCE {
73 06 7: OBJECT IDENTIFIER
o dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)
: }
82 30 18: SEQUENCE {
84 31 16: SET {
86 30 14: SEQUENCE {
88 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
93 13 7: PrintableString ’CarlDSS”

}

Hoffman, Ed. Informational [Page 49]



RFC 4134 Examples of S/MIME Messages July 2005

¥
: }
102 30 30: SEQUENCE {
104 17  13: UTCTime ”990817011049Z~
119 17  13: UTCTime ”3912312359597~
: }
134 30 19: SEQUENCE {
136 31  17: SET {
138 30 15: SEQUENCE {
140 06 3: OBJECT IDENTIFIER
o commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
145 13 8: PrintableString ”AliceDSS”
: }
}
: }
155 30 438: SEQUENCE {
159 30 299: SEQUENCE {

163 06 7: OBJECT IDENTIFIER
: dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
172 30 286: SEQUENCE {
176 02 129: INTEGER
: 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7E
OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 OC 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C F3 7E 5B DB
308 02 21: INTEGER
: 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
331 02 128: INTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
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D1 81 4A 60 39 BA 36 39
3

: }
462 03 132: BIT STRING O unused bits, encapsulates {
466 02 128: INTEGER
: 5C E3 B9 5A 75 14 96 0B A9 7A DD E3
3F A9 EC AC 5E DC BD B7 13 11 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 AO 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 OD 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
32 84 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 B8

he
: }
597 A3 129: [31 {
600 30 127: SEQUENCE {
602 30 12: SEQUENCE {
604 06 3: OBJECT IDENTIFIER
o basicConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
609 01 1: BOOLEAN TRUE
612 04 2: OCTET STRING, encapsulates {
614 30 0: SEQUENCE {3}
: }
: e
616 30 14: SEQUENCE {
618 06 3: OBJECT IDENTIFIER
: keyUsage (2 5 29 15)
o (X.509 id-ce (2 5 29))
623 01 1: BOOLEAN TRUE
626 04 4: OCTET STRING, encapsulates {
628 03 2: BIT STRING 6 unused bits
: ”11°B
by
: }
632 30 31: SEQUENCE {
634 06 3: OBJECT IDENTIFIER
: authorityKeyldentifier (2 5 29 35)
: (X.509 id-ce (2 5 29))
639 04 24: OCTET STRING, encapsulates {
641 30 22: SEQUENCE {
643 80 20: [O]

70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
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665
667
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}
}

}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
BE 6C Al B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD

}

}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] ’AliceDSS@example.com”
}
}
}
¥
¥

e
SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANS1 X9.57 algorithm)

BIT STRING O unused bits, encapsulates {
SEQUENCE {

INTEGER
55 0C A4 19 1F 42 2B 89 71 22 33 8D
83 6A B5 3D 67 6B BF 45

INTEGER
00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

+
}
}

¥
SET {

SEQUENCE {
INTEGER 1
SEQUENCE {

SEQUENCE {
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801 31 16: SET {
803 30 14: SEQUENCE {
805 06 3: OBJECT IDENTIFIER
o commonName (2 5 4 3)
o (X.520 i1d-at (2 5 4))
810 13 7: PrintableString ’CarlDSS”
: ¥
}
: }
819 02 2: INTEGER 200
: }
823 30 7: SEQUENCE {
825 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
o o
: }
832 30 9: SEQUENCE {

834 06 7: OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANS1 X9.57 algorithm)

: +
843 04  46: OCTET STRING, encapsulates {
845 30 44: SEQUENCE {

847 02 20: INTEGER
' 06 FB C7 2A 24 D5 34 89 F7 8B B5 FD
: 73 24 A5 86 C8 OF 5A 6C
869 02 20: INTEGER
: 66 69 19 BC 68 58 D1 8D B1 9D 52 3F
DA 14 88 OD FD C9 A1 BS8
}
}

4.4_. Fancier Signed Content

Same as 4.1, but includes Carl’s root cert, Carl’s CRL, some signed
and unsigned attributes (Countersignature by Diane). A SignedData
with no attribute certificates, signed by Alice using DSS, her
certificate and Carl’s root cert, Carl”’s DSS CRL. The message is
ExContent, and is included in the eContent. The signed attributes
are Content Type, Message Digest and Signing Time; the unsigned
attributes are content hint and counter signhature. The message
includes also Alice’s RSA certificate.
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0 30 2829: SEQUENCE {
4 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)

o (PKCS #7)
15 A0 2814: [0] {
19 30 2810: SEQUENCE {
23 02 1: INTEGER 1
26 31 9: SET {
28 30 7: SEQUENCE {
30 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: (L))
: }
37 30 43: SEQUENCE {
39 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
o (PKCS #7)
50 AO 30: [0] {
52 04 28: OCTET STRING ’This is some sample content.”
: ¥
: >
82 A0 1967: [0] {
86 30 556: SEQUENCE {
90 30 405: SEQUENCE {
94 AO 3: [0] {
96 02 1: INTEGER 2
: }
99 02 16: INTEGER
' 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: C4 10 B3 BO
117 30 13: SEQUENCE {
119 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption
(1 2 840 113549 1 1 5)
o (PKCS #1)
130 05 0: NULL
: }
132 30 18: SEQUENCE {
134 31  16: SET {
136 30 14: SEQUENCE {
138 06 3: OBJECT IDENTIFIER
o commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
143 13 7: PrintableString ’CarlRSA”
: ¥
}
: }
152 30 30: SEQUENCE {
154 17  13: UTCTime >9909190108472”
169 17  13: UTCTime >3912312359597”
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: }
184 30  19: SEQUENCE {
186 31  17: SET {
188 30  15: SEQUENCE {

190 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

195 13 8: PrintableString ”AliceRSA’
: }
}
: }
205 30 159: SEQUENCE {
208 30 13: SEQUENCE {
210 06 9: OBJECT IDENTIFIER
' rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
221 05 0: NULL
: 3
223 03 141: BIT STRING O unused bits, encapsulates {
227 30 137: SEQUENCE {

230 02 129: INTEGER
' 00 EO 89 73 39 8D D8 F5 F5 E8 87 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB
DC 7D C7 75 29 0D 05 2E 6D 12 DF A6
86 26 D4 D2 6F AA 58 29 FC 97 EC FA
82 51 OF 30 80 BE B1 50 9E 46 44 F1
2C BB D8 32 CF C6 68 6F 07 D9 BO 60
AC BE EE 34 09 6A 13 F5 F7 05 05 93
DF 5E BA 35 56 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA 55 3A B9 99 77 02 A6 48 52
: 8C 4E F3 57 38 57 74 57 5F
362 02 3: INTEGER 65537

3
3
: ¥
367 A3 129: 3] {
370 30 127: SEQUENCE {
372 30 12: SEQUENCE {
374 06 3: OBJECT IDENTIFIER

basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

379 01 1: BOOLEAN TRUE
382 04 2: OCTET STRING, encapsulates {
384 30 0: SEQUENCE {}
: }
: e
386 30 14: SEQUENCE {
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OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 6 unused bits
“11°B
}

}
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
0]
E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB
}
by

}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
77 D2 B4 D1 B7 4C 8A 8A A3 CE 45 9D
CE EC 3C A0 3A E3 FF 50

}

}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1]1 ’AliceRSA@example.com”
}
}
}
¥
¥

}
SEQUENCE {
OBJECT IDENTIFIER
shalwithRSAEncryption
(1 2 840 113549 1 1 5)
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: (PKCS #1)
512 05  O: NULL
: s
514 03 129: BIT STRING O unused bits

3E 70 47 A8 48 CC 13 58 8F CA 51 71
6B 4E 36 18 5D 04 7E 80 B1 8D 4D CC
CA A3 8F CC 7D 56 C8 BC CF 6E B3 1C
59 A9 20 AA 05 81 A8 4E 25 AD A7 70
14 75 2F F5 C7 9B D1 OE E9 63 D2 64
B7 C6 66 6E 73 21 54 DF F4 BA 25 5D
7D 49 D3 94 6B 22 36 74 73 B8 4A EC
2F 64 ED D3 3D D2 A7 42 C5 E8 37 8A
B4 DB 9F 67 E4 BD 9F F9 FE 74 EF EA
FO EE 63 6A D8 3F 4B 25 09 B5 D8 1A
76 AE EB 9B DB 49 BO 22

: }
646 30 667: SEQUENCE {
650 30 602: SEQUENCE {
654 A0 3: [0] {
656 02  1: INTEGER 2
: s
659 02  1: INTEGER 1
662 30  O: SEQUENCE {

664 06 7: OBJECT IDENTIFIER
: dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
673 30 18: SEQUENCE {
675 31 16: SET {
677 30 14: SEQUENCE {

679 06 3: OBJECT IDENTIFIER

: commonName (2 5 4 3)

o (X.520 id-at (2 5 4))
684 13 7: PrintableString ’CarlDSS”

3
}

: }
693 30 30: SEQUENCE {
695 17  13: UTCTime ~990816225050Z°
710 17  13: UTCTime >391231235959Z°

: ¥
725 30  18: SEQUENCE {
727 31  16: SET {
729 30  14: SEQUENCE {

731 06 3: OBJECT IDENTIFIER

o commonName (2 5 4 3)

o (X.520 i1d-at (2 5 4))
736 13 7: PrintableString ’CarlDSS”
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3
3
: b
745 30 439: SEQUENCE {
749 30 299: SEQUENCE {

753 06 7: OBJECT IDENTIFIER
: dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
762 30 286: SEQUENCE {
766 02 129: INTEGER
: 00 B6 49 18 3E 8A 44 C1 29 71 94 4C
01 C4 12 C1 7A 79 CB 54 4D AB 1E 81
FB C6 4C B3 OE 94 09 06 EB 01 D4 B1
C8 71 4B C7 45 CO 50 25 5D 9C FC DA
E4 6D D3 E2 86 48 84 82 7D BA 15 95
4A 16 F6 46 ED DD F6 98 D2 BB 7E 8A
OA 8A BA 16 7B B9 50 01 48 93 8B EB
25 15 51 97 55 DC 8F 53 OE 10 A9 50
FC 70 B7 CD 30 54 FD DA DE A8 AA 22
B5 A1 AF 8B CC 02 88 E7 8B 70 5F B9
o AD E1 08 D4 6D 29 2D D6 E9
898 02 21: INTEGER
: 00 DD C1 2F DF 53 CE OB 34 60 77 3E
: 02 A4 BF 8A 5D 98 B9 10 D5
921 02 128: INTEGER
' OC EE 57 9B 4B BD DA B6 07 6A 74 37
4F 55 7F 9D ED BC 61 OD EB 46 59 3C
56 0B 2B 5B OC 91 CE A5 62 52 69 CA
E1 6D 3E BD BF FE E1 B7 B9 2B 61 3C
AD CB AE 45 E3 06 AC 8C 22 9D 9C 44
87 0B C7 CD FO 1C D9 B5 4E 5D 73 DE
AF OE C9 1D 5A 51 F5 4F 44 79 35 5A
73 AA 7F 46 51 1F A9 42 16 9C 48 EB
8A 79 61 B4 D5 2F 53 22 44 63 1F 86
B8 A3 58 06 25 F8 29 CO EF BA EO 75
FO 42 C4 63 65 52 9B OA

}

1052 03 133: BIT STRING O unused bits, encapsulates {
1056 02 129: INTEGER
: 00 99 87 74 27 03 66 A0 B1 CO AD DC
2C 75 BB E1 6C 44 9C DA 21 6D 4D 47
6D B1 62 09 E9 D8 AE 1E F2 3A B4 94
B1 A3 8E 7A 9B 71 4E 00 94 C9 B4 25
4E B9 60 96 19 24 01 F3 62 OC FE 75
CO FB CE D8 68 00 E3 FD D5 70 4F DF
23 96 19 06 94 F4 B1 61 8F 3A 57 Bl
08 11 A4 OB 26 25 FO 52 76 81 EA OB
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62 OD 95 2A E6 86 BA 72 B2 A7 50 83
OB AA 27 CD 1B A9 4D 89 9A D7 8D 18
39 84 3F 8B C5 56 4D 80 7A

}

}
31 {
SEQUENCE {
SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 i1d-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {
BOOLEAN TRUE
}

}

}
SEQUENCE {
OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 1 unused bits
>1100001°B

}

}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING

70 44 3E 82 2E 6F 87 DE 4A D3 75 E3

3D 20 BC 43 2B 93 F1 1F

}
}
+
+

}
SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

}
BIT STRING O unused bits, encapsulates {
SEQUENCE {
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1294
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1365
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INTEGER
6B A9
C9 06

INTEGER
00 8F
4D 12

}
}

b
SEQUENCE {
SEQUENCE {
[o] {
INTEGER 2

+
INTEGER 200
SEQUENCE {

Messages July 2005

FO 4E 7A 5A 79 E3 F9 BE 3D 2B
37 E9 11 17 A1 13

34 69 2A 8B B1 3C 03 79 94 32
1F CE 89 FB 46 B2 3B

OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANS1 X9.57 algorithm)

}
SEQUENCE {
SET {

SEQUENCE {

OBJECT

IDENTIFIER

commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ’CarlDSS”

+
}

}
SEQUENCE {

UTCTime ~990817011049Z~
UTCTime ”3912312359597~

}
SEQUENCE {
SET {

SEQUENCE {

OBJECT

IDENTIFIER

commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ”AliceDSS”

}
}

}
SEQUENCE {

SEQUENCE {
IDENTIFIER

OBJECT

dsa (1 2 840 10040 4 1)
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1435 30 286:
1439 02 129-

1571 02

1594 02 128:

1725 03 132-
1729 02 128-

1860 A3 129:
1863 30 127:

Hoffman, Ed.

21+
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(ANS1 X9.57 algorithm)
SEQUENCE {
INTEGER

00
48
53
ocC
2F
DC
9B
8B
C3
78
B5

81
28
C5
D6
El
5F
DE
54
B5
BD
E4

8D
A3
AB
F3
D9
69
A7
F1
B3
FF
09

INTEGER
00 E2 47
B8 37 21
INTEGER

26
4B
CB
AA
7D
3E
E9
01
95
1F
D1

}
BIT

38
59
1A
05
8A
90
CE
7C
4A
11
81

DO
6A
30
3D
42
F8
2E
6D
53
7F
4A

STRING O

INTEGER

5C
3F
16
12
1B
A5
7E
08
F1
32
F2

+
+
[31 {

SEQUENCE {

E3
A9
89
3D
3E
AO
1A
BF
BB
84
A5

B9
EC
28
43
24
4A
F2
66
34
FO
E2

Informational

cD
E4
84
44
30
8A
5E
3F
E3
9D
96

A6
2B

14
4C
C3
58
25
6D
5D
49
56
Cc2
60

ED
47
08
48
c8
E4
F9
BO
55
BO
5C

1A
62

89
76
1E
co
A7
EA
A3
89
B5
BD
39

83
93
4F
D1
36
75
FC
07
08
84
F3

45
8B

32
23
50
7B
F4
aC
07
11
E2
ED
BA

EA OA
DD OE
FF 94
FE 9F
DE 3F
DO 37
F4 9F
08 47
75 D5
97 37
7E 5B

66 B8
F7 93

AA 39
39 04
5D DD
A2 36
75 CF
Co 21
CD 23
89 36
F9 73
D1 50
36 39

9E
D7
El
AF
9B
oC

4D
39
F2

13
Cb

FB
02
9B
B8
4A
8A
85
44
EC
FF

July

39
A8
73
Ad
BF
91
DD
5D
76
E4

C6

3E
35

6E
08
3B
B8
BD
1A
98

3E
OE
48
Al
B7
08

88
10
51

DA

6D
5C

07
5E
76
2F
F8
61
74

2005

Cc2
EC
7E
89
4C
95

Cc3
ca
1B

8F

D9
F2
CD
AF
4B
14

C8
36

unused bits, encapsulates {

5A
AC
11
5B
7D
E3
24
14
D4
7E
F4

75
5E
23
6F
3D
85
AB
80
D2
41
F2

14
DC
D9
ES5
07
D6
53
5C
96
40
83

96 0B
BD B7
34 86
51 BF
8D 5B
CE 06
1A B8
62 AC
37 F6
FD 46
E5 B8

A9
13
67
FA
63
80
27
65
61
A7

7A
11
75
89
c8
3F
oD
FA
47
63

DD
34
75
F2
BB
E8
1E
15
B2
4E

E3
A6
13
A2
45
23
EF
8B
Cc4
33
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SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
}

}
SEQUENCE {
OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 6 unused bits
”11°B
}

}
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
0]

70 44 3E 82 2E 6F 87 DE 4A D3 75 E3

3D 20 BC 43 2B 93 F1 1F

}
}

}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
BE 6C A1 B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD

}

}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] “AliceDSS@example.com”
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1992
1994

2003
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2008
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2053
2056
2059
2062
2064

2073
2075
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219:
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13:
105:
19:
13:

19:

Examples of S

+
}

}
SEQUENCE
OBJECT
dsaw
(ANS

3
BIT STRI
SEQU
IN

IN

}
+
+

b
11 {
SEQUENCE {
SEQUENCE
SEQUEN
OBJE
ds

(A

}
SEQUEN
SET
SE

}

} .
UTCTiim
SEQUEN

SEQU

IN
uT

¥
SEQU

Inform

/MIME Messages July 2005

}

{
IDENTIFIER

ithShal (1 2 840 10040 4 3)
I X9.57 algorithm)

NG O unused bits, encapsulates {
ENCE {

TEGER

55 0C A4 19 1F 42 2B 89 71 22 33 8D
83 6A B5 3D 67 6B BF 45

TEGER

00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

{

CE {

CT IDENTIFIER

aWithShal (1 2 840 10040 4 3)
NS1 X9.57 algorithm)

CE {

{

QUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString ’CarlDSS”

}

e 7990827070000Z"

CE {

ENCE {

TEGER 200

CTime ”990822070000Z”

ENCE {
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2133
2137

2152
2154
2158

2173
2175
2179

2194
2196
2200

2215
2217

2226
2229
2231

2253

2275
2279
2283
2286
2288
2290
2292
2294

2299
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02
17
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02
17
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02

30
06

03
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02

02
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02
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24:
18:
16:
14:
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INTEGER 201
UTCTime >990822070000Z"

}
SEQUENCE {
INTEGER 211
UTCTime >990822070000Z"

}
SEQUENCE {
INTEGER 210
UTCTime ”990822070000Z"

¥
SEQUENCE {
INTEGER 212
UTCTime 9908240700002
}
3

}
SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

July 2005

BIT STRING O unused bits, encapsulates {

SEQUENCE {
INTEGER

7E 65 52 76 33 FE 34 73 17 D1 F7 96

F9 AO D4 D8 6D 5C 7D 3D
INTEGER

02 7A 5B B7 D5 5B 18 C1 CF 87 EF 7E

DA 24 F3 2A 83 9C 35 Al

}
by
}
by
SET {
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ’CarlDSS”
}
he
}
Informational
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INTEGER 200

}
SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
eI

3
0] {
SEQUENCE {
OBJECT IDENTIFIER
contentType (1 2 840 113549 1 9 3)
(PKCS #9 (1 2 840 113549 1 9))
SET {
OBJECT IDENTIFIER
data (1 2 840 113549 1 7 1)
(PKCS #7)

}
SEQUENCE {
OBJECT IDENTIFIER
signingTime (1 2 840 113549 1 9 5)
(PKCS #9 (1 2 840 113549 1 9))
SET {
UTCTime ”030514153900Z~

}

}
SEQUENCE {
OBJECT IDENTIFIER
messageDigest (1 2 840 113549 1 9 4)
(PKCS #9 (1 2 840 113549 1 9))
SET {
OCTET STRING
40 6A EC 08 52 79 BA 6E 16 02 2D 9E
06 29 CO 22 96 87 DD 48

+
}

}
SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANS1 X9.57 algorithm)

+
OCTET STRING, encapsulates {
SEQUENCE {

INTEGER
3B A5 EO 4A DB 6D 58 EO 19 D1 00 1C
4F 44 9A 57 7A 71 66 68

INTEGER
1A 11 98 D6 1F 1F AF 34 81 01 DE BE
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2475
2479
2481
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2543
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2566
2569
2571
2573
2575
2577

2582
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2609
2611

2618
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8B DC B6 A8 6A 91 69 13
3

s
[11 {
SEQUENCE {
OBJECT IDENTIFIER
id-aa-contentHint

July 2005

(1 2 840 113549 1 9 16 2 4)
(S/MIME Authenticated Attributes

(1 2 840 113549 1 9 16 2))
SET {
SEQUENCE {
UTF8String

Content Hints Description Buffer’

OBJECT IDENTIFIER

data (1 2 840 113549 1 7 1)

(PKCS #7)
}
}
}
SEQUENCE {
OBJECT IDENTIFIER

countersignature (1 2 840 113549 1 9 6)

(PKCS #9 (1 2 840 113549 1 9))

SET {
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ’CarlRSA”
¥
¥
}
INTEGER

46 34 6B C7 80 00 56 BC 11 D3 6E 2E

C4 10 B3 BO
}
SEQUENCE {
OBJECT IDENTIFIER
shal (1 3 14 3 2 26)
o1

+
o1 {

Informational
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2620
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SEQUENCE {

OBJECT
signingTime
(1 2 840 113549 1 9 5)
(PKCS #9 (1 2 840 113549 1

SET {

IDENTIFIER

UTCTime

}

}
SEQUENCE {

OBJECT
messageDigest
(1 2 840 113549 1 9 4)
(PKCS #9 (1 2 840 113549 1

SET {
OCTET STRING

IDENTIFIER

July

7030514153900Z2~

02 5F 49 4E 39 98 50 85
1F 7B 9E 69 AA FB D8 33

}

}

}
SEQUENCE {
OBJECT

IDENTIFIER
rsaEncryption

(PKCS #1)

NULL

3
OCTET

6D
1F
BC
7F
76
10
18
A9
E8
DA
6C

AA
2B
8B
93
AE
F7
DO
E2
37
D3
33

STRING

20
54
1C
6E
3E
02
cC
71
6F
84
C3

Informational

24
10
60
3D
58
F1
2B
95
5A
40
ED

ED
65

89
1F
8B
C9
DO
3D
68
67

7A
F4

14
9B
5B
91
D4
CB
5F
3F

EE
CE

Cc9
BB
B4
A9
4E
Cc7
56
43

(1 2 840 113549

A5
9B

E3
BC
DB
AD
1F
D4
9A
BF

B3 66 D3

11 1)

5E
Bl

6B
7C
9A
D9
CD
5F
62

87
2C

F4
30
BB
46
74
Cc2
F5

DD
78

F6
19
93
F8
6F
80
3B

2005

)

)

8A

75
74

7D
4E
B4

82
1B
0D
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}
4.5_ All RSA Signed Message

Same as 4.2, but includes Carl’s RSA root cert (but no CRL). A
SignedData with no attribute certificates, signed by Alice using RSA,
her certificate and Carl’s root cert, no CRL. The message is
ExContent, and is included in the eContent. There are no signed or
unsigned attributes.

O 30 NDEF: SEQUENCE {
2 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)

: (PKCS #7)
13 A0 NDEF: [0] {
15 30 NDEF: SEQUENCE {
17 02 1: INTEGER 1
20 31 11: SET {
22 30 9: SEQUENCE {
24 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: omw
31 05 0: NULL
: }
: e
33 30 NDEF: SEQUENCE {
35 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)
46 AO NDEF: [0] {
48 24 NDEF: OCTET STRING {
50 04 4: OCTET STRING ’This’
56 04 24: OCTET STRING ” is some sample content.’
: }
by
: by
88 AO NDEF: [0] {
90 30 491: SEQUENCE {
94 30 340: SEQUENCE {
98 A0 3: [0] {
100 02 1: INTEGER 2
: by
103 02  16: INTEGER
o 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
: 9F F2 50 20
121 30 13: SEQUENCE {
123 06 9: OBJECT IDENTIFIER
: shalwithRSAEncryption
(1 2 840 113549 1 1 5)
o (PKCS #1)
134 05 0: NULL

Hoffman, Ed. Informational [Page 68]



RFC 4134 Examples of S/MIME Messages July 2005

: }
136 30  18: SEQUENCE {
138 31  16: SET {
140 30  14: SEQUENCE {

142 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

147 13 7: PrintableString ’CarlRSA’
: }
}
: }
156 30 30: SEQUENCE {
158 17  13: UTCTime ”990818070000Z"
173 17  13: UTCTime ”3912312359597~
: }
188 30 18: SEQUENCE {
190 31  16: SET {
192 30 14: SEQUENCE {

194 06 3: OBJECT IDENTIFIER
o commonName (2 5 4 3)
(X.520 id-at (2 5 4))

199 13 7: PrintableString ’CarlRSA”
: }
¥
: }
208 30 159: SEQUENCE {
211 30 13: SEQUENCE {
213 06 9: OBJECT IDENTIFIER
o rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
224 05 0: NULL
: }
226 03 141: BIT STRING O unused bits, encapsulates {
230 30 137: SEQUENCE {

233 02 129: INTEGER
' 00 E4 4B FF 18 B8 24 57 F4 77 FF 6E
73 7B 93 71 5C BC 33 1A 92 92 72 23
D8 41 46 DO CD 11 3A 04 B3 8E AF 82
9D BD 51 1E 17 7A F2 76 2C 2B 86 39
A7 BD D7 8D 1A 53 EC E4 00 D5 E8 EC
A2 36 B1 ED E2 50 E2 32 09 8A 3F 9F
99 25 8F B8 4E AB B9 7D D5 96 65 DA
16 AO C5 BE OE AE 44 5B EF 5E F4 A7
29 CB 82 DD AC 44 E9 AA 93 94 29 OE
F8 18 D6 C8 57 5E F2 76 C4 F2 11 60
: 38 B9 1B 3C 1D 97 C9 6A F1
365 02 3: INTEGER 65537

}
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Examples of S/MIME Messages

3

31 {
SEQUENCE {

}

SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {
BOOLEAN TRUE
¥

}

}
SEQUENCE {
OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 1 unused bits
?1100001°B

}

}
SEQUENCE {
OBJECT IDENTIFIER

subjectKeyldentifier (2 5 29 14)

(X.509 id-ce (2 5 29))
OCTET STRING, encapsulates {
OCTET STRING

E9 EO 90 27 AC 78 20 7A 9A D3 4C F2

42 37 4E 22 AE 9E 38 BB
3
3
}

}
SEQUENCE {

OBJECT IDENTIFIER
shalwithRSAEncryption

NULL

(1 2 840 113549 1 1 5)

(PKCS #1)

¥

BIT STRING O unused bits
B7 9E D4 04 D3 ED 29 E4 FF 89 89 15
2E 4C DB OC FO 48 OF 32 61 EE C4 04

Informational
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585
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593
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616
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633
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642
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687
689
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EC 12 5D 2D FF OF 64 59 7E OA C3 ED
18 FD E3 56 40 37 A7 07 B5 FO 38 12
61 50 ED EF DD 3F E3 OB B8 61 A5 A4
9B 3C E6 9E 9C 54 9A B6 95 D6 DA 6C
3B B5 2D 45 35 9D 49 01 76 FA B9 B9
31 F9 F9 6B 12 53 AO F5 14 60 9B 7D
CA 3E F2 53 6B BO 37 6F AD E6 74 D7
DB FA 5A EA 14 41 63 5D CD BE C8 OE
Cl1 DA 6A 8D 53 34 18 02

}
SEQUENCE {
SEQUENCE {

o] {
INTEGER 2

}
INTEGER
46 34 6B C7 80 00 56 BC 11 D3 6E 2E
C4 10 B3 BO
SEQUENCE {
OBJECT IDENTIFIER
shalwithRSAEncryption
(1 2 840 113549 1 1 5)
(PKCS #1)
NULL

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ’CarlRSA”
}
}

¥

SEQUENCE {
UTCTime >990919010847Z°
UTCTime *3912312359597°

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ”AliceRSA”
}
¥
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: }
704 30 159: SEQUENCE {
707 30 13: SEQUENCE {
709 06 9: OBJECT IDENTIFIER
o rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
720 05 0: NULL
: 3+
722 03 141: BIT STRING O unused bits, encapsulates {
726 30 137: SEQUENCE {

729 02 129: INTEGER
' 00 EO 89 73 39 8D D8 F5 F5 E8 87 76
39 7F 4E BO 05 BB 53 83 DE OF B7 AB
DC 7D C7 75 29 OD 05 2E 6D 12 DF A6
86 26 D4 D2 6F AA 58 29 FC 97 EC FA
82 51 OF 30 80 BE B1 50 9E 46 44 F1
2C BB D8 32 CF C6 68 6F 07 D9 BO 60
AC BE EE 34 09 6A 13 F5 F7 05 05 93
DF 5E BA 35 56 D9 61 FF 19 7F C9 81
E6 F8 6C EA 87 40 70 EF AC 6D 2C 74
9F 2D FA 55 3A B9 99 77 02 A6 48 52
: 8C 4E F3 57 38 57 74 57 5F
861 02 3: INTEGER 65537

}
}
: ¥
866 A3 129: [31 {
869 30 127: SEQUENCE {
871 30  12: SEQUENCE {
873 06  3: OBJECT IDENTIFIER

basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

878 01 1: BOOLEAN TRUE
881 04 2: OCTET STRING, encapsulates {
883 30 0: SEQUENCE {}
: ¥
: }
885 30 14: SEQUENCE {
887 06 3: OBJECT IDENTIFIER
o keyUsage (2 5 29 15)
o (X.509 i1d-ce (2 5 29))
892 01 1: BOOLEAN TRUE
895 04 4: OCTET STRING, encapsulates {
897 03 2: BIT STRING 6 unused bits
o ’11°B
}
: }
901 30 31: SEQUENCE {
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OBJECT IDENTIFIER
authorityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
0]
E9 EO 90 27 AC 78 20 7A 9A D3 4C F2
42 37 4E 22 AE 9E 38 BB

+
+

}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
77 D2 B4 D1 B7 4C 8A 8A A3 CE 45 9D
CE EC 3C A0 3A E3 FF 50

}

}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] “AliceRSA@example.com”

}
}
}
}
+

}
SEQUENCE {
OBJECT IDENTIFIER
shalwithRSAEncryption
(1 2 840 113549 1 1 5)
(PKCS #1)
NULL

¥
BIT STRING O unused bits

3E 70 47 A8 48 CC 13 58 8F CA 51 71
6B 4E 36 18 5D 04 7E 80 B1 8D 4D CC
CA A3 8F CC 7D 56 C8 BC CF 6E B3 1C
59 A9 20 AA 05 81 A8 4E 25 AD A7 70
14 75 2F F5 C7 9B D1 OE E9 63 D2 64
B7 C6 66 6E 73 21 54 DF F4 BA 25 5D

Informational [Page 73]



RFC 4134

1147
1150
1153
1156
1158
1160
1162
1164

1169

1178

1196
1198

1205
1207
1209
1220

1222

Hoffman,

31
30

30
30
31

06

13

02

30
06

05

30

06

05

04

Ed.

203-
200+

16+

128:

o w o 62 (e]

Examples of S/MIME

7D 49 D3 94
2F 64 ED D3
B4 DB 9F 67
F9 EE 63 6A
76 AE EB 9B

}
¥
SET {

SEQUENCE {
INTEGER 1
SEQUENCE {

SEQUENCE {

SET {

Messages

6B 22 36
3D D2 A7
E4 BD 9F
D8 3F 4B
DB 49 BO

SEQUENCE {
IDENTIFIER

}

OBJECT
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

74
42
F9
25
22

July 2005

73 B8 4A EC
C5 E8 37 8A
FE 74 EF EA
09 B5 D8 1A

PrintableString ’CarlRSA”

}

3
INTEGER

}
SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)

NULL

1w

}
SEQUENCE {
IDENTIFIER

OBJECT
rsaEncryption (1 2
(PKCS #1)

NULL

by
OCTET STRING

2F
9D
D5
F5
3F
04
44
17
E9
55
E3

23
BF
7B
Cb
2B
A5
D5
13
39
13
8F

82
89
B6
60
FO
B3
9F
A7
oD
D4
AF

D2
9A
D5
4E
E7
B5
07
2A
BA
68
FD

F3
81
FE
27
D4
E7
C5
95

6F
EO

Informational

09

94
95
02
D9
53
9D
6E
DO
D5

5F
75
Al
F6
67
32
24
2B
9C
07
5D

46 34 6B C7 80 00 56 BC 11 D3 6E 2E
C4 10 B3 BO

840 113549 1 1 1)

B8
C4
8A
CF
A7
FO
FA
E4
9E
D7
C7

oc

AC
00
F5
24
CE
03

A2

58

E3
86
C7
EF
01
95

Bl

EB
D3
Cc4
76
8D
E7
1D
14
98
62

4E
DO
84
75
16
20
OF
OB
E6
4C
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4.6. Multiple Signers

Similar to 4.1, but the message is also signed by Diane. Two
signerinfos (one for Alice, one for Diane) with no attribute
certificates, each signed using DSS, Alice’s and Diane’s certificate
(not Carl’s root cert), no CRL. The message is ExContent, and is
included in the eContent. There are no signed or unsigned
attributes.

0 30 1463: SEQUENCE {
4 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)

: (PKCS #7)

15 AO 1448: [0] {

19 30 1444: SEQUENCE {

23 02 1: INTEGER 1

26 31 9: SET {

28 30 7: SEQUENCE {

30 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: o
: }

37 30 43: SEQUENCE {

39 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)

50 AO  30: [0] {

52 04  28: OCTET STRING °This is some sample content.’
: }
: }

82 A0 1180: [0] {

86 30 440: SEQUENCE {

90 30 375: SEQUENCE {

94 AO 3: [0] {

96 02 1: INTEGER 2
: }

99 02 2: INTEGER 210

103 30 9: SEQUENCE {

105 06 7: OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)

(ANSI X9.57 algorithm)

: }

114 30 18: SEQUENCE {

116 31  16: SET {
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118 30 14: SEQUENCE {
120 06 3: OBJECT IDENTIFIER
' commonName (2 5 4 3)
(X.520 id-at (2 5 4))

125 13 7: PrintableString ’CarlDSS”
: ¥
¥
: }
134 30 30: SEQUENCE {
136 17  13: UTCTime ”990817020810Z~
151 17  13: UTCTime >3912312359597~
: }
166 30 19: SEQUENCE {
168 31 17: SET {
170 30 15: SEQUENCE {

172 06 3: OBJECT IDENTIFIER
o commonName (2 5 4 3)
(X.520 id-at (2 5 4))

177 13 8: PrintableString ’DianeDSS”
: by
}
: }
187 30 147: SEQUENCE {
190 30 9: SEQUENCE {

192 06 7: OBJECT IDENTIFIER
' dsa (1 2 840 10040 4 1)
(ANSI X9.57 algorithm)

: }
201 03 133: BIT STRING O unused bits, encapsulates {
205 02 129: INTEGER
: 00 A0 00 17 78 2C EE 7E 81 53 2E 2E
61 08 OF Al 9B 51 52 1A DA 59 A8 73
2F 12 25 B6 08 CB CA EF 2A 44 76 8A
52 09 EA BD 05 22 D5 OF F6 FD 46 D7
AF 99 38 09 OE 13 CB 4F 2C DD 1C 34
F7 1C BF 25 FF 23 D3 3B 59 E7 82 97
37 BE 31 24 D8 18 C8 F3 49 39 5B B7
E2 E5 27 7E FC 8C 45 72 5B 7E 3E 8F
68 4D DD 46 7A 22 BE 8E FF CC DA 39
29 A3 39 E5 9F 43 E9 55 C9 D7 5B A6
81 67 CC CO AA CD 2E C5 23

}
: 3}
337 A3 129: [31 ¢
340 30 127: SEQUENCE {
342 30 12: SEQUENCE {

344 06 3: OBJECT IDENTIFIER
: basicConstraints (2 5 29 19)
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(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
SEQUENCE {}
he

}
SEQUENCE {
OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 id-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 6 unused bits
>11°B
}

}
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
0]

70 44 3E 82 2E 6F 87 DE 4A D3 75 E3

3D 20 BC 43 2B 93 F1 1F

}
+

}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
64 30 99 7D 5C DC 45 0B 99 3A 52 2F
16 BF 58 50 DD CE 2B 18

}

}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] ’DianeDSS@example.com”
}

}
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}
- } }
469 30 9; SEQUENCE {

471 06 7: OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANS1 X9.57 algorithm)

: 3+
480 03  48: BIT STRING O unused bits, encapsulates {
483 30 45: SEQUENCE {

485 02 21: INTEGER
' 00 Al 1A F8 17 OE 3E 5D A8 8C F4 B6
: 55 33 1E 4B E3 2C AC B9 5F
508 02 20: INTEGER
' 28 4B 10 45 58 D2 1C 9D 55 35 14 18
91 B2 3F 39 DF B5 6E D3

}
}
: }
530 30 732: SEQUENCE {
534 30 667: SEQUENCE {
538 A0  3: [0] {
540 02  1: INTEGER 2
: ¥
543 02  2: INTEGER 200
547 30  9: SEQUENCE {

549 06 7: OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANS1 X9.57 algorithm)

: }
558 30  18: SEQUENCE {
560 31  16: SET {
562 30 14: SEQUENCE {

564 06 3: OBJECT IDENTIFIER
o commonName (2 5 4 3)
(X.520 id-at (2 5 4))

569 13 7: PrintableString ’CarlDSS”
: by
}
: }
578 30 30: SEQUENCE {
580 17 13: UTCTime ”990817011049Z~
595 17  13: UTCTime ”3912312359597~
: e
610 30 19: SEQUENCE {
612 31 17: SET {
614 30 15: SEQUENCE {
616 06 3: OBJECT IDENTIFIER
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commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
621 13 8: PrintableString ”AliceDSS”

3
3
: ¥
631 30 438: SEQUENCE {
635 30 299: SEQUENCE {

639 06 7: OBJECT IDENTIFIER
: dsa (1 2 840 10040 4 1)
o (ANS1 X9.57 algorithm)
648 30 286: SEQUENCE {
652 02 129: INTEGER
' 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7E
OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 OC 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C F3 7E 5B DB
784 02  21: INTEGER
' 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
807 02 128: INTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}

938 03 132: BIT STRING O unused bits, encapsulates {
942 02 128: INTEGER
: 5C E3 B9 5A 75 14 96 0B A9 7A DD E3
3F A9 EC AC 5E DC BD B7 13 11 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
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1073
1076
1078
1080

1085
1088
1090

1092
1094

1099
1102
1104

1108
1110

1115
1117
1119

1141
1143

1148
1150
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A3
30
30
06

01
04
30

30

06

01

03

30
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04
30
80

30
06

04
04
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129-
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12:

ON P

24:
22:
20:

22-
20:
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A5 AO 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 OD 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
32 84 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 B8

}

b
31 {
SEQUENCE {

SEQUENCE {

OBJECT IDENTIFIER
basicConstraints (2 5 29 19)
(X.509 id-ce (2 5 29))

BOOLEAN TRUE

OCTET STRING, encapsulates {

SEQUENCE {}
¥

}
SEQUENCE {
OBJECT IDENTIFIER
keyUsage (2 5 29 15)
(X.509 i1d-ce (2 5 29))
BOOLEAN TRUE
OCTET STRING, encapsulates {
BIT STRING 6 unused bits
’11°B
}

}
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
0]
70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
}
}

}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
BE 6C Al B3 E3 C1 F7 ED 43 70 A4 CE
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1172
1174

1179
1181
1183

1205
1207

1216
1219
1221

1243

1266
1269
1271
1274
1276
1278
1280
1282

1287

1296
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02

02

31
30
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30

30

06

13
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21+

198:
97:

24:
18:
16:
14:
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13 01 E2 FD E3 97 FE CD
3

}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1] “AliceDSS@example.com”

}
}
}
}
+

}
SEQUENCE {
OBJECT IDENTIFIER
dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

}
BIT STRING O unused bits, encapsulates {
SEQUENCE {

INTEGER
55 0C A4 19 1F 42 2B 89 71 22 33 8D
83 6A B5 3D 67 6B BF 45

INTEGER
00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}
}
by
by
SET {
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ’CarlDSS”
}
}

3
INTEGER 200

Informational [Page 81]



RFC 4134

1300
1302

1309
1311

1320
1322
1324

1346

1368
1370
1373
1375
1377
1379
1381

1386

1395

1399

1401

1408
1410

1419
1421
1423
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31
30

13
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44:
20:
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}
SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
O1W)

}
SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

}
OCTET STRING, encapsulates {
SEQUENCE {

INTEGER
48 24 DE 8B 85 F2 16 AF EC 82 61 A9
54 DO 2D 04 Al CC 5A 4F

INTEGER
17 ED D5 77 02 EE 75 13 D8 10 BD 3D
97 17 20 88 BB FD 7B 81

¥
}
}
SEQUENCE {
INTEGER 1
SEQUENCE {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ’CarlDSS”
}
}

3
INTEGER 210

}
SEQUENCE {
OBJECT IDENTIFIER shal (1 3 14 3 2 26)
1w

}
SEQUENCE {
OBJECT IDENTIFIER
dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

}
OCTET STRING, encapsulates {

SEQUENCE {
INTEGER
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15 FF 81 4D 8C AD 80 4E 9B 35 58 04
: 37 6E 63 6E E9 5B 83 FA
1445 02 20: INTEGER
' 06 7E 58 4E 2B 31 84 41 ED 49 79 38
3E 77 D2 A6 8C 75 08 21

}
}

4_.7. Signing Using SKI

Same as 4.1, but the sighature uses the SKI instead of the
issuer/serial number in the cert. A SignedData with no attribute
certificates, signed by Alice using DSS, just her certificate (not
Carl’s root cert), identified by the SKI, no CRL. The message is
ExContent, and is included in the eContent. There are no signed or
unsigned attributes.

0 30 915: SEQUENCE {
4 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)

: (PKCS #7)

15 A0 900: [01 {

19 30 896: SEQUENCE {

23 02 1: INTEGER 3

26 31 9: SET {

28 30 7: SEQUENCE {

30 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: o
: }

37 30 43: SEQUENCE {

39 06 9: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)

50 AO 30: [01 {

52 04  28: OCTET STRING °This is some sample content.’
: }
: }

82 A0 736: [0] {

86 30 732: SEQUENCE {

90 30 667: SEQUENCE {

94 AO 3: [01 {

96 02 1: INTEGER 2
: }

99 02 2: INTEGER 200
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103 30 9: SEQUENCE {
105 06 7: OBJECT IDENTIFIER
' dsaWithShal (1 2 840 10040 4 3)
(ANS1 X9.57 algorithm)

: ¥
114 30  18: SEQUENCE {
116 31  16: SET {
118 30  14: SEQUENCE {

120 06 3: OBJECT IDENTIFIER
o commonName (2 5 4 3)
(X.520 id-at (2 5 4))

125 13 7: PrintableString ’CarlDSS”
: }
by
: }
134 30 30: SEQUENCE {
136 17 13: UTCTime ”990817011049Z~
151 17  13: UTCTime ”391231235959Z~
: }
166 30 19: SEQUENCE {
168 31 17: SET {
170 30 15: SEQUENCE {

172 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

177 13 8: PrintableString ”AliceDSS”
: }
}
: e
187 30 438: SEQUENCE {
191 30 299: SEQUENCE {

195 06 7: OBJECT IDENTIFIER
' dsa (1 2 840 10040 4 1)
o (ANS1 X9.57 algorithm)
204 30 286: SEQUENCE {
208 02 129: INTEGER
: 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7E
OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 OC 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C F3 7E 5B DB
340 02  21: INTEGER
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363 02 128:
494 03 132:
498 02 128:
629 A3 129-
632 30 127:
634 30 12:
636 06
641 01
644 04
646 30
648 30 14:
650 06
655 01
658 04
Hoffman, Ed.
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00 E2 47
B8 37 21
INTEGER

26
4B
CB
AA
7D
3E
E9
01
95
1F
D1

}

38
59
1A
05
8A
90
CE
7C
4A
11
81

DO
6A
30
3D
42
F8
2E
6D
53
7F
4A

BIT STRING O
INTEGER

5C
3F
16
12
1B
A5
7E
08
F1
32
F2

}

+
31 {

SEQUENCE {

E3
A9
89
3D
3E
AO
1A
BF
BB
84
A5

B9
EC
28
43
24
4A
F2
66
34
FO
E2

SEQUENCE {
IDENTIFIER
basicConstraints (2 5 29

OBJECT

(X.509 id-ce (2 5 29))
BOOLEAN TRUE

A6
2B

14
4C
C3
58
25
6D
5D
49
56
Cc2
60

1A
62

89
76
1E
co
A7
EA
A3
89
B5
BD
39

45
8B

32
23
50
7B
F4
9C
07
11
E2
ED
BA

66 B8
F7 93

AA 39
39 04
5D DD
A2 36
75 CF
Co 21
Cb 23
89 36
F9 73
D1 50
36 39

13
CD

FB
02
9B
B8
aA
8A
85
a4
EC
FF

July

C6

3E
35
59

08
3B
B8
BD
1A
98

DA

6D
5C
E2
07
5E
76
2F
F8
61
74

2005

8F

D9
F2
Cbh
AF
4B
14
30
C8
36
Cc2

unused bits, encapsulates {

5A
AC
11
58
7D
E3
24
14
D4
7E
F4

75
5E
23
6F
3D
85
AB
80
D2
41
F2

14
DC
D9
E5
07
D6
53
5C
96
40
83

96 0B
BD B7
34 86
51 BF
8D 5B
CE 06
1A B8
62 AC
37 F6
FD 46
E5 B8

A9
13
67
FA
63
80
27
65
61
A7

7A
11
75
89
C8
3F
0D
FA
47
63

19)

OCTET STRING, encapsulates {

SEQUENCE {}
}

}
SEQUENCE {
IDENTIFIER
keyUsage (2 5 29 15)

OBJECT

(X.509 id-ce (2 5 29))
BOOLEAN TRUE

OCTET STRING, encapsulates {

Informational
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F2
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E8
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4E
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45
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8B
C4
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660

664
666

671
673
675

697
699

704
706

728
730

735
737
739

761

763

772
775
777
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30
06

04
30
80

30
06

04

04

30

04
30
81

30

06

03
30
02

Ed.

24:
22:
20:

22-
20:

24:

20:

48:
45:
20:
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BIT STRING 6 unused bits
’11°B
}

}
SEQUENCE {

OBJECT IDENTIFIER
authorityKeyldentifier (2 5 29 35)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
0]

70 44 3E 82 2E 6F 87 DE 4A D3 75 E3

3D 20 BC 43 2B 93 F1 1F

}
+

}
SEQUENCE {

OBJECT IDENTIFIER
subjectKeyldentifier (2 5 29 14)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

OCTET STRING
BE 6C Al B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD

}

}
SEQUENCE {

OBJECT IDENTIFIER
subjectAltName (2 5 29 17)
(X.509 id-ce (2 5 29))

OCTET STRING, encapsulates {

SEQUENCE {
[1]1 *AliceDSS@example.com”
}
}
¥
¥

}
SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANS1 X9.57 algorithm)

3+
BIT STRING O unused bits, encapsulates {
SEQUENCE {

INTEGER
55 0C A4 19 1F 42 2B 89 71 22 33 8D
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: 83 6A B5 3D 67 6B BF 45
799 02 21: INTEGER
N 00 9F 61 53 52 54 0B 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}
¥
¥
: }
822 31  95: SET {
824 30 93: SEQUENCE {
826 02 1: INTEGER 3
829 80 20: [0]
: BE 6C Al B3 E3 C1 F7 ED 43 70 A4 CE
o 13 01 E2 FD E3 97 FE CD
851 30 7: SEQUENCE {
853 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: o
: }
860 30 9: SEQUENCE {
862 06 7: OBJECT IDENTIFIER dsa (1 2 840 10040 4 1)
' (ANSI X9.57 algorithm)
: }
871 04 46: OCTET STRING, encapsulates {
873 30 44: SEQUENCE {

875 02 20: INTEGER
' 6D 8E 5A CD 28 AO 1F D9 86 AD 7A E9
: DF AC D7 BE EC BE 3F F8
897 02 20: INTEGER
' 7C 8A 06 1E FC A4 41 35 7E F7 24 14
FD 3D CO 56 B7 05 27 D5

}
}

4.8. S/MIME multipart/signed Message

A full S/MIME message, including MIME, that includes the body part
from 4.3 and the body containing the content of the message.

MIME-Version: 1.0

To: User2@examples.com

From: aliceDss@examples.com

Subject: Example 4.8

Message-1d: <020906002550300.249@examples.com>
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Date: Fri, 06 Sep 2002 00:25:21 -0300

Content-Type: multipart/signed;
micalg=SHA1;
boundary="----=_NextBoundry Fri, 06 _Sep 2002_00:25:21";
protocol="application/pkcs7-signature"

This is a multi-part message in MIME format.

This 1s some sample content.

—————— = NextBoundry Fri, 06 Sep 2002 00:25:21
Content-Type: application/pkcs7-signhature; name=smime.p7s
Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename=smime.p7s

M1 1DdwYJKoZ IlhveNAQcCol 1DaDCCA2QCAQEXCTAHBgUrDgMCG jALBgkghk i GO9wOBBwGgggL
gMI1 1C3DCCApugAw I BAg I CAMgwCQYHKoZ 1 zj gEAZASMRAWDQYDVQQDEWADYXJISRFNTMB4XDT
k5MDgXNzAXMTAOOVOXDTMSMT 1zMT 1 zZNTk10VowEZERMASGALUEAXM IQWXpY2VEU1MwggG2M
I IBKWYHK0Z1zJgEATCCARACQYEAQY3N7YPgCp45PsJ I KKPKR5PdDteoDuxTxauECE// 10Fz
SHAM1VNESNH+n6+koYkv4dkwyDbeP5u/t0zcX2mK5HXQNwYRCIWb3qde+fz0Ony/dQ6i LVPE
/sSAcIRO1diMPDtbPjVQh11TI2EMR4AVT+ds 1 SXN/LKURUu15AMWXPN+W9sCFQDIR6YaRWa4E8
baj7g31Stii1/eTzQKBgCY40BSIMqo5+z5t2UtZakx21zkEAjVc8ssaMMMeUF3dmlnizaoFP
VJAe612uG4Hr32KQIWN9HXPSgheSz6Q+G3gnMkhi j t2FONOL12jB80jhbgvMAF8bUMJEYK2
RL34yJVKU1al14vI1z7BphNh8RT8K97dFQ/5hOwtGBSmASUJ YS5A4GEAAKBgFZjuVplFIYLgXr
d4z+p7Kxe3L23EXEOphaJKBEJ2TSGZ3V1EX19Q1tv5VG/+onyohs+JHO9B41bY81 7RaWgSu
OF1s4GgD/0134a8iSrUxq4JIw0e7wi/ZhSAXCKsZToVi/G7NNTS1jF2YUeyxDKESH5BQP1Gp
2NOM/K14vTyg+W404GBMH8WDAYDVROTAQH/BA IwADAOBgNVHQ8BAFSEBAMCBSAWHWYDVRO j
BBgwFOAUCEQ+g15vh95K03XjPSC8QyuT8R8WHQYDVROOBBYEFL5s0bP jwFFtQ3CkzhMB4v3
J1/7NMB8GALUdEQQYMBaBFEFsaWN IRFNTQGV4YW1wbGUuY29tMAKGBYgGSM44BAMDMAAWLQ
1UVQYyKkGROCK41x1 jJONg2q1PWdrvOUCFQCFYVNSVAtcst3a53Yd4hBSWONevTF jMGECAQEWG
DASMRAWDgGYDVQQDEwdDYXJSRFNTAg I AyDAHBgUrDgMCG j AJBgcahk jOOAQDBCAWLA I UM/mG
F6gkgp9Z0XtRdAGimJeB/BXUCFGFFIqwYRT1WYc10QoGiaowqGzVl

—————— = NextBoundry Fri, 06 _Sep 2002_00:25:21--
4.9. S/MIME application/pkcs7-mime Signed Message
A full S/MIME message, including the MIME parts.

MIME-Version: 1.0

To: User2@examples.com

From: aliceDss@examples.com

Subject: Example 4.9

Message-1d: <021031164540300.304@examples.com>

Date: Thu, 31 Oct 2002 16:45:14 -0300

Content-Type: application/pkcs7-mime; smime-type=signed-data;
name=smime.p7m
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Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=smime.p7m

M1 1DmQYJKoZ IlhveNAQcCol IDi jCCA4YCAQEXCTAHBgUrDgMCG jAtBgkghkiGOwOBBwWGg I AQ
eDQpUaG1z1GIzIHNvbWUgc2FtcGx 1 1GNvbnRIbnQuol IC4DCCAtwwggKboAMCAQICAgGD IMA
kGByqGSM44BAMWE j EQMA4GALUEAXMHQ2FYbERTUZAeFWO50TA4AMTcwMTEWND laFwOzOTEYM
zEyMzUSNT 1aMBMXETAPBgNVBAMTCEFsaWNIRFNTMI 1Btj CCASsSGBYqGSM44BAEwggEeA0GB
AIGNze2D6ggeOT7CSCi j5EeT3Q7XqA7sUBWrhAhP/5ThcOh+DNbzRE jR/p+vpKGIL+HZMMg
23j+bv7dM3F9p 1 uR10DcMkQiVMI6NXvn89J8v3U00i 1 TXP7AHCEANXY jDw7Wz41U1ddU5dh
DEelL3/nbCElzfy5FEbteQJl1zzFIvbAhUA4kemGkVmuBPG20+4NYErYov3k80CgYAMONAU i
TKgOfs+bd I LWWpMdiM5BA11XPLLGJDDHIBA3ZtZ4s2gBT1YwHuiNrhuB699ikl Ip/R1z00ol
Xks+kPht6pzJ1Yo7dhTpzi5dowfNI14W4LzABFG1JI iRGINKSO+MiVSINWteL5c+waYTYFEX/
Cve3RUP+YdMLRgUpgObo20QOBhAACgYBc471adRSWC6163eM/geysXty9txMRNKYWiSgR19
kOhmd1dRMSPUNbb+VRv/qJ8q1bPiR9PQeNW2P 1uOWloEr jhdbOBoA/6CN+Gv 1 kglMauCcNH
u81v2YUgFxi rGX6FYvxuzTUOpY39mFHssQyhPB+QUDORqdj T jPypelL08oP luKOBgTB/MAWG
A1UdEwWEB/wQCMAAwWDgYDVROPAQH/BAQDAgbAMBBGA1Ud IwQYMBaAFHBEPO lub4feStN14z0
gVEMrk/EfMBOGA1UdDgQWBBS+bKGz48H37UNwpM4TAeL945F+zTAFBgNVHREEGDAWGRRBbOG
1jZURTUOBIeGFtcGxILmNvbTAJIBgcghkjOOAQDAZAAMCOCFFUMpBKFQiuJcS1zjYNqtT1lna
79FANUAN2FTUIQLXLLd2ud2He 1QUItDXrOxYzBhAgEBMBOWE jEQMA4GALUEAXMHQ2FYbERT
Uw 1 CAMgwBwYFKw4DAhowCQYHKoZ I z j gEAWQUMCWCFD1cSW6L IUFzeX1e3Y I5SKSBer/sAhQ
mCq7s/CTFHOEjgASeUjbMpx5g6A==

4.10. SignedData with Attributes
A SignedData message with the following list of signedAttributes:

-unknown OID

-contentHints
-smimeCapablilties
-securitylLabel
-ContentReference
-smimeEncryptKeyPreference
-mIExpansionHistory
-EquivalentLabel

0 30 2047: SEQUENCE {
4 06 9: OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)

: (PKCS #7)
15 A0 2032: [0] {
19 30 2028: SEQUENCE {
23 02 1: INTEGER 1
26 31 O: SET {
28 30  7: SEQUENCE {
30 06  5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
©1wW)
}
: }
37 30  43: SEQUENCE {
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39

50
52

82
86
90
94
96

99
103
105

114
116
118
120

125

134
136
151

166
168
170
172

177

187
191
195

204

Hoffman,

06

AO
04

AO
30
30
AO
02

02
30
06

30
31
30
06

13

30
17
17

30
31
30
06

13

30
30
06

30

18:
16:
14:

30:
13:
13:
19-

17:
15:

438:
299:

286+
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OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
(PKCS #7)

[o] { o
OCTET STRING ’This is some sample content.”
}

3

[0] {

SEQUENCE {
SEQUENCE {
[o] {
INTEGER 2

3
INTEGER 200
SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANS1 X9.57 algorithm)

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ’CarlDSS”

}
+

}

SEQUENCE {
UTCTime >990817011049z”
UTCTime ”3912312359597~

e
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ”AliceDSS”
}
he

}
SEQUENCE {
SEQUENCE {
OBJECT IDENTIFIER
dsa (1 2 840 10040 4 1)
(ANS1 X9.57 algorithm)
SEQUENCE {
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208 02 129: INTEGER
: 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7E
OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 OC 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C F3 7E 5B DB
340 02 21: INTEGER
' 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
363 02 128: INTEGER
' 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}

494 03 132: BIT STRING O unused bits, encapsulates {
498 02 128: INTEGER
o 5C E3 B9 5A 75 14 96 0B A9 7A DD E3

3F A9 EC AC 5E DC BD B7 13 11 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 AO 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 OD 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
32 84 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 B8

}
: }
629 A3 129: 31 ¢
632 30 127: SEQUENCE {
634 30 12: SEQUENCE {
636 06  3: OBJECT IDENTIFIER
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basicConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
641 01 1: BOOLEAN TRUE

644 04 2: OCTET STRING, encapsulates {
646 30 0: SEQUENCE {3}

: ¥

: }
648 30 14: SEQUENCE {

650 06 3: OBJECT IDENTIFIER

o keyUsage (2 5 29 15)

: (X.509 id-ce (2 5 29))
655 01 1: BOOLEAN TRUE

658 04 4: OCTET STRING, encapsulates {
660 03 2: BIT STRING 6 unused bits
: *11°B
}
: b
664 30 31: SEQUENCE {

666 06 3: OBJECT IDENTIFIER
: authorityKeyldentifier (2 5 29 35)
o (X.509 id-ce (2 5 29))

671 04 24: OCTET STRING, encapsulates {

673 30 22: SEQUENCE {
675 80  20: [0]

70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F

}
- } }
697 30  29: SEQUENCE {

699 06 3: OBJECT IDENTIFIER
: subjectKeyldentifier (2 5 29 14)
o (X.509 id-ce (2 5 29))
704 04 22: OCTET STRING, encapsulates {
706 04  20: OCTET STRING
: BE 6C Al B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD

3
: b
728 30  31: SEQUENCE {

730 06 3: OBJECT IDENTIFIER
: subjectAltName (2 5 29 17)
: (X.509 id-ce (2 5 29))

735 04 24: OCTET STRING, encapsulates {

737 30 22: SEQUENCE {
739 81 20: [1] “AliceDSS@example.com”
: }
¥
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3
3
- } }
761 30 9 SEQUENCE {

763 06 7: OBJECT IDENTIFIER
: dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
772 03  48: BIT STRING O unused bits, encapsulates {
775 30  45: SEQUENCE {

777 02 20: INTEGER
' 55 0C A4 19 1F 42 2B 89 71 22 33 8D
: 83 6A B5 3D 67 6B BF 45
799 02 21: INTEGER
' 00 9F 61 53 52 54 OB 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

}
}
by
: by
822 31 1225: SET {
826 30 1221: SEQUENCE {
830 02 1: INTEGER 1
833 30 24: SEQUENCE {
835 30 18: SEQUENCE {
837 31 16: SET {
839 30 14: SEQUENCE {
841 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
846 13 7: PrintableString ’CarlDSS”
: }
}
: +
855 02 2: INTEGER 200
: }
859 30 7: SEQUENCE {
861 06 5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: omw
: by
868 A0 1119: [0] {
872 30 24: SEQUENCE {
874 06 9: OBJECT IDENTIFIER
: contentType (1 2 840 113549 1 9 3)
: (PKCS #9 (1 2 840 113549 1 9))
885 31 11: SET {
887 06 9: OBJECT IDENTIFIER
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data (1 2 840 113549 1 7 1)

(PKCS #7)
}
: }
898 30  35: SEQUENCE {

900 06 9: OBJECT IDENTIFIER
: messageDigest (1 2 840 113549 1 9 4)
: (PKCS #9 (1 2 840 113549 1 9))
911 31 22: SET {
913 04  20: OCTET STRING
: 40 6A EC 08 52 79 BA 6E 16 02 2D 9E
06 29 CO 22 96 87 DD 48

}
: }
935 30 56: SEQUENCE {
937 06 3: OBJECT IDENTIFIER ”1 2 5555~
942 31  49: SET {

944 04 47: OCTET STRING
: This is a test General ASN Attribut’
e, number 1.’

3
: b
993 30  62: SEQUENCE {

995 06 11: OBJECT IDENTIFIER
: id-aa-contentHint
(1 2 840 113549 1 9 16 2 4)
(S/MIME Authenticated Attributes
: (1 2 840 113549 1 9 16 2))
1008 31  47: SET {

1010 30 45: SEQUENCE {
1012 oC  32: UTF8String

: Content Hints Description Buffer’
1046 06 9: OBJECT IDENTIFIER

: data (1 2 840 113549 1 7 1)

(PKCS #7)
}
}

: e

1057 30 74: SEQUENCE {

1059 06 9: OBJECT IDENTIFIER
o sMIMECapabilities
(1 2 840 113549 1 9 15)
(PKCS #9
: (1 2 840 113549 1 9))
1070 31  61: SET {

1072 30 59: SEQUENCE {
1074 30 7: SEQUENCE {
1076 06 5: OBJECT IDENTIFIER "1 2 3 4 5 6”
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: }
1083 30 48: SEQUENCE {
1085 06 6: OBJECT IDENTIFIER 1 2 3 45 6 77~
1093 04  38: OCTET STRING
o >Smime Capabilities parameters buffe”
r 2°
¥
}
}
: }
1133 30 109: SEQUENCE {

1135 06  11: OBJECT IDENTIFIER
: id-aa-securitylLabel
(1 2 840 113549 1 9 16 2 2)
(S/MIME Authenticated Attributes
: (1 2 840 113549 1 9 16 2))
1148 31  94: SET {

1150 31  92: SET {
1152 02 1: INTEGER 1
1155 06 7: OBJECT IDENTIFIER "1 2 3456 7 8
1164 13 27: PrintableString

: >THIS IS A PRIVACY MARK TEST”
1193 31  49: SET {
1195 30 47: SEQUENCE {
1197 80 8: [0]

o 2A 03 04 05 06 07 86 78
1207 A1 35: 11 {
1209 13 33: PrintableString

: >THIS IS A TEST SECURITY-"

>CATEGORY .~
¥
}
}
}
}

: }

1244 30 111: SEQUENCE {

1246 06 11: OBJECT IDENTIFIER
: id-aa-contentReference
(1 2 840 113549 1 9 16 2 10)
(S/MIME Authenticated Attributes
: (1 2 840 113549 1 9 16 2))
1259 31 96: SET {

1261 30 94: SEQUENCE {
1263 06 5: OBJECT IDENTIFIER "1 2 3 4 5 6~
1270 04 43: OCTET STRING
: ’Content Reference Content ldentifie’
r Buffer’
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1315 04  40: OCTET STRING
: Content Reference Signature Value B~
uffer”’
}
he
: }
1357 30 115: SEQUENCE {

1359 06 11: OBJECT IDENTIFIER
: id-aa-encrypKeyPref
(1 2 840 113549 1 9 16 2 11)
(S/MIME Authenticated Attributes
: (1 2 840 113549 1 9 16 2))
1372 31 100: SET {

1374 A0  98: [0] {
1376 30 90: SEQUENCE {
1378 31  11: SET {
1380 30 9: SEQUENCE {
1382 06 3: OBJECT IDENTIFIER
: countryName (2 5 4 6)
: (X.520 id-at (2 5 4))
1387 13 2: PrintableString ’US”
: }
: }
1391 31  22: SET {
1393 30 20: SEQUENCE {
1395 06 3: OBJECT IDENTIFIER
' organizationName (2 5 4 10)
: (X.520 id-at (2 5 4))
1400 13 13: PrintableString US Government”
: ¥
: }
1415 31 17: SET {
1417 30  15: SEQUENCE {
1419 06 3: OBJECT IDENTIFIER
o organizationalUnitName
(254 11)
: (X.520 id-at (2 5 4))
1424 13 8: PrintableString ’VDA Site’
: }
: }
1434 31  12: SET {
1436 30 10: SEQUENCE {
1438 06 3: OBJECT IDENTIFIER
: organizationalUnitName
(254 11)
: (X.520 id-at (2 5 4))
1443 13 3: PrintableString ”VDA’
: ¥
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¥
SET {

SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString ’Daisy RSA’

}

}

+
INTEGER 173360179

}
}

e
SEQUENCE {
OBJECT IDENTIFIER
id-aa-mlExpandHistory
(1 2 840 113549 1 9 16 2 3)
(S/MIME Authenticated Attributes
(1 2 840 113549 1 9 16 2))
SET {
SEQUENCE {
SEQUENCE {
OCTET STRING *5738299~
GeneralizedTime ”19990311104433Z2”
11 {
SEQUENCE {
41 {
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
countryName (2 5 4 6)
(X.520 id-at (2 5 4))
PrintableString ’US”
}
+
SET {
SEQUENCE {
OBJECT IDENTIFIER
organizationName
(2 54 10)
(X.520 id-at (2 5 4))
PrintableString
US Government’

3
s
SET {
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1574 30 15: SEQUENCE {
1576 06 3: OBJECT IDENTIFIER
: organizationalUnitName
(25411
o (X.520 i1d-at (2 5 4))
1581 13 8: PrintableString
: VDA Site’
by
: by
1591 31 12: SET {
1593 30 10: SEQUENCE {
1595 06 3: OBJECT IDENTIFIER
: organizationalUnitName
(2 5 4 11)
o (X.520 id-at (2 5 4))
1600 13 3: PrintableString ”VDA’
: he
: 3}
1605 31  23: SET {
1607 30 21: SEQUENCE {

1609 06 3: OBJECT IDENTIFIER
o commonName (2 5 4 3)
o (X.520 i1d-at (2 5 4))
1614 13 14: PrintableString
: Bugs Bunny DSA”

}
}

: by
1630 A4 97: 4] {
1632 30 95: SEQUENCE {
1634 31 11: SET {
1636 30 9: SEQUENCE {
1638 06 3: OBJECT IDENTIFIER

o countryName (2 5 4 6)

: (X.520 id-at (2 5 4))
1643 13 2: PrintableString ”US”

: by

: by
1647 31  22: SET {
1649 30 20: SEQUENCE {
1651 06 3: OBJECT IDENTIFIER

: organizationName

(2 5 4 10)

o (X.520 id-at (2 5 4))
1656 13 13: PrintableString

: US Government’

}
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¥
SET {

SEQUENCE {

OBJECT IDENTIFIER

organizationalUnitName
(2 54 11)
(X.520 id-at (2 5 4))

PrintableString

’VDA Site’

}

+
SET {
SEQUENCE {
OBJECT IDENTIFIER
organizationalUnitName
(25411
(X.520 i1d-at (2 5 4))
PrintableString ’VDA’
}
3+
SET {
SEQUENCE {

OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))

PrintableString

Elmer Fudd DSA”

}
SEQUENCE {
OBJECT IDENTIFIER
id-aa-equivalentLabels
(1 2 840 113549 1 9 16 2 9)
(S/MIME Authenticated Attributes
(1 2 840 113549 1 9 16 2))
SET {
SEQUENCE {
SET {
INTEGER 1
OBJECT IDENTIFIER "1 2 3456 7 9~
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PrintableString
EQUIVALENT THIS 1S A PRIVACY MARK T’
"EST”
SET {
SEQUENCE {
0]
2A 03 04 05 06 07 86 78
[11 {
PrintableString
EQUIVALENT THIS IS A TEST SECURITY-"
>CATEGORY .~

}
}
}

}
SET {

INTEGER 1
OBJECT IDENTIFIER
123456 7 10°
PrintableString
EQUIVALENT THIS IS A SECOND PRIVACY~
> MARK TEST~
SET {
SEQUENCE {
0]
2A 03 04 05 06 07 86 78
11 {
PrintableString
EQUIVALENT THIS IS A TEST SECURITY-"
>CATEGORY .~

e
SEQUENCE {
OBJECT IDENTIFIER
dsaWithShal (1 2 840 10040 4 3)
(ANS1 X9.57 algorithm)

+
OCTET STRING, encapsulates {
SEQUENCE {
INTEGER
00 BC 33 37 65 C4 F7 70 5C 17 49 13
AA 4C 85 CA BB 52 91 48 59
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2029

4.11.

02

20:
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INTEGER
63 96 A2 14 8B CF 57 DE BO 48 5F 6C
64 DD 84 04 49 5F 1C CA

+
}

SignedData with Certificates Only

CA SignedData message with no content or signature, containing only
Alices’s and Carl’s certificates.

0
4 06
15 AO 1657-
19 30 1653:
23 02
26 31
28 30 11:
30 06
41 AO 1407:
45 30 667:
49 30 602:
53 AO
55 02
58 02
61 30
63 06
72 30 18:
74 31 16:
76 30 14:
78 06
83 13
Hoffman, Ed.

30 1672: SEQUENCE {

9:

1:
0:

9:

3:
1:
1:
9:
7:

OBJECT IDENTIFIER signedData (1 2 840 113549 1 7 2)
(PKCS #7)
[o] {
SEQUENCE {
INTEGER 1
SET {}
SEQUENCE {
OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
(PKCS #7)

b
o] {
SEQUENCE {
SEQUENCE {
[o] {
INTEGER 2

}
INTEGER 1
SEQUENCE {
OBJECT IDENTIFIER
dsawithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

}
SEQUENCE {
SET {
SEQUENCE {
OBJECT IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ’CarlDSS”
}
¥
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: }

92 30  30: SEQUENCE {

94 17  13: UTCTime *990816225050Z”

109 17  13: UTCTime ”391231235959Z”
: ¥

124 30  18: SEQUENCE {

126 31  16: SET {

128 30 14: SEQUENCE {

130 06 3: OBJECT IDENTIFIER
o commonName (2 5 4 3)
(X.520 id-at (2 5 4))

135 13 7: PrintableString ’CarlDSS”
: }
by
: }
144 30 439: SEQUENCE {
148 30 299: SEQUENCE {

152 06 7: OBJECT IDENTIFIER
: dsa (1 2 840 10040 4 1)
: (ANSI X9.57 algorithm)
161 30 286: SEQUENCE {
165 02 129: INTEGER
: 00 B6 49 18 3E 8A 44 C1 29 71 94 4C
01 C4 12 C1 7A 79 CB 54 4D AB 1E 81
FB C6 4C B3 OE 94 09 06 EB 01 D4 B1
C8 71 4B C7 45 CO 50 25 5D 9C FC DA
E4 6D D3 E2 86 48 84 82 7D BA 15 95
4A 16 F6 46 ED DD F6 98 D2 BB 7E 8A
OA 8A BA 16 7B B9 50 01 48 93 8B EB
25 15 51 97 55 DC 8F 53 OE 10 A9 50
FC 70 B7 CD 30 54 FD DA DE A8 AA 22
B5 A1 AF 8B CC 02 88 E7 8B 70 5F B9
o AD E1 08 D4 6D 29 2D D6 E9
297 02  21: INTEGER
: 00 DD C1 2F DF 53 CE OB 34 60 77 3E
: 02 A4 BF 8A 5D 98 B9 10 D5
320 02 128: INTEGER
o OC EE 57 9B 4B BD DA B6 07 6A 74 37
4F 55 7F 9D ED BC 61 OD EB 46 59 3C
56 0B 2B 5B OC 91 CE A5 62 52 69 CA
E1 6D 3E BD BF FE E1 B7 B9 2B 61 3C
AD CB AE 45 E3 06 AC 8C 22 9D 9C 44
87 0B C7 CD FO 1C D9 B5 4E 5D 73 DE
AF OE C9 1D 5A 51 F5 4F 44 79 35 5A
73 AA 7F 46 51 1F A9 42 16 9C 48 EB
8A 79 61 B4 D5 2F 53 22 44 63 1F 86
B8 A3 58 06 25 F8 29 CO EF BA EO 75
FO 42 C4 63 65 52 9B OA
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}

: 3+
451 03 133: BIT STRING O unused bits, encapsulates {
455 02 129: INTEGER
: 00 99 87 74 27 03 66 A0 B1 CO AD DC
2C 75 BB E1 6C 44 9C DA 21 6D 4D 47
6D B1 62 09 E9 D8 AE 1E F2 3A B4 94
B1 A3 8E 7A 9B 71 4E 00 94 C9 B4 25
4E B9 60 96 19 24 01 F3 62 0OC FE 75
CO FB CE D8 68 00 E3 FD D5 70 4F DF
23 96 19 06 94 F4 B1 61 8F 3A 57 Bl
08 11 A4 OB 26 25 FO 52 76 81 EA OB
62 OD 95 2A E6 86 BA 72 B2 A7 50 83
OB AA 27 CD 1B A9 4D 89 9A D7 8D 18
39 84 3F 8B C5 56 4D 80 7A

}
: by
587 A3  66: [31 {
589 30 64: SEQUENCE {
591 30 15: SEQUENCE {
593 06 3: OBJECT IDENTIFIER
o basicConstraints (2 5 29 19)
o (X.509 i1d-ce (2 5 29))
598 01 1: BOOLEAN TRUE
601 04 5: OCTET STRING, encapsulates {
603 30 3: SEQUENCE {
605 01 1: BOOLEAN TRUE
: }
he
: }
608 30 14: SEQUENCE {
610 06 3: OBJECT IDENTIFIER
: keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
615 01 1: BOOLEAN TRUE
618 04 4: OCTET STRING, encapsulates {
620 03 2: BIT STRING 1 unused bits
' >1100001°B
}
: }
624 30 29: SEQUENCE {
626 06 3: OBJECT IDENTIFIER
: subjectKeyldentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))
631 04 22: OCTET STRING, encapsulates {

633 04 20: OCTET STRING
' 70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F
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}
}
}
- } }
655 30  9: SEQUENCE {

657 06 7: OBJECT IDENTIFIER
' dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
666 03  48: BIT STRING O unused bits, encapsulates {
669 30 45: SEQUENCE {

671 02 20: INTEGER
' 6B A9 FO 4E 7A 5A 79 E3 F9 BE 3D 2B
: CO 06 37 E9 11 17 Al 13
693 02 21: INTEGER
' 00 8F 34 69 2A 8B B1 3C 03 79 94 32
4D 12 1F CE 89 FB 46 B2 3B

}
}
: }
716 30 732: SEQUENCE {
720 30 667: SEQUENCE {
724 A0 3: [0] {
726 02 1: INTEGER 2
: ¥
729 02 2: INTEGER 200
733 30 9 SEQUENCE {

735 06 7: OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANS1 X9.57 algorithm)

: }
744 30 18: SEQUENCE {
746 31 16: SET {
748 30 14: SEQUENCE {

750 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
(X.520 id-at (2 5 4))

755 13 7: PrintableString ~CarlDSS”
: }
¥
: }
764 30  30: SEQUENCE {
766 17  13: UTCTime ~990817011049Z°
781 17  13: UTCTime ~3912312359597"
: }
796 30  19: SEQUENCE {
798 31  17: SET {
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800 30 15: SEQUENCE {
802 06 3: OBJECT IDENTIFIER

' commonName (2 5 4 3)

: (X.520 id-at (2 5 4))
807 13 8: PrintableString ’AliceDSS”

}
3
: b
817 30 438: SEQUENCE {
821 30 299: SEQUENCE {

825 06 7: OBJECT IDENTIFIER
: dsa (1 2 840 10040 4 1)
: (ANS1 X9.57 algorithm)
834 30 286: SEQUENCE {
838 02 129: INTEGER
: 00 81 8D CD ED 83 EA OA 9E 39 3E C2
48 28 A3 E4 47 93 DD OE D7 A8 OE EC
53 C5 AB 84 08 4F FF 94 E1 73 48 7E
OC D6 F3 44 48 D1 FE 9F AF A4 Al 89
2F E1 D9 30 C8 36 DE 3F 9B BF B7 4C
DC 5F 69 8A E4 75 DO 37 OC 91 08 95
9B DE A7 5E F9 FC F4 9F 2F DD 43 A8
8B 54 F1 3F BO 07 08 47 4D 5D 88 C3
C3 B5 B3 E3 55 08 75 D5 39 76 10 C4
78 BD FF 9D BO 84 97 37 F2 E4 51 1B
: B5 E4 09 96 5C F3 7E 5B DB
970 02  21: INTEGER
: 00 E2 47 A6 1A 45 66 B8 13 C6 DA 8F
: B8 37 21 2B 62 8B F7 93 CD
993 02 128: INTEGER
: 26 38 DO 14 89 32 AA 39 FB 3E 6D D9
4B 59 6A 4C 76 23 39 04 02 35 5C F2
CB 1A 30 C3 1E 50 5D DD 9B 59 E2 CD
AA 05 3D 58 CO 7B A2 36 B8 6E 07 AF
7D 8A 42 25 A7 F4 75 CF 4A 08 5E 4B
3E 90 F8 6D EA 9C C9 21 8A 3B 76 14
E9 CE 2E 5D A3 07 CD 23 85 B8 2F 30
01 7C 6D 49 89 11 89 36 44 BD F8 C8
95 4A 53 56 B5 E2 F9 73 EC 1A 61 36
1F 11 7F C2 BD ED D1 50 FF 98 74 C2
D1 81 4A 60 39 BA 36 39

}

1124 03 132: BIT STRING O unused bits, encapsulates {
1128 02 128: INTEGER
: 5C E3 B9 5A 75 14 96 0B A9 7A DD E3
3F A9 EC AC 5E DC BD B7 13 11 34 A6
16 89 28 11 23 D9 34 86 67 75 75 13
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12 3D 43 5B 6F E5 51 BF FA 89 F2 A2
1B 3E 24 7D 3D 07 8D 5B 63 C8 BB 45
A5 AO 4A E3 85 D6 CE 06 80 3F E8 23
7E 1A F2 24 AB 53 1A B8 27 OD 1E EF
08 BF 66 14 80 5C 62 AC 65 FA 15 8B
F1 BB 34 D4 D2 96 37 F6 61 47 B2 C4
32 84 FO 7E 41 40 FD 46 A7 63 4E 33
F2 A5 E2 F4 F2 83 E5 B8

}
: by
1259 A3 129: [31 {
1262 30 127: SEQUENCE {
1264 30 12: SEQUENCE {
1266 06 3: OBJECT IDENTIFIER
' basicConstraints (2 5 29 19)
: (X.509 id-ce (2 5 29))
1271 01 1: BOOLEAN TRUE
1274 04 2: OCTET STRING, encapsulates {
1276 30 0: SEQUENCE {}
: by
: }
1278 30 14: SEQUENCE {
1280 06 3: OBJECT IDENTIFIER
: keyUsage (2 5 29 15)
: (X.509 id-ce (2 5 29))
1285 01 1: BOOLEAN TRUE
1288 04 4: OCTET STRING, encapsulates {
1290 03 2: BIT STRING 6 unused bits
o ”11°B
}
: }
1294 30 31: SEQUENCE {
1296 06 3: OBJECT IDENTIFIER
o authorityKeyldentifier (2 5 29 35)
o (X.509 i1d-ce (2 5 29))
1301 04 24: OCTET STRING, encapsulates {
1303 30 22: SEQUENCE {
1305 80  20: [O]

70 44 3E 82 2E 6F 87 DE 4A D3 75 E3
3D 20 BC 43 2B 93 F1 1F

}
}
: }
1327 30 29: SEQUENCE {

1329 06 3: OBJECT IDENTIFIER
o subjectKeyldentifier (2 5 29 14)
: (X.509 id-ce (2 5 29))

1334 04 22: OCTET STRING, encapsulates {
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1336 04 20: OCTET STRING
: BE 6C Al B3 E3 C1 F7 ED 43 70 A4 CE
13 01 E2 FD E3 97 FE CD

3
: b
1358 30  31: SEQUENCE {

1360 06 3: OBJECT IDENTIFIER
' subjectAltName (2 5 29 17)
o (X.509 id-ce (2 5 29))
1365 04 24: OCTET STRING, encapsulates {

1367 30 22: SEQUENCE {
1369 81 20: [1] “AliceDSS@example.com”

: }

by
}
}
he

: }

1391 30 9: SEQUENCE {

1393 06 7: OBJECT IDENTIFIER
' dsaWithShal (1 2 840 10040 4 3)
(ANS1 X9.57 algorithm)

: +
1402 03  48: BIT STRING O unused bits, encapsulates {
1405 30  45: SEQUENCE {

1407 02 20: INTEGER
: 55 0C A4 19 1F 42 2B 89 71 22 33 8D
: 83 6A B5 3D 67 6B BF 45
1429 02 21: INTEGER
' 00 9F 61 53 52 54 OB 5C B2 DD DA E7
76 1D E2 10 52 5B 43 5E BD

by
}
}
: by
1452 A1 219: [1] {
1455 30 216: SEQUENCE {
1458 30 153: SEQUENCE {
1461 30 9: SEQUENCE {
1463 06 7: OBJECT IDENTIFIER
: dsaWithShal (1 2 840 10040 4 3)
(ANS1 X9.57 algorithm)
: }
1472 30 18: SEQUENCE {
1474 31  16: SET {
1476 30 14: SEQUENCE {

1478 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
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(X.520 id-at (2 5 4))

1483 13 7: PrintableString ’CarlDSS’

: }
}

o } )

1492 17  13: UTCTime >990827070000Z"

1507 30 105: SEQUENCE {

1509 30 19: SEQUENCE {

1511 02 2: INTEGER 200

1515 17  13: UTCTime ”990822070000Z~
: }

1530 30 19: SEQUENCE {

1532 02 2: INTEGER 201

1536 17  13: UTCTime ”990822070000Z
: }

1551 30 19: SEQUENCE {

1553 02 2: INTEGER 211

1557 17  13: UTCTime >990822070000Z"
: }

1572 30 19: SEQUENCE {

1574 02 2: INTEGER 210

1578 17  13: UTCTime ”990822070000Z~
: }

1593 30 19: SEQUENCE {

1595 02 2: INTEGER 212

1599 17  13: UTCTime ”990824070000Z~
: }

}

: }

1614 30 9: SEQUENCE {

1616 06 7: OBJECT IDENTIFIER
' dsaWithShal (1 2 840 10040 4 3)
(ANSI X9.57 algorithm)

: }
1625 03  47: BIT STRING O unused bits, encapsulates {
1628 30 44: SEQUENCE {

1630 02 20: INTEGER
: 7E 65 52 76 33 FE 34 73 17 D1 F7 96
: F9 AO D4 D8 6D 5C 7D 3D
1652 02 20: INTEGER
' 02 7A 5B B7 D5 5B 18 C1 CF 87 EF 7E
DA 24 F3 2A 83 9C 35 Al

}
}

: }
1674 31  O: SET {3
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}
by
5. Enveloped-data
5.1. Basic Encrypted Content, TripleDES and RSA
An EnvelopedData from Alice to Bob of ExContent using TripleDES for
encrypting and RSA for key management. Does not have an
Originatorinfo.
0 30 286: SEQUENCE {
4 06 9: OBJECT IDENTIFIER
: envelopedData (1 2 840 113549 1 7 3)
o (PKCS #7)
15 A0 271: [0] {
19 30 267: SEQUENCE {
23 02 1: INTEGER O
26 31 192: SET {
29 30 189: SEQUENCE {
32 02 1: INTEGER O
35 30 38: SEQUENCE {
37 30 18: SEQUENCE {
39 31 16: SET {
41 30 14: SEQUENCE {
43 06 3: OBJECT IDENTIFIER
: commonName (2 5 4 3)
: (X.520 id-at (2 5 4))
48 13 7: PrintableString ’CarlRSA”
: }
}
: 3+
57 02 16: INTEGER
: 46 34 6B C7 80 00 56 BC 11 D3 6E 2E
CDh 5D 71 DO
: }
75 30 13: SEQUENCE {
77 06 9: OBJECT IDENTIFIER
: rsaEncryption (1 2 840 113549 1 1 1)
: (PKCS #1)
88 05 0: NULL
: 3}
90 04 128: OCTET STRING
: OB 71 OD E6 71 88 88 98 B6 96 Cl1l 8F
70 FD A2 27 DE DA E1 EF 24 6C A4 33
DF AC EO E9 9D A2 D3 2C 7A CD 80 B8
99 9E E6 5F Bl 41 B3 72 16 83 E7 FA
2A 00 8B C7 73 35 78 26 D6 C7 CF 8C
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221
223

234
236

246

256

5.2. Basic Encrypted Content, RC2/128 and RSA

30

30
06

04

80

32:

Examples of S/MIME

ocC
91
A3
4D
36
2C

}
}
SEQUENCE

56 DB
43 58
21 1D
DF AD
79 15
57 F4

{

A5
78
FO
69
63
DA

Messages

76 9D
DC 49
28 78
31 20
8F CC
1A 2C

08
B6
1F
4B
EB
75

July 2005

38 OE F3 F9 D4
EC EE 6C 68 33
F7 5D F6 07 73
48 A9 75 22 6E
9D A3 28 Al D1
1F

OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)

(PKC
SEQUEN
OBJE

+
[0]

S #7)
CE {

CT IDENTIFIER

des-EDE3-CBC (1 2 840 113549 3 7)

(RSADSI1 encryptionAlgorithm

(1 2 840 113549 3))

OCTET STRING
2D 68 C5 E9 47 06 51 35

OE C8 92 7F C6 7D 3F 8D CB AD 8E OE
C5 49 3A EB 47 2E D6 55 DE 09 21 4E

48 EA 4E 27 B1 6E 57 25

}
}
}
+

Same as 5.1, except using RC2/128 for encryption and RSA for key
management.
RC2/40 for encrypting and RSA for key management. Does not have an
OriginatoriInfo or any attributes.

0
4

15
19
23
26
29
32
35
37
39

Hoffman,

30 291: SEQUENCE {

06

AO
30
02
31
30
02
30
30
31

Ed.

9:

276:
272:
1:
192:
189:
1:
38:
18:
16:

OBJECT IDENT

IFIER

An EnvelopedData from Alice to Bob of ExContent using

envelopedData (1 2 840 113549 1 7 3)

(PKCS #7)
o] {

SEQUENCE {

INTEGER

SET {

SEQUEN
INTE
SEQU

0

CE {
GER 0
ENCE {

SEQUENCE {

SET {

Informational

[Page 110]



RFC 4134

41
43

48

57

75

88

90

221
223

234
236

246
248
251

261

Hoffman,

30
06

13

02

30

06

05

04

30
06

30
06

30
02
04

80

Ed.

16+

128:

32:

Examples of S/MIME Messages

IN

¥
SEQU
OB

NU

SEQUENCE {
IDENTIFIER
commonName (2 5 4 3)
(X.520 id-at (2 5 4))
PrintableString ’CarlRSA”

OBJECT

}
}

3
TEGER

July 2005

46 34 6B C7 80 00 56 BC 11 D3 6E 2E
Ch 5D 71 DO

ENCE {
JECT

IDENTIFIER

rsaEncryption (1 2
(PKCS #1)

LL

by
OCTET STRING

85
DE
FB
4A
44
77
D4
7E
56
8B
5F

}
}
SEQUENCE

42 BE
DA C1
C9 9oC
ED 98
39 89
AA F9
DC 10
96 FF
6D A6
CC 1B
69 67

{

E3
D3
DB
9D
37
D4
E9
12
1D
4A
91

OB
09
FO
15
3C
97
D6
6E
EB
E5
A9

2E
B8
B2
39
6F
Ad
3F
87
AB
14
50

E5
27
6E
26
C7

00
84
C3
36
EE

840 113549 1 1 1)

OF
2B
AO
01
4A
21
DB
AO
B7
06
D8

OBJECT IDENTIFIER data (1 2

(PKC
SEQUEN

S #7)
CE {

09

8A
1A
61

9C
BA
Al
61

AA
CB
5F
2E
OB

82
ED
B9
DO

24
D5
1C
6B
OB
3F
47
81
F8
C7

CA
71
9D
FO
27
20
D6
OF
5F
64

840 113549 1 7 1)

OBJECT IDENTIFIER rc2CBC (1 2 840 113549 3 2)

(RSADSI encryptionAlgorithm

SEQU

(1 2 840 113549 3))

ENCE {

INTEGER 58

OCTET STRING

}

+
[0]

06 53 OA 7B 8D 5C 16 OD CC D5 76 D6
8B 59 D6 45 8C 1A 1A OC E6 1E F3 DE

E8 70 81 E2 EF C5 15 57
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43 56 00 9B 40 8C 38 5D

}
+
+
}

5.3. S/MIME application/pkcs7-mime Encrypted Message

A full S/MIME message, including MIME, that includes the body part
from 5.1.

MIME-Version: 1.0
Message-1d: <00103112005203.00349@amyemily.ig.com>
Date: Tue, 31 Oct 2000 12:00:52 -0600 (Central Standard Time)
From: Userl
To: User2
Subject: Example 5.3
Content-Type: application/pkcs7-mime;
name=smime.p7m;
smime-type=enveloped-data
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename=smime.p7m

M1 1BHgYJKoZ IhvcNAQcDo I 1BDzCCAQsCAQAxXgcAwgbOCAQAW jASMRAWDGYDVQQDEwdDYXJ
SUINBAhBGNGVHgABWVBHTb i 7NXXHQMAOGCSGS 1 b3DQEBAQUABIGAC3EN5SNGI 1Ji121sGPcP
21J97a4e8kbKQz36zg62210yx6zYCAmZ7mX7FBs3 1Wg+TF6KgCLXx3M1eCbWx8+MDFbbpXadC
Dg08/nUkUNYeNxJtuzubGgzoyEd8Ch4H/dd9gdzTd+taTEgSOi pdSJuNnkVY4/M652 j KKHR
LFFO02hosdR8wQwYJKoZ I hveNAQcBMBQGCCGS I1b3DQMHBAgtaMXpRWZRNYAgDs 1 SF8Z9P43
LrY40xUk660cul IXeCSFOSOp0OJ7FuVyU=

6. Digested-data
A DigestedData from Alice to Bob of ExContent using SHA-1.

0 30 94: SEQUENCE {
2 06 9: OBJECT IDENTIFIER digestedData (1 2 840 113549 1 7 5)

: (PKCS #7)

13 A0 81: [0] {

15 30  79: SEQUENCE {

17 02 1: INTEGER O

20 30  7: SEQUENCE {

22 06  5: OBJECT IDENTIFIER shal (1 3 14 3 2 26)
: ©1W)
: }

29 30 43: SEQUENCE {

31 06  O: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
- (PKCS #7)

42 A0 30: [0] {
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44 04 28: OCTET STRING ’This is some sample content.’
: by
: by

74 04  20: OCTET STRING

40 6A EC 08 52 79 BA 6E 16 02 2D 9E
06 29 CO 22 96 87 DD 48
}
}
}

7. Encrypted-data
7.1. Simple EncryptedData
An EncryptedData from Alice to Bob of ExContent with no attributes.
0 30 87: SEQUENCE {

2 06 9: OBJECT IDENTIFIER
encryptedData (1 2 840 113549 1 7 6)

: (PKCS #7)

13 A0 74: [01 ¢

15 30  72: SEQUENCE {

17 02 1: INTEGER O

20 30 67: SEQUENCE {

22 06  O: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)

33 30 20: SEQUENCE {

35 06 8: OBJECT IDENTIFIER
: des-EDE3-CBC (1 2 840 113549 3 7)
(RSADSI1 encryptionAlgorithm
(1 2 840 113549 3))

45 04 8- OCTET STRING
: B3 6B 6B FB 62 31 08 4E
: ¥

55 80 32: [o]

FA FC ED DB 3F 18 17 1D 38 89 11 EA
34 D6 20 DB F4 C3 D9 58 15 EF 93 3B
9A F5 D7 04 F6 B5 70 E2

+
+
}
}

The TripleDES key is:

73 7c 79 1f 25 ea dO e0 46 29 25 43 52 f7 dc 62
91 e5 cb 26 91 7a da 32
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7.2. EncryptedData with Unprotected Attributes

An EncryptedData from Alice to Bob of ExContent with unprotected
attributes.

0 30 149: SEQUENCE {
3 06 9: OBJECT IDENTIFIER
encryptedData (1 2 840 113549 1 7 6)

: (PKCS #7)

14 A0 135: [0] {

17 30 132: SEQUENCE {

20 02 1: INTEGER 2

23 30 67: SEQUENCE {

25 06  O: OBJECT IDENTIFIER data (1 2 840 113549 1 7 1)
: (PKCS #7)

36 30 20: SEQUENCE {

38 06 8: OBJECT IDENTIFIER
: des-EDE3-CBC (1 2 840 113549 3 7)
(RSADSI1 encryptionAlgorithm
: (1 2 840 113549 3))
48 04 8: OCTET STRING
: 07 27 20 85 90 9E BO 7E

: b
58 80  32: [0]

: D2 20 8F 67 48 8A CB 41 E4 22 68 5D
BE 77 05 52 26 ED E3 01 BD 00 91 58
A7 35 6E BC 4B A2 07 33

: ks
92 Al 58: [1]1 {
94 30 56: SEQUENCE {
96 06 3: OBJECT IDENTIFIER "1 2 5555~
101 31 49: SET {
103 04 47 : OCTET STRING
: This is a test General ASN Attribut’
e, number 1.’
}
}
}
}
}
¥
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8. Security Considerations

Because this document shows examples of S/MIME and CMS messages, this
document also inherits all of the security considerations from
[SMIME-MSG] and [CMS].

The Perl script in Appendix A writes to the user’s local hard drive.
A malicious attacker could modify the Perl script in this document.
Be sure to read the Perl code carefully before executing it.

9. References
9.1. Normative References

[CMS] Housley, R., "Cryptographic Message Syntax (CMS)'", RFC
3852, July 2004.

[PKIX] Housley, R., Polk, W., Ford, W., and D. Solo, "Internet
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[SMIME-MSG] Ramsdell, B., "Secure/Multipurpose Internet Mail
Extensions (S/MIME) Version 3.1 Message Specification",
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A. Binaries of the Examples

This section contains the binaries of the examples shown in the rest
of the document. The binaries are stored in a modified Base64
format. There is a Perl program that, when run over the contents of
this document, will extract the following binaries and write them out
to disk. The program requires Perl.

A.1. How the Binaries and Extractor Works

The program in the next section looks for lines that begin with a ”|~
character (or some whitespace followed by a ”|”), ignoring all other
lines. If the line begins with ”]|”, the second character tells what
kind of line it is:

A line that begins with |* is a comment
A line that begins with |> gives the name of a new file to start
A line that begins with |< tells to end the file (and checks the
file name for sanity)
A line that begins with Janythingelse is a Base64 line
The program writes out a series of files, so you should run this in
an empty directory. The program will overwrite files (if 1t can),
but won’t delete other files already in the directory.
Run this program with this document as the standard input, such as:
./extractsample_pl <draft-ietf-smime-examples
IT you want to extract without the program, copy all the lines
between the "|>" and "|<" markers, remove any page breaks, and remove
the "|" in the first column of each line. The result is a valid
Base64 blob that can be processed by any Base64 decoder.
A.2_. Example Extraction Program
#1/usr/bin/perl
# CMS Samples extraction program. v 1.1

# Get all the input as an array of lines
@ALIIn = O; while (<STDIN>) { push(@AllIn, $ ) }

$Base64Chars = ”ABCDEFGHIJKLMNOPQRSTUVWXYZabcdefghi jklmnopqr?
?stuvwxyz0123456789+/=";
$LineCount = 0; $CurrFile = *7;

foreach $Line (@AININ) {
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sub

sub

sub

$LineCount++; # Keep the line counter for error messages
$Line =~ s/™MN\s*//; # Get rid of leading whitespace
chomp($Line); # Get rid of CR or CRLF at the end of the line
if(substr($Line, 0, 1) ne ”]’) { next } # Not a special line
elsif(substr($Line, 1, 1) eq **”) { next } # It is a comment
elsif(substr($Line, 1, 1) eq *>7)

{ &StartNewFile(substr($Line, 2)) } # Start a new Ffile
elsif(substr($Line, 1, 1) eq <)

{ &EndCurrFile(substr($Line, 2)) } # End the current file
else { &DoBaseb4(substr($Line, 1)) } # It is a line of Base64

StartNewFile {
$TheNewFile = shift(@ );
if($CurrFile ne *”) { die "Was about to start a new file at " .
"line $LineCount, but the old Ffile, $CurrFile, was open\n" }
open(OUT, ">$TheNewFile') or
die "Could not open $TheNewFile for writing: $I\n";
binmode(OUT); # This is needed for Windows, is a noop on UniXx
$CurrFile = $TheNewFile;
$LeftOver = 0; # Amount left from previous Base64 character
$NextPos = 0; # Bit position to start the next Base64 character
# (bits are numbered 01234567)
$0utString = *”; # Holds the text going out to the File

EndCurrFile {

$FileToEnd = shift(@));

if($CurrFile ne $FileToEnd) { die "Was about to close " .
"$FileToEnd at line $LineCount, but that name didn’t match " .
"the name of the currently open file, $CurrFile\n" }

print OUT $0utString;

close(OUT);

$CurrFile = 77;

DoBase64 {

$Theln = shift(@);

iT($CurrFile eq *”) { die "Got some Base64 at line $LineCount, " .
"but appear to not be writing to any particular file.\n" }

@Chars = split(//, $Theln); # Make an array of the characters

foreach $ThisChar (@Chars) {

# $ThisVal is the position in the string and the Base64 value
$ThisvVal = index($Base64Chars, $ThisChar);

if($Thisval == -1) { die "At line $LineCount, found the " .
""character $ThisChar, which is not a Base64 character\n" }
iT($Thisval == 64) { last } # It is a "=", so we’re done

if (BNextPos == 0 ) {
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# Don”t output anything, just fill the left of $LeftOver
$LeftOver = $Thisval * 4;
$NextPos = 6;
} elsif ($NextPos == 2) {
# Add $ThisVal to $LeftOver, output, and reset
$0utString .= chr($LeftOver + $Thisval);
$LeftOver = 0;
$NextPos = 0;
} elsift ($NextPos == 4) {
# Add upper 4 bits of $ThisVal to $LeftOver and output
$Upperd = ($Thisval & 60);
$0utString .= chr($LeftOver + ($Upperd/4));
$LeftOver = (($Thisval - $Upperd) * 64);
$NextPos = 2;
} elsift ($NextPos == 6) {
# Add upper 2 bits of $ThisVal to $LeftOver and output
$Upper2 = ($Thisval & 48);
$0utString .= chr($LeftOver + ($Upper2/16));
$LeftOver = (($Thisval - $Upper2) * 16);
$NextPos = 4;
} else { die "\$NextPos has an illegal value: $NextPos." }

}

B. Examples in Order of Appearance
From Section 2.1
***ExContent.bin***

|* Section 2.1
|>ExContent._bin
| VGhpcyBpcyBzb21 1 IHNhbXBsZSB jb250ZW50Lg==
| <ExContent._bin

From Section 2.2
***AlicePrivDSSSign.pri***

|* Example AlicePrivDSSSign.pri

|>AlicePrivDSSSign.pri
[MI1BSwIBADCCASsSGBYqGSM44BAEWggEeAOGBAIGNze2D6gqeOT7CSCi j5EeT3Q7XqA7sU8
|WrhAhP/5ThcOh+DNbzREjJR/p+vpKGIL+HZMMg23j+bv7dM3F9p i uR10DcMkQiVm96nXvn8
] 938v3UO0i 1TXP7AHCEdNXY jDw7Wz41U1ddU5dhDEeL3/nbCENzfy5FEbteQJ 1 1zzFlvbAh
| UA4kemGkVmuBPG20+4NYyErYov3k80CgYAmMONAU 1 TKqOFs+bd I LWWpMd iM5BA11XPLLGjDD
|HI1Bd3ZtZ4s2gBT1YwHUINrhuB699ikl Ip/R1z001Xks+kPht6pzJ1Yo7dhTpzi5dowfN14
|WALzABFG1IiRGINKSO+MiVSINWteL5c+waYTYFEX/Cve3RUP+YdMLRgUpgObo20QQXAhUA
| uUORGOaXJRgcuOP561pIHBIqFIT8=
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|<AlicePrivDSSSign.pri
***AlicePrivRSASign.pri***

|* Example AlicePrivRSASign.pri

|>AlicePrivRSASign.pri

|MI1Cdg I1BADANBgkghk i GOWOBAQEFAASCAMAWggJCAgEAAOGBAOCICczmN2PX16 1d20X90sA
|W7U4PeD7er3H3HdSKNBS5tEt+mhibUOm+gWCn81+z6gIEPMIC+sVCeRkTXLLVYMs/GaG8H
| 2bBgrL7uNAIQE/X3BQWT3166NVbZYF8ZF8mB5vhs60dAcO+sbSx0ny36VTg5mXcCpkhSjE
| 7zVzhXdFdFAgMBAAECQYAAPAPDJOd2NDRspoaleUkBSy6K0shissTXSAIqi5H3NVI11ujN
| FZBgJzFHNWRNIc1nY860nlasLzduHO40vygt9DmQbzTYbghb1WVq2EHZE9CctOV7+M8v/Ke
| QDCz0Fo0+38Y6idjeweVFTLyvehwY i FQRmXskbr4saw+yRRKt/ 1QIBAPbWACIhTF8KcP8n
| 70WzUGqd5Q+1hZbGQPgoCrSbmwxVwgEd+TeCihT18pMOks21ZiG5PNIGv7RVMcncreqYLd
| ECQQDo3rARJQNSAIEB30romFD1d3dhpEWTawhVINNdOMhbEpMic4t/03B/9aSqu3T9PCJ(q
| 2j iRKoZbbBTorkye+o04vAKEAIOzwh5sXf+4bgxsUtgtgkF+GJ1Hht6B/9eS141m5+R6b0y
| 130CI11yKxJZi6PVITt/0elLLIURY JdZNR56VNBQJIALPAKW/qgzYUi6tBuT/pszSHTYyOTx
| hERI1ZHPXKY9+RozsFd7kUbOU5yyZLVVIeyTqo2 I fPmxNZOERO+G+6YMCgwJAWI jZoVA4hG
|grA7y730vOnG+4tCol+/bkBS9u40i1JIWILIZ7QqlCTyr9AcewhJcV/+wLplZa4M83ixpXu
| b41FKA==

|<AlicePrivRSASign.pri

***BobPrivRSAEncrypt.pri***

|* Example BobPrivRSAEncrypt.pri

| >BobPrivRSAENncrypt.pri
|M11ChQIBADANBgkghk i GOWOBAQEFAASCAMAWggJCAGEAAOGBAKNhZ5g/0dVF8gCTQVEmeY
| mFyDVdmpFb+x0B2hlwJhcPvaU i ODWFbXqYZhRBXM+3twg7CcmRuB1pN235ZR572akzJIKN/
| O7uvRgGGN jQyywcDWVL8BhYsxBL JMGAgUSOZPHPtdYMTgXB9T039T2GKkB8QX4enDRvVOPGXz
| PHCygaqfrAgMBAAECgYBnzUhMmg2PmMI bZ¥81g5xt8KYGHbztpwOl 1P Icaw+LNd40gngw
| y+e6alatd8brUXlweQqg9P5F4Kmy9Bnah5 jWMIRO5PxZbMHGA9ypkdB8MKC ixQhe I XFD/A
| OHPFD6bRSeTMPWF1h5HEUYHDO9sBVT+iU708AsmAX2EANYh9sDGQJIBANDD I sbeopkYdo+N
| vKZ11mY/111FUox29XLE6/BGmMVE+XKpVC5va3wtt+Pw7PAhDk7Vb/s7q/WiE12Kv8zHCue
| UCQQDQUFwe I rdb7bWOACjXq/JY1PeCIPNTqBIFy2bKKBI1¥4hAr84/sajBO+EOROKFEILVH
| 1dXJATKK1CnwJATEYH2PAKAOUMTJISChXdNdVUN5gS08bKIocSHse 1VnDYDub16nA7xhmqUu
|51UjJ iEzuUJiEiUacUgFJlaVv/4jb0osnl3vQgLeFAKEANT+zN5r7CwZdV+EJBQRA2ZCWBgV T
| JIAZAcpw6E 1 IWchw+dYhKTFmioNRobQ+g4wJIhprwMKSD IETukPj3dONDAIBwWJAVXhnlgrSta
| vCunrnVNgcBU+B108B iR4yPWNnLMcRSYFRVJQA7HCp8J IDV6abXd8vPFFXUCOWN7rOvTKF8
| YOZBO9gANMASGA1UdDzEEAW I AEA==

| <BobPrivRSAEncrypt.pri

***CarlPrivDSSSign.pri***

|* Example CarlPrivDSSSign.pri

|>CarlPrivDSSSign.pri
|M11BSgIBADCCASsSGBYqGSM44BAEWggEeA0GBALZJIGD6KRMEpCZRMACQSWXp5y1RNGx6B+8
| ZMsw6UCQbrAdSxyHFLXOXAUCVdNPza5G3T40Z1h1J9uhWVShb2Ru3d9p j Su36KCoq6Fnu5
JUAF1k4vrJRVRI1Xcj1IMOEKIQ/HC3zTBU/dregKoitaGvi8wCiOeLcF+5reE11G0pLdbpAh
|UA3CEVv31P0OCzRgdz4CpL+KXZI5ENUCgYAM7 1ebS73atgdqdDdPVX+d7bxhDetGWTXWCyth
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| DIJHOpWJISacrhbT69v/7ht7krYTyty65F4was jCKAnESHC8FN8BzZtU5dc96vDskdWIH1TO
| R5NVpzgn9GUR+pQhacSOuKeWG01S9T I kR jH4a401gGI FgpwO+64HXwWQSR j ZVKbCgQWAhQZ
|sziHIWIXUOV/uT4IRnjRPrXlcg==

|<CarlPrivDSSSign.pri

***CarIPrivRSASign.pri***

|* Example CarlPrivRSASign.pri

|>CarlPrivRSASign.pri

|M11Cdg IBADANBgkghk i GOWOBAQEFAASCAMAwWggJCAgEAAOGBAORL/ x14JFF0d/9uc3uTcV
| y8MxgSkn 1 j2EFGOMOROgSZzjq+Cnb1RHhd68NnYsK4Y5p73XjRpT70QAlejsojax7eJQ4j1d
| 1j+FmSWPUEGruX3VImXaFgDFvg6uRFvvXvSnKcuC3axE6aqT ICkO+BjWyFde8nbEShFgOL
| KbPB2XyWrxAgMBAAECQYEArnPkW19bZ 1 rJ18bvOF9T1SovYv7eKZp6hmc2531ieHU9c6C8
|KQ7zj 73Dycm2+LrWE5vD13rKavC4hWVOD72ngPdUBkG969wgd5DFYZuab3Te6 jvunldg7X
| aE8WowN9XgkBb4gEFDGWvtdXe6Su05t10CRztFG8gcq8vo9SY/p ECQQD/3wmgVgtCUp7E
| TZ0zsEm73ueBfSiZOLFlugs54Rx7 IhgztkD2v9yuHdChrQRXWmEKD j vOMNo2n2U IKbunDn
| SLAKEASG 10GF/5V9B8ZokPumMdcssgp I F2Z InNfdHCJI6kurHpWmoUH2TADowOrf41SUCQB
| ghsHHYBMt817Vve2wn6rcwJAVzZs j4wEdmy2104kRAD4gOKvQQGPDXSE+OcA4 1+MI6QTX6
| LIbbVjwK1E6XaRpx1JLkb4d4VLO4cE8K/S2FQMIQIAZKEPrFVOG70ONYXsSXA82w5qcZHYCv
| 8UF12Bg2iBSgLHrFdtQPDh96KrJuNwSrOUVzukaoD42CXy 1UBc+10/N8gwJAJh4dHKGYK+
| TbOOhXbmtzGYhhOvpOSjalLR2hdUOsm4+p9m051ga97q0sud IE9gNARg6PWMANNhLUC6gnN
| OW2N+g==

|<CarlPrivRSASign.pri

***DianePrivDSSSign.pri***

|* Example DianePrivDSSSign.pri

|>DianePrivDSSSign.pri
|MI1BSwIBADCCASsSGBYqGSM44BAEwWggEeA0GBALZIGD6KRMEPpCZRMACQSWXp5y1RNgx6B+8
| ZMsw6UCQbrAdSxyHFLXOXAUCVdNPza5G3T40Z 1h 139uhWVShb2Ru3d9pj Su36KCoq6Fnu5
|UAF1k4vrJRVRI1Xcj1IMOEKIQ/HC3zTBU/dregKoitaGvi8wCiOeLcF+5reEl11GOpLdbpAh
JUA3CcEv31P0CzRgdz4CpL+KXZi5ENUCgYAM7 lebS73atgdgqdDdPVX+d7bxhDetGWTXWCyth
| DIHOpWISacrhbT69v/7ht7krYTyty65F4was j CKANESHC8FN8BzZtU5dc96vDskdWIH1TO
| R5NVpzgn9GUR+pQhacSOuKeWG01S9T I kRjH4a401gGIFgpwO+64HXwWQSR JZVKbCgQXAhUA
| 1pX54MHgQS0yD4tCUpMg5h401Sk=

|<DianePrivDSSSign.pri

***DianePrivRSASignEncrypt.pri***

|* Example DianePrivRSASignEncrypt._pri

|>DianePrivRSASignEncrypt.pri

M1 1CdwIBADANBgkghk i GOWOBAQEFAASCAMEWggJdAgEAAOGBANbOUMBwWXkwl70rP6ny7om
| L680OYYOIP/sZJaF/Qg4ZkkggrQ9nz7RMgLIJwbxfiYDgXadz+ygLHCW80oNCIOtS3KAQ7+L9IK
| TBk/B9ugwWAet35n996xw2BJIrEXX+MbvCDchkOfu8HM1crACXPMRw15H5Qq3g/HbdGIki0
| Qd1V3NKMCFAgMBAAECQYA9vc3CDmEUWOVNV2AjBCvFazW I TkUj/G19kzwPOyWWumJSQuUKW
1z/5Yg1/rsYy91A110Dp3RSSeDOuGgMOs IRFXROOyqKkurBfSo4Q1Y7WBLx7d91H/FSAKW/
| GAL9VBDj 1 k99RKMp65SdgZj j 85 jWK9gPwMIJIKTS5MPXBZFTu5a2QQJBAPO4POrRILCRYBNB
| kg2NRD93HF+W10Q 1 LAtwyRqv6ZCU8rDVX08ZhVChkJIGuvQV2UrMi2Kh8j IR/AHIPNnVoc7
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| UCQQODhOucRVwaucpUiFqoCtFrtTp2CEU+WPIbJEI1WezF1eWnndWg4AEsuOiYy3bHi4CxU
| 9ApLlutFmIhuwDgB+0ruRAKEAr7a82yJzQOHstLVNnqaGZ/0/SjvOod++Upi/4K39TIXIclICl
|Or1AmgVIvFsWL8IL41LeMHtaHNns//EWKVTrBJcqQJIBALmYQFfwIUB9zY loBonxSiiBa6iyJ
| 2auz3zTGG8MIwI1IR504rmhncc+3pHSTU+GwD3asdCHulrH/pgpvxi Ypx22ECQAEH I Zdfem
| Co/VpcB9+03vFisTR9/0uRvbBzdMjEvj9YRTAGKLOsacyz9z98rMe4G2WhF jk5sONOFc/N
| xaxsv+U=

|<DianePrivRSASignEncrypt.pri

From Section 2.3
***AliceDSSSignByCarINolnherit.cer***

|* Example AliceDSSSignByCarlINolnherit.cer
|>AliceDSSSignByCarlINolnherit.cer

|MI11C3DCCApugAw IBAg I CAMgwCQYHKoZ 1 zjgEAZASMRAWDGYDVQQDEWADYXJSRFNTMBAXDT
| KSMDgXNzAXMTAOOVOXDTMSMT 1zMT 1zNTk10VowEZERMABGALUEAXM I QWxpY2VEU1MwggG2
M1 1BKwYHKoZ1zjgEATCCAR4CgYEAQY3N7YP(qCp45PsJ IKKPkR5PdDteoDuxTxauECE/ /10
| FzZSHAM1VvNESNH+n6+koYkv4dkwyDbeP5u/t0zcX2mK5HXQNwYRCIWb3qde+Fz0ny/dQ6iL
| VPE/SACIRO1diMPDtbPjVQh11TI2EMR4vF+ds I SXN/LKURU15AMWXPN+W9sCFQDiR6YaRW
|a4E8baj7g31Stii/eTzQKBgCY40BSIMqo5+z5t2UtZakx2 1 zkEAjVc8ssaMMMeUF3dmlni
| zaoFPVjAe612uG4Hr32KQi1WNn9HXPSgheSz6Q+G3gnMkhi jt2FOnOL12jB80jhbgvMAF8bU
|mJEYk2RL34yJVKUlal4v1z7BphNh8RF8K97dFQ/5hOwtGBSmASUJ YS5A4GEAAKBgFZjuVpl
|FIYLgXrd4z+p7Kxe3L23EXEOphaJKBEJ2TSGZ3V1EX19Q1tv5VG/+onyohs+JHO9B41bY8
| 17RaWgSuOF1s4GgD/o134a8i1Sruxq4Jw0e7wi/ZhSAXGKsZFoVi/G7NNTSI jF2YUeyxDKE
| 8H5BQP1Gp2NOM/K14vTyg+W404GBMH8WDAYDVROTAQH/BAIWADAOBgNVHQ8BATSEBAMCBS
| AwHWYDVRO j BBgWFOAUCEQ+g 1 5vh95K03X j PSC8QyuT8RBWHQYDVROOBBYEFL5s0obP jwFft
| Q3CkzhMB4v3j 1/7NMB8GALUdEQQYMBaBFEFsaWNIRFNTQGVAYW1wbGUuY29tMAKGBYqGSM
| 44BAMDMAAWLQ TUVQYKGRICK4 Ix 1 JONg2g1PWdrvOUCFQCTFYVNSVAtcst3a53Yd4hBSWONe
IvQ::

|<AliceDSSSignByCarlINolnherit.cer

***AliceRSASignByCarl .cer***

|* Example AliceRSASignByCarl.cer

|>AliceRSASignByCarl.cer

|MI1CLDCCAZWgAwW I BAg 1QRJRrx4AAVIrwR024uxBCzsDANBgkghk i GOWOBAQUFADASMRAWDg
| YDVQQDEwdDYXJsUINBMB4AXDTk5MDkxXOTAXMDgONL10XDTMSMT 1zMT 1 zZNTk10VowEZERMASG
| ALUEAXMIQWXpY2VSUOEWgZ8wDQYJKoZ hveNAQEBBQADgYOAMIGJAOGBAOCJIczmN2PX161
| d20X90sAW7U4PeD7er3H3HdSKNBS5tEt+mhibUOm+qWCn81+z6g 1 EPMIC+sVCeRKTXLLVY
|Ms/GaG8H2bBgrL7uNAIgE/X3BQWT3166NVbZYF8ZF8mB5vhs60dAcO+sbSx0ny36VTg5mX
| cCpkhSjE7zVzhXdFdFAgMBAAGjgYEwFzAMBgNVHRMBATSEA jJ AAMAAGALUdDWEB/WQEAWI G
| WDAFBgNVHSMEGDAWGBTp4JAnrHggeprTTPJCNO4 i rp44uzAdBgNVHQ4EFgQUA9KOObdMio
| aj zkWdzuw8oDr j / 1AwHWYDVRORBBgWFOEUQWXpY2VSUOFAZXhhbXBsZS5 jb20wDQYJKoZ I
| hveNAQEFBQADgYEAPNBHQEJME1 1Py I Fxa042GFOEToCx jU3MygOPzH1WyLzPbrMcWakgqg
|WBgE4 1 radwFHUv9ceb0Q7pY9Jkt8ZmbnMhVN/OuiVdfUnTIGSINNRZUErsL2Tt0z3SpOLF
| 6DeKtNufZ+S9n/n+d0/qg+e5jatg/SyuJtdgadq7rmotIsCl=
|<AliceRSASignByCarl.cer
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***BobRSASignByCarl .cer***

|* Example BobRSASignByCarl.cer

| >BobRSASignByCarl .cer
[M11CJzCCAZCgAwWIBAgIQRJRrx4AAVrwR024uzV1x0DANBgkghk 1 GOWOBAQUFADASMRAwWDg
| YDVQQDEwdDYXJsUINBMBAXDTk5MDkxOTAXMDkwMIoXDTM5MT 1zMT 1zNTk10VowETEPMAOG
| ALTUEAXMGQM9 1 U INBMIGFMAOGCSQGS 1 b3DQEBAQUAAAGNADCB 1 QKBgQCp4WeYPznVX/KgkO
| FepnmJdhcglXZgRW/sdAdoZcCYXD721 ItA1Lhw16mGYUQVzPt7clOwnJkbgZaTdt+WUee9mp
IMySjfzu7r0YBhjYOMssHALIS/ IWLMQS4zBg I FEjmTxz7XWDE4FwTUIN/U9hpAFEF+HpwOb
| 6Dx 184 zxwsgmgnéw I DAQAB038wFTAMBgNVHRMBATSEA J AAMA4GALUdDWEB/WQEAWIFIDAT
| BONVHSMEGDAWgBTp4JAnrHggeprTTPJICNO4 1 rp44uzAdBgNVHQ4EFgQUBPS4Z91z1gQg8x
| GgKdOVWoYWtCQWHQYDVRORBBYwWF IESQmM9 1 UINBQGV4YW1wbGUuUY29tMAOGCSqGS I b3DQEB
| BQUAA4AGBAHUOZsXXED8BQIEY I cat7QGshM/pKld6dD Itr ICEFWPLhFirNnJOITh/uLt359QW
|Hh5NZt+e | EVWFFVGQNRMChvV 152R1kPCHWRbBdaD0S6qzxV+WBFZjmNZGjod5390gcOync
| FLEHI/M28FAK3Zvetl144ESv7V+qJba3JiNiPzyvT

| <BobRSASignByCarl .cer

***CarIDSSSelf.cer***

|* Example CarlDSSSelf.cer

|>CarDSSSelf.cer
[M11CmzCCAlqgAwWIBAgIBATAJIBgcqhkj OOAQDMB I XEDAOBgNVBAMTBONhcmxEUIMwHhCNOT
| kwODE2Mj 1 IMDUWWhCNMzkxMJMxMM10TUSWJASMRAWDGYDVQQDEWdDYXJSRFNTMI 1BtzCC
| ASsGByqGSM44BAEwWggEeAOGBALZJIGDEKRMEPCZRMACQSWXp5Y1RNgx6B+8ZMsw6UCQbrAd
| SXyHFLXOXAUCVdnPza5G3T40Z 1h1J9uhWVShb2Ru3d9p j Su36KCoq6FnuSUAF I k4vrJRVR
| 11XcjIMOEKIQ/HC3zTBU/dregKoitaGvi8wCiOeLcF+5reEl 1GOpLdbpAhUA3CEV31P0OCz
|Rgdz4CpL+KXZi5ENUCgYAM7 1ebS73atgdqdDdPVX+d7bxhDetGWTxWCytbDJIHOpWJISacrh
|bT69v/7ht7krYTyty65F4was j CKANESHC8TN8BzZtU5dc96vDskdWIH1TORS5NVpzgn9GUR
| +pQhacSOuKeWG01S9T IkRjH4a401gGIFgpwO+64HXWQsSR jZVKbCgOBhQACgYEAMYdOJwNm
| oLHArdwsdbvhbESc2i FtTUdtsW1J6d i uHv16tJSx0456m3FOAJTItCVOUWCWGSQB821IM/n
| XA+87YaADj/dvwT98j IhkGIPSXYY86V7EIEaQLJiXwUnaB6gtiDzZUg50a6¢crKnUIMLgifN
| G6 INi ZrXjRg5hD+LxVZNgHqjQj BAMASGA1UdEWEB/WQFMAMBAF8WDgYDVROPAQH/BAQDAg
| GGMBOGA1UdDgQWBBRWRD6CLmM+H3krTdeM9 I LxDK5PxHzAJBgcqhk j OOAQDAZAAMCOCFGup
| BE56Wnnj+b49K8KGN+KkRF6ETAhUA jZRpKouxPANSIDINEh/Oi FtGsjs=

| <CarIDSSSelf.cer

***CarIRSASelf.cer***

|* Example CarlRSASelf.cer

|>CarlRSASelf.cer
|M11B6zCCAVSgAWIBAgI QR jRrx4AAVrwR024un/JQIDANBgkghk 1 GOWOBAQUFADASMRAWDg
| YDVQQDEwdDYXJsUINBMB4AXDTk5MDgxXODA3MDAWMFOXDTMSMT 1zMT 1zNTk10VowE JEQMA4G
| ALTUEAXMHQ2FYbFJTQTCBNnzANBgkghk i GOWOBAQEFAAOB j QAWgYKCQYEASEV/GLgkV/R3/2
| 5ze5NxXLwzGpKSciPYQUbQzRE6GBLOOr4KdvVEeF3rydiwrhjmnvdeNGIPS5ADV60yiNrHt
| 41DiMgmKP5+ZJY+4Tqu5FdWWZdoWoMW+Dg5EW+9e9Kcpy4LdrETpgpOUKQ74GNbIV17yds
| TYEWA4uRs8HZTFJavECAWEAAaNCMEAWDwWYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BATBEBAMC
| AYYwWHQYDVROOBBYEFONngkCeseCB6mENMBK I 3T 1 Kunj 1 7MAOGCSqGS 1 b3DQEBBQUAA4AGBAL
|eelATT7Snk/4mIFS5M2wzwSA8yYe7EBOWSXS3/D2RZFgrD7Rj941ZAN6CcHtFAAEMFQ7e/d
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| P+MLUGGlpJs85p6cVJIg2dbabDullLUU1nUkBdvgq5uTH5+WsSUBD1FGChfco+8INrsDdvre
| 2019v6WuoUQWNdzb7 IDsHaaol1TNBgC
|<CarlRSASelf.cer

***DianeDSSSignByCarl Inherit.cer***

|* Example DianeDSSSignByCarllnherit.cer
|>DianeDSSSignByCarlInherit.cer
|M11BuDCCAXegAwIBAg I CANIWCQYHKoZ I zjgEAZASMRAWDgYDVQQDEWADYXJSRFNTMBAXDT
| KSMDgXxNzAyMDgXMFOXDTMSMT 1zMT 1zZNTk10VowEzZERMABGALUEAXMIRG hbmVEU1MwgZMw
| CQYHKoZ 1z gEAQOBhQACgYEA0AAXeCzufoFTL 1 5ShCA+hm1FSGtpZgHMVE iW2CMvK7ypEdo
| pSCeq9BSLVD/b9RtevmTgJIDhPLTyzdHDT3HL81/yPTO1lnngpc3vjEK2Bj 180k5W7Fi5Sd+
|7 IxFclt+Po90Td1GeiK+jv/M2JkpoznInOPpVcnXW6aBZ8zAqs0uxS0jgYEwFzAMBgNVHR
| MBAFSEA jJAAMA4GA1UdDWEB/WQEAW I GWDAFBgNVHSMEGDAWGBRWRD6CLmM+H3krTdeM9 1 LxD
| K5PxHzAdBgNVHQ4EFgQUZDCZTVzcRQuUZO 1 1 vVFroYUN30KxgwHwWYDVRORBBgwFOEURG Ihbm
| VEULNAZXhhbXBsZS5 j b20wCQYHKo0Z 1 zj gEAWMWADATAhUAORr4Fw4+XaiMILZVMX5L4yys
|uVBCFChLEEVYOhydVTUUGJIGYPzZnftW7T

| <DianeDSSSignByCarlInherit.cer

***DianeRSASignByCarl .cer***

|* Example DianeRSASignByCarl.cer

|>DianeRSASignByCarl .cer

|MI1CLDCCAZWgAW I BAg 1QRJRrx4AAVIrwR024ulZowkDANBgkghk i GOWOBAQUFADASMRAWDg
| YDVQQDEwdDYXJsUINBMB4XDTk5MDgXOTA3SMDAWMFOXDTMSMT 1zMT 1 zZNTk10VowEZERMASG
| ALTUEAXMIRGIhbmVSUOEwgZ8wDQYJKoZ I hveNAQEBBQADgYOAM I GJAOGBANbOUMBWXkw 170
| rP6ny70mL680YYyOIP/sZJaF/Qg4ZzkkggrQ9nz7RMgLIwbxFiYDgXadz+ygLHCW80NCIOtS3
| KAQ7+L9KTBk/B9ugwWAet35n996xw2BJIrEXX+MbvCDchkOfu8HM1crACxPMRw15H5Qq3g/
|HbdG1ki0Qd1V3NKMCFAgMBAAG jgYEwFzAMBgNVHRMBATSEA J AAMA4GA1UdDWEB/WQEAWI F
| ADATBgNVHSMEGDAWGBTp4JAnrHggeprTTPJICNO4 i rp44uzAdBgNVHQ4EFgQU jPPLAQENMT
| bUKdpEKknW4/u1POQwwHwWYDVRORBBgWFOEURG IhbmVSUOFAZXhhbXBsZS5§b20wDQYJKoZ1
| hveNAQEFBQADgYEATaYstXhClnnzMF72QsoPEweSCRvgb7CRGPa/SvvMY3n7gb/d18eQa8
| sKNytBagOYxRs+MshFK4YBnBz iNu8WwWRQSuUL5 i +1M+SUcLxLnkK1imBoPwsqe7hX7VxtrO
| nHsxctei16kGrasDdH7KURB jPhFdm6MXmuNwtsx8bKEM2dXo=
|<DianeRSASignByCarl.cer

From Section 2.4
***Car IDSSCRLForAll .cri***

|* Example CarIDSSCRLForAll . _crl

|>Car IDSSCRLForAll _crl
IMIHYMIGZMAKGBYqGSM44BAMWE j EQMA4GATUEAXMHQ2FYDERTUXCNOTKwOD I 3MDCWMDAWW j
| BoMBMCAQD I FWO50TA4Mj IwNzAwMDBaMBMCAgDJFwO50TA4M j IwNzAWMDBaMBMCAgDTFwO5
| OTA4Mj IwNzAWMDBaMBMCAgDSFwO50TA4Mj lwNzAwMDBaMBMCAgDUFwO50TA4Mj QwNzAwWMD
| BaMAKGBYqGSM44BAMDLWAWLA I UfmVSd j P+NHMXOFeW+aDU2G1cFTOCFAJBW7 FVWx jBz4fv
| Ftok8yqgDbnDWh

| <CarIDSSCRLForAll._crl
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***Car IDSSCRLForCarl .cri***

|* Example CarlIDSSCRLForCarl.crl

|>CarIDSSCRLForCarl _crl

|MIGDMEQWCQYHKoZ 1 zj gEAZASMRAWDgYDVQQDEWADYXJSRFNTFwO50TA4M j UwNzAwMDBaMB
| QWEg 1 BARCNOTkwOD I yMDcwMDAWW jAJBgcghk j OOAQDAZAAMCOCFQCzH8VPe j 3sdtVg+d55
| 1uxPsJD+1wlUWovDhLxmhxu/eYJbCIOH9rgpBSk=

| <CarIDSSCRLForCarl .crl

***Car IDSSCRLEmpty.cri***

|* Example CarlIDSSCRLEmpty.crl

|>CarIDSSCRLEmpty.crl

| MGOwL jAJBgcghk j OOAQDMB I XEDAOBgNVBAMTBONhcmxEU1MXDTk5SMDgyMDA3MDAWMFowCQ
| YHKoZ 1 zj gEAWMWADATAhR 1 PzYXMVguZ1B59Q 1L jK3Ua/Rknw I VALU7TgFMe/0Pw42btv7D
| XW/ezsh9

| <CarIDSSCRLEmpty.crl

***Car IRSACRLForAll.cri***

|* Example CarlRSACRLForAll._crl

|>CarIRSACRLForAll .crl
|MI1BMzCBNnTANBgkghk i GO9wOBAQQFADASMRAWDQYDVQQDEwADYXJsUINBFWO50TA4Mj cwNz
| AwMDBaMGkw 1Q1QRJRrx4AAVrwR024uxBCzsBcNOTkwOD I yMDcwMDAWW§ AhAhBGNGVHgABW
| vBHTb i 7VmjCQFwO50TA4Mj IwNzAWMDBaMCECEEYOa8eAAFa8EdNuLs1dcdAXDTk5MDgyND
| ABMDAWMFowDQYJKoZ IhveNAQEEBQADGYEAV7OXq I PWMiEWK3eSemu7 18 c6vH6ZhYwDrWe
| XPCB1F6zbsGlad4zUXsVN+0deZvNdq+WOGDZggE2cP Insbye/NVBxgcK5RFt1 iRkSMal 7mt
| PMZssR2QsQR3etTyLZ5X8w81v81FGIWHY7H6hGph/20d5Voe0x i GmXDwj T1AxgWx4=

| <CarIRSACRLForAll .crl

***Car IRSACRLForCarl .cri***

|* Example CarlRSACRLForCarl.crl

|>CarIRSACRLForCarl _crl

|MIHSMFcwDQYJKoZ Il hveNAQEEBQAWE j EQMA4GALIUEAXMHQ2FYbFITQRCNOTkwOD I IMDcwMD
| AwWjAjMCECEEYOa8eAAFa8EdNuLp/yUCAXDTk5MDgyMj ASMDAWMFowDQYJKoZ I hveNAQEE
| BQADgYEAI e8h1MEahzVJa8pFYtzXCF+pUS602UcY+vj Ict1P7XR04/NIMmUoLJodV+XVJIg
|bgleYj1YSNDome7psML84H96PRa4VMD/ /m3fzczXMsHN3csHHFTPwBb1JXaR45Y98S1 jDH
| EIWUBWAQAKTbXCpmIGLON jPCK2NHJIZ3z3nDUAFY=

| <CarIRSACRLForCarl _crl

***Car IRSACRLEmpty.cri***

|* Example CarlRSACRLEmpty.crl

|>Car IRSACRLEmpty.crl

| MIHHMD IwDQYJKoZ I hveNAQEEBQAWE j EQMA4GALUEAXMHQ2FYbFJITQRCNOTkwOD IwMDcwMD
| AwW jANBgkghk 1 GOWOBAQQFAAOBgQCPXSGAE3x087UR7ATz IEWGHgtuf4ANtX/Q0dgZZJIQ4E
[PYgJi 1E3xNwgmPoXgQs31KyO0j3tRiRSky3JzFAe8 1 pxAoQf8RHyFDwulO0e7hDg/2FnStoa
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| /7BAHUAZOgImvYLCKLbIRIFpge50UUICg72XoTn+LlayRjCDriglr6BOoBtyQ==
| <Car IRSACRLEmpty.crl

Rest of the sections
***3- 1-bin***

|* Example 3.1.bin

|>3.1.bin

IMIAGCSqGS 1b3DQEHAaACAJ I AEBFRoaXMEGCBpcyBzb21 1 IHNhbXBsZSBjb250ZW50LgAAAA
|AAAA==

[<3.1.bin

***3_2_bin***

|* Example 3.2.bin

|>3-2.bin

|MCsGCSqGS 1b3DQEHAaAeBBxUaGlz1G 1z IHNvbWUgc2FtcGx 1 IGNvbnRIbnQu
[<3.2.bin

***4_ 1_bin***

|* Example 4_.1._bin

|>4.1.bin

[MIEIDIwYJKoZ 1 hvcNAQcCol IDiIDCCA4QCAQEXCTAHBgUrDgMCG jArBgkghk i GOwOBBwWGgHg
| QcVGhpcyBpcyBzb211 IHNhbXBsZSB jb250ZW50LqCCAuAwggLcM I ICm6ADAgECAG 1AyDAJ
| Bgcghk j OOAQDMB I XEDAOBgNVBAMTBONhcmxEU1MwHhcNOTkwODE3MDEXMDQ5WhcNMzkxMj
|MxMJM1O0TUSWJATMREWDWYDVQQDEWhBbG I jZURTUZzCCAbYwggErBgcghk jOOAQBMI I1BHgKB
| 9QCBj c3tg+oKnjk+wkgoo+RHk90016g07FPFq4QIT/+U4XNIFgzWBORI0F6Fr6ShiS/h2T
IDINt4/m7+3TNxFaYrkddA3DJIEI 1Zvepl75/PSTLO1Dq I tUST+wBWhHTV2 1w801s+NVCHXV
| OXYQxH19/52whJc38uRRG7XkCZZc835b2w 1 VAOJHphpFZrgTxtgPuDchK2KL95PNAOGAJ j
11QFIkyqjn7Pm3ZS1IgTHY JOQQCNVzyyxowwx5QXd2bWeLNqgUOWMB70 jadbgevFYpCJlafO
| dcOKCF5LPpD4beqcySGKO3YU6c4uXaMHzSOFUCBWAXXESYKRITZEVE] 1 IUpTVIrXi+XPsGm
| E2HXF/wr3t0VD/mHTCOYFKYDm6N j kDgYQAAOGAXOO5WnUUIgupet3jP6nsrF7cvbcTETSm
| FOKOESPZN1ZndXUTEj1DW2/ 1Ub/61 FKiGz4kFTOHjVtjyLtFpaBK44XWzgaAP+gj thryJK
| €TGrgnDR7vCLOMFIBcYgx 1+hWL8bsO1NKWN/ZhR7LEMoTwFkFA/UanY04z8gXi19PKD5bi j
| 9YEwFzAMBgNVHRMBAT8EA j AAMAAGA1UdDWEB/WQEAW I GWDATBgNVHSMEGDAWgBRWRD6CLmM
| +H3krTdeM9 1 LXDK5PXxHzAdBgNVHQ4EFgQUvmyhs+PB9+1DcKTOEwH i /e0X/sOwHwWYDVROR
| BBgwFOEUQWxpY2VEUINAZXhhbXBsZS5 jb20wCQYHKoZ I z j gEAWMWADATAhRVDKQZHO I ri X
|EiM42DarU9z2u/RQI1VAJI9hU1JUClyy3drndh3i1EFJbQ169MWMwWYQIBATAYMB I XEDAOBgNV
| BAMTBONhcmxEU1IMCAgD IMACGBSsOAw I aMAKGBYyqGSM44BAMEL JASAhQJIkF7rOmnl1GLFXzV
| X0geoqQmgtAw 1 UOgfMwyG+4RpLFz61Ddu6HOq8zYk=

|I<4.1.bin
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***4-2-bin***

|* Example 4.2_bin

|>4.2_bin

IMI1DUgYJKoZ IhvcNAQcCol 1DQzCCAz8CAQEXCzAIBgUrDgMCGgUAMCSGCSqGS 1h3DQEHAa
| AeBBxUaG1z1G 1z IHNvbWUgc2FtcGx 1 IGNvbnRIbnQuo I ICMDCCA1wwggGVoAMCAQICEEYO
| a8eAAFa8EdNuLsQQs7AWDQYJIKoZ IhvcNAQEFBQAWE j EQMA4GALUEAXMHQ2FYbFITQTAeFw
| O50TASMTKkwMTA4NDdaFw0zOTEYyMzEyMzUSNT 1aMBMXETAPBgNVBAMTCEFsaWNIUINBMIGT
| MAOGCSQqGS 1 b3DQEBAQUAAAGNADCB1QKBgQDgiXM5jdj19eiHdj 1/TrAFul10D3g+3g9x9x3
| UpDQUUbRLFfpoYm1INJIvglgp/JIfs+o0IRDzCAVrFQNkZEBSy72DLPxmhvBImwYKy+7 jQJahP1
| 9OwUFk99eu j VW2WH/GX/Jgeb4bOgqHQHDVIrGOsdJ8t+1U6uZ I 3AgZ 1Uox081c4V3RXXw IDAQ
| ABo4GBMH8wWDAYDVROTAQH/BA IwADAOBgNVHQ8BATFSEBAMCBsSAwWHwWYDVRO j BBgwFoAU6eCQ
| J6x4 1Hqa00zyQjd0O1gq6e0LswHQYDVROOBBYEFHFSENG3T 1 gKo85Fnc7sPKA64/9QMB8GAL
| UdEQQYMBaBFEFsaWNIUINBQGV4YW1wbGUUY29tMAOGCSqGS 1 b3DQEBBQUAA4GBADSWR6N |
| zBNY j8pRcWtONhhdBHE6ASY1NzMqj j8x9Vsi8z26zHFmp 1KoFgahOJa2ncBR1L/XHMOEOGBW
| PSZLFGZm5z IVTFILOIXX1JO5Rr1JZ0c7hK7C9k7dM90qdCxeg3irThn2fkvZ/5/nTv6vnu
| Y2rYPOsICbXYGnau65vbSbATMYHLMIHIAgGEBMCYWE jJ EQMA4GALUEAXMHQ2FYbFJITQQIQR]
| Rrx4AAVrwR024uxBCzsDAJBgUrDgMCGgUAMAOGCSQGS 1b3DQEBAQUAB I GALYOCOVMJIX7gM
| WOtOnb+JImoH I dcSRPAPQ1Xu21f6UoY(qs48SE9c1gTieVIs8AhNZ1Pyvw59QCZ6F1x40WBK
|WztefZMvAK7+cgRNWFB8VTJIPrOAROPFXONKpWdAK+QDIRQL6TkNus5unJ4M6Jd jmVRPUaG/Q
| B9eisWIM44+v/eDVXcc=

|<4.2.bin

***4-3-bin***

|* Example 4.3.bin

|>4.3.bin

|MIIDdwYJKoZ1hvcNAQcCol I1DaDCCA2QCAQEXCTAHBgUrDgMCG jALBgkghk 1 GO9wOBBwWGggg
| LgM1 1C3DCCApugAw I1BAg 1 CAMgwCQYHKo0Z 1 zJ gEAZASMRAWDGYDVQQDEwWdDYXJSRFNTMB4X
| DTK5MDgXNzAXMTAOOVOXDTMSMT 1 zZMT 1 zZNTk10VowEZERMABGALUEAXM IQWxpY2VEU1Mwgg
| G2M1 I1BKwYHK0Z 1 zJgEATCCAR4ACgYEAQY3N7YPqCp45PsJ I KKPkR5PdDteoDuxTxauECE//
| 10FzSHAM1VNESNH+Nn6+koYkv4dkwyDbeP5u/t0zcX2mK5HXQNwyRCIWb3qde+fz0ny/dQ6
| iLVPE/sSAcIRO1diMPDtbPjVQh11TI12EMR4vF+ds I SXN/LKURU15AMWXPN+WOsCFQDiIR6Ya
|RWad4E8baj7g31Stii/eTzQKBgCY40BSIMgo5+z5t2UtZakx21zkEAjVc8ssaMMMeUF3dml
|nizaoFPVjAe612uG4Hr32KQiWn9HXPSgheSz6Q+G3qgnMkhi j t2FOnOL12jB80jhbgvMAF8
| bUMJEYK2RL34yJVKU1lal4vI1z7BphNh8RT8K97dFQ/5hOwtGBSmASU j YSAAGEAAKBgFZjuV
IpP1FJIYLgXrd4z+p7Kxe3L23EXEOphaJKBEj2TSGZ3V1EX19Q1tv5VG/+onyohs+JHO9B41b
| Y81 7RaWgSuOF1s4GgD/o134a8i1SruUxq4JwOe7wi/ZhSAXGKsZFoVi/G7NNTSI jF2YUeyxD
| KEBH5BQP1Gp2NOM/K14vTyg+W404GBMH8WDAYDVROTAQH/BA IwADAOBgNVHQ8BAFSEBAMC
| BsAwHwYDVRO j BBgwFoAUCEQ+g 1 5vh95K03X JPSC8QyuT8R8wHQYDVROOBBYEFL5s0bPjwT
| FtQ3CkzhMB4v3j 1/7NMB8GALUJEQQYMBaBFEFsaWN IRFNTQGV4YW1wbGUuY29tMAKGBY(QqG
| SM44BAMDMAAWLQ IUVQYKGR9ICK41x1 jONg2q1PWdrvOUCFQCFYVNSVAtcst3a53Yd4hBSWO
| NevTF JMGECAQEWGDASMRAWDGYDVQQDEwWdDYXJsSRFNTAg 1 AyDAHBgUrDgMCG jAJBgcghkjO
| OAQDBCAWLAIUBVVHKiITVNIN3i7X9cySThsgPWmwCFGZpGbxoWNGNsZ1SP9oUiA39yaG4
|<4.3.bin
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***4-4-bin***

|* Example 4.4 _bin

|>4.4_bin

IMIILDQYJKoZ IhvcNAQcCol 1K/ jCCCvoCAQEXCTAHBgUrDgMCGjArBgkghk i GOwOBBwWGgHg
| QcVGhpcyBpcyBzb21 1 IHNhbXBsZSBjb250ZW50LqCCB68wgg IsM1 1B1aADAGQECANBGNGVH
| gABWYBHTb i 7EELOWMAOGCSQGS 1b3DQEBBQUAMB I XEDAOBgNVBAMTBONhcmxSUOEWHhCNOT
| kwOTESMDEWODQ3WhcNMzkxMjMxM§M10TUSWj ATMREWDWYDVQQDEWhBbGI jZVITQTCBNzAN
| Bokghk i GOWOBAQEFAAOB jQAWgYKCgYEA411z0Y3Y9TXoh3Y5F06wBbtTg94Pt6vcTfcdlKQ
| OFLmOS36aGJtTSh6pYKFyX7PqCUQ8wgLE6XUJI5GRPESU9gyz8ZobwfZsGCsvu40CWoT9FcF
|BZPFXrolVtlh/x1/yYHm+GzghOBw76xtLHSFLFpVOrmZdwKmSFKMTVNXOFdOV18CAWEAAa
| 0BgTB/MAWGA1UdEWEB/WQCMAAWDgYDVROPAQH/BAQDAghAMBSGA1Ud IwQYMBaAFOngkCes
| eCB6MtNM8k 13T iKunj i 7MBOGA1UdDgQWBBR30r TRtOyKigPORZ307DygOuP/UDAFBgNVHR
| EEGDAWGRRBbG 1 j ZVJITQUB I eGFtcGx I LmNvb TANBgkghk i GOWOBAQUFAAOBgQA+CEeoSMWT
[WI/KUXFrTjYYXQR+gLGNTczKo4/MFVb I vMOusxxZqSCqBYGoT iWtp3AUdS/1x5vRDul jOm
| S3xmZucyFU3/S6JV19SdOUay 1 2dHO4SuwvZ03TPdKNQsXoN4q0259n5L2F+F507+r57mNg
[ 2D9LIQM12Bp2ruub20mwl j CCApswggJaoAMCAQ I CAQEwCQYHKoZ 1 zj gEAZASMRAWDQYDVQ
| QDEwdDYXJISRFNTMB4XDTKS5MDGXN j IyYNTAIMFOXDTMSMT 1 zMT 1zZNTk10VowE jJEQMA4GALUE
| AXMHQ2FYbERTUZzCCAbcwggErBgcqhk jOOAQBMI IBHgKBgQC2SRg+i KTBKXGUTAHEESF6ec
| tUTasegFvGTLMOIAKGBWHUsCchXxS8dFWFAIXZz82uRt0+KGS1SCTFboVIUoW9kbt3faYOrt+
| 19gKuhZ7uVABSJOL6YUVUZdV319TDhCpUPXxwt80wVP3a3qiql rWhr4vMAojni3Bfua3hCN
|REKS3WE6QIVAN3BL99TzgsOYHc+AQS/ 1 12YuRDVAOGADO5XmOuU92rYHanQ3T1V/ne28YQ3r
| R1k8VgsrWwyRzqgViUmnK4W0+vb/+4be5K2E8rcuuReMGr IwinZxEhwvHzFAc2bVOXXPerw
| 7IHVPRIOUOEeTVac6p/RIEFqUIWNE] rin lhtNUvUyJEYX+GuKNYB i X4KcDvVuuB18ELEY2VS
| mwoDgYUAAOGBAJIMHACcDZgCxwK3cLHW74WxEnNohbU1HbbFiCenYrh7yOrSUsaOOeptxTg
| CUybQITrIglhkkAfNiIDP51wPv02GgA4/3VCcE/TIS5YZBpTOsSWGPOlexCBGKkCyY 18FJ2geol
| Yo2VKuaGunKyp1CDC6onzRupTYmal40YOYQ/ i8VWTYB600 IwQDAPBgNVHRMBATSEBTADAQ
|H/MA4GA1UdDWEB/WQEAw I1BhjAdBgNVHQ4EFgQUCEQ+g15vh95K03X jPSC8QyuT8R8WCQYH
| KoZ1zjgEAWMWADAtAhRrgfBOe Ip54/m+PSvJBj fpERehEwlVAI80aSqLsTwDeZQyTRIfzo
In7Rr1 7M1 1C3DCCApugAw I BAg I CAMgwCQYHKoZ 1 zZj gEAZASMRAWDgYDVQQDEWADYXJISRFNT
| MBAXDTK5MDgXNzAXMTAOOVOXDTMSMT 1 zZMT 1zNTk10VowEZERMASGALUEAXMIQWXpY2VEU1
| MwggG2M I 1BKwYHK0Z 1 zZJ gEATCCARACQYEAQY3N7YPgCp45PsJ I KKPKR5PdDteoDuxTxaukE
| CE//10FzSHAM1vNESNH+Nn6+koYkv4dkwyDbeP5u/t0zcX2mK5HXQNwYRCIWb3qgde+fz0Ony
| 7dQ6iLVPE/sSAcCIRO1diMPDtbPjVQh11TI2EMR4vF+ds I SXN/LKURU15AMWXPN+WOSCFQD i
|R6YaRWa4E8baj7g31Stii1/eTzQKBgCY40BSIMgo5+z5t2UtZakx21zkEAjVc8ssaMMMeUF
| 3dm1lnizaoFPVjAe612uG4Hr32KQiWn9HXPSgheSz6Q+G3gnMkhi jt2FOnOL12jB80jhbgv
IMAF8bUMJIEYk2RL34yJVKU1lal4v1z7BphNh8RT8K97dFQ/5hOwtGBSmMASUj YS5A4GEAAKBOF
|zjuVplFJIYLgXrd4z+p7Kxe3L23EXEOphaJKBEj2TSGZ3V1EX19Q1tv5VG/+onyohs+JHO9
|B41bY8i7RaWgSuOF1s4GgD/0134a8iSrUxq4Iw0e7wi/ZhSAXCKsZToVi/G7NNTSLjf2YU
| eyxDKE8H5BQP1Gp2NOM/K14vTyg+W404GBMH8WDAYDVROTAQH/BAIWADAOBgNVHQBBATSE
| BAMCBsAwHwWYDVRO j BBgwFOAUCEQ+g 15vh95K03XjPSC8QyuT8R8WHQYDVROOBBYEFL5s0b
| PIwFFtQ3CkzhMB4v3j 1/7NMBS8GALUMEQQYMBaBFEFsaWNIRFNTQGV4YW1wbGUuUY29tMAKG
| ByqGSM44BAMDMAAWLQ 1UVQYKGRICK4 I x 1 JONg2g1PWdrvOUCFQCTYVNSVAtcst3a53Yd4h
| BSWONevaGB2zCB2DCBmTAJBgcghk jOOAQDMB IXEDAOBgNVBAMTBONhcmxEULMXDTk5MDgy
| NzA3MDAwWMFowaTATAg 1 AyBcNOTkwOD I yMDcwMDAWW JATAg I AYyRcNOTkwOD I yMDcwMDAWW j
| ATAg1AOXcNOTkwOD I yMDcwMDAwWW j ATAg I AOhcNOTkwOD I yMDcwMDAWW§ATAg IA1BCNOTkw
| OD 10MDcwMDAWWJ AJBgcghk j OOAQDAY8AMCWCFH51UNYZz/ JRzFOH3 1vmg1lNhtXHO9AhQCel
Ju31VsYwc+H737aJPMgg5w1oTGCA T owgg I mAgQEBMBgWE jJEQMA4GALUEAXMHQ2FYbERTUWIC
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| AMgwBwYFKw4DAhqgXTAYBgkghk i GOWOBCQMXCwYJKoZ IhvcNAQCcBMBWGCSGS 1b3DQEJBT
| EPFwOWMzALIMTQXNTM5MDBaMCMGCSQGS 1 b3DQEJBDEWBBRAauw lUnm6bhYCLZ4GKcAi lofd
| SDAJIBgcghk j OOAQDBCAWLAIUO6XgStttWOAZOQACTOSaV3pxZmgCFBoRMNYFH680gQHevo
| vetghgkWkToY IBY jJA+Bgsghk i GOWOBCRACBDEVMCOMI ENvbNR IbnQgSGludHMgRGVZzY3Jp
| cHRpb24gQnVmZmVyBgkqghk 1 GO9wOBBwWEwggEeBgkghk i GOwOBCQYxggEPMI 1BCwIBATAmMMB
| IXEDAOBgNVBAMTBONhcmxSUOECEEYOa8eAAFa8EdNuLsQQs7AwBwWYFKw4DAhqgQzAcBgkqg
| hk i GOWOBCQUXDXCNMDMWNTEOMTUZOTAWWJAJBgkghk i GOWOBCQOXFgQUAIQJT jmYUIWzZt
| OKH3ueaar72DMwDQYJKoZ 1 hveNAQEBBQAEQYBtqi AK7XrupV6H3XUFK1QQZFTOM7EseHS8
| ixxgtduLA5538i1t/k249iRTJ42v09n12r j5YH5u7vHWWGU4Q9wWLX11u025q7k7QYOMwryZ
| GprdIG+GWp4nGVONROH810b4LoN29aPcvH1F/CgBvaO4RAaFOWmmL10w1sM8PtZz9Dvw==
I<4.4_bin

***4-5-bin***

|* Example 4.5.bin

|>4.5.bin

|MIAGCSqGS 1b3DQEHAQCAMIACAQEXCzAJIBgUrDgMCGgUAMIAGCSQGS 1b3DQEHAaCAJ I AEBF
| RoaXMEGCBpcyBzb21 1 IHNhbXBsZSB jb250ZW50LgAAAAAAAKCAMI 1B6zCCAVSgAWIBAgIQ
|RJRrx4AAVrwR024un/JQI1DANBgkghk i GOWOBAQUFADASMRAWDgYDVQQDEwWdADYXJsU INBMB
| 4XDTk5MDgXODA3MDAWMFOXDTMSMT 1zMT 1 zZNTk10VowE j EQMA4AGALUEAXMHQ2FYbFJITQTCB
| nzANBgkghk i GOWOBAQEFAAOB j QAWgYKCQYEASEV/GLgkV/R3/25ze5NxXLwzGpKSciPYQU
| bQzRE6BLOOr4KdvVEeF3rydiwrhjmnvdeNGIPS5ADV60yY iNrHt4 1D iMgmKP5+Z23Y+4Tqu5
| FdWwzZdoWoMW+Dg5EW+9e9Kcpy4LdrETpgpOUKQ74GNbI1V17ydsTyEWA4uRs8HZ FJavECAwW
| EAAaNCMEAWDWYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BATFSEBAMCAYYWHQYDVROOBBYEFONg
| kCeseCB6MENMBK I 3T i Kunj i 7MAOGCSQGS 1b3DQEBBQUAAAGBALeelATT7Snk/4mIFS5M2w
| zwSA8yYe7EBOWSXS3/D2RZFgrD7Rj941ZAN6CHt FAAEMFQ7e/dP+MLUGG I pJs85p6cVvVIqg2
| 1dbabDullLUU1nUkBdvg5uTH5+WsSUGD1FGCbfco+8INrsDdvreZ019v6WuoUQWNdzb7 IDs
|Haao1TNBgCMI 1CLDCCAZWgAw IBAg 1QRJRrx4AAVIrwR024uxBCzsDANBgkghk i GOWOBAQUF
| ADASMRAwWDgYDVQQDEwdDYXJsU INBMBAXDTK5MDkxOTAXMDgON1oXDTMSMT 1zMT 1zNTk10V
| owEZERMASGALUEAXM 1 QWxpY2VSUOEwWgZ8wDQYJKoZ I hveNAQEBBQADgYOAMIGJAOGBAOCI
| czmN2PX16 1d20X90sAW7U4PeD7er3H3HASKNBSS5tEt+mhibUOm+qWCn81+z6gIEPMIC+sV
| CeRKTXLLVYMs/GaG8H2bBgrL7uNAIgE/X3BQWT3166NVbZYF8ZF8mB5vhs60dAcO+sbSx0
| ny36VTq5mXcCpkhSjE7zVzhXdFdFAgMBAAGjgYEwFfzAMBgNVHRMBAT8EA J AAMA4GA1UdDw
| EB/WQEAwW 1 GWDATBgNVHSMEGDAWgBTp4JAnrHggeprTTPJCNO4 i rp44uzAdBgNVHQ4EFgQU
| d9KOObdMioqjzkWdzuw8oDr j/1AwHwWYDVRORBBgwFOEUQWxXpY2VSUOFAZXhhbXBsZS5)b2
| OWDQYJKoZ 1 hveNAQEFBQADgYEAPNBHQE JMEL i Py IFxa042GFOEFoCx jU3MyqOPzH1WyLzP
| brMcWakgggWBgE4 I radwFHUVv9ceb0Q7pY9Jkt8ZmbnMhVN/OuiVdfUnTIGSINNRZUErsL2
| Tt0z3SpOLF6DeKtNufZ+S9n/n+d0/g+e5jatg/SyuJtdgadq7rmOtIsCIAADGBYzCByAIB
| ATAmMMB I XEDAOBgNVBAMTBONhcmxSUOECEEYOa8eAAFa8EdNuULsQQs7AwCQYFKw4DAhoFAD
| ANBgkghk 1 GOWOBAQEFAASBQC8jgtLzCV+4DFjrTp2/ 1 ZgBSXXEKT3TONV7ttX+1KGKrOPE
| hPXNYE4n1TbPA1Z2dT8r80FfUAMen9ceNFgSIs7Xn2TLwJO/nIETVNwFFUyT6zgEdDXCTpy
| 9VnSvkA5UUC+k5DbrObpyeDOi Y5 1IUT1GhvOATXorFiTOOPr/3g1V3HAAAAAAAA
|<4.5.bin
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***4-6-bin***

|* Example 4.6.bin

|>4.6.bin

IMITFtwYJKoZ IhveNAQcCol IFgDCCBaQCAQEXCTAHBgUrDgMCGjArBgkghk i GOwOBBwGgHg
| QcVGhpcyBpcyBzb21 1 IHNhbXBsZSBjb250ZW50LqCCBIwwggG4MI 1BAGADAgQECAgIAQJAJ
| Bgcghk j OOAQDMB I XEDAOBgNVBAMTBONhcmxEUIMwHheNOTkwODE3MD IwODEWWhcNMzKkxM j
| MxMjM10TUSWj ATMREWDWYDVQQDEWhEaWFuZURTUZzCBkzAJBgcghk j 00AQBA4GFAAKBGQCY
| ABd4LO5+gVMULmEID6GbUVIa2Imocy8SJbY ly8rvKkR2i 1 1J36rOF 1tUP9v1G16+Z0AKOES
| tPLNOcNPccvy X/ 19M7WeeClze+MSTYGMJzST 1bt+L 13378 EVYW34+32hN3UZ61r60/8za
| OSmjOeWfQ+1VyddbpoFnzMCqzS7F160BgTB/MAWGA1UdEWEB/WQCMAAWDgYDVROPAQH/BA
| QDAghAMB8GA1Ud IwQYMBaAFHBEPo l ub4feStN14z0gvEMrk/EFfMBOGA1UdDgQWBBRKMJ 19
| XNxFC5k6U 1 8Wv1hQ3c4rGDAFBgNVHREEGDAWGRREaWFUZURTUOBleGFtcGXILmMNVbTAJBg
| cghk jOOAQDAZAAMCOCFQChGvVgXDj5dq I zOt1UzHkv j LKy5Xw I UKESQRV j SHI1VNRQYkb 1/
| Od+1btMwggLcMI ICm6ADAgECAgG 1 AyDAJBgcghk j OOAQDMB I XEDAOBgNVBAMTBONhcmxEU1
| MWHhcNOTkwODE3MDEXMDQ5WhcNMzkxM§MxMjM10TUSW j ATMREWDwWYDVQQDEWhBbG I jZURT
| UzCCAbYwggErBgcqhk jOOAQBMI 1BHgKBgQCB j c3tg+oKnjk+wkgoo+RHk90016g07FPFg4
[QIT/+U4XNIFgzWBORIO0F6Fr6ShiS/h2TDINt4/m7+3TNxFaYrkddA3DJIEI 1Zvepl75/PST
| L91Dg 1 tUST+WBWhHTV2 Iw801s+NVCHXVOXYQxH19/52whJc38uRRG7XkCZZc835b2w1VAO
| IHPhpFZrgTxtgPuDchK2KL95PNAOGAJJ jOF Ikyqjn7Pm3ZS11gTHY jJOQQCNVzyyxowwx5Q
| Xd2bWeLNqgUOWMB70 ja4bgevTYpCJlafOdcOKCF5LPpD4beqcySGKO3YUB6c4uXaMHzSOFuUC
| SWAXXESYKRITZEVE] 1 lUpTVrXi+XPsGmE2HXF/wr3t0VD/mHTCOYFKYDm6N jkDgYQAAOGA
| XOO5WnUU Igupet3jP6nsrF7cvbcTETSMFOKOESPZNIZNdXUTEj1DW2/1Ub/61 FKiGz4KFT
|OHjVtjyLtFpaBK44XWzgaAP+gj FhryJKtTGrgnDR7vCLIOMFIBcYqx 1+hWL8bsO1INKWN/Zh
|R7LEMOTWFkFA/UanY04z8gXi9PKD5b i jgYEwFzAMBgNVHRMBATSEA j AAMA4GA1UdDWEB/w
| QEAw 1 GWDATBgNVHSMEGDAWgBRWRD6CLM+H3krTdeM9 1 LXDK5PxHzAdBgNVHQ4EFgQUvmyh
| s+PB9+1DcKTOEwH1/e0X/sOwHwYDVRORBBgwFOEUQWxpY2VEU1LNAZXhhbXBsZS5§b20wCQ
| YHKoZ 1 zj gEAWMWADATAhRVYDKQZHO I r i XEiM42DarU922u/RQIVAJI9hU1JUClyy3drndh3i
| EFIbQ169MYHGMGECAQEWGDASMRAWDGYDVQQDEWADYXJIsSRFNTAg I AYyDAHBgUrDgMCGJAJBg
| cghk jOOAQDBCAWLAIUSCTe i14XyFqg/sgmGpVNAtBKHMWK8CFBTFt1XcC7nUT2BCIOPZcX 11117
| /XuBMGECAQEWGDASMRAWDQYDVQQDEWADYXJISRFNTAg 1A0 jAHBgUrDgMCGJAJIBgcghkjOOA
| QDBCAWLA IUFF+BTYytgE6bNVGEN25 jbullbg/oCFAZ+WE4rMYRB7U150D530gaMdQgh
|<4.6.bin

***4_7_bin***

|* Example 4.7.bin

|>4.7.bin

[MIIDIAYJKoZ IhveNAQcCol IDhTCCA4ECAQMXCTAHBgUrDgMCG jArBgkghk i GOwOBBwWGgHg
| QcVGhpcyBpcyBzb21 1 1HNhbXBsZSB jb250ZW50LgCCAuAwggLcMi 1Cm6ADAgECAg 1AYyDAJ
| Bgcghkj OOAQDMB I XEDAOBgNVBAMTBONhcmxEUIMwHhcNOTkwODE3MDEXMDQ5WhcNMzkxMj
| MXMjM1OTUSWjATMREWDWYDVQQDEWhBbLG I jZURTUZCCAbYwggErBgcghkjOOAQBM I IBHgKB
| 9QCBj c3tg+oKn j k+wkgoo+RHk90016g07FPFq4QIT/+U4XN I fgzWBORI0F6Fr6ShiS/h2T
IDINt4/m7+3TNxFaYrkddA3DJEI1Zvepl75/PSTLI91Dqgl tUST+wBWhHTV2Iw801s+NVCHXV
| OXYQxH19/52whJc38uRRG7XkCZZc835b2w 1 VAOJHphpFZrgTxtqPuDchK2KL95PNAOGAJ j
1JQF I kyqjn7Pm3ZS11qTHY JOQQCNVzyyxowwx5QXd2bWeLNqgUOWMB70 jadbgevFYpCJlafo
| dcOKCF5LPpD4beqcySGKO3YU6c4uXaMHzSOFUCBWAXXESYKRITZEVEJ I IUpTVIrXi+XPsGm
| E2HXF/wr3t0VD/mHTCOYFKYDmM6N j kDgYQAAOGAXOO5WnUUIgupet3jP6nsrF7cvbcTETSm
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| FOKOESPZNIZNndXUTEj1DW2/1Ub/61 TKiGz4KkFTOHjVEjyLtFpaBK44XWzgaAP+gj thryJK
| tTGrgnDR7vCLOMFIBcYgx 1+hWL8bsO1NKWN/ZhR7LEMoTwFkFA/UanY04z8gXi9PKD5bi j
| gYEwFzAMBgNVHRMBATSEA j AAMA4GA1UdDWEB/WQEAwW I GWDAFBgNVHSMEGDAWgBRWRD6CLM
| +H3krTdeM9 I LxDK5PxHzAdBgNVHQ4EFgQUvmyhs+PB9+1DcKTOEwWH i /e0X/sOwHwYDVROR
| BBQwFOEUQWXxpY2VEULINAZXhhbXBsZS5§b20wCQYHK0Z 1 zj gEAWMWADAAhRVDKQZHO I ri X
|EiM42DaruU9z2u/RQIVAIOhUL1JIUCLyy3drndh3i1EFIbQ169MWAWXg I BAAAUVMyhs+PB9+1D
| cKTOEwWH1/e0X/s0wBwYFKw4DAhowCQYHKoZ Iz j gEAWQVMCOCFQCIw2t7VVvTIDEgBI8TF1xXF
| 9XjRFXgwlUCWODOqrs3nphL lycOUGZpzwgw7c=

|<4.7.bin

***4_8_eml***

|* Example 4.8.eml

|>4.8_eml

| TUINRS1WZXJZzaW9uO i AXL JAKVG86 1FVzZX1yQGV4YW1wbGVzLmNvbQpGem9tOiBhbGl jZzuU
|RzcOBleGFtcGx1cy53b20KU3ViamVjdDogRXhhbXBsZSAOL jgKTWVzc2FnZS1J3ZDogPDAyY
| MDkwN j AwM j UIMDMwMC4yND IAZXhhbXBsZXMuY29tPgpEYXRI01BGcmks IDA2 1 FNIcCAyMD
|Ay IDAWOj 110§ Ix1COwMzAwW I ApDb250ZW50LVR5cGU6 1G11bHRpcGFydC9zaWduzZWQ7CiAg
| 1CBtaWNhbGcOUOhBMTsKICAg I GIvdWS5kYXJI5PS 1 tLSOtPY90ZXh0Qm91bmRyeVIFX19Gcm
| ksXzA2XIN1cF8yMDAYyXzAwOj 110 Ix 1 jsKICAgIHBYyb3RvY29sPSJhcHBsaWNhdGlvbi9w
|a2NzNy1zaWduYXR1cmUiCgpUaGlz1Glz1GEgbXVsdGktcGFydCBtZXNzYWd I IGIUlE1JTU
| UgZm9ybWFOLgoKLSOtLSOtPV90ZXh0Qm91bmRyeVIFX19GcmksXzA2X1INIcF8yMDAyXzAw
[0J 1105 IxCgpUaGlzIGlzIHNvbWUgc2FtcGx 1 1GNvbnRIbnQuCIOtLSOtLT1FTmVAdEIvAW
| Sken 1 FX19FRNIPLFBWN 1 9TZXBFMj AWM I 8wMDoyNToyMQpDb250ZW50LVR5¢cGU6 | GFwcGxp
| Y2FOaW9OuL3BrY3M3LXNpZ25hdHVYZTsgbmFtZT1zbW1tZS5wN3MKQ29udGVudClUcmFuc?2
|Z1cilFbmNvZGluZzogYmFzZTYOCKNvbNRIbnQtRGIzcG9zaXRpb246 IGFOMGF jaG11bnQ7
| 1GZpbGVuYW1IPXNtaWlILnA3cwoKTUIJRGR3WUpLb1pJaHZj TKFRYONVSUIEYURDQOEYUU
|NBUUV4Q1RBSEJNVXJEZO1DR2pBTEJna3Foa2 IHOXcwQkJ3R2dnZOxnTU1JQwozRENDQXB1
| ZOF3SUJBZ01DQUINdONRWUNhLb1pJempnRUF6QVNNUKF3RGAZRFZRUURFA2REWVHhKC1JGTI
|RNQJRYRFRrNU1EZ3h0ekF4Ck1UQTBPVMOYRFRNNULUSXpNVEI6T IRrMUSWb3dFekVSTUE4
| ROEXVUVBeE1JUVd4cFkyVkVVYMU13Z2dHMk1JSUJILA1 1 1S29aSXpgqZ0UKQVRDQOFSNENNWU
| VBZ1kzTjdZUHFDCcDQ1UHNKSUtLUGtSNVBKRHRIbOR1eFR4YXVFQOUVL2XPRNpTSDRNMXZ0
|RVNOSCtuNitrbllrdgo0ZGt3eUR1ZVALdSOOMHpJWDItSzV IWFFOd31SQOpXY JNXZGUrZn
| owbnkvZFE2aUxWUEUvCcOF j SVIWMWRpTVBEdGJQal ZRaDExVGwyCkVNUJjR2ZitkcOlI TWE4v
| TGEVUNUXNUFEV1hQT i tXOXNDRIFEaV I 2WWFSV2EORThi YW03ZzNJU3RpaS9 1VHpRS0JINQ1
| KOMEJTSk1xbzUKK301dDJVdFpha3gySXprRUFgVmM4c3NhTULINZVVGM2REMWSpemFvR IBW
| akF INkkydUcOSH I zMktRaVduOUhYUFNnaGVTe j ZRKOczcQpuTWtoaWpOMkZPbkOMbDJIQQ j
| gwamhiZ3ZNQUY4Y IVtSkVZazJSTDMOeUpWS1UxXYTEOdmx6NOJwaE500FIMOESS5N2RGUS81
| aDB3dEdCCINtQTV1al k1QTRHRUFBSOJNRNpqdVZwMUZKWUXXWHIKNHorcDdLeGUzTD IzRX
| hFMHBoYUpLQkVgMIRTR10zVjFFeEKSUTFOd j VWRY8KK29ueW9ocytKSDASQ jOxY 1k4aTdS
| YVdnU3VPRjFzNEdNRCIOVSTMOYThpU3JVeHEOSncwZTd3aS9aaFNBWEdLc1pmb1ZplL0c3Tk
| SUUwWpsamYyWVVI1eXhESOU4SDVCUVAXR3AYTKONLOtsNHZUeWcrVzRvNEdACTUg4dORBWURW
| UjBUQVFILOJBSXdBREFPQMAOVKhROEJBZ jJhFCKkJIBTUNCCOF3SHAZRFZSMGpCQmAd3RmOBVW
INFUStnaTV2aDk1SzAzWGpQUOM4UXT11VDhSOHd TUVIEVIIWTOJCWUVGTDVZzb2JQandmZnQK
JUTNDa3poTU10d jNgbC83Tk1COEdBMVVKRVFRWU1CYUJGRUZZzYVdObFJGT IRRR1YOWVCxXd2
| JHVXVZMJ 10TUFrROJI5cUdTTTQOQKFNRAPNQUF3TFFIVVZReWtHU j IDSzRseE1qTO5nNMNEX
| UFdkenYwVUNGUUNmWYVZOU1ZBdGNzdDNhNTNZZDRoQ INXMES 1d IRGak1HRUNBUUV3CKdEQV
INNUKF3RGAZRFZRUURFA2REWVhKc1JGTIRBZO1BeURBSEJINVXJIEZO1DR2pBSkJInY3Foa2pP
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| TOFRREJDNHAMQUIVTS9tR2Y272sKZ3A5WjBYdFJIKR2 1tSmVCLOJ4VUNGROZGSNF3WVJIOMV
| dZYOIPUWOHaWFvd3FHe 1ZJCgotLSOtLS09X051eHRCh3VuZHI5X19FX0ZyaSxfMDZFU2Vw
| Xz 1wMDJIFMDAGMjUGMjEtLQO=

|<4.8.eml

***4-9-eml***

|* Example 4.9._eml

|>4.9._eml

| TUINRS1WZXJzaW9uO i AXL JAKVG86 1FVzZX1yQGV4YW1wbGVzLmNvbQpGecm9tOiBhbGl jZU
|RzcOBleGFtcGx1cy5jb20KU3ViamVjdDogRXhhbXBsZSAOL jJkKTWVzc2FnZS1JZDogPDAy
| MTAZMTE2NDUOMDMWMC4zMDRAZXhhbXBsZXMuY29tPgpEYXRI10i1BUaHUs IDMx1E9jdCAyMD
|AYy IDE20JQ10JEOICOWMZzAW I ApDb250ZW50LVR5cGU6 I GFwcGxpY2F0aWwoulL3BrY3M3LW1p
| bWU7 IHNtaW1 ILXR5cGU9c2 InbmVKLWRhAGE7CiAgICBUYW1IPXNtaWllLnA3bQpDb250ZW
| 50LVRYYW5zZmVyLUVuY29kaW5n0iB i YXNINjQKQ29udGVudC1lEaXNwb3NpdGlvbjogYXR0O
| YWNobWVudDsgZml sZW5hbWU9c21pbWUucDdtCgpNSUIEbVFZSktvWk1odmNOQVFJQ29JSU
| RpakNDQTRZQOFRRXhDVEF 1QmdVckRnTUNHakFOQmdrcWhraUc5dzBCQndHZO 1 BUNWVEUXBY
| CmFHbHpJR2Xx6SUhOdmMIXVWd JMkZOYOd4bEIHTNZ1b1JsYmM5RAWIISUMORENDQXR3d2dnS2
| IvQUL1DQVFIQOFNRE INQWEHQN IXRINNNDQKQKFNdOVgRVFNQTRHQTFVRUF4ATUhRMkZ5YkVS
| VFV6QWVGdzALT1RBNELUY3dNVEV3TKRsYUZ3MHpPVEV5TXpFeU16VTVOVGXhTUJINeApFVE
| FQQMdOVkJIBTVRDRUZZzYVdObFJIGT IRNSUICdGpDQOFTcOdCeXFHUOOONEJBRXdANZOV IQW9H
| QkFIRO56ZTJIENMdXZU9UNONTQ21qCjVFZVQzUTdYcUE3c1U4V3JoQWhQLzVUaGMwaCtETm
| I6UkVaUI9wK3ZwSOdKTCEtIWKkINZZ1zai tidjdkTTNGOXBpdV IXMERj TWERaVYKbTk2bh2
|bjg5Sjh2M1VPb2kxVHhQNOF IQOVKT lhZakR3N1d6NDFVSWRKVTVkaERFZUwzL251Q0Vsem
| Z5NUZFYnRIUUpsbHp6Zmx2YgpBaFVBNGt1bUdrVm11QIBHMmM8rNES5RXJZb3YzazgwQ2dZ
|QW1PTKFVaVRLcU9Mcyti ZGxMV1dwTWRpTTVCQUKkXWFBMTEJQRER IbEJKC jNadFoOczJIxQl
| QxWXd 1dWIOcmh1Qj Y50WI rSWxwL1 IxejBvSVhrcytrUGhONnB6SklZbzdkaFRwemk1ZG93
| Zk5INFcOTHpBQMZHMUoKaVJIHSK5rUzkr TWIWU2XOV3RITDVjK3dhWVRZZKVYLON2ZTNSVV
JArWWRNTFINVXBNT2JvMkORTOJoQUFDZ11CYZzQ3bGFKUINXQzZsNgozZUOvcWV5c1h0eTI10
|eE1STktZV21TZ13I0OWswaG1lkMWRSTVNQVUSTY itWUnYvcUo4cUl 1UGISOVBRZUSXMIBJIAT
| BXbGOFcmpoZGJIPCkJvQS82Q04rR3ZJa3EXTWF1Q2NOSHU4SXYYyWVVnRnhpckdYNkZZdnh1
| e IRVMHBZMz 1 tRkhzc1F5aFBCK1FVRDIScWRqVGpQeXBITDAKOGIQbHVLTOJINVEIVTUF3RO
| EXVWRFdOVCL3dRQO1BQXdEZ1 IEVI IWUEFRSCICQVFEQWd 1 QU1COEdBMVVKSXdRWU1CYUFG
| SEJFUG9JdQp iNGZIU3ROMTR6MGA2RUlyay9FZk1CMEdBMVVKRGARVOJCUyt1SOd6NDhIMz
| dVTndwTTRUQWVYMOTQ1Z 1 t6VEFMQMdOVKhSRUVHREFXCmdSUkJ 1 R2xgWIVSVFUwWQmx 1R0Z0
| YOd4bEXxtTnZi1VEFKQmdjcWhrak9PQVFEQXpBQU1DMENGRIVNCEJrZIFpdUpjuol6al 10cX
| RUMWAKYTc5RkFoVUFUMKZUVWXRTFhMTGQydWQySGVJIUVVSAERY ¢ j BAWXpCaEFNRUJINQmMd3
| RWpFUU1BNEdBMVVFQXhNSFEYRN 1 1RVJIUVXdJQwpBTWd3QndZRkt3NERBaG93Q1FZSEtvWk
| 16amdFQXdRAU1DAONGRDFjU1c2TEIVRNp IWGX IMLEINVNLUOJ Ici9zQWhRBUNXN3MVQ1RG
| CKhPRWpnQVNIVWp 1 TXB4NWc2QT09Cg==

|I<4.9.eml

***4 . lo . b i n***
|* Example 4.10.bin
|>4.10.bin

IMI TH/wYJKoZ 1hveNAQCCo I IH8DCCB+WCAQEXCTAHBgUrDgMCG jArBgkghk i GOWOBBwWGgHY
10cVGhpeyBpcyBzb21 I IHNhbXBsZSBjb250ZW50LgCCAuAwggLcM I I CMBADAGECAG I AyDAJ
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| Bgcghk j OOAQDMB I XEDAOBgNVBAMTBONhcmxEU1IMwHheNOTkwODE3MDEXMDQ5WhcNMzKkxM j
| MxMjM10TUSWj ATMREWDWYDVQQDEWhBbG I j ZURTUZCCAbYwggErBgcahk j OOAQBMI I BHgKB
| 9QCBj c3tg+oKnjk+wkgoo+RHk90016g07FPFg4QIT/+U4AXN I fgzZW8O0RI0F6Fr6ShiS/h2T
IDINt4/m7+3TNxFaYrkddA3DJEI 1Zvepl75/PSTL91Dq 1 tU8T+wBWhHTV2 Iw801s+NVCHXV
| OXYQxH19/52whJc38uRRG7XkCZZc835b2w 1 VAOIHphpFZrgTxtqPuDchK2KL95PNAOGAJ j
[JQF1kyqjn7Pm3ZS11gTHY JOQQCNVzyyxowwx5QXd2bWelLNqgUOWMB7ojadbgevFYpCJafo
| dcOKCF5LPpD4beqcySGKO3YU6c4uXaMHzSOFUCBWAXXESYKRITZEVE] 1 IUpTVIrXi+XPsGm
| E2HXF/wr3t0VD/mHTCOYFKYDmGN jkDgYQAAOGAXOO5WnUU I gupet3jP6nsrF7cvbcTETSm
| FOkoESPZNI1ZndXUTEj1DW2/1Ub/61 FKiGz4kFTOHjVEjyL tFpaBK44XWzgaAP+gj fhryJK
| tTGrgnDR7vCLIOMF IBcYgx 1+hWL8bs01NKWN/ZhR7LEMoTwFkFA/UanY04z8qgXi9PKD5bi j
| gYEwFzAMBgNVHRMBATSEAJ AAMA4GA1UdDWEB/WQEAW I GWDAFBgNVHSMEGDAWGBRWRD6CLM
| +H3krTdeM9 I LXDK5PxHzAdBgNVHQ4EFgQUvmyhs+PB9+1DcKTOEwWH i /e0X/sOwHwWYDVROR
| BBQwFOEUQWXpY2VEULINAZXhhbXBsZS5§b20wCQYHK0Z 1 z j gEAWMWADATAhRVDKQZHO I ri X
|EiM42DarU9z2u/RQI1VAI9hU1JUCL1lyy3drndh3iEFJIbQ169MY I Ey TCCBMUCAQEWGDASMRAW
| DgYDVQQDEwdDYXJsSRFNTAg I AyDAHBgUrDgMCGgCCBF8wWGAYJKoZ IhveNAQKkDMQsGCSqGSI
| b3DQEHATAJBgkghk i GOWOBCQOXFgQUQGrsCFI5um4WAi2eBinAl paH3UgwOAYDKgszMTEE
| LLRoaXMgaXMgYSBOZXNO 1 Ed IbmVyYWwgQVNO IEFOdHIpYNnVOZSwgbnVtYmVy IDEuMD4GCy
| 9GS 1b3DQEJEA I EMS8WLQwgQ29udGVudCB laW50cyBEZXNjcmliwdGlvbiBCAWZmZX1GCSqG
| S1b3DQEHATBKBgkghk i GOwOBCQ8XPTA7MACGBSODBAUGMDAGB 10DBAUGTQQMU21pbWUgQ2
| FwYWJpbG10awVvz IHBhecmFtZXR1cnMgYnVmZmVy 1D IwbQYLKoZ hveNAQKkQAg IxXjFCAgEB
| BacgAwQFBgc IExtUSEITIEITIEEQUFJIVKFDWSBNQVJL I FRFUL1QXMTAVvgAggAwWQFBgeGeK
|EJEYFUSEITIEITIEEQVEVTVCBTRUNVUK ITUWS1DQVRFRO9SWS4wbwYLKoZ IhveNAQkQAgox
| YDBeBgUqAWQFBgQrQ29udGVudCBSZWZ IcmVuY2UgQ29udGVudCBJIZGVudGImaWwvy I1EJ1Zm
| Z1cgQoQ29udGVudCBSZWZ IcmVuY2UgU2 InbmFOdXJ I 1FZhbHVITEJ1ZmZ I cjBzBgsqghkiG
| 9WOBCRACCzFkoG IwW j ELMAKGALUEBhMCVVMXF j AUBgNVBAOTDVVT I EdvdmVybm1 IbnQxXET
| APBgNVBASTCFZEQSBTaXR IMQwwCgYDVQQLEWNWREEXE j AQBgNVBAMTCURhaXN5I1FJTQQIE
| C1VEMzCB/AYLKoZ I hveNAQkQAgMxgewwgekwge YEBzU3MzgyOTkYDzES50TkwMzEXMTAOND
|MzWgGBy TCBxgRhMF8xCzAJBgNVBAYTAIVTMRYWFAYDVQQKEwW1VUyBHb3Z1cm5tZW50MREwW
| DwYDVQQLEwWhWREEgU2 10ZTEMMAOGA1UECXMDVKRBMRcwFQYDVQQDEWSCdWdz 1EJ1bm551 E
|RTQaRhMF8xCzAJBgNVBAYTAIVTMRYWFAYDVQQKEW1VUyBHb3Z 1 cm5tZW50MREWDWYDVQQL
| EWhWREEgU2 10ZTEMMAOGA1UECXMDVKRBMRcWFQYDVQQDEWSFbG1 1ciBGAWRKIERTQTCCAQ
| 1GCyqGS1b3DQEJEATIMYHYMIHVMX1CAQEGBYODBAUGBWKTJIKVRVUIWQUXFTIQgVEhJUYBJ
| UyBBIFBSSVZBQ1kgTUFSSYBURVNUMTwwOOA IKgMEBQYHhn1hLhMsRVFVSVZBTEVOVCBUSE
| ITIEITIEEQVEVTVCBTRUNVUK TUWS1DQVRFRO9SWS4xeQ 1 BAQYHKgMEBQYHChMtRVFVSVZB
| TEVOVCBUSEITIEITIEEQUOVDTOSE I FBSSVZBQ1kgTUFSSYBURVNUMTwwOOA IKgMEBQYHhNhN
| thLhMsRVFVSVZBTEVOVCBUSEITIEITIEEgQVEVTVCBTRUNVUK TUWS1DQVRFRO9SWS4wCQYH
| KoZ1zjgEAWQVMCOCFQC8Mzd IxPdwXBdJE6pMhcq7UpFIWQIUY5aiFI1vPV96WSFI9sZN2EBE
| IfHMo=

[<4.10.bin

***4_ 11_bin***

|* Example 4.11.bin

|>4.11_bin

IMIIGiIAYJKoZ I hvcNAQcCol 1GeTCCBNUCAQEXADALBgkghk 1 GOwOBBwWGgggV/M11CmzCCAl
| agAwIBAgI1BATAJBgcghk jOOAQDMB IXEDAOBgNVBAMTBONhcmxEU1MwWHhcNOTkwODE2Mj 11
| MDUwWhcNMzkxM jMxMjM10TUSW j ASMRAwWDgYDVQQDEwWADYXJSRFNTMI IBtzCCASsGByqGSM
| 44BAEwggEeA0GBALZJIGDB6KRMEpCcZRMACQSWXp5Y1RNgXx6B+8ZMsw6UCQbrAdSxyHFLXOXA
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|UCVdnPza5G3T40Z1h1J9uhWVShb2Ru3d9p j Su36KCoq6FnuSUAF I k4vrJRVRI1Xcj IMOEK
| 1Q/HC3zTBU/dregKoitaGvi8wCiOelLcF+5reE11GOpLdbpAhUA3CEV31P0OCzRgdz4CpL+K
| XZ15ENUCgYAM7 1ebS73atgdqdDdPVX+d7bxhDetGWTxWCytbDIHOpWISacrhbT69v/7ht7
| krYTyty65F4was j CKANnESHC8TN8BzZtU5dc96vDskdWIHITORS5NVpzgn9GUR+pQhacSOuK
| eWGO1S9TIkRjH4a401gGIFgpwO+64HXwWQsRJZVKbCgOBhQACgYEAMYdOJwNmoLHArdwsdb
| vhbESc2iFtTUdtsWI1J6diuHvI16tISx0456m3FOAJTItCVOUWCWGSQB82IM/NXA+87YaADj
| 7dvwT98) IhkGIPSXYY86V7EIEaQLJ i XwUnaB6gtiDzZUg50a6¢crKnUIMLQiFNGEINIZrXjR
| 95hD+LxVZNgHq j Q j BAMASGA1UdEWEB/WQFMAMBAF8wDgYDVROPAQH/BAQDAGGGMBOGA1Ud
| DgQWBBRWRD6CLm+H3krTdeM9 I LxDK5PxHzAJBgcqhk jOOAQDAZAAMCOCFGUp8ES6WNNn j+b
| 49K8kGN+kRF6ETAhUAJ zZRpKouxPAN5 IDINEh/O1 FtGsjswgglLcMl ICm6ADAgECAg I AyDAJ
| Bgcghk j OOAQDMB I xEDAOBgNVBAMTBONhcmxEU1MwHhcNOTkwODE3MDEXMDQ5WheNMzkxMj
|MxXMJM1OTUSWJATMREWDWYDVQQDEWhBbG I jZURTUZzCCAbYwggErBgcghk jOOAQBMI I1BHgKB
| 9QCBj c3tg+oKn j k+wkgoo+RHk90016g07FPFq4QIT/+U4XN I fgzWBORI0F6Fr6ShiS/h2T
IDINt4/m7+3TNxFaYrkddA3DJEI1Zvepl75/PSTLI91Dqgl tUST+wBWhHTV2Iw801s+NVCHXV
| OXYQxH19/52whJc38uRRG7XkCZZc835b2w1VAOJHphpFZrgTxtqPuDchK2KL95PNAOGAJ j
1JQF I kyqjn7Pm3ZS11qTHY JOQQCNVzyyxowwx5QXd2bWeLNqgUOWMB70 jadbgevFYpCJlafo
| dcOKCF5LPpD4beqcySGKO3YUB6c4uXaMHzSOFUCBWAXXESYKRITZEVEJ I lUPpTVIrXi+XPsGm
| E2HXF/wr3t0VD/mHTCOYFKYDm6N JkDgYQAA0GAXO05WnUU I gupet3jP6nsrF7cvbcTETSm
| FOKOESPZN1ZndXUTEj1DW2/ 1Ub/61 FKiGz4kFTOHjVtjyLtFpaBK44XWzgaAP+gj fhryJK
| tTGrgnDR7vCLOMFIBcYgx 1+hWL8bsO1NKWN/ZhR7LEMoTwFkFA/UanY04z8gXi9PKD5bi j
| gYEwFzAMBgNVHRMBATSEA j AAMAAGA1UdDWEB/WQEAwW I GWDAFBgNVHSMEGDAWgBRWRD6CLM
| +H3krTdeM9 I LxDK5PxHzAdBgNVHQ4EFgQUvmyhs+PB9+1DcKTOEwWH i /e0X/sOwHwYDVROR
| BBgwFOEUQWxpY2VEUINAZXhhbXBsZS5jb20wCQYHKoZ I zj gEAWMWADAtAhRVDKQZHO I ri X
|EiM42DarU9z2u/RQI1VAI9hU1JUCLlyy3drndh3i1EFJbQ1690YHbMIHYMIGZMAKGBYqGSM44
| BAMWE j EQMAAGATUEAXMHQ2FYBERTUXCNOTkwOD I 3MDcwMDAWW j BpMBMCAQD I FwO50TA4Mj
| lTwNzAwMDBaMBMCAgDJFwWO50TA4Mj IwNzAwMDBaMBMCAgDTFwO50TA4M j IwNzAwMDBaMBMC
| AgDSFwO50TA4Mj IwNzAwMDBaMBMCAgDUFwO50TA4M j QwNzAwMDBaMAKGByqGSM44BAMDLw
| AWLATUFmVSd jP+NHMXOFeW+aDU2G1cFTOCFAJBW7 FVWx jBz4FvFtok8ygDnDWhMQA=
|<4.11.bin

***5- l-bin***

|* Example 5.1.bin

|>5.1.bin

|M11BHgYJKoZ IhveNAQcDo I IBDzCCAQsCAQAXgcAwgbOCAQAwI JASMRAWDgYDVQQDEwdDYX
| IsUINBAhBGNGVHgABWVBHTb 1 7NXXHQMAOGCSqGS I b3DQEBAQUABIGAC3ENSNGI 1Ji21sGP
| cP21J97a4e8kbKQz362z962210yx6zYCAmZ7mX7FBs3 IWg+F6KgCLx3M1eChbWx8+MDFbbpX
| adCDg08/nUkUNYeNxJtuzubGgzoyEd8Ch4H/dd9gdzTd+taTEgSOipdSIJuNnkVY4/M652
| KKHRLFFO2hosdR8wQwYJKoZ I hveNAQCcBMBQGCCqGS 1 b3DOQMHBAgtaMXpRWZRNYAgDs 1 ST8
| Z9P43LrY40xUk660cul IXeCSFOSOpOJ7FuVvyU=

|<5.1.bin
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***5-2-bin***

|* Example 5.2_bin

|>5-2.bin

IMI1BZQYJKoZ IhvcNAQcDol IBVjCCAVICAQIXggEAMIGOAgEAMCYWE j EQMAAGATUEAXMHQ2
| FybFITQQIQRJRrx4AAVIrwR024uzV1x0ODANBgkghk 1GOWOBAQEFAASBgJIQMQoJGi7Z41P+C
| VypBmNFoCDoEp87khtgy fF2N4SmgD3RxPx+8hbLQt9i3YcMwcap+aiOkyqjMal TO3VUCOX
| BOGV+HY I3HBZm/aFzxoq+YOXAWsS5x1GerZwTOc9j6AY IKAgXvnztR5SQ8TBj 1zytm4V7zg
| +TGrnGVNQBNw47Ewo j4CAQQWDQQLTWFpbEXpc3RSQz IWEAYLKOZ I hveNAQKQAWCCATOEGH
| cUr5MSJ/g9HNnJVHsSQ6X56VewYb+0Foj TBIBgkghk 1 GOWOBBWEWGGY 1 KoZ ThveNAwIwDgIC
| AKAECIWEOhkuKIWhgCBeKNXhojue j3org9Lt7n+wWxOhnky5V50vSpoYRFRRyw==
I<5.2.bin

***5 . 3 . eml***

|* Example 5.3.eml

|>5-3.eml

| TUINRS1WZXJzaW9uO i AXLjJAKTWVZzc2FnZS1JZDogPDAWMTAZMTEYMDAIMJAZL j AwMzQ5QG
| Ftewvtawx5LmInLmNvbT4KRGFOZTogVHV ILCAZMSBPY3QgM j AWMCAXM j owMDo1M i AEMDYw
|MCA0Q2VudHIhbCBTdGFUZGFyZCBUaW1 IKQpGem9tOiBVc2VyMQpUbzogVXNIcj IKU3Viam
| VjdDogRXhhbXBsZSA1L JMKQ29udGVudC1lUeXB10iBhcHBsaWNhdGIvbi9wa2NzNyltawll
| OwoJbmFtZT1zbWItZS5wN207CglzbWltZS10eXBIPWWudmVsb3B1ZC1kYXRhCkNvbnRIbn
| QtVHIhbNNmZX1tRW5 jb2Rpbmc6 16Ihc2U2NApDb250ZW50LURpc3Bvc210aWw9uOiBhdHRN
| Y2htzW500yBmaWx I bmFtZT1zbWItZS5wN20KCk1ISUJ1Z11KS29aSWh2YO5BUWNEDO 1JQk
| R6QONBUXNDQVFBeGd jQXdnYjBDQVFBdOpgQVNNUKF3RGAZRFZRUURFA2REWVhKC1VSTKIK
| QWhCRO5HdAKhnQUJXdkJ 1VGIpNOSYWEhRRTUEWRONTcUdTSW I zRFFFQKFRVUFCSUdBQzNFT j
| VURO 1 pSmkybHNHUGNQMmIKOTdhNGU4awp i S1IF6MzZ6ZzZaMmkweXg2e l IDNG1aN21YNOZC
| czNJIV2crZjZLZONMeDNNMWVDY 1d40CtNREZ i1 YnBYYWRDRGAPOCOUVWEVT I ITnhKCnR1en
| ViR2d6b31FZDhDaDRIL2RkOWdke IRKK3RhVEVNUzBpcGRTSNVObmtWWTQVTTY1MmpLSOhS
| TEZmMDJob3NKkU j h3UXdZSktvWkkKaHZj TKkFRYOJINQIFHQONXRINJIY JNEUUL 1QKFNdGFNWH
|BSd1pSTI1BZORzaVNmOFo5UDQzTHIZNE94VWs2NjBjdTFSWGYDUOZPUOIWTwWpKNOZ1VnlV
| PQoK

|<5.3.eml

***G_O_bin***

|* Example 6.0.bin

|>6.0.bin

| MF4GCSqGS 1 b3DQEHBaBRMESCAQAWBWYFKw4DAhowKwYJKoZ IhveNAQcBoB4EHFRoaXMgaX
|Mgc29tZSBzYW1wbGUgY29udGVudC4EFEBq7AhSebpuFgltngYpwCKWh911

|<6.0.bin
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***7- l-bin***

|* Example 7.1.bin

|>7-1.bin

|MFcGCSqGS 1b3DQEHBgBKMEgCAQAWQWYJK0Z IhveNAQecBMBQGCCqGS 1b3DQMHBA 1 za2v7Y j
|EIToAg+vzt2z8YFXx04iRHNNYQ2/TD2VgV75M7mvXXBPalcOl=

|<7.1.bin

***7_2_bin***

|* Example 7.2_bin

|>7-2.bin
|MIGVBgkghkiGOwOBBwaggYcwgYQCAQ IwQwYJKoZ IhveNAQcBMBQGCCqGS 1b3DQMHBAgHJY
| CFkI6wFoAgO1CPZ0iKyOHK ImhdvncFUibt4wG9AJFYpzVuvEuUiBzOhOjA4BgMgqzMxMQQv

| VGhpcyBpcyBh IHRIc3QgR2VuzZXJhbCBBUO4gQXROcml 1dXRILCBudW1iZX1gMS4=
|<7.2.bin
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