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Abst r act
Graceful OSPF Restart, as specified in RFC 3623, provides a mechani sm
wher eby an OSPF router can stay on the forwarding path even as its
OSPF software is restarted. This docunent provides an inplenentation

report for this extension to the base OSPF protocol.
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1. Overview

Today, many Internet routers inplenment a separation of control and
forwardi ng functions. Certain processors are dedicated to contro

and managenent tasks such as OSPF routing, while other processors
performthe data forwardi ng tasks. This separation creates the
possibility of nmaintaining a router’s data forwardi ng capability
while the router’s control software is restarted/rel oaded. For the
OSPF protocol [OSPF], the protocol nechani sns necessary to acconplish
this are described in Gaceful OSPF Restart [ GRACE]

This docunent satisfies the RFC 1264 [CRITERI A] requirenent for a
report on inplenentation experience for Gaceful OSPF Restart.
Section 2 of this docunent contains the results of an inplementation
survey. It also documents inplenmentation differences between the
vendors responding to the survey. Section 3 contains a MB
reference. Section 4 provide an authentication reference. Section 5
simply refers to the inplenentations listed in section 2. Section 6
includes a nmininal set of test scenarios. Finally, section 7

i ncludes a disclainer with respect to operational experience.

2. I nplenentati on Experience

El even vendors have inplenented graceful OSPF and have conpleted the
i mpl enentation survey. These include Redback, Juniper, Mtorola
Computer Group (fornmerly Netplane Systens), Mahi Networks, Nexthop
technol ogi es, ForcelO Networks, Procket, Alcatel, Laurel NetworKks,
DCL (Data Connection Limted), and Ericsson. All have inpl enented
restart fromthe perspective of both a restarting and hel per router
Al'l but one vendor inplenented both planned and unpl anned restart.
Al'l inplenmentations are original. Seven successfully tested
interoperability with Juniper. Juniper successfully tested
interoperability with Forcel0 Networks. One vendor tested with John
Moy’ s GNU Public License inplenmentation [OSPFD]. Two vendors had not
tested interoperability at the time of the survey.

2.1. Inplenentation Differences

The first difference was whether strict LSA checking was inplenmented
and, if so, whether it was configurable. |In the context of graceful
OSPF restart, strict LSA checking indicates whether a changed LSA
will result in the termnation of graceful restart by a hel ping
router. Four vendors made it configurable (three defaulted it to
enabl ed and one to disabled), another nade it a conpile option
(shipping with strict LSA checking disabled), another didn't
inmplement it at all, and five inplemented strict LSA checking with no
configuration option to disable it.
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The second was whether a received grace LSA would be taken to apply
only to the adjacency on which it was received or to all adjacencies
with the restarting router. This is a rather subtle difference since
it only applies to helping and restarting routers with nore than one
full adjacency at the tine of restart. Eight vendors inplenmented the
option of the received grace LSA only applying to the adjacency on
which it was received. Three vendors applied the grace LSA to all

adj acencies with the grace LSA originator (i.e., the restarting
router).

The final difference was in whether additional extensions were

i npl emented to accommopdat e ot her features such as protocol
redistribution or interaction with MPLS VPNs [VPN]. Five vendors

i mpl ement ed extensions and six did not. |t should be noted that such
extensions are beyond the scope of G aceful OSPF Restart [ GRACE].

3. M B Ref erence

M B objects for the Graceful OSPF Restart have been added to the OSPF
Versi on 2 Managenent Information Base [ OSPFM B]. Additions incl ude:

- (Objects ospfRestartSupport, ospfRestartlnterval, ospfRestartAge,
ospf Rest art Exi t Reason, and ospfRestartStrictLsaChecking to
ospf Gener al G oup.

- (Objects ospf NorRestart Hel per Status, ospfNbrRestart Hel per Age, and
ospf Nor Rest art Hel per Exi t Reason to ospf NbrEntry.

- (Objects ospfVirtNbrRestartHel per St at us,
ospf Vi rt Nor Rest ar t Hel per Age, and
ospf Vi rt Nbr Rest art Hel per Exi t Reason to ospfVirtNorEntry.
4. Authentication Mechani sns

The aut henticati on nechani sns are the sane as those inpl enented by
t he base OSPF protocol [CSPF].

5. List of Inplenentations
Refer to section 2.

6. Test Scenari os
A router inplenenting graceful restart should test, at a mininum the
foll owi ng scenarios as both a restarting and hel ping router. For all

scenarios, nmonitoring data plane traffic may be used to ensure that
the restart is non-disruptive:
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10.

1. Operation over a broadcast network.

2. Qperation over a P2P network.

3. Operation over a virtual Iink.

4. Operation using OSPF MD5 authentication.

5. Early graceful restart termination when an LSA inconsistency is
det ect ed.

6. Early graceful restart termnation when a flooded LSA changes (if
i mpl enent ed) .

Oper ati onal Experience

Since OSPF graceful restart is configurable, it is difficult to gage
operational experience at this juncture. However, nultiple service
provi ders have tested and evaluated it.

Security Considerations

Thi s docunent does not discuss inplenentation and interoperability
aspects of the security nechanisns in great detail, as no new
security nechani sns are introduced with G aceful OSPF Restart.
Security considerations for the OSPF protocol are included in RFC
2328 [OSPF]. Security considerations for G aceful OSPF Restart are
i ncluded in [ GRACE].
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Ful I Copyright Statenent
Copyright (C The Internet Society (2005).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the infornation to the IETF at ietf-
ipr@etf.org.
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