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Abstr act

Thi s docunent describes the Certificate Request Message Fornmat (CRWF)
syntax and semantics. This syntax is used to convey a request for a
certificate to a Certification Authority (CA), possibly via a

Regi stration Authority (RA), for the purposes of X 509 certificate
production. The request will typically include a public key and the
associ ated registration information. This docunent does not define a
certificate request protocol.
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1

I ntroduction and Ter mi nol ogy

Thi s docunent describes the Certificate Request Message For nat

(CRMF). A Certificate Request Message object is used within a
protocol to convey a request for a certificate to a Certification
Authority (CA), possibly via a Registration Authority (RA), for the
pur poses of X 509 certificate production. The request will typically
include a public key and the associated registration information.

The certificate request object defined in this docunent is not a
stand- al one protocol. The information defined in this docunent is
designed to be used by an externally defined Certificate Request
Protocol (CRP). The referencing protocol is expected to define what
al gorithms are used, and what registration information and contro
structures are defined. Many of the requirenments in this docunent
refer to the referencing Certificate Request Protocol (CRP)

Certificate requests may be subnmitted by an RA requesting a
certificate on behalf of a Subject, by a CA requesting a cross-
certificate fromanother CA, or directly by an End Entity (EE)

The key words "MJST", "REQUI RED', "SHOULD', "RECOMMENDED', and "MAY'
in this docunent (in uppercase, as shown) are to be interpreted as
described in RFC 2119 [ RFC2119].

Overvi ew
Construction of a certification request involves the follow ng steps:

a) A CertRequest object is constructed. This object may include the
public key, all or a portion of the Subject nane, other requested
certificate fields, and additional control information related to
the registration process. Depending on the CRP, this information
can be specified by the Subject and potentially nodified by an
RA, or specified by the RA based on know edge of the Subject or
docunent ati on presented by the Subject.

b) If required, a proof-of-possession (of the private key
corresponding to the public key for which a certificate is being
requested) val ue is cal cul at ed.

c) Additional registration information can be conbined with the
pr oof - of - possessi on val ue and the CertRequest structure to forma
Cert ReqMessage. Additional registration information can be added
by both the Subject and an RA

Schaad St andards Track [ Page 3]



RFC 4211 I nternet X 509 CRVF Sept ember 2005

d) The CertReqMessage is securely comunicated to a CA. Specific
means of secure transport are to be specified by each CRP that
refers to this docunent.

2.1. Changes since RFC 2511
1. Addition of an introduction section.
2. Addition of the concept of a CRP and | anguage relating to CRPs.

3. In section 6.2, changed regToken to authenti cator

4. Add information describing the contents of the EncryptedVal ue
structure.

5. Changed nane and contents of O D {id-reglnfo 1}.

6. Added text detailing what goes into the fields of the different
structures defined in the docunent.

7. Replaced Appendix Awith a reference to [RFC2875]. The only
difference is that the old text specified to use subject alt nane
i nstead of subject name if subject name was enpty. This is not

possible for a CA certificate issued using PKIX. It would
however be useful to update RFC 2875 to have this fallback
posi tion.

7. Insert Appendix C describing why POP is necessary and what sone
of the different POP attacks are.

8. pop field in the CertReqMsg structure has been renanmed to popo to
avoi d confusi on between POP and pop.

9. The use of the EncryptedVal ue structure has been deprecated in
favor of the Envel opedData structure.

10. Add details on how private keys are to be structured when
encrypt ed.

11. Allow for POP on key agreenent al gorithns other than DH
3. CertRegMessage Syntax
A certificate request nessage is conposed of the certificate request,

an optional proof-of-possession field, and an optional registration
information field.
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Cert ReqMessages ::= SEQUENCE SI ZE (1.. MAX) OF Cert RegMsg
Cert ReqMsg :: = SEQUENCE {

cert Req Cert Request,

popo Pr oof Of Possessi on  OPTI ONAL,

-- content depends upon key type
reglnfo SEQUENCE SI ZE(1.. MAX) of AttributeTypeAndVal ue OPTI ONAL

}
The fields of CertRegMsg have the foll owi ng nmeaning:

certReq contains the tenplate of the certificate being requested.
The tenplate is filled in by (or on behalf of) the Subject. Not
all fields within the tenplate need to be specified. Details on
this field are found in section 5.

popo contains the value used to denonstrate that the entity that
will be identified as the Subject of the certificate is actually

i n possession of the corresponding private key. This field varies
in structure and content based on the public key al gorithmand the
node (encryption vs. signature) in which the algorithmis used, as
specified in the KeyUsage field of the certificate to be issued.
Details on this field are found in section 4.

reglnfo field SHOULD contain only suppl ementary information
relating to the context of the certificate request, where such

information is required to fulfill the request. This information
m ght include subscriber contact information, billing information,
or other ancillary information useful to fulfillnent of the
request.

Information directly related to certificate content SHOULD be
included in the certReq content. However, inclusion of additiona
certReq content by RAs can invalidate the popo field (depending on
the details of the POP nethod used). Therefore, data intended for
certificate content MAY be provided in reglnfo.

It is the responsibility of a referencing CRP to define the details
of what can be specified in the reginfo field. This docunent

descri bes one nethod of encoding the information found in this field.
Details on this encoding are found in Appendi x A

4. Proof - of - Possessi on (POP)
In order to prevent certain attacks (see Appendix C) and to allow a
CA/RA to properly check the validity of the binding between a subject

and a key pair, the PKI managenent structures specified here nake it
possi ble for a subject to prove that it has possession of (i.e., is
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able to use) the private key corresponding to the public key for
which a certificate is requested. A given CRP is free to choose how
to enforce POP (e.g., out-of-band procedural neans versus the CRW

i n-band nmessage) in its certification exchanges. Wthin a given CRP,
CAs and RAs are free to choose from anong the POP net hods provided
(i.e., this is a policy issue local to an RA/CA). A CRP SHOULD
define either which POP nethods are required, or specify a nmechani sm
for clients to discover the POP nethods support ed.

Any CRP referencing this docunent MJUST enforce POP by sone neans.
There are currently many non- PKI X operational protocols in use
(various electronic mail protocols are one exanple) that do not
explicitly check the binding between the end entity and the private
key. Until operational protocols that do verify the binding (for
signature, encryption, and key agreenment key pairs) exist, and are
ubi qui tous, this binding cannot be assunmed to have been verified by
the CARA. Therefore, one cannot truly know if the binding of the
public key and the identity in the certificate is actually correct.

POP is acconplished in different ways depending on the type of key
for which a certificate is requested. |If a key can be used for
mul ti ple purposes (e.g., a signing and decrypti on RSA key), then any
of the methods MAY be used. Protocol designers need to be aware that
there can be hardware limtations on what POP net hods may be usabl e,
e.g., if the private key is nmaintained in a hardware token

This specification allows for cases where POP is validated by the CA
the RA, or both. Some policies require the CAto verify POP during
certificate issuance, in which case the RA MJUST forward the end
entity’'s Cert Request and Proof Of Possession fields unaltered to the
CA. (In this case, the RA could verify the POP and reject failing
certificate requests rather than forwarding themto the CA.) |If the
CAis not required by policy to verify POP, then the RA SHOULD
forward the end entity’s request and proof, unaltered, to the CA as
above. If this is not possible (for exanple because the RA verifies
POP by an out-of-band nethod), then the RA uses the raVerified
element to attest to the CA that the required proof has been
validated. |f the CA/RA uses an out-of-band nethod to verify POP
(such as physical delivery of CA/RA-generated private keys), then the
Pr oof Of Possession field is omtted.

Pr oof Of Possessi on ::= CHO CE {
raVerified [ 0] NULL,
signature [1] POPGCSI gni ngKey,
keyEnci pher nent [2] POPOPrivKey,
keyAgr eement [ 3] POPCPrivKey }
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fields of Proof Of Possession have the foll owi ng neani ng:

raVerified indicates that the RA has perforned the POP required on
the certificate request. This field is used by an RA when 1) the
CAis not required to do its own POP verification and 2) the RA
needs to change the contents of the certReq field. CRPs MJST
provide a nethod for the RA to sign the Proof Of Possession. A
requestor MJST NOT set this field and an RA CA MJUST NOT accept a
Pr oof Of Possessi on where the requestor sets this field.

signature is used for perform ng POP with signature keys. The
details of this field are covered in section 4. 1.

keyEnci phernment is used for perforning POP with key enci pher nent
encryption based keys (i.e., RSA). The details of this field are
covered in section 4. 2.

keyAgreenment is used for perfornmng POP with key agreenent type
encryption keys (i.e., DH). The details of this field are covered
in section 4.3.

Si gnature Key POP

POP for a signature key is acconplished by performng a signature

ope
cer

The
as

1

Schaad

ration on a piece of data containing the identity for which the
tificate is desired.

re are three cases that need to be | ooked at when doing a POP for
i gnature key:

The certificate subject has not yet established an authenticated
identity with a CARA, but has a password and identity string
fromthe CARA In this case, the POPQCSi gni ngKeyl nput structure
woul d be filled out using the publicKeyMAC choice for authlnfo,
and the password and identity would be used to conmpute the
publ i cKeyMAC val ue. The public key for the certificate being
requested woul d be placed in both the POPGCSI gni ngKeyl nput and the
Certificate Tenplate structures. The signature field is conputed
over the DER-encoded POPCSI gni ngKeyl nput structure.

The CA/RA has established an authenticated identity for the
certificate subject, but the requestor is not placing it into the
certificate request. In this case, the POPGCSI gni ngKeyl nput
structure would be filled out using the sender choice for
authlnfo. The public key for the certificate being requested
woul d be placed in both the POPGCSI gni ngKeyl nput and the
Certificate Tenplate structures. The signature field is conputed
over the DER-encoded POPQCSi gni ngKeyl nput structure.
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3. The certificate subject places its name in the Certificate
Tenpl ate structure along with the public key. |In this case the
poposkl nput field is omitted fromthe POPCSi gni ngKey structure.
The signature field is computed over the DER-encoded certificate
tenpl ate structure.

POPGCSI gni ngKey : : = SEQUENCE {
poposkl nput [ 0] POPGCsi gni ngKeyl nput OPTI ONAL,
al gorithm dentifier Al gorithm dentifier,
signature BIT STRI NG }

The fields of POPCSi gni ngKey have the foll ow ng neani ng:

poposkl nput contains the data to be signed, when present. This
field MUST be present when the certificate tenplate does not
contain both the public key value and a subject nane val ue.

algorithmdentifier identifiers the signature algorithmand an
associ ated paraneters used to produce the POP val ue.

signature contains the POP val ue produce. |f poposklnput is
present, the signature is conputed over the DER-encoded val ue of
poposkl nput. |f poposklnput is absent, the signature is conputed

over the DER-encoded val ue of certReq.

POPCSI gni ngKeyl nput @ : = SEQUENCE {
aut hinfo CHO CE {
sender [ 0] GCeneral Nane,

-- used only if an authenticated identity has been
-- established for the sender (e.g., a DN froma
-- previously-issued and currently-valid certificate)
publ i cKeyMAC PKMACVal ue 1},
-- used if no authenticated General Name currently exists for
-- the sender; publicKeyMAC contains a password-based MAC
-- on the DER-encoded val ue of publicKey
publ i cKey Subj ect Publ i cKeylnfo } -- from CertTenpl ate

The fields of POPCSI gni ngKeyl nput have the foll ow ng neaning

sender contains an authenticated identity that has been previously
est ablished for the subject.

publ i cKeyMAC contai ns a conputed val ue that uses a shared secret
between the CA/RA and the certificate requestor.

publ i cKey contains a copy of the public key fromthe certificate

tenplate. This MJST be exactly the same value as is contained in
the certificate tenplate.
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PKMACVal ue :: = SEQUENCE ({
algld Algorithmdentifier,
value BIT STRING}

The fields of PKMACval ue have the foll owi ng neaning:

algld identifies the algorithmused to conpute the MAC value. All
i mpl enent ati ons MJST support i d-PasswordBasedMAC. The details on
this algorithmare presented in section 4.4.

val ue contains the conputed MAC val ue. The MAC value is computed
over the DER-encoded public key of the certificate subject.

The CA/RA identifies the shared secret to be used by |ooking at 1)
the general name field in the certificate request or 2) either the
regToken (see section 6.1) or authToken (see section 6.2) controls.

4.2. Key Enci phernent Keys

POP for key enci pherment keys is acconplished by one of three
different methods. The private key can be provided to the CARA an
encrypted chall enge fromthe CA/RA can be decrypted (direct nethod),
or the created certificate can be returned encrypted and used as the
chal | enge response (indirect nethod).

POPCPri vKey ::= CHO CE {
t hi sMessage [0] BIT STRI NG -- deprecated
subsequent Message [1] Subsequent Message,
dhMAC [2] BIT STRI NG -- deprecated
agr eeMAC [ 3] PKMACval ue,
encr ypt edKey [4] Envel opedDat a }

-- for keyAgreenent (only), possession is proven in this nmessage
-- (which contains a MAC (over the DER-encoded val ue of the

-- certReq paranmeter in CertRegMsg, which rmust include both subject
-- and publicKey) based on a key derived fromthe end entity’'s

-- private DH key and the CA's public DH key);

-- the dhMAC val ue MUST be cal cul ated as per the directions given
-- in RFC 2875 for static DH proof-of-possession.

Subsequent Message ::= | NTEGER {
encrCert (0),
chal | engeResp (1) }
The fields of POPOPrivKey have the follow ng neaning:
t hi sMessage contains the encrypted private key for which a

certificate is to be issued. The possession of the private key is
proved by providing it to the CARA This field was incorrectly
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typed when the specification was first witten. The correct way
to use this field is to create an EncryptedVal ue structure where
the encrypted content is the private key, the EncryptedVal ue
structure is then wapped in the BIT STRING type. This field has
been deprecated in favor of encryptedKey.

subsequent Message is used to indicate that the POP will be

conpl eted by decrypting a nessage fromthe CA RA and returning a
response. The type of nessage to be decrypted is indicated by the
val ue used.

encrCert indicates that the certificate issued is to be
returned in an encrypted form The requestor is required to
decrypt the certificate and prove success to the CARA  The
details of this are provided by the CRP.

chal | engeResponse indicates that a chall enge nessage is to be
sent fromthe CARA to the requestor. The details of the
chal | enge nmessage and the response are to be provided by the
CRP.

dhMAC is used for Diffie-Hellman key agreenment keys. It contains
a conputed MAC that is obtained by using the requestor’s private
key and the CA/RA public key. The use of this field is deprecated
in favor of the agreeMAC field. Details are covered in section

4. 3.

agreeMAC i s used for key agreenent keys. |t contains a conputed
MAC that is obtained by using the requestor’s private key and a
mat ching CA/RA public key. Details are covered in section 4. 3.

macAl g contains the algorithmidentifying the nethod used to
conput e the MAC val ue

macVal ue contains the conmputed MAC val ue.

encrypt edKey contains the encrypted private key matching the
public key for which the certificate is to be issued. It also
contains an identification value to indicate it was constructed by
the requestor of the certificate. The envel oped content type MJST
be id-ct-encKeyWthl D

It is expected that protocols that incorporate this specification

will include the confirmation and chal |l enge-response nessages
necessary for a conpl ete protocol
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4.2.1. Private Key Info Content Type

This content type is used for 1) proving possession of private keys
and 2) escrow of private keys (using the archive options control in
section 6.4). This structure is based on the private key info
structure from [PKCS8] but has one deliberate difference. There is a
potential attack on escrow agents if they decrypt the private key but
don’t know to whomthe encrypted key is supposed to belong. An
attacker could intercept the encrypted private key, build a
certificate request around it and then ask for a recovery operation
on the private key.

This content type and its structure are:

i d-ct-encKeyWthl D OBJECT | DENTI FIER ::= {id-ct 21}
EncKeyW t hl D :: = SEQUENCE {
pri vat eKey Pri vat eKeyl nf o,
identifier CHO CE {
string UTF8Stri ng,
gener al Nane Gener al Nane
} OPTI ONAL
}
Privat eKeyl nfo ::= SEQUENCE {
Ver si on | NTEGER
privat eKeyAl gorithm Al gorithm dentifier,
pri vat eKey OCTET STRI NG
attri butes [0O] IMPLICIT Attributes OPTI ONAL
}
Attributes ::= SET OF Attribute

The fields of EncKeyWthlD are defined as

privat eKey contains the encoded private key. Definitions for
three private key formats are included in this docunent.
Specifications for asymretric algorithns need to include both the
public and private key definitions for consistency.

identifier contains a name that the CA/RA can associate with the
requestor. This will generally be either the DN of a certificate
or a text token passed and known to both the requestor and the
CA/RA. This field MIST be present if the purpose is to prove
possession of the private key. The field SHOULD be present if
archiving a key and the archive agent is expected to decrypt the
key.
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The fields of Privatekeylnfo are define as:
versi on MJST be the value 0

privat eKeyAl gorithm contains the identifier for the private key
obj ect

privateKey is an octet string whose contents is the private key
and whose format is defined by the value of privateKeyAl gorithm

attributes is a set of attributes. They are extended information
that is part of the private key infornation

4.2.2. Private Key Structures
We are defining the structures here to be used for three al gorithns.
4.2.2.1. DHPrivate Keys

Wien creating a PrivateKeylnfo for a D H key, the follow ng rules
appl y:

1. The privateKeyAl gorithm MIST be set to id-dh-private-nunber
The paraneter for id-dh-private-nunber is Donmi nParaneters
(inported from[PKIXALG).
2. The ASN structure for privateKey MJST be
DH- Pri vat eKey ::= | NTEGER
3. The attributes field MUST be onmitted.
4.2.2.2. DSA Private Keys

When creating a PrivateKeylnfo for a DSA key, the follow ng rules
appl y:

1. The privateKeyAl gorithm MIST be set to id-dsa. The paraneters
for id-dsa is Dss-Parns (inported from[PKIXALG ).

2. The ASN structure for privateKey MJST be
DSA- Pri vat eKey ::= | NTEGER

3. The attributes field MJST be om tted.
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4.2.2.3. RSA Private Keys

When creating a PrivateKeylnfo for an RSA key, the follow ng rules
appl y:

1. The privateKeyAl gorithm MJST be set to rsaEncryption

2. The ASN structure for privateKey MJIST be RSAPrivat eKey (defined
in [ PKCS1])

3. The attributes field MIST be omtted.
4.2.3. Chall enge- Response Gui del i nes

The foll owi ng provides guidelines to enrollnment protocol authors
about how an indirect proof-of-possession is expected to work and
about sone of the areas where one needs to be careful in crafting the
messages to i nplenent this POP nethod

1. The original enrollnent request includes a proof of identity of
sonme type and the public portion of the encryption key. Note
that the proof of identity needs to cover the public portion of
the encryption key to prevent substitution attacks (where the
attacker changes your public key for his public key).

2. The response nmessage fromthe server includes an encrypted data
val ue of sone type. That value needs to be authenticated in sone
fashi on as having come fromthe server. The specification needs
to include the specifics of howthis value is returned for the
different key types. For RSA keys, the value can be specified as
being directly encrypted by the RSA public key; this will not
work for a D-H key where you need to specify an indirect
nmechani smto encrypt the val ue.

3. The second request message includes a hash of the decrypted
value. This nessage MJUST NOT be just the hash of the encrypted
val ue, as one should never "sign" a conpletely randomvalue. It
is desirable to include information such as the identity string
in the hashing process so that this can be nade explicitly. This
returned val ue MUST be included in a second proof of identity.

It is strongly suggested that transaction identifiers and nonce

val ues be required when performng indirect POP, as this allows for
1) tying the different nessages in the process together and 2)
letting each entity inject some anmount of random data into the
process of doing identity proofs.
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4.3. Key Agreenent Keys

POP for key agreenment keys is acconplished by one of four different
met hods. The first three are identical to those presented above for
key encryption keys. The fourth nethod takes advantage of the fact
that a shared secret is produced and that the value can be used to
MAC i nf ormati on.

When the direct or indirect encryption nmethods presented above are
used, the CARA will need to create an epheneral key for those cases
where the encryption algorithm paraneters do not match between the
CA/ RA and the requestor.

The end entity nmay al so MAC the certificate request (using a shared
secret key derived fromconputation) as a fourth alternative for
denmonstrating POP. This option may be used only if the CA/RA al ready
has a certificate that is known to the end entity and if the Subject
is able to use the CA/RA s paraneters.

For the DH key agreenent algorithm all inplenentations MJST support

the static DH Proof-of-Possession. Details on this algorithmcan be

found in section 3 of [RFC2875]. NOTE: If either the subject or

i ssuer name in the CA certificate is enpty, then the alternative nane
shoul d be used in its place.

4.4, Use of Password-Based MAC

This MAC al gorithm was designed to take a shared secret (a password)
and use it to conpute a check value over a piece of information. The
assunption is that, w thout the password, the correct check val ue
cannot be conputed. The al gorithm conputes the one-way function
multiple tinmes in order to sl ow down any dictionary attacks agai nst

t he password val ue.

The algorithmidentifier and parameter structure used for Password-
Based MAC i s:

i d- Passwor dBasedMAC OBJECT | DENTI FIER :: =
{ 1 2 840 113533 7 66 13}

PBMPar anet er :: = SEQUENCE ({
sal t OCTET STRI NG
owf Al gorithm dentifier
i terationCount | NTEGER
nmac Al gorithmdentifier
)
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The fields of PEMParaneter have the foll ow ng neaning:

salt contains a randomy generated val ue used in conputing the key
of the MAC process. The salt SHOULD be at |east 8 octets (64
bits) |ong.

owf identifies the algorithmand associated paraneters used to
compute the key used in the MAC process. All inplenentations MJST
support SHA-1.

iterationCount identifies the nunber of tinmes the hash is applied
during the key conputation process. The iterationCount MJST be a
m ni mum of 100. Many peopl e suggest using val ues as high as 1000
iterations as the minimumvalue. The trade off here is between
protection of the password fromattacks and the tinme spent by the
server processing all of the different iterations in deriving
passwords. Hashing is generally considered a cheap operation but
this may not be true with all hash functions in the future.

mac identifies the algorithmand associ ated paraneters of the MAC
function to be used. Al inplenmentations MJUST support HVAC- SHA1l
[HVAC]. Al inplenentations SHOULD support DES-MAC and Tri pl e-
DES- MAC [ PKCS11] .

The following is pseudo-code for the algorithm

I nput s:
pw - an octet string containing the user’s password
data - an octet string containing the value to be MAC ed
Iter - iteration count
Cut put :
MAC - an octet string containing the resultant MAC val ue
1. Cenerate a randomsalt value S

Schaad

Append the salt to the pw K = pw || salt.

Hash the value of K K = HASH(K)

If Iter is greater than zero. Iter = Iter - 1. GCoto step 3.
Comput e an HVAC as docunented in [ HVAC] .

MAC = HASH( K XOR opad, HASH( K XOR i pad, data) )

Where opad and i pad are defined in [ HVAC] .

St andards Track [ Page 15]



RFC 42

11 I nternet X 509 CRVF Sept ember 2005

5. CertRequest syntax

The CertRequest syntax consists of a request identifier, a tenplate

of certificate content, and an optional sequence of contro
i nformati on.
Cert Request ::= SEQUENCE ({
certReqld | NTEGER, -- I D for matching request and reply
certTenplate CertTenplate, --Selected fields of cert to be issued
control s Controls OPTIONAL } -- Attributes affecting issuance
Cert Tenpl ate ::= SEQUENCE {
versi on [0] Version OPTI ONAL,
serial Nunber [1] | NTEGER OPTI ONAL
si gni ngAl g [2] Algorithm dentifier OPTI ONAL,
i ssuer [3] Nane OPTI ONAL,
validity [4] Optional Validity OPTI ONAL,
subj ect [5] Nane OPTI ONAL,
publ i cKey [ 6] SubjectPublicKeylnfo OPTI ONAL,
i ssuerUl D [7] Uniqueldentifier OPTI ONAL,
subjectU D [8] Uniqueldentifier OPTI ONAL,
ext ensi ons [9] Extensions OPTI ONAL }
Optional Validity ::= SEQUENCE {
not Before [0] Tinme OPTI ONAL,
not Af t er [1] Time OPTIONAL } --at |east one nust be present
Time ::= CHO CE {
ut cTi me UTCTi ne,
general Ti ne CGeneral i zedTi ne }

The fields of CertRequest have the follow ng neaning:

Schaad

certReqld contains an integer value that is used by the
certificate requestor to associate a specific certificate request
with a certificate response

certTenpl ate contains a tenplate of an X. 509 certificate. The
requestor fills in those fields for which specific values are
desired. Details on the fields are given bel ow

controls contains attributes that are not part of the certificate,
but control the context in which the certificate is to be issued.

Details on the controls defined in this docunent can be found in

section 6. Oher docunents may define other controls. CRPs are

responsi bl e for specifying which controls are required.
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The fields of CertTenplate have the foll ow ng neaning:
version MJST be 2 if supplied. It SHOULD be onitted.

serial Nunber MJST be omtted. This field is assigned by the CA
during certificate creation.

signingAlg MIUST be onitted. This field is assigned by the CA
during certificate creation.

issuer is normally omtted. It would be filled in with the CA
that the requestor desires to issue the certificate in situations
where an RA is servicing nore than one CA

validity is normally onmitted. It can be used to request that
certificates either start at some point in the future or expire at
some specific time. A case where this field would conmonly be
used is when a cross certificate is issued for a CA. In this case
the validity of an existing certificate would be placed in this
field so that the new certificate would have the sane validity
period as the existing certificate. |If validity is not omitted,
then at | east one of the sub-fields MJST be specified. The sub-
fields are as foll ows:

not Before contains the requested start tine of the certificate.
The tine follows the same rules as the notBefore tinme in
[ PROFI LE] .

not After contains the requested expiration tinme of the
certificate. The tinme follows the sanme rules as the not After
time in [ PROFI LE].

subject is filled in with the suggested nane for the requestor
This would normally be filled in by a nane that has been
previously issued to the requestor by the CA

publ i cKey contains the public key for which the certificate is
being created. This field MIST be filled in if the requestor
generates its own key. The field is onmitted if the key is
generated by the RA/CA

i ssuerU D MUST be onitted. This field has been deprecated in
[ PROFI LE] .

subjectU D MIUST be onmitted. This field has been deprecated in
[ PROFI LE] .
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ext ensi ons contai ns extensions that the requestor wants to have
placed in the certificate. These extensions would generally dea
with things such as setting the key usage to keyEnci phernent.

Wth the exception of the publicKey field, the CARAis permtted to
alter any requested field. The returned certificate needs to be
checked by the requestor to see if the fields have been set in an
accept abl e manner. CA/RA SHOULD use the tenplate fields if possible.

There are cases where all fields of the tenplate can be omtted. |If
the key generation is being done at the CARA and the identity proof
is placed in a different location (such as the id-regCrl-regToken
below), then there are no fields that need to be specified by the
certificate requestor.

6. Controls Syntax

The generator of a CertRequest may include one or nore control val ues
pertaining to the processing of the request.

Controls ::= SEQUENCE S| ZE(1..MAX) OF Attri buteTypeAndVal ue

The following controls are defined by this docunent: regToken
(section 6.1); authenticator (section 6.2); pkiPublicationlnfo
(section 6.3); pkiArchiveOptions (section 6.4); oldCertlD (section
6.5); protocol EncrKey (section 6.6). Each CRP MJST define the set of
controls supported by that protocol. Additional controls may be
defined by additional RFCs or by the CRP protocol itself.

6.1. Registration Token Contro

A regToken control contains one-time information (either based on a
secret value or other shared information) intended to be used by the
CAto verify the identity of the subject prior to issuing a
certificate. Upon receipt of a certification request containing a
val ue for regToken, the receiving CA verifies the information in
order to confirmthe identity clainmed in the certification request.

The val ue for regToken may be generated by the CA and provided out of
band to the subscriber, or may otherwi se be available to both the CA
and the subscriber. The security of any out-of-band exchange shoul d
be commensurate with the risk that the CAwll tolerate with regard
to accepting an intercepted value from soneone ot her than the

i nt ended subscriber. The regToken value is not encrypted on return
if the data is considered to be sensitive, it needs to be shrouded by
t he requestor.
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6.

6.

The regToken control is used only for initialization of an end entity
into the PKI, whereas the authenticator control (see section 7.2) can
be used for the initial as well as subsequent certification requests.

In sone instances of use the value for regToken could be a text
string or a nuneric quantity such as a random nunber. |In the latter
case, the value is encoded as a text string representation of the
binary quantity. The encodi ng of regToken SHALL be UTF8Stri ng.

id-regCtrl-regToken OBJECT IDENTIFIER ::= { id-regCrl 1}

W thout prior agreenent between the subscriber and CA agents, this
val ue woul d be a textual shared secret of sone type. |If a conputed
val ue based on that shared secret is to be used instead, it is
suggested that the CRP define a new registration control for that
speci fic conputation.

2. Authenticator Contro

An aut henticator control contains information used on an ongoi ng
basis to establish a non-cryptographic check of identity in

communi cation with the CA. Exanples include: nother’s nmaiden nang,

| ast four digits of social security nunber, or other know edge-based
information shared with the subscriber’s CA; a hash of such

i nformation; or other information produced for this purpose. The

val ue for an authenticator control nay be generated by the subscriber
or by the CA

In sone instances of use, the value for authenticator could be a text
string or a nuneric quantity such as a random nunber. The value in
the latter case is encoded as a text string representation of the
binary quantity. The encodi ng of authenticator SHALL be UTF8Stri ng.

id-regCtrl-authenticator OBJECT IDENTIFIER ::= { id-regCrl 2}
When deci di ng whether to use an authenticator or a regToken, use the
following guidelines. |If the value is a one-tinme usage val ue, then

regToken woul d be used. |If the value has a |ong-term usage, then the

aut henti cator control would be used.
3. Publication Information Contro

The pki Publicationlnfo control enables subscribers to influence the
CA/RA's publication of the certificate. This control is considered
advi sory and can be ignored by CAs/RAs. It is defined by the
following O D and syntax:
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id-regCtrl-pkiPublicationinfo OBJECT IDENTIFIER ::={ id-regCrl 3}
PKI Publ i cati onl nfo ::= SEQUENCE {
action | NTEGER ({

dont Publ i sh (0),
pl easePublish (1) },
publ nfos SEQUENCE SIZE (1..MAX) OF Singl ePubl nfo OPTI ONAL }

Si ngl ePubl nfo ::= SEQUENCE ({
pubMet hod | NTEGER ({

dont Car e (0),

x500 (1),

web (2),
| dap (3) }.

pubLocation General Name OPTI ONAL }
The fields of PKIPublicationlnfo have the foll owi ng neaning:

action indicates whether or not the requestor w shes the CARA to
publish the certificate. The values and their neans are:

dont Publ i sh indicates that the requester w shes the CA/RA not
to publish the certificate (this may indicate that the
requester intends to publish the certificate hinfherself). |If
dont Publish is used, the publnfos field MJIST be omtted.

pl easePubl i sh indicates that the requestor wi shes the CARA to
publish the certificate.

publ nfos holds the | ocations where the requestor desires the CA/RA
to publish the certificate. This field is omitted if the

dont Publ i sh choice is selected. |f the requestor wants to specify
sonme | ocations for the certificate to be published, and to all ow
the CARA to publish in other locations, it would specify nultiple
val ues of the Singl ePublnfo structure, one of which would be

dont Car e.

The fields of SinglePublnfo have the follow ng nmeaning:

pubMet hod i ndi cates the address type for the |l ocation at which the
requestor desires the certificate to be placed by the CA/ RA

dontCare indicates that the CA RA can publish the certificate

in whatever locations it chooses. |f dontCare is used, the
publ nfos field MJUST be onitted.
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x500 indicates that the requestor wi shes for the CARA to
publish the certificate in a specific location. The location
is indicated in the x500 field of pubLocation.

| dap indicates that the requestor wishes for the CARA to
publish the certificate in a specific location. The location
is indicated in the Idap field of pubLocation.

web indicates that the requestor wi shes for the CARA to
publish the certificate in a specific location. The location
is indicated in the http field of pubLocation.

pubLocati on contains the address at which the certificate is to be
pl aced. The choice in the general nane field is dictated by the
pubMet hod selection in this structure.

Publication |l ocations can be supplied in any order. All |ocations
are to be processed by the CA for purposes of publication.

6.4. Archive Options Control

The pki Archi veOpti ons control enabl es subscribers to supply

i nformati on needed to establish an archive of the private key
corresponding to the public key of the certification request. It is
defined by the following OD and syntax:

id-regCtrl-pki Archi veOpti ons OBJECT IDENTIFIER ::= { id-regCrl 4}

PKI Ar chi veOptions ::= CHO CE {
encrypt edPri vKey [ 0] EncryptedKey,
-- the actual value of the private key
keyGenPar anet er s [1] KeyGenParaneters,
-- paraneters which allow the private key to be re-generated
ar chi veRentzenPri vKey [2] BOOLEAN }
-- set to TRUE if sender wi shes receiver to archive the private
-- key of a key pair that the receiver generates in response to
-- this request; set to FALSE if no archival is desired.

Encrypt edkKey ::= CHO CE {
encr ypt edVval ue Encrypt edVval ue, -- deprecated
envel opedDat a [0] Envel opedDat a }

-- The encrypted private key MJST be placed in the envel opedDat a
-- encryptedContentlnfo encryptedContent OCTET STRI NG

Encrypt edVal ue ::= SEQUENCE ({
i nt endedAl g [0] Algorithmdentifier OPTIONAL,
-- the intended algorithmfor which the value will be used
synmAl g [1] Algorithmdentifier OPTIONAL,
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-- the symetric algorithmused to encrypt the val ue
enc Sy mKey [2] BIT STRI NG OPTI ONAL,
-- the (encrypted) symmetric key used to encrypt the val ue
keyAl g [3] Algorithmdentifier OPTIONAL,
-- algorithmused to encrypt the symetric key
val ueHi nt [4] OCTET STRI NG OPTI ONAL,
-- a brief description or identifier of the encVal ue content
-- (may be nmeaningful only to the sending entity, and used only
-- if EncryptedVal ue might be re-exani ned by the sending entity
-- in the future)
encVal ue BIT STRI NG }
-- The use of the EncryptedVal ue field has been deprecated in favor
-- of the Envel opedData structure.

-- When EncryptedValue is used to carry a private key (as opposed to
-- a certificate), inplenmentations MIST support the encValue field

-- containing an encrypted PrivateKeylnfo as defined in [ PKCS11],

-- section 12.11. If encValue contains sone other fornat/encoding

-- for the private key, the first octet of valueH nt MAY be used

-- to indicate the format/encodi ng (but note that the possible val ues
-- of this octet are not specified at this tinme). 1In all cases, the
-- intendedAl g field MUST be used to indicate at |east the O D of

-- the intended algorithmof the private key, unless this information
-- is known a priori to both sender and receiver by sone other neans.

KeyGenPar aneters ::= OCTET STRI NG

The fields of PKIArchiveOptions have the foll ow ng neani ng:
encrypt edPri vKey contains an encrypted version of the private key.
keyGenPar aneters contains the information needed by the requestor
to regenerate the private key. As an exanple, for many RSA
i mpl enent ati ons one could send the first random numnber(s) tested
for primality. The structure to go here is not defined by this
docunent. CRPs that define content for this structure MJST define
not only the content that is to go here, but also howthat data is
shrouded from unaut hori zed access.

ar chi veRentzenPri vKey indi cates that the requestor desires that the
key generated by the CA/RA on the requestor’s behal f be archived.

The fields of EncryptedKey have the foll ow ng neaning:

encryptedVal ue is longer used. This field has been deprecated
al ong with the EncryptedVal ue structure.
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6.

6.

7.

envel opedDat a contains the encrypted value of the private key.
CPRs that use this structure MJST define the entity or entities
for whomthe data is to be encrypted (the EE, escrow agents, CAs)
and how that key or set of keys is to be deternmined. Details on
constructing an Envel opedData structure are found in [CM5]. The
encrypted content MJST be an id-ct-enckeyWthlD. The identifier
can be omitted unless this structure is also being used to do

pr oof - of - possessi on.

5. dAdCert |ID Control

If present, the A dCertlID control specifies the certificate to be
updated by the current certification request. The O D and syntax is:

id-regCtrl-oldCertlD OBJECT IDENTIFIER ::= { id-regCrl 5}
Certld ::= SEQUENCE {
i ssuer Cener al Nane,
seri al Nunber | NTEGER
}

6. Protocol Encryption Key Control

If present, the protocol EncrKey control specifies a key that the CA
is to use in encrypting a response to Cert ReqMessages. The A D for

this control is id-regCrl-protocol EncrKey. The paraneter structure
for this field is SubjectPublicKeylnfo. (This structure is defined

in [ PRCFILE].)

i d-regCtrl -protocol Encr Key OBJECT IDENTIFIER ::= { id-regCrl 6 }
This control is used when a CA has information to send to the

subscri ber that needs to be encrypted. Such information includes a
private key generated by the CA for use by the subscriber.

Regl nfo Controls

This section docunments the controls that are to be placed in the
reglnfo field of the CertReqMsg structure.

1. utf8Pairs

This control is used to convey text-based information fromthe
Subject to an RAto a CAissuing a certificate. The OD for this
structure is id-reglnfo-utf8Paris and has a type of UTF8Stri ng.

id-reglnfo-utf8Pairs OBJECT IDENTIFIER ::= { id-reginfo 1 }
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The nane is termnated by the question mark character ('?'). The
value is ternminated by the percent character '%. Nane value pairs
can be repeated. Thus the syntax is:

Nanme?Val ue% Name?Val ue% *

The %x nechani sm of [RFCL738] is used to encode '?' (98f) and ' %
(95) if they are not being used for their reserved purpose. Nanes
MUST NOT start with a nuneric character

This control can appear nultiple tinmes in the reglnfo structure.
Resol ution of conflicts of information is a matter of local policy on
t he RA/ CA

Appendi x A contains a set of commpn nanmes and data formats
corresponding to fields that commonly appear in certificates and
directories.

7.2. certReq

This control is designed to deal with the probl em where an RA needs
to nodify the certificate tenpl ate proposed by a Subject, but the
Subj ect used the certificate tenplate as part of its POP cal cul ation
In this case, the RA can place a new certificate tenplate in the
regl nfo sequence.

This control has the O D id-reglnfo-certReq and the structure
Cert Request. There can only be one instance of this attribute in the
regl nfo sequence. |If this control exists in the reglnfo structure,
then the certificate tenplate in the request is ignored. The RA MJST
copy all data fromthe core tenplate to this attribute.

i d-regl nfo-certReq OBJECT IDENTIFIER ::= { id-reginfo 2}

8. Object ldentifiers

The A D id-pkix has the val ue

id-pkix OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)
dod(6) internet(1) security(5) mechanisnms(5) pkix(7) }

-- arc for Internet X 509 PKI protocols and their conponents
i d-pkip OBJECT IDENTIFIER :: { id-pkix pkip(5) }

-- arc for Registration Controls in CRW
id-regCtrl OBJECT IDENTIFIER ::= { id-pkip regCrl (1) }
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-- arc for Registration Info in CRWF
id-reglnfo OBJECT IDENTIFIER ::= { id-pkip id-reginfo(2) }

9. Security Considerations

Enrol | ment protocols, by their very nature, involve |arge anounts of
private information. This can include private keys, identity
nunbers, credit card nunbers, and the like. The security of any CRP
is based on the security nechanisns of the protocol and/or process
used to conmuni cate between CAs, RAs and EEs. All protocols nust
provi de for masking, either via encryption or off-line processing, of
all subscriber-sensitive information

Many enrol l ment protocols provide for the initial establishment of
identity between the CA/RA and the EE by the use of a token
Cenerally this token is delivered using an out-of-band delivery

met hod (such as the governnmental mail systenm). The security of any
out - of - band exchange needs to be comensurate with the risk that the
CARA W Il tolerate with regard to interception of the token by a
third party.

| mpl enent ati on nmust inpl ement Proof - of - Possessi on (POP) val ues during
certificate enroll ment processes. A good POP algorithmneeds to
provi de proof of two things: 1) that the key is tied to a specific
user and 2) that the user has use of the key in question. Failure to
i mpl ement POP all ows people to create certificates where the public
key and the name val ues do not correctly bind. This allows for

i mper sonation on signature keys and interception of encrypted
nessages.

| mpl enent ati ons nust use high entropy random nunber generators in
produci ng private keys. |nplenmentations nust randomy generate
content-encryption keys, nessage-authentication keys, initialization
vectors (1Vs), salt, and padding. The use of inadequate pseudo-
random nunmber generators (PRNGs) to generate cryptographic keys can
result inlittle or no security. An attacker may find it nuch easier
to reproduce the PRNG environnent that produced the keys, searching
the resulting small set of possibilities, rather than brute force
searching the whol e key space. The generation of quality random
nunbers is difficult. RFC 4086 [ RANDOM offers inportant guidance in
this area and Appendi x 3 of FIPS Pub 186 [DSS] provides one quality
PRNG t echni que.

| mpl enent ati ons nust protect private keys. The conprom se of a
signer’'s private key pernits third parties to nasquerade as the
signer. The conprom se of a decryption private key allows for

i nterception of messages by a third party.
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One feature of the certificate nessage request syntax is for the key
generation to be performed renotely fromthe creation of the
certificate request. This feature should never be used for
generation of signing keys. |If signing keys are generated for the
user, then an el enent of repudiation comes into play. The user can
claimthat an itemwas signed by the entity that generated the key as
well as any entity that m ght have seen the key value during transfer
fromthe generator the to EE. Care nust be taken to protect
encryption keys by the renote key generator to protect against

i nterception of the keys by a third party. This neans that the
encryption algorithms used need to be secure, and a content
encryption key or a key encryption key nust be used to mask the
private key during transport back to the user. CRP protocols nust
never assune that a signature key generated by the user can be used
to decrypt the package in which an encryption private key is
transported.

Thi s docunent describes a nethod by which key escrow nay be done.
There are several issues that need to be taken into account when
doi ng key escrow. First, the client nmust be able to correctly
identify the entity to which a key is to be escrowed or the CRP nust
provide a nethod by which the client can discover this information

A CRP cannot assune that the key escrow agent and the CA are the same
entity and thus have the sane nanmes. Second, the algorithnms used to
mask the private key or other key generation information during
transport to the escrow agent need to be commensurate with the val ue
of the data being protected by the key. Third, the escrow agent
needs to provide sufficient safeguards that an escrowed key is
returned only to entities that should be able to obtain the private
key. Cenerally, this should be restricted to the entity that
escrowed the data. Fourth, the escrow data base needs to be stored
in a secure manner. One comon nethod for doing this is to re-
encrypt the data to keys that only the escrow agent has access to.

In this case, one may need to escrow t he escrow agent key as well
Access to either the escrow agent or the archived key would anpbunt to
access to all private keys that have been escrowed with that agent.
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Appendi x A.  Use of Reglnfo for Nane-Val ue Pairs

A 1.

Sch

The "value" field of the id-reglnfo-utf8Pairs string (with "tag"
field equal to 12 and appropriate "length” field) will contain a
series of UTF-8 name/val ue pairs.

This Appendi x |ists sone conmon exanpl es of such pairs for the

pur pose of pronoting interoperability anong independent

i mpl ementations of this specification. It is recognized that this
list is not exhaustive and will grow with tine and inplenentation
experi ence.

Defi ned Nanes
The followi ng table defines a recommended set of naned el ements. The
value in the colum "Nanme Value" is the exact text string that wll

appear in the reglnfo.

Nanme Val ue

versi on -- version of this variation of reglnfo use
cor p_conpany -- conpany affiliation of subscriber
org_unit -- organi zational unit

mai | _firstNane -- personal nane conponent

mai | _m ddl eName -- personal nane conponent

mai | _| ast Name -- personal nane conponent

mai | _emai | -- subscriber’s enmail address

jobTitle -- job title of subscriber

enpl oyeel D -- enpl oyee identification nunber or string
mai | St op -- mail stop

i ssuer Nane -- nanme of CA

subj ect Nane -- nanme of Subject

validity -- validity interva

For exanpl e:

versi on?1%or p_conpany?Exanpl e, Inc. %org_unit?Engi neeri ng%
mai | _firstName?John%ai | _| ast Nane?Sni t h% obTi t| e?Team Leader %
mai | _emai | ?j ohn@xanpl e. contb

| ssuer Nane, Subj ectNane, and Validity Val ue Encodi ng

When they appear in id-reglnfo-utf8Pairs syntax as naned el enents,
t he encodi ng of values for issuerNanme, subjectNane, and validity
SHALL use the follow ng syntax. The characters [] indicate an
optional field, ::= and | have their usual BNF neani ngs, and al

ot her synbol s (except spaces, which are insignificant) outside non-
term nal nanes are ternmnals. Al phabetics are case-sensitive
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i ssuerName ::= <nanes>
subj ect Nane ::= <nanes>
<nanes> = <pame> | <nanmes>: <nane>

<validity> validity ? [<notbefore>]-[<notafter>]
<time>

<not before> ::
: <time>

<not after>

Where <time>is UTCtinme in the form YYYYMVDD HHH MM SS]]]. HH, MM
and SS default to 00 and are onmtted if at the and of val ue 00.

Exanpl e validity encodi ng:
val i dity?-19991231%

is avalidity interval with no value for notBefore, and a val ue of
Decenmber 31, 1999 for notAfter

Each name conprises a single character name formidentifier, followed
by a nane val ue of one or nore UTF-8 characters. Wthin a nane

val ue, when it is necessary to disanbiguate a character that has
formatting significance at an outer level, the escape sequence %x
SHALL be used, where xx represents the hex value for the encoding
concerned. The percent synbol is represented by %

<nanme> ::= X<xnhame>| O<onane>| E<enane>| D<dnane>| U<unamne>| | <i name>
Name forns and value formats are as foll ows:

X. 500 directory nane form (identifier "X")

<xnane> ::= <rdns>

<rdns> = <rdn> | <rdns> , <rdn>
<rdn> = <avas>

<avas> = <ava> | <avas> + <ava>
<ava> = <attyp> = <aval ue>
<attyp> ::= O D.<oid>| <stdat>
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Standard attribute type <stdat> is an al phabetic attribute type
identifier fromthe follow ng set:

C (country)

L (locality)

ST (state or province)
(0] (organi zati on)

aJ (organi zational wunit)
CN (comon nane)

STREET (street address)

E (E-mai | address).

<aval ue> is a name conponent in the formof a UTF-8 character string
of 1 to 64 characters, with the restriction that in the | A5 subset of
UTF-8 only the characters of ASN. 1 PrintableString nmay be used.

O her nanme form (identifier "O'):
<onane> ::= <0id>, <utf8string>

E-mai|l address (rfc822nane) nanme form (identifier "E"):
<ename> ::= <iabstring>

DNS name form (identifier "D"):
<dnane> ::= <iabstring>

URI nanme form (identifier "U"):

<uname> ::= <iabstring>
| P address (identifier "1"):
<i nane> ::= <oid>

For exanpl e:

i ssuer Name?XOU=Qur CA, O=Exanpl e, C=US% subj ect Nane?XCN=John Sni t h,
O=Exampl e, C=US, E=j ohn@xanpl e. cono
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Appendix B. ASN. 1 Structures and QO Ds

PKI XCRMF- 2005 {iso(1l) identified-organization(3) dod(6) internet(1)
security(5) mechani sns(5) pkix(7) id-mod(0) id-nod-crnf2005(36)}

DEFINITIONS | MPLICIT TAGS :: =
BEG N

| MPORTS
-- Directory Authentication Framework (X 509)
Version, Algorithmdentifier, Nane, Tine,
Subj ect Publ i cKeyl nf o, Extensions, Uniqueldentifier, Attribute
FROM PKI X1Explicit88 {iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nod(0)
i d-pkix1-explicit(18)} -- found in [PROFILE]

-- Certificate Extensions (X 509)
Gener al Nane
FROM PKI X1l nplicit88 {iso(1l) identified-organization(3) dod(6)
internet (1) security(5) mechani sns(5) pkix(7) id-nod(0)
id-pkixl-inmplicit(19)} -- found in [PROFILE]
-- Cryptographi c Message Syntax
Envel opedDat a
FROM Cr ypt ogr aphi cMessageSynt ax2004 { iso(1l) nmenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs-9(9) smi ne(16)
nodul es(0) cms-2004(24) }; -- found in [CMS]

-- The followi ng definition may be uncomented for use with
-- ASN. 1 conpilers that do not understand UTF8Stri ng.

-- UTF8String ::= [UNIVERSAL 12] I MPLICIT OCTET STRI NG
-- The contents of this type correspond to RFC 2279.

i d-pkix OBJECT IDENTIFIER ::={ iso(1l) identified-organization(3)
dod(6) internet(1) security(5) mechanisns(5) 7 }

-- arc for Internet X 509 PKI protocols and their conponents
id-pkip OBJECT IDENTIFIER ::= { id-pkix 5}

id-sminme OBJECT IDENTIFIER ::= { iso(1) nenber-body(2)
us(840) rsadsi (113549) pkcs(1l) pkcs9(9) 16 }

i d-ct OBJECT IDENTIFIER ::= { id-smine 1} -- content types
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-- Core definitions for this nodule

Cert ReqMessages ::= SEQUENCE SI ZE (1.. MAX) OF Cert RegMsg
Cert ReqMsg :: = SEQUENCE {

cert Req Cert Request,

popo Pr oof Of Possessi on  OPTI ONAL,

-- content depends upon key type
reglnfo SEQUENCE SI ZE(1.. MAX) OF Attri buteTypeAndVal ue OPTI ONAL }

Cert Request ::= SEQUENCE ({
certReqld | NTEGER, -- I D for matching request and reply
certTenplate CertTenplate, -- Selected fields of cert to be issued
control s Control s OPTI ONAL } -- Attributes affecting issuance
Cert Tenpl ate ::= SEQUENCE {
version [0] Version OPTI ONAL,
serial Nunber [1] | NTEGER OPTI ONAL,
si gni ngAl g [2] Algorithmdentifier OPTI ONAL,
i ssuer [3] Narme OPTI ONAL,
validity [4] Optional Validity OPTI ONAL,
subj ect [5] Nane OPTI ONAL,
publ i cKey [ 6] SubjectPublicKeylnfo OPTI ONAL,
i ssuer Ul D [7] Uniqueldentifier OPTI ONAL,
subjectU D [8] Uniqueldentifier OPTI ONAL,
ext ensi ons [9] Extensions OPTI ONAL }
Optional Validity ::= SEQUENCE {

not Before [O] Tinme OPTI ONAL,
not Aft er [1] Tinme OPTIONAL } -- at |east one MJUST be present

Controls ::= SEQUENCE S| ZE(1l..MAX) OF Attri buteTypeAndVal ue
Attribut eTypeAndVal ue :: = SEQUENCE {

type OBJECT | DENTI Fl ER,

val ue ANY DEFI NED BY type }
Pr oof Of Possessi on ::= CHO CE {

raVerified [0] NULL,

-- used if the RA has already verified that the requester is in
-- possession of the private key

signature [1] POPGsi gni ngKey,
keyEnci pher nent [2] POPOPri vKey,
keyAgr eenent [3] POPCPrivKey }
POPCSI gni ngKey :: = SEQUENCE ({
poposkl nput [ 0] POPGsi gni ngKeyl nput OPTI ONAL,
al gorithm dentifier Al gorithm dentifier,
signature BIT STRI NG }
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-- The signature (using "algorithmdentifier") is on the

-- DER-encoded val ue of poposklnput. NOTE: |If the CertRegMsg

-- certReq CertTenpl ate contains the subject and publicKey val ues,
-- then poposkl nput MJUST be omtted and the signature MJST be

-- computed over the DER-encoded val ue of CertReqMsg certReq. If
-- the CertRegMsg certReq Cert Tenpl ate does not contain both the
-- public key and subject values (i.e., if it contains only one
-- of these, or neither), then poposklnput MJUST be present and

-- MJST be signed.

POPGCSI gni ngKeyl nput :: = SEQUENCE {
aut hinfo CHA CE {
sender [ 0] Ceneral Nane,

-- used only if an authenticated identity has been
-- established for the sender (e.g., a DN froma
-- previously-issued and currently-valid certificate)
publ i cKeyMAC PKMACVal ue 1},
-- used if no authenticated General Name currently exists for
-- the sender; publicKeyMAC contains a password-based MAC
-- on the DER-encoded val ue of publicKey
publ i cKey Subj ect Publ i cKeylnfo } -- from CertTenpl ate

PKMACVal ue ::= SEQUENCE {
algld Algorithmdentifier,

2005

-- algorithmval ue shall be PasswordBasedMac {1 2 840 113533 7 66 13}

-- paraneter value is PBMParaneter
value BIT STRING }

PBMPar anet er :: = SEQUENCE ({
sal t OCTET STRI NG
owf Al gorithm dentifier,
-- Algld for a One-\Way Function (SHA-1 reconmended)
i terationCount | NTEGER,
-- nunber of times the OANF is applied
nmac Al gorithmdentifier
-- the MAC Algld (e.g., DES-MAC, Triple-DES-MAC [ PKCS11],
} -- or HMAC [ HVAC, RFC2202])
POPOPri vKey ::= CHO CE {
t hi sMessage [0] BIT STRI NG -- Deprecated

-- possession is proven in this nmessage (which contains the private
-- key itself (encrypted for the CA))

subsequent Message [1] Subsequent Message,

-- possession will be proven in a subsequent nessage

dhMAC [2] BIT STRI NG -- Deprecated
agr eeNMAC [ 3] PKMACVal ue,
encr ypt edKey [4] Envel opedDat a }
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-- for keyAgreenment (only), possession is proven in this nessage
-- (which contains a MAC (over the DER-encoded val ue of the

-- certReq paranmeter in CertRegMsg, which MJST include both subject
-- and publicKey) based on a key derived fromthe end entity’'s

-- private DH key and the CA's public DH key);

Subsequent Message ::= | NTEGER {

encrCert (0),

-- requests that resulting certificate be encrypted for the

-- end entity (follow ng which, POP will be proven in a

-- confirmtion nessage)

chal | engeResp (1) }

-- requests that CA engage in chall enge-response exchange with
-- end entity in order to prove private key possession

-- (bject identifier assignnents --

-- Registration Controls in CRVF
id-regCtrl OBJECT IDENTIFIER ::={ id-pkip 1}

id-regCtrl-regToken OBJECT IDENTIFIER ::= { id-regCrl 1}
--with syntax:
RegToken ::= UTF8String

id-regCrl-authenticator OBJECT IDENTIFIER ::= { id-regCrl 2}
--with syntax:
Aut henticator ::= UTF8String

id-regCtrl-pkiPublicationlnfo OBJECT IDENTIFIER ::= { id-regCrl 3}
--with syntax:

PKI Publ i cati onl nfo ::= SEQUENCE {
action | NTEGER ({
dont Publ i sh (0),
pl easePublish (1) },
publ nfos SEQUENCE SIZE (1..MAX) OF Singl ePubl nfo OPTI ONAL }
-- publnfos MJUST NOT be present if action is "dontPublish"
-- (if action is "pleasePublish" and publnfos is onitted,
-- "dont Care" is assuned)

Si ngl ePubl nfo ::= SEQUENCE {
pubMet hod | NTEGER {
dont Care (0),
x500 (1),
web (2),
| dap (3) 1.

pubLocati on General Nane OPTI ONAL }
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id-regCtrl-pki Archi veOpti ons OBJECT IDENTIFIER ::= { id-regCrl 4}
--with syntax:

PKI Ar chi veOptions ::= CHO CE {

encrypt edPri vKey [0] EncryptedKey,

-- the actual value of the private key

keyGenPar anet er s [1] KeyGenParaneters,

-- paraneters that allow the private key to be re-generated
archi veRenmGenPri vKey [2] BOOLEAN }

-- set to TRUE if sender wi shes receiver to archive the private
-- key of a key pair that the receiver generates in response to
-- this request; set to FALSE if no archival is desired

Encrypt edkey ::= CHO CE {
encr ypt edval ue Encrypt edVal ue, -- Deprecated
envel opedDat a [0] Envel opedDat a }

-- The encrypted private key MIST be placed in the envel opedDat a
-- encryptedContent|nfo encryptedContent OCTET STRI NG

Encrypt edVal ue ::= SEQUENCE ({

i nt endedAl g [0] Algorithm dentifier OPTI ONAL,

-- the intended algorithmfor which the value will be used
synmmAl g [1] Algorithm dentifier OPTIONAL,

-- the symetric algorithmused to encrypt the val ue

enc Sy nmmKey [2] BIT STRI NG OPTI ONAL,

-- the (encrypted) symmetric key used to encrypt the val ue
keyAl g [3] Algorithm dentifier OPTI ONAL,

-- algorithmused to encrypt the symetric key

val ueHi nt [4] OCTET STRI NG OPTI ONAL,

-- a brief description or identifier of the encVal ue content

-- (may be neaningful only to the sending entity, and used only

-- if EncryptedVal ue nmight be re-exam ned by the sending entity

-- in the future)

encVal ue BIT STRI NG }

-- the encrypted val ue itself

-- Wien EncryptedValue is used to carry a private key (as opposed to
-- a certificate), inplenmentations MJIST support the encValue field

-- containing an encrypted PrivateKeylnfo as defined in [ PKCS11],

-- section 12.11. |If encVal ue contains sone other fornat/encoding

-- for the private key, the first octet of valueH nt MAY be used

-- to indicate the format/encodi ng (but note that the possible val ues
-- of this octet are not specified at this tinme). In all cases, the
-- intendedAl g field MJST be used to indicate at | east the O D of

-- the intended algorithmof the private key, unless this information
-- is known a priori to both sender and receiver by sone other neans.

KeyGenPar anmeters ::= OCTET STRI NG
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id-regCtrl-oldCertlD OBJECT IDENTIFIER ::= { id-regCrl 5}
--with syntax:

A dCertld ::= Certld

Certld ::= SEQUENCE {

i ssuer Gener al Nane,

seri al Nunber | NTEGER }

i d-regCtrl-protocol Encr Key OBJECT | DENTI FI ER ::
--with syntax:

{ id-regCrl 6}

Pr ot ocol Encr Key ::= Subj ect Publ i cKeyl nfo

-- Registration Info in CRWF

id-reglnfo OBJECT IDENTIFIER ::= { id-pkip 2 }

i d-reglnfo-utf8Pairs OBJECT IDENTIFIER ::= { id-reginfo 1 }
--with syntax

UTF8Pairs ::= UTF8String

i d-regl nfo-certReq OBJECT IDENTIFIER ::= { id-reginfo 2}
--with syntax

CertReq ::= CertRequest

-- id-ct-enckeyWthlIDis a new content type used for CVS objects.
-- it contains both a private key and an identifier for key escrow
-- agents to check against recovery requestors.

i d-ct-enckKeyWthl D OBJECT | DENTIFIER ::= {id-ct 21}
EncKeyWt hl D :: = SEQUENCE ({
pri vat eKey Pri vat eKeyl nf o,
identifier CHO CE {
string UTF8Stri ng,
gener al Nane Cener al Nane
} OPTI ONAL
}
Privat eKeyl nfo ::= SEQUENCE ({
versi on | NTEGER,
privat eKeyAl gorithm Al gorithm dentifier,
pri vat eKey COCTET STRI NG
attributes [0] IMPLICIT Attributes OPTI ONAL
}
Attributes ::= SET OF Attribute
END
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Appendi x C. Wy do Proof - of - Possessi on (POP)

Pr oof - of - Possessi on, or POP, neans that the CA is adequately
convinced that the entity requesting a certificate for the public key
Y, has access to the corresponding private key X

POP is inportant because it provides an appropriate |evel of
assurance of the correct operation of the PKI as a whole. At its

| owest |evel, POP counters the "self-inflicted denial of service"
that is, an entity voluntarily gets a certificate that cannot be used
to sign or encrypt/decrypt information. However, as the follow ng
two exanpl es denonstrate, POP al so counters |less direct, but nore
severe, threats:

POP for signing keys: it is inportant to provide POP for keys used
to sign material, in order to provide non-repudi ation of
transactions. For exanple, suppose Alice legitimtely has private
key X and its corresponding public key Y. Alice has a certificate
fromCharlie, a CA, containing Y. Alice uses Xto sign a
transaction T. Wthout POP, Mal could also get a certificate from
Charlie containing the same public key, Y. Now, there are two
possi ble threats: Mal could claimto have been the real signer of
T; or Alice can falsely deny signing T, claimng that it was
instead Mal. Since no one can reliably prove that Mal did or did
not ever possess X, neither of these clains can be refuted, and
thus the service provided by and the confidence in the PKI has
been defeated. (O course, if Mal really did possess X, Alice’'s
private key, then no POP nechanismin the world will help, but
that is a different problem)

Note that one | evel of protection can be gained by having Alice
(as the true signer of the transaction) include in the signed
information, her certificate or an identifier of her certificate
(e.g., a hash of her certificate). This mght nmake it nore
difficult for Mal to cl ai mauthorship; he would have to assert
that he incorrectly included Alice’s certificate, rather than his
own. However, it would not stop Alice fromfalsely repudiating
her actions. Since the certificate itself is a public item M

i ndeed could have inserted Alice’s certificate or identifier into
the signed transaction, and thus its presence does not indicate
that Alice was the one who participated in the nowrepudiated
transaction. The only reliable way to stop this attack is to
require that Mal prove he possesses X before his certificate is

i ssued.
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For signing keys used only for authentication, and not for non-
repudi ation, the threat is | ower because users nay not care about
Alice’'s after-the-fact repudiation, and thus POP becones |ess

i mportant. However, POP SHOULD still be done wherever feasible in
this environment, by either off-line or on-line neans.

POP for key managenent keys: Sinmilarly, POP for key nanagenent
keys (that is, keys used for either key agreenent or key exchange)
can help to prevent undermining confidence in the PKI. Suppose
that Al is a newinstructor in the Conputer Science Departnent of
a local university. A has created a draft final examfor the
Introduction to Networking course he is teaching. He wants to
send a copy of the draft final to Dorothy, the Departnent Head,
for her review prior to giving the exam This examw |l of course
be encrypted, as several students have access to the conputer
system However, a quick search of the certificate repository
(e.g., search the repository for all records with

subj ect Publ i cKey=Dor ot hy’ s-val ue) turns up the fact that severa
students have certificates containing the sanme public key
managenment key as Dorothy. At this point, if no POP has been done
by the CA, Al has no way of knowi ng whether all of the students
have sinply created these certificates w thout know ng the
corresponding private key (and thus it is safe to send the
encrypted examto Dorothy), or whether the students have sonehow
acquired Dorothy's private key (and thus it is certainly not safe
to send the exanm). Thus, the service to be provided by the PK

all owi ng users to conmuni cate with one another, with confidence in
who they are communi cating with, has been totally defeated. |If
the CAis providing POP, then either no students will have such
certificates, or Al can know with certainty that the students do

i ndeed know Dorothy’s private key, and act accordingly.
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