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Abst ract

This meno is a digest of the user network interface specification of
NTT Conmmuni cati ons’ dual stack ADSL access service, which provide a
| Pv6/ 1 Pv4 dual stack services to hone users. |In order to sinplify
user setup, these services have a mechanismto configure |Pv6
specific paraneters automatically. The nmeno focuses on two basic
paraneters: the prefix assigned to the user and the addresses of

| Pv6 DNS servers, and it specifies a way to deliver these paraneters
to Custoner Preni ses Equi pnment (CPE) autonmatically.
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I ntroduction

This neno is a digest of the user network interface specification of
NTT Communi cati ons’ dual stack ADSL access service, which provide

| Pv6/ 1 Pv4 dual stack services to home users. |In order to sinplify
user setup, these services have a nechanismto configure |Pv6
specific paraneters automatically. The nmeno focuses on two basic
paraneters: the prefix assigned to the user and the addresses of

| Pv6 DNS servers, and it specifies a way to deliver these paraneters
to Custoner Prem ses Equi pment (CPE) automatically.

This meno covers two topics: an architecture for | Pv6/IPv4 dual stack
access service and an autonmatic configuration function for |Pv6-
specific paraneters

The architecture is mainly targeted at a | eased-line ADSL service for

hone users. It assunes that there is a Point-to-Point Protocol (PPP)
| ogi cal |ink between Custoner Prem ses Equi pnent (CPE) and Provider
Edge (PE) equipnment. |In order to exclude factors that are specific

to access lines, this architecture only specifies PPP and its upper
| ayers. To satisfy [RFC3177], the prefix length that is delegated to
the CPE is /48, but /64 is also a possible option.

In this architecture, 1 Pv6/1Pv4 dual stack service is specified as
fol | ows.

o I Pv6 and I Pv4 connectivities are provided over a single PPP
| ogi cal 1ink.

0 I Pv6 connectivity is independent of |1Pv4 connectivity. |PV6CP
and | PCP work independently over a single PPP logical |ink

Figure 1 shows an outline of the service architecture. NIT
Commruni cati ons has been providing a conmercial service based on this
architecture since the Sunmer 2002.

|
[HOST] -+ +----------- + SRR + \
| | Customer | ADSL line | Provider | | ISP core and
+-+ Premises +--------------- + Edge | --] The internet
| | Equipment | to subscriber +----- +----+ 0\ /
[HOST] -+ +----------- + | | |
| S e S e e +
| AAA server | | | DNS server
R S e L +
T +
| NTP server etc.
Figure 1: Dual Stack Access Service Architecture +---------------- +
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The automatic configuration function ains at sinplification of user
setup. Usually, users have to configure at |least two | Pv6-specific
paraneters: prefix(es) assigned to them[RFC3769] and | Pv6 DNS

servers’ addresses. The function is conposed of two sub-functions:

0 Del egation of prefix(es) to be used in the user site.

o Notification of | Pv6 DNS server addresses and/or other server
addr esses.

Section 2 of this menp details the user/network interface. Section 3
descri bes an exanpl e connecti on sequence.

2. User/Network Interface

This section describes details of the user/network interface
specification. Only PPP over Ethernet (PPPoE) and its upper |ayers
are nentioned; the other layers, such as Ethernet and | ower |ayers,
are out of scope. |[|Pv4-related paraneter configuration is also out
of scope.

2.1. Below the I P Layer

The service uses PPP connection and Chal | enge Handshake

Aut henti cation Protocol (CHAP) authentication to identify each CPE
The CPE and PE handl e both the PPP Internet Protocol Control Protoco
(1 PCP) [RFC1332] and the Internet Protocol V6 Control Protoco

(1 PV6CP) [RFC2472] identically and simultaneously over a single PPP
connection. This means either the CPE or the PE can open/cl ose any
Net wor k Control Protocol (NCP) session at any tinme wthout any side-
effect for the other. It is intended that users can choose anong
three services: IPv4 only, IPv6 only, and |Pv4/lPv6 dual stack. A
CPE connected to an ADSL line discovers a PE with the PPPoE mechani sm
[ RFC2516] .

Note that, because CPE and PE can negotiate only their interface
identifiers with | PV6CP, PE and CPE can use only |ink-Iocal-scope
addresses before the prefix del egati on nmechani sm descri bed below is
run.

2.2. 1P Layer

After |1 PV6CP negotiation, the CPE initiates a prefix del egation
request. The PE chooses a gl obal -scope prefix for the CPE with

i nformati on froman Authentication, Authorization, and Accounting
(AAA) server or local prefix pools, and it delegates the prefix to
the CPE. Once the prefix is delegated, the prefix is subnetted and
assigned to the local interfaces of the CPE. The CPE begi ns sending
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router advertisenments for the prefixes on each Iink. Eventually,
hosts can acquire gl obal -scope prefixes through conventional |Pv6
statel ess [ RFC2462] or stateful auto-configuration nechani sns

([ RFC3315], etc.) and begin to conmuni cate using gl obal - scope
addr esses.

2.3. Prefix Del egation

The PE del egates prefixes to CPE using Dynanmi c Host Configuration
Protocol for IPv6 (DHCPv6) [RFC3315] with the prefix del egation
options [RFC3633]. The sequence for prefix delegation is as follows:

0 The CPE requests prefix(es) froma PE by sending a DHCPv6 Solicit
message that has a link-1ocal source address negotiated by
| PV6CP, nentioned in the previous section, and includes an | A PD
option.

0 An AAA server provides prefix(es) to the PE or the PE chooses
prefix(es) fromits local pool, and the PE returns an Adverti se
nmessage that contains an | A PD option and I A PD Prefix options.
The prefix-length in the A PD Prefix option is 48.

IA PD option and 1A PD Prefix options for the chosen prefix(es)
back to the PE.

o The PE confirms the prefix(es) in the Request message in a Reply
nessage

If IPV6CP is term nated or restarted by any reason, CPE nust initiate
a Rebi nd/ Reply nessage exchange as described in [ RFC3633].

2. 4. Address Assignnent
The CPE assigns gl obal -scope /64 prefixes, subnetted fromthe
del egated prefix, to its downstreaminterfaces. Wen the del egated
prefix has an infinite lifetinme, the preferred and valid |ifetinmes of
assigned /64 prefixes should be the default values in [ RFC2461].
Because a link-local address is already assigned to the CPE s
upstreaminterface, global-scope address assignnment for that
interface is optional

2.5. Routing

The CPE and PE use static routing between them and no routing
protocol traffic is necessary.
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The CPE configures its PPPoOE | ogical interface or the link-1oca
address of PE as the | Pv6 default gateway, autonmatically after the
prefix del egati on exchange.

When the CPE receives packets that are destined for the addresses in
the del egated /48 prefix, the CPE nust not forward the packets to a
PE. The CPE should return | CVWPv6 Destination Unreachabl e nessage to
a source address or silently discard the packets, when the origina
packet is destined for the unassigned prefix in the del egated prefix.
(For example, the CPE should install a reject route or null interface
as next hop for the del egated prefix.)

2.6. ntaining Addresses of DNS Servers

The service provides | Pv6 recursive DNS servers in the ISP site. The
PE notifies the global unicast addresses of these servers with the
Domai n Name Server option that is described in [ RFC3646], in
Advertise/ Reply nessages on the prefix del egati on nessage exchange.

Devi ces connected to user network may learn a recursive DNS server
address wi th the nmechani sm described in [ RFC3736].

The CPE may serve as a local DNS proxy server and include its address
in the DNS server address list. This is easy to inplenent, because
it is analogous to | Pv4 SOHO router (192.168.0.1 is a DNS proxy
server and a default router in nost sites).

2.7. M scell aneous | nformation

The PE nmay notify other |Pv6-enabl ed server addresses, such as

Net work Tine Protocol servers [RFC4075], SIP servers [RFC3319], etc.
in an Advertise/ Reply nmessage on the prefix del egati on nessage
exchange, if those are avail abl e.

2.8. Connectivity Mnitoring

| CMPv6 Echo Request will be sent to the user network for connectivity
nmonitoring in the service. The CPE nust return a single | Pv6 Echo
Reply packet when it receives an | CMPv6 Echo Request packet. The
heal t h-check packets are addressed to a subnet-router anycast address
for the del egated prefix.

The ol d docunent of APNI C | Pv6 address assignnent policy required

that APNI C coul d ping the subnet anycast address to check address
usage.
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To achieve this requirenent, for exanple, once the prefix

2001: db8: ffff::/48 is del egated, the CPE nust reply to the | CMPv6
Echo Request destined for 2001:db8:ffff:: any tine that |IPV6CP and
DHCPv6- PD are up for the upstreamdirection. Because sone

i npl ementations couldn’t reply when 2001: db8:ffff::/64 was assi gned

to its downstream physical interface and the interface was down, such

an inplenentation should assign 2001: db8: ffff::/64 for the | oopback
interface, which is always up, and 2001: db8: ffff:1::/64,
2001: db8: ffff:2::/64, etc., to physical interfaces.

3. An Exanpl e of Connection Sequence

CPE PE
| |
[---------- PAD| - ------- >\
| <--------- PADO- -------- | | PPPoOE
|---------- PADR-------- >| | Discovery Stage
[ <--------- PADS- - ------- | /
| |
| ---Configure-Request-->| \
| <--Configure-Request---| | PPP Link Establishnent Phase
| <----Configure-Ack----- | | (LCP)
|----- Confi gure- Ack---->| /
| |
| <------ Chal | enge------- | \
[------- Response------- > | PPP Authentication Phase (CHAP)
| <------- Success-------- | /

| ---Configure-Request-->| \
| <--Configure-Request---| |
| <----Configure-Nak----- | | PPP Network Layer Protocol Phase
|
|

| <----Configure-Ack----- | (1 PCP)

| - - - Confi gure- Request - - >|

| <----Configure-Ack----- | /

| |

| ---Configure-Request-->| \

| <--Configure-Request---| | PPP Network Layer Protocol Phase
| <----Configure-Ack----- | | (1PV6CP)
[----- Confi gure- Ack---->| /

| |

[-------- Solicit------- >\

| <------ Advertise------- | | DHCPv6
[-------- Request------- >

| <-------- Reply--------- | /

Fi gure 2: Exanpl e of Connection Sequence
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Figure 2 is an exanple of a normal |ink-up sequence, fromstart of
PPPoOE to start of |Pv6/IPv4 communications. |Pv4 comruni cation
becones avail able after | PCP negotiation. [|Pv6 comunication wth

I ink-1ocal scope addresses becones possible after |1 PV6CP negoti ation
| Pv6 comuni cation with gl obal -scope addresses becones possible after
prefix del egation and conventional |Pv6 address configuration
mechanism | PCP is independent of |PVECP and prefix del egation

4. Security Considerations

In this architecture, the PE and CPE trust the point-to-point |ink
between them they trust that there is no man-in-the-middle and they
trust PPPoOE aut hentication. Because of this, DHCP authentication is
not consi dered necessary and i s not used.

The service provides an al ways-on gl obal -scope prefix for users.

Each device connected to user network has gl obal - scope addresses.

W thout any packet filters, devices mght be accessible from outside
the user network in that case. The CPE and each device involved in
the service should have functionality to protect agai nst unauthorized
accesses, such as a stateful inspection packet filter. The

rel ati onshi p between CPE and devi ces connected to the user network
for this problem should be considered in the future.
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