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Abst r act
Thi s docunent describes a Dynam c Host Configuration Protocol for
| Pv6 (DHCPv6) option for specifying an upper bound for how long a
client should wait before refreshing information retrieved from
DHCPv6. It is used with statel ess DHCPv6 as there are no addresses
or other entities with lifetimes that can tell the client when to
contact the DHCPv6 server to refresh its configuration.
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1. Introduction

DHCPv6 [ RFC3315] specifies stateful autoconfiguration for |1Pv6 hosts.
However, many hosts will use statel ess autoconfiguration as specified
in [ RFC2462] for address assignnent, and use DHCPv6 only for other
configuration data; see [RFC3736]. This other configuration data
will typically have no associated lifetine, hence there may be no
information telling a host when to refresh its DHCPv6 configuration
data. Therefore, an option that can be used fromserver to client to
informthe client when it should refresh the other configuration data
i s needed.

This option is useful in many situations:

- Unstabl e environnments where unexpected changes are likely to
occur.

- For planned changes, including renunbering. An administrator
can gradually decrease the tine as the event nears.

- Limt the ampbunt of tinme before new services or servers are
available to the client, such as the addition of a new NTP
server or a change of address of a DNS server. See [RFC4076].

2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in BCP 14, RFC 2119

[ RFC2119] .

3. Information Refresh Tine Option Definition

The information refresh time option specifies an upper bound for how
long a client should wait before refreshing information retrieved
fromDHCPv6. It is only used in Reply nmessages in response to

I nf or mat i on- Request nessages. In other nmessages there will usually
be other options that indicate when the client should contact the
server, e.g., addresses with lifetines.

Note that it is only an upper bound. |If the client has any reason to
make a DHCPv6 request before the refresh time expires, it should
attenpt to refresh all the data.

A client may contact the server before the refresh tine expires.
Reasons it may do this include the need for additional configuration
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paraneters (such as by an application), a new | Pv6 prefix announced
by a router, or that it has an indication that it may have noved to a
new | i nk.

The refresh time option specifies a common refresh tine for all the
data. It doesn’'t nake sense to have different refresh tinme val ues
for different data, since when the client has reason to refresh sone
of its data, it should also refresh the remaining data. Because of
this, the option nmust only appear in the options area of the Reply
nessage

The expiry of the refresh tine in itself does not in any way nean
that the client should renove the data. The client should keep its
current data while attenpting to refresh it. However, the client is
free to fall back to nechanisns other than DHCPv6 if it cannot
refresh the data within a reasonabl e anount of tine.

When a client receives a Reply to an Informati on- Request that
contains configuration information, it should install that new
configuration information after renoving any previously received
configuration information. |t should also renove information that is
m ssing fromthe new information set, e.g., an option m ght be left
out or contain only a subset of what it did previously.

3.1. Constants

We define two constants for use by the protocol. How they are used
is specified in the sections bel ow

| RT_DEFAULT 86400
In some cases the client uses a default refresh tine
| RT_DEFAULT. The recomrended val ue for | RT_DEFAULT is 86400
(24 hours). The client inplementation SHOULD allow for this
val ue to be configurable.

| RT_M NI MUM 600
This defines a minimumvalue for the refresh tine.

3.2. dient Behaviour
A client MJST request this option in the Option Request Option (ORO
when sendi ng I nformati on- Request nessages to the DHCPv6 server. A
client MJUST NOT request this option in the OROin any other nessages.
If the Reply to an I nformation- Request nmessage does not contain this

option, the client MIST behave as if the option with val ue
| RT_DEFAULT was provi ded.

Venaas, et al. St andards Track [ Page 3]



RFC 4242 Informati on Refresh Time Option for DHCPv6 Novenber 2005

A client MIUST use the refresh tine IRT MNIMUM if it receives the
option with a value less than | RT_M N MJM

As per section 5.6 of [RFC3315], the value Oxffffffff is taken to
mean "infinity" and inplies that the client should not refresh its
configuration data wi thout sone other trigger (such as detecting
nmovenent to a new |ink).

If a client contacts the server to obtain new data or refresh sone
exi sting data before the refresh tine expires, then it SHOULD al so
refresh all data covered by this option

When the client detects that the refresh tinme has expired, it SHOULD
try to update its configuration data by sending an | nformation-
Request as specified in section 18.1.5 of [RFC3315], except that the
client MIUST del ay sending the first Information-Request by a random
anount of tinme between 0 and | NF_MAX DELAY.

A client MAY have a maxi mumval ue for the refresh time, where that

val ue is used whenever the client receives this option with a val ue
hi gher than the maxi rum This al so neans that the nmaxi numvalue is
used when the received value is "infinity". A maxi num val ue m ght
make the client | ess vulnerable to attacks based on forged DHCP
messages. Wthout a maxi numvalue, a client nay be nade to use wong
information for a possibly infinite period of time. There may
however be reasons for having a very long refresh tinme, so it nay be
useful for this maxi nrum value to be configurable.

3.3. Server Behavi our
A server sending a Reply to an Infornation-Request nessage SHOULD
include this option if it is requested in the ORO of the |nformation-
Request .

The option value MIST NOT be smaller than IRT_M N MJUM The server
SHOULD give a warning if it is configured with a smaller val ue.

The option MJUST only appear in the options area of Reply nessages.
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3. 4.

4.

Option For nmat
The format of the information refresh time option is:

0 1 2 3
01234567890123456789012345678901
T T i e i i e T e b s S S SN S

| option-code | option-len

i T e e o T i S e e et o o o S e
| i nformati on-refresh-tinme

B T e o i S I i i S S N iy St S I S S

option-code
OPTI ON_| NFORMATI ON_REFRESH _TI ME (32)

option-Ilen
4

i nformation-refresh-tine
Time duration relative to the current tine, expressed in units
of seconds

| ANA Consi derations

The | ANA has assigned an option code for the information refresh tine
option fromthe DHCPv6 option-code space [ RFC3315].

Acknowl edgenent s

The aut hors thank Mat Ford, Tatuya Jinnei, Ted Lenon, Thonmas Narten
Joe Quanaim and A K. Vijayabhaskar for val uabl e di scussions and
conment s.

Security Considerations

Section 23 of [RFC3315] outlines the DHCPv6 security considerations.
This option does not change these in any significant way. An
attacker could send faked Reply nessages with a |ow i nformation
refresh tine value, which would trigger use of IRT_ MNIMJUMto
mnimze this threat. Another attack m ght be to send a very large
value, to nmake the client use forged information for a | ong period of
time. A possible maximumlinit at the client is suggested, which
woul d reduce this probl em
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