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Status of This Menp

This docunent specifies an Internet standards track protocol for the
Internet conmmunity, and requests discussion and suggestions for

i mprovenents. Please refer to the current edition of the "Internet
O ficial Protocol Standards" (STD 1) for the standardi zati on state
and status of this protocol. Distribution of this neno is unlimted.

Copyright Notice
Copyright (C) The Internet Society (2006).
Abstract

This meno defines a portion of the Managenent |nfornation Base (M B)
for use with network managenent protocols in the Internet comunity
In particular, it describes managed objects used for nanagi ng the
Border Gateway Protocol Version 4 or |ower.

The origin of this neno is from RFC 1269 "Definitions of Managed
bj ects for the Border Gateway Protocol (Version 3)", which was
updated to support BGP-4 in RFC 1657. This neno fixes errors

i ntroduced when the M B nodul e was converted to use the SMv2

| anguage. This meno al so updates references to the current SNWP
framewor k docunents.

This meno is intended to docunent depl oyed inpl enentations of this
MB nodule in a historical context, to provide clarifications of sone
itens, and to note errors where the MB nodule fails to fully
represent the BGP protocol. Wrk is currently in progress to replace
this MB nodule with a new one representing the current state of the
BGP protocol and its extensions.

Thi s docunent obsol etes RFC 1269 and RFC 1657.
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1. Introduction

This meno defines a portion of the Managenent |nfornmation Base (M B)
for use with network managenent protocols in the Internet comunity.
In particular, it describes managed objects used for nanaging the
Border Gateway Protocol Version 4 or |ower [BGP4, BGP4APP].

This meno obsol etes RFC 1657 and RFC 1269.
2. The Internet-Standard Managerment Framewor k

For a detailed overview of the docunments that describe the current
I nt ernet - Standard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenent Informati on Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
hjects in the MB are defined using the mechani sns defined in the
Structure of Managenent Information (SM). This neno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

3. Overview
These objects are used to control and nmanage a BGP-4 inpl enentation.

Apart froma few systemw de scal ar objects, this MB is broken into
three tables: the BGP Peer Table, the BGP Received Path Attribute
Tabl e, and the BGP-4 Received Path Attribute Table. The BGP Peer
Tabl e contains infornmation about state and current activity of
connections with the BGP peers. The BGP Received Path Attribute

Tabl e contains path attributes received fromall peers running BGP
version 3 or less. The BGP-4 Received Path Attribute Table contains
path attributes received fromall BGP-4 peers. The actual attributes
used in determning a route are a subset of the received attribute
tables after local routing policy has been applied.
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4., Definitions
BGP4-M B DEFINITIONS ::= BEG N

| MPORTS
MODULE- | DENTI TY, OBJECT- TYPE, NOTI FI CATI ON- TYPE,
| pAddress, |Integer32, Counter32, Gauge32, nib-2
FROM SNWPv2- SM
MODULE- COVPLI ANCE, OBJECT- GROUP, NOTI FI CATI ON- GROUP
FROM SNWPv2- CONF;

bgp MODULE- | DENTI TY
LAST- UPDATED "200601110000Z"
ORGANI ZATI ON "I ETF | DR Wor ki ng Group"
CONTACT-INFO "E-mail: idr@etf.org

Jeffrey Haas, Susan Hares (Editors)
Next Hop Technol ogi es
825 Victors Wy
Suite 100
Ann Arbor, M 48108-2738
Tel : +1 734 222-1600
Fax: +1 734 222-1602
E-mai | : j haas@ext hop. com
skh@ext hop. cont

DESCRI PTI ON
"The M B nodule for the BGP-4 protocol.

Copyright (C The Internet Society (2006). This
version of this MB nodule is part of RFC 4273;
see the RFC itself for full legal notices."

REVI SI ON "200601110000Z"
DESCRI PTI ON
"Changes from RFC 1657:

1) Fixed the definitions of the notifications
to nake them equivalent to their initial
definition in RFC 1269.

2) Added conpliance and confornmance info.

3) Updated information for the val ues of
bgpPeer Negot i at edVer si on, bgp4Pat hAttr Local Pref,
bgp4Pat hAtt r Cal cLocal Pref,
bgp4Pat hAttrMil ti Exi t Di sc,
bgp4Pat hAt t r ASPat hSegenent .

4) Added additional clarification comments where
needed.

Haas & Hares St andards Track [ Page 3]



RFC 4273

Haas & Hares

5)
6)

7)

BGP4-M B January 2006

Not ed where objects do not fully reflect

t he protocol as Known |ssues.

Updat ed t he DESCRI PTI ON for the

bgp4Pat hAt t r At omi cAggr egat e obj ect .

The followi ng objects have had their DESCRI PTI ON

clause nodified to renove the text that suggested

(using 'should wverb) initializing the counter

to zero on a transition to the established state:
bgpPeer | nUpdat es, bgpPeer Qut Updat es,
bgpPeer | nTot al Messages, bgpPeer Qut Tot al Messages

Those inplenentations that still do this are

still conpliant with this new wordi ng.

Appl i cations shoul d not assune counters have

started at zero.

Publ i shed as RFC 4273."

REVI SI ON "199405050000Z"
DESCRI PTI ON

"Translated to SMv2 and published as RFC 1657."

REVI SI ON "199110261839Z"
DESCRI PTI ON

"Initial version, published as RFC 1269."

:={ mb-2 15}

bgpVer si on OBJECT- TYPE

OCTET STRING (S| ZE (1..255))

MAX- ACCESS r ead-onl y

current

DESCRI PTI ON

"Vector of supported BGP protocol version
nunbers. Each peer negotiates the version
fromthis vector. Versions are identified
via the string of bits contained within this
object. The first octet contains bits 0 to

7!

t he second octet contains bits 8 to 15,

and so on, with the nost significant bit
referring to the lowest bit nunmber in the
octet (e.g., the MSB of the first octet
refers to bit 0). |If a bit, i, is present
and set, then the version (i+1) of the BGP
i s supported.”

REFERENCE

"RFC 4271, Section 4.2."

ci={ bgp 1}

bgpLocal As OBJECT- TYPE
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SYNTAX I nteger32 (0..65535)
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The | ocal autononbus system numnber.”
REFERENCE
"RFC 4271, Section 4.2, 'My Autononous Systemi."

c:={ bgp 2}

-- BGP Peer table. This table contains, one entry per
-- BGP peer, information about the BGP peer.

bgpPeer Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF BgpPeer Entry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"BGP peer table. This table contains,
one entry per BGP peer, information about the
connections with BGP peers.”

c:={ bgp 3}

bgpPeer Entry OBJECT- TYPE
SYNTAX BgpPeerEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Entry containing i nformati on about the
connection with a BGP peer."
| NDEX { bgpPeer Renot eAddr }
::={ bgpPeerTable 1 }

BgpPeerEntry ::= SEQUENCE {

bgpPeer | dentifier

| pAddr ess,
bgpPeer St at e

| NTEGER,
bgpPeer Admi nSt at us

| NTEGER,
bgpPeer Negot i at edVer si on

I nt eger 32,
bgpPeer Local Addr

| pAddr ess,
bgpPeer Local Port

I nt eger 32,
bgpPeer Renot eAddr

| pAddr ess,
bgpPeer Renot ePor t
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I nt eger 32,
bgpPeer Renot eAs
I nt eger 32,
bgpPeer | nUpdat es
Count er 32,
bgpPeer Qut Updat es
Count er 32,
bgpPeer | nTot al Messages
Count er 32,
bgpPeer Qut Tot al Messages
Count er 32,
bgpPeer Last Err or
OCTET STRI NG
bgpPeer FsnEst abl i shedTransi ti ons
Count er 32,
bgpPeer FsnEst abl i shedTi ne
Gauge32,
bgpPeer Connect Retryl nt erva
I nt eger 32,
bgpPeer Hol dTi nme
I nt eger 32,
bgpPeer KeepAl i ve
I nt eger 32,
bgpPeer Hol dTi neConf i gured
I nt eger 32,
bgpPeer KeepAl i veConfi gur ed
I nt eger 32,
bgpPeer M nASOri gi nati onl nterva
I nt eger 32,
bgpPeer M nRout eAdverti senent | nterva
I nt eger 32,
bgpPeer | nUpdat eEl apsedTi ne
Gauge32
}

bgpPeer | dentifier OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The BGP Identifier of this entry's BGP peer.
This entry MUST be 0.0.0.0 unless the
bgpPeerState is in the openconfirmor the
established state."
REFERENCE
"RFC 4271, Section 4.2, 'BGP ldentifier’."
::={ bgpPeerEntry 1}
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bgpPeer St at e OBJECT- TYPE
SYNTAX | NTEGER {

ide(l1),
connect (2),
active(3),
opensent (4),
openconfirmb),
est abl i shed(6)

}

MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON

"The BGP peer connection state.”
REFERENCE

"RFC 4271, Section 8.2.2."
::={ bgpPeerEntry 2 }

bgpPeer Admi nSt at us OBJECT- TYPE
SYNTAX | NTEGER {
stop(1),
start (2)

}

MAX- ACCESS read-write

STATUS current

DESCRI PTI ON
"The desired state of the BGP connection.
A transition from’'stop’ to 'start’ will cause
the BGP Manual Start Event to be generated.
Atransition from’start’ to 'stop’ wll cause
the BGP Manual Stop Event to be generat ed.
This paranmeter can be used to restart BGP peer
connections. Care should be used in providing
write access to this object wthout adequate
aut henti cation. "

REFERENCE
"RFC 4271, Section 8.1.2."

::={ bgpPeerEntry 3}

bgpPeer Negot i at edVer si on OBJECT- TYPE
SYNTAX | nt eger 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The negotiated version of BGP runni ng between
the two peers.

This entry MJIST be zero (0) unless the
bgpPeer State is in the openconfirmor the
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establ i shed state.

Note that |egal values for this object are
bet ween 0 and 255."
REFERENCE
"RFC 4271, Section 4.2.
RFC 4271, Section 7."
::={ bgpPeerEntry 4}

bgpPeer Local Addr OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The local |IP address of this entry’'s BGP
connection.”

::={ bgpPeerEntry 5}

bgpPeer Local Port OBJECT- TYPE

SYNTAX I nteger32 (0..65535)

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The | ocal port for the TCP connection between
the BGP peers."

::={ bgpPeerEntry 6 }

bgpPeer Renot eAddr OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The renpote I P address of this entry' s BGP
peer."
::={ bgpPeerEntry 7 }

bgpPeer Renot ePort OBJECT- TYPE

SYNTAX I nteger32 (0..65535)

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON

"The renote port for the TCP connection

bet ween the BGP peers. Note that the
obj ects bgpPeer Local Addr
bgpPeer Local Port, bgpPeer Renot eAddr, and
bgpPeer Renot ePort provi de the appropriate
reference to the standard M B TCP
connection table."
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::={ bgpPeerEntry 8 }

bgpPeer Renmot eAs OBJECT- TYPE

SYNTAX I nt eger 32 (0..65535)

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The renopte autononous system nunber received in
t he BGP OPEN nessage. "

REFERENCE
"RFC 4271, Section 4.2."

::={ bgpPeerEntry 9 }

bgpPeer | nUpdat es OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The nunber of BGP UPDATE nessages
received on this connection."
REFERENCE
"RFC 4271, Section 4.3."
::={ bgpPeerEntry 10 }

bgpPeer Qut Updat es OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The nunber of BGP UPDATE nessages
transmtted on this connection."”

REFERENCE
"RFC 4271, Section 4.3."

::={ bgpPeerEntry 11 }

bgpPeer | nTot al Messages OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The total nunber of nessages received
fromthe renote peer on this connection."

REFERENCE
"RFC 4271, Section 4."

::={ bgpPeerEntry 12 }

bgpPeer Qut Tot al Messages OBJECT- TYPE
SYNTAX Count er 32
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MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The total nunber of nmessages transmitted to
the renote peer on this connection.”
REFERENCE
"RFC 4271, Section 4."
::={ bgpPeerEntry 13 }

bgpPeer Last Error OBJECT- TYPE

SYNTAX OCTET STRING (SI ZE (2))
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The |l ast error code and subcode seen by this
peer on this connection. |If no error has

occurred, this field is zero. QOherw se, the
first byte of this two byte OCTET STRI NG
contains the error code, and the second byte
contains the subcode."
REFERENCE
"RFC 4271, Section 4.5."
::={ bgpPeerEntry 14 }

bgpPeer FsnEst abl i shedTransi ti ons OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The total nunber of tines the BG FSM
transitioned into the established state
for this peer."

REFERENCE
"RFC 4271, Section 8."

::={ bgpPeerEntry 15 }

bgpPeer FsnEst abl i shedTi ne OBJECT- TYPE

SYNTAX Gauge32

UNI TS "seconds"

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"This tinmer indicates how long (in
seconds) this peer has been in the
established state or how | ong
since this peer was last in the
established state. It is set to zero when
a new peer is configured or when the router is
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boot ed. "
REFERENCE
"RFC 4271, Section 8."
::={ bgpPeerEntry 16 }

bgpPeer Connect Retryl nt erval OBJECT- TYPE
SYNTAX I nteger32 (1..65535)
UNI TS "seconds"
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"Time interval (in seconds) for the
ConnectRetry timer. The suggested val ue
for this tiner is 120 seconds."
REFERENCE
"RFC 4271, Section 8.2.2. This is the value used
toinitialize the *ConnectRetryTimer’ ."
::={ bgpPeerEntry 17 }

bgpPeer Hol dTi me OBJECT- TYPE
SYNTAX Integer32 ( 0| 3..65535)
UNI TS "seconds"
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Time interval (in seconds) for the Hold
Ti mer established with the peer. The
val ue of this object is calculated by this
BGP speaker, using the smaller of the
val ues i n bgpPeer Hol dTi neConfi gured and the
Hold Time received in the OPEN nessage

This value nust be at |east three seconds
if it is not zero (0).

If the Hold Tinmer has not been established
with the peer this object MJST have a val ue
of zero (0).

I f the bgpPeer Hol dTi meConfi gured object has
a value of (0), then this object MJIST have a
val ue of (0)."
REFERENCE
"RFC 4271, Section 4.2."
::={ bgpPeerEntry 18 }

bgpPeer KeepAl i ve OBJECT- TYPE
SYNTAX Integer32 ( 0 | 1..21845)
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UNI TS "seconds"”

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"Time interval (in seconds) for the KeepAlive
tinmer established with the peer. The val ue
of this object is calculated by this BGP
speaker such that, when conpared with
bgpPeer Hol dTi e, it has the same proportion
t hat bgpPeer KeepAl i veConfi gured has,
conmpared wi th bgpPeer Hol dTi neConf i gur ed.

If the KeepAlive tinmer has not been established
with the peer, this object MJIST have a val ue
of zero (0).

If the of bgpPeer KeepAliveConfigured object
has a value of (0), then this object MJST have
a value of (0)."
REFERENCE
"RFC 4271, Section 4.4."
::={ bgpPeerEntry 19 }

bgpPeer Hol dTi meConfi gured OBJECT- TYPE
SYNTAX Integer32 ( 0 | 3..65535)
UNI TS "seconds"
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"Time interval (in seconds) for the Hold Tine
configured for this BGP speaker with this
peer. This value is placed in an OPEN
nmessage sent to this peer by this BGP
speaker, and is conmpared with the Hold
Time field in an OPEN nessage received
fromthe peer when determ ning the Hold
Ti me (bgpPeer Hol dTine) with the peer
Thi s val ue nust not be |less than three
seconds if it is not zero (0). If it is
zero (0), the Hold Tinme is NOT to be
established with the peer. The suggested
value for this tiner is 90 seconds."
REFERENCE
"RFC 4271, Section 4.2.
RFC 4271, Section 10."
::={ bgpPeerEntry 20 }

bgpPeer KeepAl i veConfi gured OBJECT- TYPE
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SYNTAX Integer32 ( 0 | 1..21845)
UNI TS "seconds"
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"Time interval (in seconds) for the
KeepAlive timer configured for this BGP
speaker with this peer. The value of this
object will only determ ne the
KEEPALI VE nessages’ frequency relative to
the val ue specified in
bgpPeer Hol dTi meConfi gured; the actua
time interval for the KEEPALIVE nessages is
i ndi cated by bgpPeer KeepAlive. A
reasonabl e maxi num val ue for this tiner
woul d be one third of that of
bgpPeer Hol dTi meConf i gur ed.
If the value of this object is zero (0),
no periodi cal KEEPALI VE nessages are sent
to the peer after the BGP connection has
been established. The suggested val ue for
this timer is 30 seconds."
REFERENCE
"RFC 4271, Section 4.4.
RFC 4271, Section 10."
::={ bgpPeerEntry 21 }

bgpPeer M nASOri gi nati onl nterval OBJECT- TYPE
SYNTAX I nt eger32 (1..65535)
UNI TS "seconds"”
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
"Time interval (in seconds) for the
M nASOri gi nati onl nterval tinmer.
The suggested value for this timer is 15
seconds. "
REFERENCE
"RFC 4271, Section 9.2.1.2.
RFC 4271, Section 10."
::={ bgpPeerEntry 22}

bgpPeer M nRout eAdverti senent | nterval OBJECT- TYPE
SYNTAX I nteger32 (1..65535)
UNI TS "seconds"
MAX- ACCESS read-wite
STATUS current
DESCRI PTI ON
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"Time interval (in seconds) for the
M nRout eAdverti senmentlnterval tiner.
The suggested value for this timer is 30
seconds for EBGP connections and 5
seconds for | BGP connections."”
REFERENCE
"RFC 4271, Section 9.2.1.1.
RFC 4271, Section 10."
::={ bgpPeerEntry 23 }

bgpPeer | nUpdat eEl apsedTi me OBJECT- TYPE
SYNTAX Gauge32
UNI TS "seconds"
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"El apsed tinme (in seconds) since the |ast BGP
UPDATE nessage was received fromthe peer.
Each time bgpPeerl nUpdates is increnmented,
the value of this object is set to zero (0)."
REFERENCE
"RFC 4271, Section 4.3.
RFC 4271, Section 8.2.2, Established state.”
::={ bgpPeerEntry 24 }

bgpl denti fier OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The BGP Identifier of the |ocal system"
REFERENCE
"RFC 4271, Section 4.2."

::={ bgp 4}

-- BGP Received Path Attribute Table. This table contains
-- one entry per path to a network, and path attributes

-- received fromall peers running BGP version 3 or |ess.
-- This table is obsolete, having been replaced in

-- functionality by the bgp4Pat hAttr Tabl e.

bgpRcvdPat hAtt r Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF BgpPat hAttrEntry
MAX- ACCESS not - accessi bl e

STATUS obsol ete

DESCRI PTI ON

"The BGP Received Path Attribute Table
contains information about paths to
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destinati on networks, received fromall
peers running BGP version 3 or less."
:={ bgp 5}

bgpPat hAttr Entry OBJECT- TYPE
SYNTAX BgpPat hAttrEntry
MAX- ACCESS not - accessi bl e
STATUS obsol ete
DESCRI PTI ON
"Informati on about a path to a network."
I NDEX { bgpPat hAt t r Dest Net wor k,
bgpPat hAt t r Peer
::={ bgpRcvdPathAttrTable 1 }

BgpPat hAttrEntry ::= SEQUENCE {
bgpPat hAt t r Peer
| pAddr ess,
bgpPat hAt t r Dest Net wor k
| pAddr ess,
bgpPat hAttrOrigin
| NTEGER,
bgpPat hAt t r ASPat h
OCTET STRI NG,
bgpPat hAt t r Next Hop
| pAddr ess,
bgpPat hAttrl nter ASMetric
I nt eger 32
}

bgpPat hAt t r Peer OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS r ead-only
STATUS obsol ete
DESCRI PTI ON
"The I P address of the peer where the path
i nformati on was | earned."”
::={ bgpPathAttrEntry 1 }

bgpPat hAt t r Dest Net wor k OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS r ead-only
STATUS obsol et e
DESCRI PTI ON
"The address of the destination network."
REFERENCE
"RFC 1267, Section 4.3."
::={ bgpPathAttrEntry 2 }
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bgpPat hAttrOri gi n OBJECT- TYPE

SYNTAX | NTEGER {
igp(l),-- networks are interior
egp(2),-- networks learned via the
-- EGP protocol
i nconpl ete(3) -- networks that
-- are learned by sone other
-- nmeans
}
MAX- ACCESS r ead-onl y
STATUS obsol ete
DESCRI PTI ON
"The ultimate origin of the path infornmation."
REFERENCE

"RFC 1267, Section 4.3.
RFC 1267, Section 5."
::={ bgpPathAttrEntry 3 }

bgpPat hAt t r ASPat h OBJECT- TYPE

SYNTAX OCTET STRING (Sl ZE (2. .255))

MAX- ACCESS r ead-onl y

STATUS obsol et e

DESCRI PTI ON

"The set of ASes that nust be traversed to reach

the network. This object is probably best
represented as SEQUENCE OF | NTEGER. For SM
conmpatibility, though, it is represented as
OCTET STRING. Each AS is represented as a pair
of octets according to the followi ng algorithm

first-byte-of-pair = ASNunber / 256;
second- byt e- of - pai r = ASNunber & 255;"
REFERENCE
"RFC 1267, Section 4.3.
RFC 1267, Section 5."
::={ bgpPathAttrEntry 4 }

bgpPat hAt t r Next Hop OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS r ead-onl y
STATUS obsol ete
DESCRI PTI ON
"The address of the border router that should
be used for the destination network."
REFERENCE
"RFC 1267, Section 4. 3.
RFC 1267, Section 5."
::={ bgpPathAttrEntry 5 }
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bgpPat hAttr | nt er ASMetri ¢ OBJECT- TYPE
SYNTAX I nt eger 32
MAX- ACCESS r ead-onl y
STATUS obsol et e
DESCRI PTI ON
"The optional inter-AS netric. |If this
attribute has not been provided for this route,
the value for this object is 0."
REFERENCE
"RFC 1267, Section 4.3.
RFC 1267, Section 5."
::={ bgpPathAttrEntry 6 }

-- BGP-4 Received Path Attribute Table. This table
-- contains one entry per path to a network, and path
-- attributes received fromall peers running BGP-4.

bgp4Pat hAt t r Tabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Bgp4Pat hAttrEntry
MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"The BGP-4 Received Path Attribute Tabl e
contains information about paths to
desti nati on networks, received fromall

BGP4 peers.”
::={ bgp 6 }
bgp4Pat hAttr Entry OBJECT- TYPE
SYNTAX Bgp4Pat hAttrEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON

"I'nformati on about a path to a network."
| NDEX { bgp4Pat hAttrl pAddr Prefi x,

bgp4Pat hAt t r | pAddr Prefi xLen,

bgp4Pat hAt t r Peer }
::={ bgp4PathAttrTable 1 }

Bgp4Pat hAttrEntry ::= SEQUENCE {
bgp4Pat hAt t r Peer
| pAddr ess,
bgp4Pat hAt t r | pAddr Prefi xLen
I nt eger 32,
bgp4Pat hAt t r | pAddr Prefi x
| pAddr ess,
bgp4Pat hAttrOri gi n
| NTEGER,
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bgp4Pat hAt t r ASPat hSegnent
OCTET STRI NG

bgp4Pat hAt t r Next Hop
| pAddr ess,

bgp4Pat hAttrMul ti Exi t Di sc
I nt eger 32,

bgp4Pat hAt t r Local Pref
I nt eger 32,

bgp4Pat hAt t r At oni cAggr egat e
| NTEGER,

bgp4Pat hAt t r Aggr egat or AS
I nt eger 32,

bgp4Pat hAt t r Aggr egat or Addr
| pAddr ess,

bgp4Pat hAtt r Cal cLocal Pr ef
I nt eger 32,

bgp4Pat hAt t r Best
| NTEGER,

bgp4Pat hAt t r Unknown
OCTET STRI NG

}

bgp4Pat hAt t r Peer OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON

"The | P address of the peer where the path
i nformati on was | earned. "
::={ bgp4PathAttrEntry 1 }

bgp4Pat hAt t r | pAddr Prefi xLen OBJECT- TYPE
SYNTAX I nteger32 (0..32)
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"Length in bits of the I P address prefix in
the Network Layer Reachability
Information field."
::={ bgp4PathAttrEntry 2 }

bgp4Pat hAt t r | pAddr Prefi x OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"An | P address prefix in the Network Layer
Reachability Information field. This object
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is an | P address containing the prefix with
| engt h specified by
bgp4Pat hAt t r | pAddr Prefi xLen
Any bits beyond the length specified by
bgp4Pat hAt t r | pAddr Prefi xLen are zeroed. "
REFERENCE
"RFC 4271, Section 4.3."
::={ bgp4PathAttrEntry 3 }

bgp4Pat hAttr Ori gi n OBJECT- TYPE

SYNTAX | NTEGER {
igp(l),-- networks are interior
egp(2),-- networks learned via the
-- EGP protocol
i nconpl ete(3) -- networks that
-- are learned by sone other
-- neans

}
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The ultimate origin of the path
i nformation."
REFERENCE
"RFC 4271, Section 4.3.
RFC 4271, Section 5.1.1."
::={ bgp4PathAttrEntry 4 }

bgp4Pat hAt t r ASPat hSegnment OBJECT- TYPE
SYNTAX OCTET STRING (SIZE (2. .255))
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The sequence of AS path segments. Each AS
path segment is represented by a triple
<type, length, val ue>.

The type is a l-octet field that has two
possi bl e val ues:
1 AS SET: unordered set of ASes that a
route in the UPDATE nessage
has traversed

2 AS_SEQUENCE: ordered set of ASes that
a route in the UPDATE nessage
has traversed.

The length is a 1-octet field containing the
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nunber of ASes in the value field.

The value field contains one or nore AS
nunbers. Each AS is represented in the octet
string as a pair of octets according to the
followi ng al gorithm

first-byte-of-pair = ASNunber / 256
second- byt e- of - pai r = ASNunber & 255;

Known | ssues:
0 BGP Confederations will result in
a type of either 3 or 4.
0 An AS Path may be | onger than 255 octets.
This may result in this object containing
a truncated AS Path."
REFERENCE
"RFC 4271, Section 4.3.
RFC 4271, Section 5.1.2."
::={ bgp4PathAttrEntry 5 }

bgp4Pat hAt t r Next Hop OBJECT- TYPE
SYNTAX | pAddr ess
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The address of the border router that
shoul d be used for the destination
network. This address is the NEXT_HOP
address received in the UPDATE packet."
REFERENCE
"RFC 4271, Section 4. 3.
RFC 4271, Section 5.1.3."
::={ bgp4PathAttrEntry 6 }

bgp4Pat hAttrMul ti Exi t Dl sc OBJECT- TYPE

SYNTAX Integer32 (-1..2147483647)

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"This nmetric is used to discrimnate

between nultiple exit points to an
adj acent autononmpbus system A value of -1
i ndi cates the absence of this attribute.

Known | ssues:

0 The BGP-4 specification uses an
unsi gned 32 bit nunber. Thus, this

Haas & Hares St andards Track [ Page 20]



RFC 4273 BGP4-M B January 2006

obj ect cannot represent the full
range of the protocol."
REFERENCE
"RFC 4271, Section 4.3.
RFC 4271, Section 5.1.4."
::={ bgp4PathAttrEntry 7 }

bgp4Pat hAt tr Local Pref OBJECT- TYPE

SYNTAX Integer32 (-1..2147483647)

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON

"The originating BGP4 speaker’s degree of

preference for an advertised route. A
val ue of -1 indicates the absence of this
attribute.

Known | ssues:

0 The BGP-4 specification uses an
unsigned 32 bit number and thus this
obj ect cannot represent the ful
range of the protocol."

REFERENCE
"RFC 4271, Section 4.3.
RFC 4271, Section 5.1.5."
::={ bgp4PathAttrEntry 8 }

bgp4Pat hAt t r At om cAggr egat e OBJECT- TYPE
SYNTAX | NTEGER {
| essSpeci fi cRout eNot Sel ect ed(1),
-- Typo corrected from RFC 1657
| essSpeci fi cRout eSel ect ed(2)

}
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"I'f the ATOM C AGGREGATE attribute is present
in the Path Attributes then this object MJST
have a val ue of '|essSpecificRouteNot Sel ected’ .

If the ATOM C_AGGREGATE attribute is m ssing
in the Path Attributes then this object MJST
have a val ue of 'l essSpecificRouteSel ected’.

Note that ATOM C_AGCREGATE is now a primarily
informati onal attribute."
REFERENCE

"RFC 4271, Sections 5.1.6 and 9.1.4."
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::={ bgp4PathAttrEntry 9 }

bgp4Pat hAt t r Aggr egat or AS OBJECT- TYPE

SYNTAX I nt eger 32 (0..65535)

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON
"The AS nunber of the | ast BGP4 speaker that
performed route aggregation. A value of
zero (0) indicates the absence of this
attribute.

Not e that propagation of AS of zero is illega
in the Internet."
REFERENCE
"RFC 4271, Section 5.1.7.
RFC 4271, Section 9.2.2.2."
::={ bgp4PathAttrEntry 10 }

bgp4Pat hAt t r Aggr egat or Addr OBJECT- TYPE

SYNTAX | pAddr ess

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON
"The | P address of the | ast BGP4 speaker
that performed route aggregation. A
val ue of 0.0.0.0 indicates the absence
of this attribute."”

REFERENCE
"RFC 4271, Section 5.1.7.
RFC 4271, Section 9.2.2.2."

::={ bgp4PathAttrEntry 11 }

bgp4Pat hAtt r Cal cLocal Pref OBJECT- TYPE
SYNTAX I nteger32 (-1..2147483647)
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The degree of preference cal cul ated by the
recei ving BGP4 speaker for an advertised
route. A value of -1 indicates the
absence of this attribute.

Known | ssues:

0 The BGP-4 specification uses an
unsi gned 32 bit nunber and thus this
obj ect cannot represent the ful
range of the protocol."
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REFERENCE
"RFC 4271, Section 9.1.1."
::= { bgp4PathAttrEntry 12 }

bgp4Pat hAt t r Best OBJECT- TYPE

SYNTAX | NTEGER {
false(l),-- not chosen as best route
true(2) -- chosen as best route

MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"An indication of whether this route
was chosen as the best BGP4 route for this
destination."
REFERENCE
"RFC 4271, Section 9.1.2."
::={ bgp4PathAttrEntry 13 }

bgp4Pat hAt t r Unknown OBJECT- TYPE
SYNTAX OCTET STRING (Sl ZE(O. . 255))
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"One or nore path attributes not understood by
this BGP4 speaker.

Path attributes are recorded in the Update Path
attribute format of type, |ength, value.

Si ze zero (0) indicates the absence of such
attributes

Cctets beyond the maxi num size, if any, are not
recorded by this object.

Known | ssues:

0 Attributes understood by this speaker, but not
represented in this MB, are unavailable to
the agent."

REFERENCE
"RFC 4271, Section 5."
::={ bgp4PathAttrEntry 14 }

-- Traps.

-- Note that in RFC 1657, bgpTraps was incorrectly

-- assigned a value of { bgp 7 } and each of the

-- traps had the bgpPeer Renot eAddr object inappropriately
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-- renoved fromtheir OBJECTS clause. The follow ng
-- definitions restore the semantics of the traps as
-- they were initially defined in RFC 1269.

bgpNotification OBJECT IDENTIFIER ::={ bgp O }
bgpEst abl i shedNoti fi cati on NOTI FI CATI ON- TYPE

OBJECTS { bgpPeer Renot eAddr,
bgpPeer Last Err or,

bgpPeer St at e }
STATUS current
DESCRI PTI ON

"The bgpEst abli shedNotification event is generated
when the BGP FSM enters the established state.

This Notification replaces the bgpEstablished
Notification."”
::={ bgpNotification 1}

bgpBackwar dTransNot i fi cati on NOTI FI CATI ON- TYPE
OBJECTS { bgpPeer Renot eAddr,
bgpPeer Last Err or,

bgpPeer St at e }
STATUS current
DESCRI PTI ON

"The bgpBackwar dTransNotification event is
gener at ed when the BGP FSM noves from a hi gher
nunbered state to a | ower nunbered state.

This Notification replaces the
bgpBackwar dsTransition Notification."
::={ bgpNotification 2}

-- { bgp 7} is deprecated. Do not allocate new objects or
-- notifications underneath this branch.

bgpTraps OBJECT IDENTIFIER ::={ bgp 7 } -- deprecated

bgpEst abl i shed NOTI FI CATI ON- TYPE
OBJECTS { bgpPeerLastError,

bgpPeer St at e }
STATUS deprecated
DESCRI PTI ON

"The bgpEstablished event is generated when
the BGP FSM enters the established state.

This Notification has been replaced by the
bgpEst abl i shedNoti fication Notification."
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::={ bgpTraps 1}

bgpBackwar dTr ansi ti on NOTI FI CATI ON- TYPE
OBJECTS { bgpPeerLastError,

bgpPeer St at e }
STATUS deprecated
DESCRI PTI ON

"The bgpBackwardTransition event is generated
when the BGP FSM noves from a hi gher nunbered
state to a | ower nunbered state.

This Notification has been replaced by the
bgpBackwar dTransNoti fi cati on Notification."
c:={ bgpTraps 2}

-- Conformance i nfornation

bgp4M BConf or rance OBJECT | DENTI FI ER
::={ bgp 8}
bgp4M BConpl i ances OBJECT | DENTI FI ER
::= { bgp4M BConformance 1 }
bgp4M BG oups OBJECT | DENTI FI ER
::= { bgp4M BConformance 2 }

-- Conpliance statenents

bgp4M BConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"The conpliance statenent for entities which
i mpl enent the BGP4 nib."
MODULE -- this nodul e
MANDATORY- GROUPS { bgp4M Bd obal sG oup,
bgp4M BPeer Gr oup,
bgp4M BPat hAttr Group }
GROUP bgp4M BNot i fi cati onG oup
DESCRI PTI ON
"I npl enentati on of BGP Notifications are
conpletely optional in this MB."
::={ bgp4M BConpliances 1 }

bgp4M BDepr ecat edConpl i ances MODULE- COVPLI ANCE
STATUS deprecated
DESCRI PTI ON
"The conpliance statenent docunenting deprecated
objects in the BGP4 nib."
MODULE -- this nodule
GROUP bgp4M BTr apG oup
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DESCRI PTI ON
"Group containing TRAP objects that were
i mproperly converted fromSMvl in RFC 1657.
The proper semantics have been restored
with the objects in bgp4M BNotificati onG oup. "
::= { bgp4M BConpl i ances 2 }

bgp4M BObsol et eConpl i ances MODULE- COVPLI ANCE
STATUS obsol ete
DESCRI PTI ON
"The conpliance statenent docunenting obsol ete
objects in the BGP4 nib."
MODULE -- this nodul e
GROUP bgpRcvdPat hAtt r Group
DESCRI PTI ON
"Group containing objects relevant to BGP-3
and earlier objects.”
::= { bgp4M BConpl i ances 3 }

-- Units of conformance

bgp4M Bd obal sG oup OBJECT- GROUP
OBJECTS { bgpVersi on,
bgpLocal As,
bgpl dentifier }
STATUS current
DESCRI PTI ON
"A collection of objects providing
i nformati on on gl obal BGP state.”
::={ bgp4M BG oups 1 }

bgp4M BPeer Gr oup OBJECT- GROUP
OBJECTS { bgpPeerldentifier,

bgpPeer St at e,
bgpPeer Adm nSt at us,
bgpPeer Negot i at edVer si on,
bgpPeer Local Addr,
bgpPeer Local Port,
bgpPeer Renot eAddr
bgpPeer Renot ePort ,
bgpPeer Renot eAs,
bgpPeer | nUpdat es,
bgpPeer Qut Updat es,
bgpPeer | nTot al Messages,
bgpPeer Qut Tot al Messages,
bgpPeer Last Err or,
bgpPeer FsnEst abl i shedTr ansi ti ons,
bgpPeer FsnEst abl i shedTi ne,
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bgpPeer Connect Retryl nt erval ,
bgpPeer Hol dTi ne,
bgpPeer KeepAl i ve,
bgpPeer Hol dTi meConfi gur ed,
bgpPeer KeepAl i veConfi gur ed,
bgpPeer M nASOri gi nati onl nterval,
bgpPeer M nRout eAdverti senent I nterval,
bgpPeer | nUpdat eEl apsedTi ne }
STATUS current

DESCRI PTI ON
"A collection of objects for managi ng
BGP peers."

::={ bgp4M BG oups 2 }

bgpRcvdPat hAtt r G oup OBJECT- GROUP
OBJECTS { bgpPat hAt tr Peer,
bgpPat hAt t r Dest Net wor k,
bgpPat hAttrOri gi n,
bgpPat hAt t r ASPat h,
bgpPat hAt t r Next Hop,
bgpPat hAttr | nt er ASMetric }
STATUS obsol ete
DESCRI PTI ON
"A collection of objects for managi ng BGP-3 and
earlier path entries.

Thi s conformance group, |like BGP-3, is obsolete."
::={ bgp4M BG oups 3 }

bgp4M BPat hAtt r G oup OBJECT- GROUP
OBJECTS { bgp4Pat hAttr Peer,
bgp4Pat hAt t r | pAddr Prefi xLen,
bgp4Pat hAt t r | pAddr Prefi x,
bgp4Pat hAttrOri gi n,
bgp4Pat hAt t r ASPat hSegment ,
bgp4Pat hAt t r Next Hop,
bgp4Pat hAttrMil ti Exi t D sc,
bgp4Pat hAt t r Local Pref,
bgp4Pat hAt t r At omi cAggr egat e,
bgp4Pat hAt t r Aggr egat or AS,
bgp4Pat hAt t r Aggr egat or Addr ,
bgp4Pat hAtt r Cal cLocal Pref,
bgp4Pat hAt t r Best
bgp4Pat hAt t r Unknown }
STATUS current
DESCRI PTI ON
"A collection of objects for managi ng
BGP path entries.”
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::={ bgp4M BG oups 4 }

bgp4M BTr apG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { bgpEst abl i shed,
bgpBackwar dTransition }
STATUS deprecated
DESCRI PTI ON
"A collection of notifications for signaling
changes in BGP peer rel ationshi ps.

bsol eted by bgp4M BNoti ficati onG oup”
::={ bgp4M BG oups 5 }

bgp4M BNot i fi cati onG oup NOTI FI CATI ON- GROUP
NOTI FI CATI ONS { bgpEst abl i shedNotifi cati on,
bgpBackwar dTransNoti fi cati on }
STATUS current
DESCRI PTI ON
"A collection of notifications for signaling
changes in BGP peer rel ationshi ps.

bsol et es bgp4M BTr apG oup. "
::={ bgp4M BG oups 6 }

END
5. Security Considerations

This MB relates to a systemproviding inter-domain routing. As
such, inproper mani pul ation of the objects represented by this MB
may result in denial of service to a |arge nunber of end-users.

There are several managenent objects defined in this MB that have a
MAX- ACCESS cl ause of read-wite and/or read-create. Such objects
shoul d be consi dered sensitive or vulnerable in nost network
environnents. The support for SET operations in a non-secure

envi ronnment wi thout proper protection can have a negative effect on
network operations. These objects include:

0 bgpPeer Adm nSt at us
| nproper change of bgpPeer Admi nStatus, fromstart to stop, can
cause significant disruption of the connectivity to those

portions of the Internet reached via the applicable renote BGP
peer.
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0 bgpPeer Connect Retryl nterva

| mproper change of this object can cause connections to be
di srupted for extrenely long time periods when otherw se they
woul d be restored in a relatively short period of tine.

0 bgpPeer Hol dTi meConfi gured, bgpPeer KeepAl i veConfi gured

M sconfiguration of these objects can nmake BGP sessions nore
fragile and less resilient to denial of service attacks on the
i nter-domain routing system

0 bgpPeer M nASOri gi nati onl nt erval
bgpPeer M nRout eAdverti senent I nterva

M sconfiguration of these objects nay adversely affect gl oba

I nternet convergence of the routes advertised by this BGP
speaker. This may result in long-lived routing | oops and

bl ackhol es for the portions of the Internet that utilize these
rout es.

There are a nunber of managed objects in this MB that contain
sensitive informati on regarding the operation of a network. For
exanpl e, a BGP peer’s local and renote addresses night be sensitive
for 1SPs who want to keep interface addresses on routers confidentia
in order to prevent router addresses used for a denial of service
attack or spoofing.

Therefore, it is inmportant in nobst environnents to control read
access to these objects and possibly to even encrypt the val ues of
t hese obj ect when sending them over the network via SNWP

SNMP versions prior to SNVMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using I Psec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNWPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 crypt ographi c nechani sns (for
aut henti cation and privacy).

Further, deployment of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOMWENDED to depl oy SNWPv3 and to
enabl e cryptographic security. It is then a customner/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
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the objects only to those principals (users) that have legitinmate
rights to indeed GET or SET (change/create/ delete) them
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