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Abstract

Mobile IPv6 (M Pv6) defines a new Mobility header that is used by
nmobi | e nodes, correspondent nodes, and hone agents in all nessagi ng
related to the creation and managenent of bindings. Mbile |Pv6
nodes need the capability to identify thenselves using an identity
other than the default hone I P address. Sone exanples of identifiers
i nclude Network Access ldentifier (NAI), Fully Qualified Domai n Nane
(FQDN), International Mbile Station Identifier (IMSI), and Mbile
Subscri ber Nunber (MsISDN). This docunent defines a new nobility
option that can be used by Mbile IPv6 entities to identify

thenmsel ves in nmessages containing a nobility header.
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1. Introduction

The base specification of Mbile IPv6 [ RFC3775] identifies nobility
entities using an | Pv6 address. It is essential to have a nechani sm
wherein nmobility entities can be identified using other identifiers
(for exanple, a Network Access ldentifier (NAl) [RFC4282],
International Mbile Station Identifier (IMSI), or an application/
depl oynent specific opaque identifier).

The capability to identify a nobility entity via identifiers other
than the |1 Pv6 address can be | everaged for perform ng various
functions, for exanple,

0 authentication and authorization using an existing AAA
(Aut henti cation, Authorization, and Accounting) infrastructure or
via an HLR/ AuC (Hone Location Regi ster/Authentication Center)

o dynanic allocation of a nobility anchor point
o dynamc allocation of a honme address

Thi s docunent defines an option with a subtype nunber that denotes a
specific type of identifier. One instance of subtype, the NAI, is
defined in Section 3.1. It is anticipated that other identifiers
will be defined for use in the nobility header in the future.

This option SHOULD be used when Internet Key Exchange (I KE)/IPsec is
not used for protecting binding updates or binding acknow edgenent s
as specified in [RFC3775]. It is typically used with the

aut hentication option [ RFC4285]. But this option may be used

i ndependently. For exanple, the identifier can provide accounting
and billing services.
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2.

Ter m nol ogy

The keywords "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119].

Mobi | e Node ldentifier Option

The Mobile Node Identifier option is a new optional data field that
is carried in the Mbile | Pv6-defined nessages that includes the
Mobility header. Various fornms of identifiers can be used to
identify a Mobile Node (MN). Two exanples are a Network Access
Identifier (NAI) [RFC4282] and an opaque identifier applicable to a
particular application. The Subtype field in the option defines the
specific type of identifier.

This option can be used in nobility nmessages containing a nobility
header. The subtype field in the option is used to interpret the
specific type of identifier.

0 1 2 3
01234567890123456789012345678901
B s o ks ik ks S SR S i R S S e
| Option Type | Option Length |
e i T i i o T R O S O e S T S s it (o (B SR S
| Subtype I dentifier

T I T S T T i S S T S i S S S SR S e 1

Option Type:

WN- | D- OPTI ON- TYPE has been assigned value 8 by the ANA. It is
an 8-bit identifier of the type nobility option.

Option Length:

8-bit unsigned integer, representing the length in octets of
the Subtype and Identifier fields.

Subt ype:

Subtype field defines the specific type of identifier included
in the Identifier field.

ldentifier:

A variable length identifier of type, as specified by the
Subtype field of this option.
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This option does not have any alignnent requirenents.
3.1. M\-NAI Mbility Option

The M\-NAI nobility option uses the general format of the Mbile Node
Identifier option as defined in Section 3. This option uses the
subtype value of 1. The M\-NAI nobility option is used to identify

t he nmobil e node.

The MN-NAI nobility option uses an identifier of the formuser@eal m
[ RFC4282]. This option MIST be inplenented by the entities
i mpl enenting this specification

3.2. Processing Considerations

The | ocation of the MN Identifier option is as follows: Wen present,
this option MJIST appear before any authentication-related option in a
message containing a Mbility header

4. Security Considerations
4.1. General Considerations

Mobil e | Pv6 al ready contains one nechanismfor identifying nobile
nodes, the Honme Address option [RFC3775]. As a result, the

vul nerabilities of the new option defined in this docunent are
simlar to those that already exist for Mbile IPv6. In particular
the use of a permanent, stable identifier may conpromi se the privacy
of the user, making it possible to track a particul ar device or user
as it noves through different |ocations.

4.2. MN-NAI Consi derations

Since the Mobile Node Identifier option described in Section 3

reveals the hone affiliation of a user, it may assist an attacker in
determning the identity of the user, help the attacker in targeting
specific victins, or assist in further probing of the usernane space.

These vul nerabilities can be addressed through vari ous nechani sns,
such as those di scussed bel ow

o0 Encrypting traffic at the link layer, such that other users on the
sane link do not see the identifiers. This mechani sm does not
hel p agai nst attackers on the rest of the path between the nobile
node and its hone agent.

o Encrypting the whol e packet, such as when using |IPsec to protect
the conmuni cations with the honme agent [RFC3776].
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o Using an authentication nechanismthat enables the use of privacy
NAl s [ RFC4282] or tenporary, changing "pseudonyns” as identifiers.

In any case, it should be noted that as the identifier optionis only
needed on the first registration at the home agent and subsequent

regi strations can use the hone address, the w ndow of privacy
vulnerability in this docunment is reduced as conpared to [ RFC3775].
In addition, this docunent is a part of a solution to allow dynanic
hone addresses to be used. This is an inprovenent to privacy as
well, and it affects both comruni cations with the hone agent and the
correspondent nodes, both of which have to be told the home address.

5. | ANA Consi derati ons

The values for new nobility options nmust be assigned fromthe Mbile
| Pv6 [ RFC3775] nunbering space.

The | ANA has assigned the value 8 for the M\-I D OPTI ON- TYPE.

In addition, | ANA has created a new nanespace for the subtype field
of the Mobile Node Identifier option. The currently allocated val ues
are as foll ows:

NAI (defined in [ RFC4282]).

New val ues for this namespace can be allocated using Standards Action
[ RFC2434] .
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Ful I Copyright Statenent
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This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the infornation to the IETF at ietf-
ipr@etf.org.
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