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Abstr act

The concept of Internet G oup Managenent Protocol (IGwW) and

Mul ticast Listener Discovery (M.D) snooping requires the ability to
identify the location of nulticast routers. Since snooping is not
standardi zed, there are many nmechanisns in use to identify the

mul ticast routers. However, this can lead to interoperability issues
bet ween multicast routers and snooping switches fromdifferent
vendor s.

Thi s docunent introduces a general mechanismthat allows for the

di scovery of nulticast routers. This new nechanism Milticast Router
Di scovery (MRD), introduces a standardi zed neans of identifying

mul ticast routers w thout a dependency on particular multicast
routing protocols.
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I ntroduction

Mul ticast Router Discovery (MRD) nessages are useful for determ ning
whi ch nodes attached to a switch have multicast routing enabl ed.

This capability is useful in a layer-2 bridging domain with snooping
switches. By utilizing MRD nessages, |ayer-2 swtches can determ ne
where to send nulticast source data and group nenbershi p nessages [ 1]
[2]. Milticast source data and group nenbership reports nust be
received by all multicast routers on a segnment. Using the group
menber ship protocol Query nmessages to discover nulticast routers is
insufficient due to query suppression

Al t hough MRD nessages coul d be sent as | CMP nessages, the group
managenent protocols were chosen since this functionality is

mul ticast specific. The addition of this functionality to the group
menber ship protocol also allows operators to have congruence between
MRD probl ens and data forwarding issues.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [3].

Pr ot ocol Overvi ew

Mul ti cast Router Discovery consists of three nessages for discovering
mul ticast routers. The Milticast Router Advertisenment is sent by
routers to advertise that IP nulticast forwarding is enabl ed

Devi ces may send Multicast Router Solicitation nessages in order to
solicit Advertisenent nessages frommulticast routers. The Milticast
Rout er Termi nation nessages are sent when a router stops |P nulticast
routing functions on an interface.

Mul ticast routers send unsolicited Advertisenents periodically on all
interfaces on which nulticast forwarding is enabled. Advertisenent
messages are also sent in response to Solicitations. In addition to
advertising the location of nulticast routers, Advertisenents al so
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convey useful information concerning group nanagenent protoco
variables. This information can be used for consistency checking on
t he subnet.

A device sends Solicitation nmessages whenever it w shes to di scover
nmulticast routers on a directly attached |ink

A router sends Term nation nessages when it term nates nulticast
routing functionality on an interface.

Al'l MRD nessages are sent with an IPv4 Time to Live (TTL) or |Pv6 Hop
Limt of 1 and contain the Router Alert Option [4] [5]. Al MD
messages SHOULD be rate-limted as per the MaxMessageRate vari abl e.

Advertisenent and Term nation nmessages are sent to the All-Snhoopers
mul ti cast address.

Solicitation nessages are sent to the All-Routers nulticast address.
Any data beyond the fixed nessage fornmat MJST be ignored.

3. Milticast Router Advertisenent
Mul ti cast Router Advertisenents are sent unsolicited periodically on
all router interfaces on which nulticast forwarding is enabled. They
are also sent in response to Milticast Router Solicitation nessages.
Advertisenents are sent
1. Upon the expiration of a periodic (nodul o random zation) tinmer
2. As part of a router’s start-up procedure
3. During the restart of a nmulticast forwarding interface
4. On receipt of a Solicitation nessage
Al'l Advertisenents are sent as |Internet G oup Managenent Protocol
(for 1Pv4) or Miulticast Listener Discovery (for |Pv6) nessages to the
Al'l - Snoopers mul ticast address. These nessages SHOULD be rate-
limted as per the MaxMessageRate vari abl e.

3.1. Advertisenent Configuration Variables
An MRD i npl ementati on MJUST support the follow ng variabl es being
configured by system managenent. Default values are specified to

make it unnecessary to configure any of these variables in many
cases.
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3.1.1. Advertisenentlnterval

This variable is the base interval (in integer seconds) between the
transm ssions of unsolicited Advertisenments on an interface. This
val ue MUST be no | ess than 4 seconds and no greater than 180 seconds.

Default: 20 seconds
3.1.2. Advertisenentlditter

This is the maxinumtime (in seconds) by which the
Advertisenentinterval is perturbed for each unsolicited
Advertisenent. Note that the purpose of this jitter is to avoid
synchroni zation of nultiple routers on a network, hence choosing a
val ue of zero is discouraged. This value MJST be an integer no |ess
than 0 seconds and no greater than Advertisenentlnterval

The AdvertisenentJitter MJUST be 0.025*Adverti senentl|nterva
3.1.3. Maxlnitial Adverti senentl|nterva

The first unsolicited Advertisenent transmitted on an interface is
sent after waiting a randominterval (in seconds) less than this
variable. This prevents a flood of Advertisenents when nultiple
routers start up at the sanme tine.

Default: 2 seconds
3.1.4. Maxl ni ti al Adverti senents

This variable is the maxi mum nunber of unsolicited Advertisenents
that will be transmitted by the advertising interface when MRD starts
up.

Default: 3

3.1.5. NeighborDeadl nterva

The Nei ghbor Deadl nterval variable is the maxinumtinme (in seconds)
allowed to elapse (after receipt of the last valid Advertisenent)
bef ore a neighboring router is declared unreachable. This variable
i s maintai ned per neighbor. An MRD receiver should set the

Nei ghbor Deadl nterval to 3 tinmes the sum of Advertisenent Interva
Field received plus the AdvertisenentJitter calculated fromthe
received Advertisenment Interval Field. This ensures consistent
behavi or between nultiple devices on a network
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Default : 3 * (Advertisenent Interval Field + cal cul ated
AdvertisenentJitter)

3.1.6. MuxMessageRate

The MaxMessageRate variable is the nmaxi num aggregate nunber of
messages an MRD i npl ementation SHOULD send (per second) per interface
or per managenent or | oggi ng destination.
Default: 10

3.2. Advertisenment Packet Fornat

The Advertisenent nmessage has the follow ng format:

0 1 2 3
01234567890123456789012345678901
i S S S T i i S S i i S S S S R T T

| Type | Ad. Interval | Checksum |
B Lt r s i i i o o T s ks S R S
| Query Interval | Robust ness Vari abl e

B s T s s e T o e S T ks et s oot ST S S S o S S 3
3.2.1. Type Field

The Type field identifies the nessage as an Advertisenent. It is set
to Ox30 for IPv4 and 151 for |Pv6.

3.2.2. Advertisenent Interval Field
This field specifies the periodic tine interval at which unsolicited
Advertisenent nessages are transmitted in units of seconds. This
value is set to the configured Adverti senentl| nterval
3.2.3. ChecksumField
The checksumfield is set as follows:
1. For IPv4 it is the 16-bit one’s conplenment of the one’'s
conmpl enent sum of the | GW nessage, starting with the Type field.

For computing the checksum the checksumfield is set to O.

2. For IPv6 it is ICWPv6 checksum as specified in [6].
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3.2.4. Query Interval Field
The Query Interval field is set to the Query Interval value (in
seconds) in use by IGW or M.D on the interface. If IGW or MDis
not enabl ed on the advertising interface, this field MIST be set to
0. Note that this is the Querier’'s Query Interval (QJ), not the
Querier’'s Query Interval Code (QAC as specified in the | GW/ M.D
speci fications.

3.2.5. Robustness Variable Field
This field is set to the Robustness Variable in use by |GWv2 [2],
IGWv3 [7], or MLD [8] [9] on the advertising interface. |If |GwWv1l
is in use or no group managenent protocol is enabled on the
interface, this field MJST be set to O.

3.3. | P Header Fields

3.3.1. Source Address

The I P source address is set to an | P address configured on the
advertising interface. For IPv6, a link-local address MJST be used.

3.3.2. Destination Address

The | P destination address is set to the Al -Snoopers multicast
addr ess.

3.3.3. Time-to-Live / Hop Limt

The IPv4 TTL and I Pv6 Hop Linit are set to 1
3.3.4. | Pv4 Protocol

The 1 Pv4 Protocol field is set to IGW (2).
3.3.5. | Pv6 Next Header

The 1 CvWPv6 header is identified by a Next Header value of 58 in the
i medi atel y precedi ng header [6].
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3.4. Sending Miulticast Router Advertisenents
Advertisenent nessages are sent when the follow ng events occur

1. The expiration of the periodic advertisenent interval tiner.
Note that this tinmer is not strictly periodic since the base
Advertisenentinterval is varied at each interval by a random
val ue no nore than plus or mnminus AdvertisementJitter seconds

2. After a random delay less than Maxlnitial Adverti sementl|nterva
when an interface is first enabled, is (re-)initialized, or MRD
is enabled. A router may send up to a naxi mum of
Maxl nitial Advertisenments Advertisenents, waiting for a random
delay |l ess than Maxlnitial Advertisementlnterval between each
successi ve nmessage. Miltiple Advertisenents are sent for
robustness in the face of packet |oss on the network

This is to prevent an inplosion of Advertisenents. An exanple of
this occurring would be when nmany routers are powered on at the sane
time. Wen a Solicitation is received, an Advertisenent is sent in
response with a random del ay | ess than MAX_RESPONSE_DELAY. If a
Solicitation is received while an Advertisenent is pending, that
Solicitation MIST be ignored.

Changes in the Query Interval or Robustness Variable MJST NOT trigger
a new Advertisenent; however, the new val ues MJST be used in al
future Adverti senent nessages.

When an Advertisenment is sent, the periodic advertisenent interva
timer MUST be reset.

3.5. Receiving Miulticast Router Advertisenents

Upon receiving an Advertisenment nmessage, devices validate the nmessage
with the following criteria:

1. The checksumis correct

2. The I P destination address is equal to the Al -Snoopers multicast
addr ess

3. For IPv6, the I P source address is a |link-local address
An Advertisenment not neeting the validity requirenments MJST be

silently discarded and may be logged in a rate-linited nmanner as per
t he MaxMessageRate vari abl e
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If an Advertisenment is not received for a particular neighbor within
a Nei ghborDeadlnterval time interval, then the neighbor is considered
unr eachabl e.

4. Multicast Router Solicitation
Mul ticast Router Solicitation nessages are used to solicit
Advertisenments fromnulticast routers on a segnent. These nessages
are used when a device wishes to discover nulticast routers. Upon
receiving a solicitation on an interface with IP nulticast forwarding
and MRD enabled, a router will respond with an Adverti senent.
Solicitations may be sent when these occur
1. Aninterface is (re-)initialized
2. MRD is enabled

Solicitations are sent to the All-Routers nulticast address and
SHOULD be rate-linmted, as per the MaxMessageRate vari abl e.

4.1. Solicitation Packet Format
The Solicitation nmessage has the follow ng fornat:
0 1 2 3
01234567890123456789012345678901
B s T s s e T o e S T ks et s oot ST S S S o S S 3
| Type | Reserved | Checksum |
B T S S e s e i s S i S S S S S S T S SR S S S i S S S

4.1.1. Type Field

The Type field identifies the nmessage as a Solicitation. It is set
to Ox31 for IPv4 and 152 for |Pv6.

4.1.2. Reserved Field

The Reserved field is set to O on transm ssion and ignored on
reception.

4.1.3. ChecksumField
The checksumfield is set as follows:
o For IPv4d it is the 16-bit one’s conplenent of the one’'s conpl ement

sum of the | GW nessage, starting with the Type field. For
conputing the checksum the checksumfield is set to O.
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o For IPv6 it is |ICWv6 checksum as specified in [6].
4.2. | P Header Fields
4.2.1. Source Address

The | P source address is set to an I P address configured on the
soliciting interface. For IPv6, a link-local address MJST be used.

4.2. 2. Desti nati on Address

The | P destination address is set to the All-Routers nulticast
addr ess.

4.2.3. Time-to-Live / Hop Limt

The 1Pv4 TTL and I Pv6 Hop Linmit are set to 1

N

.2.4. | Pv4 Protocol
The | Pv4 Protocol field is set to IGW (2).
4.2.5. | Pv6 Next Header

The 1 CvWPv6 header is identified by a Next Header value of 58 in the
i medi ately precedi ng header [6].

4.3. Sending Multicast Router Solicitations
Solicitation nessages are sent when the follow ng events occur
o After waiting for a random delay | ess than MAX_SOLI Cl TATI ON_DELAY
when an interface first becones operational, is (re-)initialized,
or MRD is enabled. A device may send up to a maxi mum of
MAX_SOLI Cl TATIONS, waiting for a random del ay | ess than
MAX_SOLI Cl TATI ON_DELAY between each solicitation.
0o Optionally, for an inplenentation specific event.
Solicitations MIST be rate-limted as per the MaxMessageRate
vari abl e; the inplenentati on MIST send no nore than MAX SOLI Cl TATI ONS
in MAX SQOLI ClI TATI ON_DELAY seconds
4.4. Receiving Miulticast Router Solicitations

A Solicitation nmessage MJUST be validated before a response is sent.
A router MIST verify the foll ow ng
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0 The checksumis correct.
o0 The IP destination address is the All-Routers nulticast address.
o For I1Pv6, the IP source address MJST be a link-1ocal address.
Solicitations not neeting the validity requirenents SHOULD be
silently discarded and may be logged in a rate-linited nmanner as per
t he MaxMessageRat e vari abl e.
5. Milticast Router Termination
The Multicast Router Termi nation nessage is used to expedite the
notification of a change in the status of a router’s multicast
forwardi ng functions. Milticast routers send Term nati ons when
mul ticast forwarding is disabled on the advertising interface.
5.1. Termnation Packet For mat
The Term nation nmessage has the followi ng fornat:
0 1 2 3
01234567890123456789012345678901
B T S S e s e i s S i S S S S S S T S SR S S S i S S S
| Type | Reser ved | Checksum |
B Lt r s i i i o o T s ks S R S

5.1.1. Type Field

The Type field identifies the message as a Termnation. It is set to
0x32 for | Pv4 and 153 for |Pv6.

5.1.2. Reserved Field

The Reserved field is set to O on transmi ssion and ignored on
reception.

5.1.3. ChecksumField
The checksumfield is set as follows:
o For IPv4 it is the 16-bit one’'s conplenent of the one’s conpl enent
sum of the | GW nessage, starting with the Type field. For

computing the checksum the checksumfield is set to O.

o For IPv6 it is |ICWv6 checksum as specified in [6].

Haber man, et al. St andards Track [ Page 11]



RFC 4286 Miul ticast Router Discovery Decenber 2005

5.2. | P Header Fields
5.2.1. Source Address

The I P source address is set to an I P address configured on the
advertising interface. For IPv6, a link-local address MJST be used.

5.2.2. Destination Address

The I P destination address is set to the Al -Snoopers multicast
address.

5.2.3. Time-to-Live / Hop Limt

The 1 Pv4 TTL and I Pv6 Hop Linit are set to 1.
5.2.4. |1 Pv4 Protocol

The 1 Pv4 Protocol field is set to IGW (2).
5.2.5. | Pv6 Next Header

The 1 CwPv6 header is identified by a Next Header value of 58 in the
i medi atel y precedi ng header [6].

5.3. Sending Miulticast Router Termi nations
Term nati on nmessages are sent by multicast routers when
o Milticast forwarding is disabled on an interface
0 An interface is adnministratively disabled
o0 The router is gracefully shut down
o MRD is disabled

The sending of Term nation nessages SHOULD be rate-linmted as per the
MaxMessageRat e vari abl e.

5.4. Receiving Milticast Router Termn nations

Upon receiving a Term nati on nessage, devices validate the nessage.
The validation criteria are the foll ow ng:

0o Checksum MJUST be correct.

Haber man, et al. St andards Track [ Page 12]



RFC 4286 Miul ticast Router Discovery Decenber 2005

0 | P destination address MJST equal the All-Snoopers nulticast
addr ess.

o For IPv6, the | P source address MJUST be a link-1ocal address.

Term nation nessages not neeting the validity requirenents MJST be
silently discarded and may be logged in a rate-linited nmanner as per
t he MaxMessageRat e vari abl e.

If the message passes these validation steps, a Solicitation is sent.
If an Advertisenment is not received wi thin NeighborDeadl nterval, the
sending router is renoved fromthe list of active nulticast routers.

6. Protocol Constants

The following list identifies constants used in the MRD protocol
These constants are used in the cal cul ati on of paraneters.

0 MAX RESPONSE DELAY 2 seconds

0 MAX_SOLI Cl TATI ON_DELAY 1 second

o MAX SOLICI TATIONS 3 transm ssi ons
7. Security Considerations

As MRD is a link-local protocol, there is no circunstance in which it
woul d be correct for an MRD receiver to receive MRD traffic froman
of f-network source. For |IPv6, MRD nessages MJST have a valid |link-

| ocal source address. Any nessages received without a valid link-

| ocal source address MJST be discarded. Similarly, for |Pv4, the MRD
receiver MIUST deternmine if the source address is local to the
receiving interface, and MJST discard any nessages that have a non-

| ocal source. Determ ning what networks are | ocal may be
acconpl i shed through configuration information or operationa
capabilities.

Rogue nodes nmay attenpt to attack a network running MRD by sending
spoof ed Advertisement, Solicitation, or Termination nessages. Each
type of spoofed nessage can be dealt with using existing technol ogy.

A rogue node may attenpt to interrupt nulticast service by sending
spoof ed Term nation nessages. As described in Section 5.4, all

Term nation nessages are validated by sending a Solicitation nmessage.
By sending a Solicitation, the node will force the transmni ssion of an
Advertisenent by an active router.
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Spoofed Solicitation nessages do not cause any operational harm
They may be used as a flooding mechanismto attack a nulticast
router. This attack can be nitigated through the rate-limting
recommendation for all MRD nessages.

The Multicast Router Advertisenment nessage nmay all ow rogue nachines
to masquerade as multicast routers. This could allow those nachi nes
to eavesdrop on multicast data transmi ssions. Additionally, it could
constitute a denial of service attack to other hosts in the sane
snoopi ng domai n or sharing the sane device port in the presence of

hi gh-rate nulticast flows.

The technol ogy available in SEND [10] can be utilized to address
spoof ed Adverti senent nessages in | Pv6 networks. |Pv6 Milticast
routers in an MRD- enabl ed network can use SEND based |ink-1oca
addresses as the | Pv6 source address for MRD nessages. Wen a switch
receives an initial Advertisement, it can use the information in the
SEND- based address to challenge the router to authenticate itself.

It should be noted that this approach only applies to | Pv6 networKks.

Anot her solution that supports both IPv4 and IPv6 is to use |IPsec in
Encapsul ati ng Security Payload (ESP) node [11] to protect against
attacks by ensuring that nessages canme froma systemw th the proper
key. Wien using |Psec, the nessages sent to the Al -Snoopers address
shoul d be aut henticated using ESP. Should encryption not be desired,
ESP with a null encryption algorithmand a synmetric authentication
al gorithm such as HVAC-SHA-1, is viable. For keying, a symetric
signature algorithmw th a single manually configured key is used for
routers sending Advertisenents. This allows validation that the MRD

nmessage was sent by a systemwith the key. 1t should be noted that
this does not prevent a systemwith the key fromforging a nessage
and it requires the disabling of |Psec’s Replay Protection. It is

the responsibility of the network administrator to ensure that the
same key is present on all possible MRD participants.

8. | ANA Consi derations
Thi s docunent introduces three new | GW nessages. Each of these

nmessages requires a new | GW Type value. The | ANA has assigned three
new | GW Type values to the Milticast Router Discovery Protocol

S S o e e e e e e e e e e e e oo +
| 1GW Type | Section | Message Nane

N . T +
| 0x30 | Section 3.2.1 | Milticast Router Advertisenent

| 0x31 | Section 4.1.1 | Milticast Router Solicitation

| 0x32 | Section 5.1.1 | Milticast Router Term nation
S S o e e e e e e e e e e e e oo +
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10.

10.

This docunent al so introduces three new MLD nessages. Each of these
nmessages requires a new | CVPv6 Type val ue. The | ANA has assi gnhed
three new | CMPv6 Type values fromthe I nformational range

B S S o e e e e e e e e e e e e e e e +
| 1CWPV6 Type | Section | Message Nane |
. . S +
| 151 | Section 3.2.1 | Milticast Router Advertisenent |
| 152 | Section 4.1.1 | Milticast Router Solicitation

| 153 | Section 5.1.1 | Milticast Router Term nation

B S S o e e e e e e e e e e e e e e e +

This docunent al so requires the assignnent of an All-Snoopers
mul ti cast address for IPv4. This nulticast address is in the
224.0.0/ 24 range since it is used for link-local, control nessages.
The 1 Pv4 nmulticast address for All-Snoopers is 224.0.0. 106.

A corresponding | Pv6 nulticast address has al so been assi gned.
Fol l owi ng the guidelines in [12], the IPv6 nulticast address is a
link-local in scope and has a group-1D value equal to the | ow order 8
bits of the requested IPv4 multicast address. The IPv6 nulticast
address is FF02:0:0:0:0:0: 0: 6A.
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Ful I Copyright Statenent
Copyright (C The Internet Society (2005).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the infornation to the IETF at ietf-
ipr@etf.org.
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