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COMVENTS ON FI LE TRANSFER PROTOCCOL

On January 23, 1973, Jon Postel (NMC), Eric Harslem (RAND), Stephen
Wl fe (CCN), and Robert Braden (CCN), held and informal neeting at
UCLA on FTP. This RFC generally reports the consensus of that
meeting on the followi ng issues: server-server transfers (ref. RFC
438 by Thormas and C enents); site-dependent infornmation; and

m scel | aneous questions/di sagreenments with RFC 354, 385, and 414.
There was al so a discussion of the print file nuddle, but that
subject is addressed in a separate RFC, No. 448.

M scel | aneous Comments on FTP
1. RFC 385, P. 1 (3)

The question of print files will be discussed at |length in another
RFC. However, we did feel that the word "still" on the second
line fromthe bottomof Page 1 is gratuitous.

2. RFC 385, P. 2 (5.)
RFC 385, P. 3 (8.)
RFC 414, P. 4 (11.i)

To the extent that we understand these itens, they seemto be
unnecessary and probably undesirabl e concessions to particular bad
i mpl ement ations ("hacks"). In reference to the second item No. 8
in RFC 385, one should note that in an asynchronous mnulti-process

system|li ke the ARPA Network, the phrase "inmrediately after"” has
little neaning. An inplenentation which depends upon "immediately

after"” is erroneous and should be fixed. |f the protocol as
defined has an intrinsic race condition, of course, the protoco
shoul d be fixed, but we don’t believe such a problemexists. It

woul d help if definitions of comrmand-response sequences in the FTP
docunent were tightened up considerably. As for the last item we
don’ t understand why Wayne Hathaway is so strongly opposed to
"inmplied eor".

3. RFC 354, P. 13, Format Definitions for Block Mde
(a) The definition of the header |ength presumably is neant to be

the "snall est integral nunmber of bytes whose length is greater
or equal to 24 bits"
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(b) The sane definitional problemoccurs for restart markers.
(c) Wiy does the restart marker have to be greater than 8 bits?

(d) Note that changing the Descriptor coding to bit flags would
abolish the inplied eor as well as the problemof RFC 385, P.
2, #6.

4. RFC 414, P. 5 (11.iii)

Note that text nmode is not possible for any EBCDI C coded file.
Since EBCDIC is an 8-bit code, Telnet control characters
(128-255) cannot be used to distinguish either eor or eof.
Stream and bl ock npbdes will work, however. W have found the
diagramon the | ast page to be useful for keeping track of the
t hr ee- di nensi onal space of FTP paraneters

5. RFC 354, P. 17, PASS Command

There is no mechanismw thin FTP for changing a password. A
user shouldn’t have to use a different protocol (e.g., log
into a time sharing systenm) to nerely change his password

6. RFC 385, P. 3 (9.), TYPE Before BYTE

This adnmonition (to send TYPE before BYTE) should be clearly
| abel ed as a recomended procedure for user FTP, not a restriction
on a server FTP.

7. RFC 385, P. 2-3 (7) Order of 255 Reply

Some of the participants felt (strongly) that the tinming problem
dealt with in this itemis the result of bad NCP inpl enentations
and ought not be dignified in the protocol. The issue here is the
old, famliar, and touchy one of queueing RFC s or not. (My own
view is that the protocol asymetry forced by NCP's which can't
queue RFC s is at |east unaesthetic, and nakes sone el egant
solutions inpossible. For exanples, see RFC 414 and the comments
bel ow on server-server interaction, and RFC 438 on Reconnection

Pr ot ocol ).

8. RFC 354, P. 15, Restart

Fol I owi ng a RESTart command, APPend and STORe presunably have
i denti cal meani ngs.
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B. FTP Paraneter Encoding

RFC 448, which discusses print files, points out that the print file
attribute is logically independent of the character code attribute
(ASCI1 vs. EBCDIC) in the type dinension; the set of allowable types
in FTP is the outer product of the individual attributes. Thus FTP
has (at | east) four character types, sunmmarized by the follow ng two
X two matrix:

| ASCI | EBCDI C
_______________ e
Not Print File | |
_______________ B
Print File | |
............... e

| propose that the encoding in the TYPE conmand nodel this

i nt erdependence of the types. Instead of using a distinct single
ASCI | character for each type, we should use nultiple ASC
characters---qualifiers, if you wish. For exanple:

represents ASClI| code
represents EBCDI C code
represents print file
represents inmage

represents | ocal byte

——Tom>

Then the I egal types according to RFC 385 woul d be:

A
AP
E
EP
I
L

Note that the attributes under consideration here are type-like; they
are not (logically) concerned with the structure or the transm ssion
node, only the internal encoding of the file.

At present, this would be a trivial change. However, | foresee the
file transfer protocol expanding significantly over the next severa
years as new types are added. Sone servers will want to add server-
specific type variations, and the NWG will want to add sonme. How
about an APL character set? O the nultiple-overlay 256 character
ASCI | which has been proposed? Miltiple qualifiers (and later

per haps nore structure) in the type seens to be the cl eanest escape
mechani sm for future grow h.
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C. Server-Server Interaction

The FTP changes proposed by Thomas and Cenents in RFC 438 are a
particul ar solution to a general probleminherent in the current
host - host protocol and higher-level protocols |like FTP. There seens
to be a need for a secure and sinple way for two (server) processes
in different hosts to exchange socket nanmes (i.e., 40-bit nunbers) so
they can subsequently exchange RFC s and establish a connection
Current second-Ilevel (host-host) protocol provides exactly one
(secure) mechani sm by which one host can |earn a socket nane of a
process at another host in order to establish a connection: 1CP. The
| CP nechanismby itself is not adequate for server-server connection
in FTP. Therefore, Thonas and Cl enments have proposed an extension to
the FTP protocol, roughly as follows:

(1) A controller ("user") process at Host A uses ICP to invoke and
establish Tel net control connections to two autonmata
("server") processes at two other hosts. An autonaton process
i nvoked in this manner then executes controller comuands sent
in a standard command | anguage over the Telnet contro
connecti on.

(2) The controller process comrmands each automaton to reserve a
sui tabl e data transfer socket and to return the socket nanme to
the controller over the control connection. An automaton
presumably negotiates with his own NCP in a host-dependent
nmanner to obtain the socket reservation

(3) The controller now knows both data transfer socket nanes; he
will send themin subsequent commands to the automata so each
automaton will know t he foreign socket nane to which he is to
connect. Later commands cause the automata to issue RFC s and
open the data connection as needed.

This appears to be useful general nodel for process-process
interaction over the Network. Personally, | believe this symmetrica
nodel should be the basis of all FTP the controller and one of the
automata could be in the sane host. Then the user/server problem
(for any pair of hosts to transfer files, one nust have a server FTP
and the other a user FTP) would vanish. At |east one host sonmewhere
in the Network would need a controller process; all other hosts would
need only an automaton process.

Perhaps at a future time the NWG shoul d consi der whether a socket -
reservation-and- passi ng nmechani sm ought to be incorporated into
second- | evel protocol rather than duplicated in a nunber of third-
| evel protocols. W should note that this nodel provides secure
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sockets only if both user and server processes "rel ease" the socket
reservati ons when the Tel net control connection breaks. The same
probl em seens to occur with Thomas’ Reconnection Protocol (426).

In any case, for the present we would endorse the general third-Ieve
nodel of RFC 438. However, we woul d propose a slightly different,
and nore symetrical, approach.

1. The requirement in FTP that the FTP user listen on the data
socket before issuing a data transfer comand should be
renoved. The beauty of host-host protocol is that it doesn’t
matter which host sends the first RFC, as long as they both
send matching RFC s "eventual ly". (Tineouts, of course, are
annoyi ng, but | believe they are workable and ultinmtely
unavoi dabl e); queueing RFC s is al so necessary).

2. W propose, instead of LSTN, a new command GETSocket. The
controller (i.e., user FTP) process would send a GETSocket to
each automaton, probably after a successful |ogin. Upon
recei ving GETSocket, an autonmaton woul d assign a (send,
receive) pair of data transfer sockets and return the nunbers
over the Tel net connection. (Alternatively, FTP could specify
that a (send, receive) pair of sockets always be assigned when
the server is first entered, and the nunbers returned to the
user process via unsolicited 255 replies).

3. Then the user process would send the socket nunbers to the
opposite hosts by sendi ng SOCK conmands to bot h.

4. When it receives a data transfer command, the autonaton
(server) process would issue an RFC containing the two socket
nunbers. When both servers are fired up, RFC s are exchanged
and data transfer starts.

D. Site-Dependent FTP Paraneters

Some hosts will have a problemw th the current FTP because their
file system needs additional host-specific paraneters in certain
cases. As an exanple, the IBMoperating systens tend to give the
programer a nunber of options on the |ogical and physical mapping of
a file onto the disk.

This is true both of TSS/ 360 (see Wayne Hat haway’s di scussion of his
STOR conmand i npl enentation, Page 5 of RFC 418), and OS/ 360. The

| arge set of options and paranmeters to the OS/ 360 file systemis, in
fact, the (legitimate) origin of nost conplaints about OS Job Control
Language (JCL).
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If the FTP user nerely wants to store data without using it at one of
these sites, he has no problem defaults can be chosen to handl e any
reasonabl e FTP request. However, the FTP user who sends a file to an
| BM 360 for use there may need to specify local file system
paraneters which are not derivable fromany of the existing FTP
conmmands.

I n designing an FTP server inplenentation for CCN, for exanple, we
first tried to handl e the mappi ng probl em by choosing a (possibly
different) default mapping for each conbination of FTP paraneters--
type, node, and structure. W hoped that if a user chose
"reasonabl e" or "suitable" FTP paraneters for a particul ar case
(e.g., "ASCll, stream record" for source prograns, and "inage,

bl ock, record" for |oad nodules), then the right OS/360 file mapping
would result. W were forced to abandon this approach, however,
because of the follow ng argunents:

1. Sone user FTP's probably may not inplenent all FTP
type/ nmode/ structure conbinati ons (though they ought to!).

2. Some user FTP's may not give the user full or convenient
control over his type/node/structure. |ndeed, the node shoul d
be chosen on grounds of efficiency, not end use.

3. There weren’'t enough logically distinct conbinations of FTP
paraneters

4. The result woul d have been a set of hard-to-renenber rules for
sending files to CCN for use here.

5. Sone conmon cases require non-invertible transformati ons on the
data. For exanple, nost |BM I anguage processors (i.e.
conpi l ers) accept only fixed length records of (surprise!l) 80
bytes each, i.e., literal card images. Such ugly (and
| ogi cal l y unnecessary) inplenentation stupidities in OS/ 360 are
a fact of life. Nowif a FTP user innocently sent a data file
to CCN with the particular type/ node conbi nati on which
defaulted to card i nages, he would find his records truncated
to 80 bytes. That would be downright unfriendly.

Thus, the CCN server FTP would have to choose between being useful or
being friendly. W decided upon the follow ng strategy:

1. The defaults will be friendly; we will accept any FTP
type/ node/ structure and store it invertibly (except print
files). However, the user who uses only these defaults wll
probably find he has to later run a utility under TSO to
reformat the data.
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2. W will provide sonme mnoni ¢ keywords associated with STOR
commands to choose the proper disk mapping. For exanple, if he
wants to STORe a Fortran source file for conpilation at CCN
the user will need only to specify "SOURCE" or "FORT" to get
reasonabl e and workable OS5/ 360 file system paraneters. In
addition, we will provide fairly conplete "DD' paraneters for
the sophisticated user. The syntax and senantics of these
keywords and paraneters will be as close as possible to the
correspondi ng TSO comrands. Full details will be published as
soon as the inplenentation is working.

Al'l of this discussion |leads to a general protocol question: how
shoul d such host-dependent information appear within FTP? Hat hanay
used the ALLO conmand (see RFC 418, P. 6). CCN, on the other hand,
feels that such information belongs in the only part of FTP syntax
whi ch is already host-dependent: the pathname. So CCN plans to all ow
a "generalized" pathnane in a STOR command, a (full or partial) file
nane optionally followed by one or keywords or keyword paraneters
separ ated by conmas.

A third possible solution mght be for the user to precede his STORe
command by a server-dependent data set creation command, using

Hat haway’ s proposed SRVR command. The data set creati on command
could then have all the paranmeters necessary for the server file
system CCN night change to this approach if SRVR is adopted and if
people find the generalized pathnane objectionable or unworkabl e.

For another interesting exanple of host-dependent problens, see
Hat haway’ s di scussi on of his DELE command in RFC 418 (pp.6-7).

Br aden [ Page 7]



RFC 430 COMMENTS ON FI LE TRANSFER PROTOCCL FEBRUARY 1973

S 4o oo S S 4o oo S S ++
| \ MODE| | | | | | | | | |
\ ||STREAM | TEXT | BLOCK || STREAM| TEXT | BLOCK ||
| TYPE\ || | | [ | | [
oo - . oo - oo - . oo - oo - ++
| | | | | | | |
| ASCIT || | | | | | | | |
| | | | | | | |
- S - - S - - ++
| | 1111117 N |
| I MAGE | | 11111117 N |
| | 11111117 N |
- N - - N - - ++
| LOCAL || 1111111 N |
| BYTE || 1111111 N |
| | 11111117 N |
oo - . oo - oo - . oo - oo - ++
| | 1111111 | 1111111 |
| EBCDI || 11111117 | 1111111 |
| | 1111117 | 1111117 |
- S - - S - - ++
| ASCUL/ | [IITIIIYIITIITI I | | |
I | | |
RGN | | |
- N - - N - - ++
|EBCDVC [ | /11111 IIITTIII1IT11T]] 1111111 |
SR 1111117 |
| VRC | [/IITIII\IITIITI I ] 11111117 |
| I 11111117 |
e oo - S e oo - e oo - S e oo - e oo - ++
KEY:
+---+

|///] Excluded
+---+ case

[This RFC was put into nachine readable formfor entry]
[into the online RFC archives by Helene Mrin, Via Genie, 12/99]
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