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Abst ract
Thi s docunent updates RFC 3280 by defining the Authority Information
Access Certificate Revocation List (CRL) extension. RFC 3280 defines
the Authority Information Access certificate extension using the same
syntax. The CRL extension provides a neans of discovering and
retrieving CRL issuer certificates.
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1

I ntroduction

RFC 3280 [PKI X1] specifies the validation of certification paths.

One aspect involves the determination that a certificate has not been
revoked, and one revocation checking mechanismis the Certificate
Revocation List (CRL). CRL validation is also specified in RFC 3280,
whi ch invol ves the constructions of a valid certification path for
the CRL issuer. Building a CRL issuer certification path fromthe
signer of the CRL to a trust anchor is straightforward when the
certificate of the CRL issuer is present in the certification path
associated with the target certificate, but it can be conplex in

ot her situations.

There are several legitimate scenarios where the certificate of the
CRL issuer is not present, or easily discovered, fromthe target
certification path. This can be the case when indirect CRLs are
used, when the Certification Authority (CA) that issued the target
certificate changes its certificate signing key, or when the CA
enpl oys separate keys for certificate signing and CRL signing.

Met hods of finding the certificate of the CRL issuer are currently
avai |l abl e, such as through an accessible directory |ocation or

t hrough use of the Subject Information Access extension in
internmediary CA certificates.

Directory | ookup requires existence and access to a directory that
has been populated with all of the necessary certificates. The

Subj ect Information Access extension, which supports building the CRL
i ssuer certification path top-down (in the direction fromthe trust
anchor to the CRL issuer), requires that sone certificates in the CRL
i ssuer certification path includes an appropriate Subject Information
Access extension.

RFC 3280 [PKI X1] provides for bottomup discovery of certification
pat hs through the Authority Information Access extension, where the

i d-ad-cal ssuers access nethod may specify one or nobre accesslLocation
fields that reference CA certificates associated with the certificate
contai ning this extension.

Thi s docunent enables the use of the Authority Information Access
extension in CRLs, enabling a CRL checking application to use the
access nethod (id-ad-calssuers) to locate certificates that nmay be
useful in the construction of a valid CRL issuer certification path
to an appropriate trust anchor.
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1.1. Termnol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].

2. Authority Information Access CRL Extension

This section defines the use of the Authority Information Access

extension in a CRL. The syntax and senmantics defined in RFC 3280
[PKIX1] for the certificate extensions are also used for the CRL

ext ensi on.

This CRL extension MJUST NOT be marked critical

This extension MJST be identified by the extension object identifier
(OD) defined in RFC 3280 (1.3.6.1.5.5.7.1.1), and the

Aut horityl nf oAccessSyntax MJUST be used to formthe extension val ue.
For conveni ence, the ASN.1 [ X. 680] definition of the Authority

I nformation Access extension is repeated bel ow

i d- pe-aut horitylnfoAccess OBJECT IDENTIFIER ::= { id-pe 1}
Aut horityl nfoAccessSyntax ::= SEQUENCE SIZE (1..MAX) OF
AccessDescription
AccessDescription ::= SEQUENCE {
accessMet hod OBJECT | DENTI FI ER
accessLocati on Cener al Nane }
id-ad OBJECT IDENTIFIER ::= { id-pkix 48 }
i d-ad-cal ssuers OBJECT IDENTIFIER ::= { id-ad 2}

When present in a CRL, this extension MJST include at |east one
AccessDescription specifying id-ad-cal ssuers as the accessMet hod.
Access net hod types other than id-ad-cal ssuers MJST NOT be i ncl uded.
At |l east one instance of AccessDescription SHOULD specify an
accessLocation that is an HTTP [HTTP/ 1. 1] or Lightweight Directory
Access Protocol [LDAP] Uniform Resource ldentifier [URI].

Wiere the information is available via HITP or FTP, accesslLocation
MUST be a unifornResourceldentifier and the URI MJST point to a
certificate containing file. The certificate file MJUST contain
either a single Distinguished Encoding Rules (DER) [ X 690] encoded
certificate (indicated by the .cer file extension) or a collection of
certificates (indicated by the .p7c file extension):
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. cer A single DER encoded certificate as specified in
RFC 2585 [ PKI X- CERT] .

. p7c A "certs-only" CM5 nessage as specified in RFC 2797 [CM]].

Conform ng applications that support HITTP or FTP for accessing
certificates MJST be able to accept .cer files and SHOULD be able
to accept .p7c files.

HTTP server inplenentations accessed via the URI SHOULD use the
appropriate M ME content-type for the certificate containing file.
Specifically, the HITP server SHOULD use the content-type
application/pkix-cert [PKIX-CERT] for a single DER encoded
certificate and application/pkcs7-mnme [CMC] for CMS certs-only
(PKCS#7). Consuning clients may use the M ME type and file
extension as a hint to the file content, but should not depend
solely on the presence of the correct MM type or file extension
in the server response.

When the accessLocation is a directoryNane, the information is to
be obtained by the application fromwhatever directory server is

| ocally configured. Wen one CA public key is used to validate
signatures on certificates and CRLs, the desired CA certificate is
stored in the crossCertificatePair and/or cACertificate attributes
as specified in [RFC2587]. Wen different public keys are used to
val idate signatures on certificates and CRLs, the desired
certificate is stored in the userCertificate attribute as specified
in [RFC2587]. Thus, inplenmentations that support the directoryName
form of accessLocation MIST be prepared to find the needed
certificate in any of these three attributes. The protocol that an
application uses to access the directory (e.g., DAP or LDAP) is a
local matter.

Where the information is avail able via LDAP, the accessLocation
SHOULD be a unifornmResourceldentifier. The URI MJST specify a

di stingi shedNane and attribute(s) and MAY specify a host nane
(e.g., ldap://1dap.exanple.conf cn=exanpl e%20CA, dc=exanpl e, dc=conf?
cACertificate; binary,crossCertificatePair;binary). OQritting the
host nane (e.qg.

| dap: /// cn=exanpl e¥20CA, dc=exanpl e, dc=conf?cACertifi cate; bi nary) has
the effect of specifying the use of whatever LDAP server is locally
configured. The URI MJST |list appropriate attribute descriptions
for one or nore attributes holding certificates or cross-
certificate pairs.
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3. Security Considerations

| mpl ementers shoul d take into account the possible existence of
multiple unrelated CAs and CRL issuers with the same nane.

| mpl enenters should be aware of risks involved if the Authority

I nformati on Access extensions of corrupted CRLs contain links to
mal i ci ous code. |nplenmenters should al ways take the steps of
validating the retrieved data to ensure that the data is properly

f or med.
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Ful I Copyright Statenent
Copyright (C The Internet Society (2005).

This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the infornation to the IETF at ietf-
ipr@etf.org.
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