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Abstract

I P over Infiniband (IPolB) link-layer address is 20 octets |ong.
This is larger than the 16 octets reserved for the hardware address
in a Dynam ¢ Host Configuration Protocol/Bootstrap Protocol

(DHCP/ BOOTP) nessage. The above inequality inposes restrictions on
the use of the DHCP message fields when used over an | Pol B network.
Thi s docunent describes the use of DHCP nessage fiel ds when

i mpl enenti ng DHCP over | Pol B.
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1. Introduction

The Dynami ¢ Host Configuration Protocol (DHCP) provides a franework
for passing configuration information to hosts on an | P network

[ RFC2131]. DHCP is based on the Bootstrap Protocol (BOOTP) [RFC951]
adding the capability of automatic allocation of reusable network
addresses and additional configuration options [RFC2131, RFC2132].

The DHCP server receives a broadcast request froma client. The DHCP
server uses the client interface’s hardware address to unicast a
reply when the client does not yet have an | P address assigned to it.
The "chaddr" field in the DHCP nessage carries the client’s hardware
addr ess.

The "chaddr" field is 16 octets in length. The |PolB Iink-Iayer
address is 20 octets in length [RFC4391]. Therefore, the |PolB
link-layer address will not fit in the "chaddr” field making it

i mpossible for the DHCP server to unicast a reply to the client.

To ensure interoperability, the usage of the fields and the nethod
for DHCP interaction nust be clarified. This docunent describes the
| Pol B-speci fic usage of sone fields of DHCP. See [RFC2131] for the
mechani sm of DHCP and the expl anati ons of each field.

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119].

2. The DHCP over | Pol B Mechani sm

As descri bed above, the link-layer address is unavailable to the DHCP
server because the link-layer address is larger than the "chaddr"
field length. As a result, the server cannot unicast its reply to
the client. Therefore, a DHCP client MJST request that the server
send a broadcast reply by setting the BROADCAST flag when | Pol B

Addr ess Resol ution Protocol (ARP) is not possible, i.e., in
situations where the client does not know its |IP address.

[ RFC1542] discourages the use of a broadcast reply. But in the case
of IPolB, this is a necessity because the server does not receive the
Iink-layer address. To desynchroni se broadcasts at subnet startup

[ RFC2131] suggests that a client wait a randomtine (1 to 10 seconds)
before initiating server discovery. The same tinmeout will spread out
the DHCP server broadcast responses generated due to the use of the
BROADCAST bi t.
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The client hardware address, "chaddr", is unique in the subnet and
hence can be used to identify a client interface. But in the absence
of a unique "chaddr", another unique client identifier nust be used.

The DHCP protocol states that the "client identifier" option may be
used as the unique identifying value for the client [RFC2132]. This
val ue nust be unique within the client’s subnet.
The "client identifier" option includes a type and identifier pair.
The identifier included in the "client identifier" option may consi st
of a hardware address or any other unique val ue such as the DNS nane
of the client. Wien a hardware address is used, the type field
shoul d be one of the ARP hardware types listed in [ ARPPARAM .

2.1. |PolB-specific Usage of DHCP Message Fi el ds

A DHCP client, when working over an | PolB interface, MJST follow the
foll owi ng rul es:

"htype" (hardware address type) MIST be 32 [ ARPPARAM .
"hl en" (hardware address |ength) MJST be 0.

"chaddr" (client hardware address) field MIST be zeroed.
"client-identifier" option MJUST be used in DHCP nessages.

The "client identifier" used in DHCP nessages MJST conformto
[ RFC4361] .

2.2. Use of the BROADCAST fl ag

A DHCP client on |IPolB MIST set the BROADCAST flag i n DHCPDI SCOVER
and DHCPREQUEST nessages (and set "ciaddr" to zero) to ensure that
the server (or the relay agent) broadcasts its reply to the client.

Note: As described in [RFC2131], "ciaddr" MJST be filled in with the
client’s | P address during BOUND, RENEW NG or REBI NDI NG st at es;
therefore, the BROADCAST flag MJST NOT be set. In these cases,
the DHCP server unicasts DHCPACK nmessage to the address in
"ciaddr". The link address will be resolved by ARP

3. Security Considerations

[ RFC2131] describes the security considerations relevant to DHCP
Thi s docunent does not introduce any new i ssues.
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Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
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