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1.

The I nternet-Standard Managenent Framewor k

For a detailed overview of the documents that describe the current
I nt er net - St andard Managenent Framework, please refer to section 7 of
RFC 3410 [ RFC3410].

Managed objects are accessed via a virtual information store, terned
t he Managenent |Informati on Base or MB. MB objects are generally
accessed through the Sinple Network Managenent Protocol (SNWP).
hjects in the MB are defined using the nmechani sns defined in the
Structure of Managenent Information (SM). This meno specifies a MB
nodul e that is conpliant to the SMv2, which is described in STD 58,
RFC 2578 [ RFC2578], STD 58, RFC 2579 [RFC2579] and STD 58, RFC 2580

[ RFC2580] .

Overvi ew of FCI P Managenment Model

Note that the Fibre Channel Over TCP/IP (FCIP) Entity is fully
described in [RFC3821] froma functional point of view A collection
of multiple instances of FCIP Entities and the correspondi ng FC
Entities, described in [FCBB2], within an SNMP Context is referred to
as an FCI P device here. This section describes FCIP froma
managenent point of view

. +
| FCI P Device |
| |
| TS + TS + |
| | FCIP Entity]| | FCIP Entity]| |
| | | | |
| | | | | |
| B s g B s g |
| | | |
| |1 | 1| |
| FCI P Li nks FCI P Li nks |
| |
. +

The FCI P device provides an | P-based interconnection nodel for

i nterconnecting FC fabric elements. 1In this nodel, the FCI P devices
along with the I P network on which they are running provide a new
FCI P transport networKk.

This | P-based FCI P I nterconnection Mdel supports the follow ng
t opol ogy:

0o The FCl P-based transport network is fornmed by interconnecting the
FCl P devi ces.
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o Each FCI P device has one or nore FCIP Entities or |nstances.

0 Peer FCIP Entities are connected by FCIP Links attached to
VE ports/B_Access.

0 Each FCI P Link Endpoint contains one or nore Data Engi nes.

o0 The FCI P device can work as a stand-al one box or as part of a FC
fabric el ement.

Each FCIP Entity nmanaged by this MB is referred to as an FCI P
Instance. The M B is broken up as follows:

2.1. FCP Entity Instances Tabl e

The FCIP Entity table contains information about this entity’s
exi sting instances of FCIP entities.

2.2. FCIP Link Table

The FCIP link table contains information about this FCI P device's
existing FCIP |inks.

2.3. FCIP TCP Connection Tabl e

The FCI P TCP Connection table contains information about existing TCP
connections. Each FCIP link within an FCIP entity contains one or
nmore TCP connections. The FCIP entity enploys a Data Engine for each
TCP connection for handling FC frame encapsul ati on, de-encapsul ation
and transm ssion of FCIP frames on the connection.

2.4, FC P Dynanic Route Table

The FCI P dynamic route table contains routing information that is
dynamical |l y di scovered by this FCI P device. The FCIP device may use
the SLPv2 protocol [RFC3822] in conjunction with other protocols,
such as Fabric Shortest Path First (FSPF), to dynamically discover
other FCIP entities and populate this table to map destination
domains to FCl P Links.

2.5. FCIP Static Route Table

The FCIP static route table contains routing information that is
statically configured into this FCIP device by the Network Admin. In
t he absence of dynanic discovery of renote FCIP entities, the Network
Manager can configure renote domains and FCIP Entities that are
reachabl e by this device into this table.
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At any point in time, both the static and dynam c routing tables can
be active. If a DIDis present in both tables, information in the
static route table will take precedence over the entry in the dynanmic
route table for the same DI D.

2.6. FCIP Discovery Domain Tabl e

The FCI P Di scovery Donain Table maps this device’s FCIP Entities into
FCI P Di scovery Domai ns.

2. 7. FCIP Link Error Table

The FCIP Link Errors Table contains counters that indicate error
condi tions on an FCI P Link

3. Relationship to Oher MBs

hj ects accessible fromother MB nodul es applicable to FCI P devices
have not been included in this MB nodule. The follow ng subsections
list all applicable MB nodul es that should be present with FClP-
MGMT- M B.

3.1. Relationship to the 'TCP G oup

This group is nandatory for all systens that inplenent TCP. bjects
relevant to TCP nust be obtained fromthis group [ RFC4022].

3.2. Relationship to the "interfaces’ MB

The "interfaces’ group is defined as being mandatory for all systens
and contains information on an entity's interfaces. Each

| ogical/virtual interface created as an FCI P Link should be
represented as a rowin the ifTable with a unique iflndex value and a
val ue of ifType ’fcipLink’ (224) for each such interface. For a
complete list of interface types, refer to the 1 ANA registry at
"http://ww.iana. org/assi gnnents/sni -nunbers”. These are the only

i flndex val ues of relevance to an FCIP Entity because FCIP runs on
top of TCP/IP

FCIP runs over TCP. Thus, by definition, there is no ifTable
interface directly beneath it, and so ifStackLowerlLayer is always O.
For any protocol using FCIP (i.e., above FCIP), FCIP appears to be a
regular FC interface. As stated in [RFC4044], a regular "FC
interface will typically have no other ifTable rows stacked on top of
it", and thus, ifStackHi gherLayer is typically zero.
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3.3. Relationship to the Fibre Channel Managenent M B

The Fi bre Channel Managenent M B [ RFC4044] is assuned for FC
functionality managed objects.

3.4. Specific Interface Goup MB Objects

The followi ng table provides specific inplenmentation guidelines for
appl ying the objects defined in the Interfaces Goup MB to FCIP

Li nks. For those objects not listed here, refer to their generic
definitions in [ RFC2863].

bj ect CQui del i nes
i f Type "fcipLink’ (224)
i f Speed The i fSpeed for the physical interface(s)

over which the FCIP Link runs.

i f PhysAddr ess There is no physical address correspondi ng
to an FCIP Link (only Wrld Wde Nane, WW).
Reported as O.

i f Adm nSt at us Wite access is not required, and support
for "testing is not required.

i f Oper St at us Support for 'testing' is not required.
The val ue "dormant’ has no neani ng for
FCI P Li nks.

ifInCctets The nunber of octets of FCIP information

i fHCI nCctets contained in received franmes in TCP

streams, starting with FClI P header

i fl nUcast Pkt s The nunber of FCIP franes received

i f HCl nUcast Pkt s on this FCI P Link

i fQutCctets The nunber of octets of FCIP information

i f HCQut Cctets contained in transmtted franes in TCP
streanms, starting with FCl P header.

i f Qut Ucast Pkts The nunber of FCIP frames transmtted

i f HCQut Ucast Pkt s on this FCI P Link
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i flnWulticastPkts These counters are not i ncrenmented.
i f1 nBroadcast Pkt s

i fQut Mul ticastPkts

i f Qut Br oadcast Pkt s

i fHCI nMul ti cast Pkts

i f HCl nBr oadcast Pkt s

i f HCQut Mul ti cast Pkts

i f HCQut Br oadcast Pkt s

i fLi nkUpDownTr apEnabl e Default is 'disabled .

i f Prom scuoushbde This will be ’false’.

i f Connect or Present This will be 'false'.
4. MB Definitions

The following MB nodul e has | MPORTS from [ RFC2578], [ RFC2579],
[ RFC4001], [RFC4044], [RFC2863], [RFC2580], and [RFC3411]. In
REFERENCE cl auses, it refers to [FC-SW3], [RFC3821], [RFC2883],
[ RFC1323], [RFC2474] and [ RFC3822].

FCl P-MGVT-M B DEFI NI TIONS ::= BEG N

| MPORTS
OBJECT- TYPE,
MODULE- | DENTI TY,
Unsi gned32,
Count er 32,
m b- 2 FROM SNWPv2- SM
TEXTUAL- CONVENTI ON,
Trut hval ue, RowStatus, TinmeStanp FROM SNWPv2-TC
| net Addr essType,
| net Addr ess,
| net Port Nunber FROM | NET- ADDRESS- M B
FcNanel dOr Zero FROM FC- MGMT- M B
Interfacel ndex FROM I F-M B
MODUL E- COVPLI ANCE,
OBJECT- GROUP FROM SNMPv 2- CONF
SnnpAdmi nStri ng FROM SNMP- FRAVEWORK- M B;

fci pM B MODULE- | DENTI TY
LAST- UPDATED " 200602060000Z"
ORGANI ZATI ON "I ETF | PFC Wor ki ng Group”
CONTACT- | NFO "Ani | Rij hsinghani
Accton Technol ogy Corporation
5 Mount Royal Ave
Mar | boro, MA 01752 USA.
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Ravi Nataraj an
F5 Networ ks
2460 North First Street, Suite 100
San Jose, CA 95131 USA."
DESCRI PTI ON
"The nodul e defines nanagenent information specific to
FCl P devi ces.

Copyright(C) The Internet Society (2006). This version
of this MB nodule is part of RFC 4404; see the RFC

itself for full legal notices.”
REVI SI ON "200602060000Z"
DESCRI PTI ON

“Initial version of this nodule, published as RFC 4404."
i={ mb-2 224}

fci pQoj ects OBJECT IDENTIFIER ::= { fcipMmB 1 }
f ci pConf or mance OBJECT IDENTIFIER ::={ fcipMB 2 }
fcipConfig OBJECT IDENTIFIER ::= { fcipObjects 1}

Rk b o b ok S Rk O Sk R R Rk ko S R kS R Rk I o kS b Sk O R

-- Textual conventions

Fci pDomai nl dl nQct et Form : : = TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The Domain ID of a FC entity in octet form
to support the concatenati on(000000h| | Donai n_I D)
format defined in the FSPF routing protocol."
REFERENCE
"FC-SW3 section 4.8"
SYNTAX OCTET STRING (Sl ZE(1))

Fci pEntityMode ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The type of port node provided by an FCIP Entity
for an FCIP Link. An FCIP Entity can be an E-Port
nmode for one of its FCIP Link Endpoints or a B-Port
node for another of its FCIP Link Endpoints."
REFERENCE
"FC-BB, rev 4.7, 2 May 1997, section 3."
SYNTAX | NTEGER {
ePort Mode(1),
bPor t Mode( 2)

}

Nat araj an & Ri j hsi nghani St andards Track [ Page 7]



RFC 4404 FCIP MB February 2006

Fci pEntityld ::= TEXTUAL- CONVENTI ON
STATUS current
DESCRI PTI ON
"The FCIP entity identifier as defined in RFC 3821."
REFERENCE

"RFC 3821, Section 7.1, FCIP Special Frane Fornmat"
SYNTAX OCTET STRI NG (Sl ZE(8))

Rk b o b o b Rk O S R Rk ko S R S R Rk I S kb S I R

-- The FCI P group

-- This group defines the global scalar objects applicable to FCI P
-- devices only

f ci pDynl pConf Type OBJECT- TYPE
SYNTAX | NTEGER {
sl pv2(1),
none( 2)

}
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The type of discovery protocol used to discover renote
FCIP entities. The value of this object is persistent
across systemrestarts.”
c:={ fcipConfig 1}

fci pDevi ceWAWN  OBJECT- TYPE
SYNTAX FcNanel dOr Zer o
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The World Wde Nane of this FCIP device."
.= { fcipConfig 2}

fci pEntitySACKOpti on OBJECT- TYPE
SYNTAX | NTEGER {
enabl ed(1),
di sabl ed( 2)

}

MAX- ACCESS r ead- onl y

STATUS current

DESCRI PTI ON
"Indication of whether the TCP Sel ective Acknow edgenent
Option is enabled at this FCIP device to let the receiver
acknow edge nultiple | ost packets in a single ACK for faster
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recovery."
REFERENCE

"The Sel ective Ack option is defined in RFC 2883."
c:={ fcipConfig 3}

EE R R R I R I R R I R R R I R I R I R R I R R R R I I R I R

-- The FCIP Entity Tabl e

fci pEntityl nstanceTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Fci pEntityl nstanceEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Informati on about this FCI P device’'s existing instances of
FCIP entities."”
REFERENCE
"RFC 3821, Section 5.4, FCIP Entity"
.= { fcipConfig 4}

fci pEntityl nstanceEntry OBJECT- TYPE

SYNTAX Fci pEntityl nstanceEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A conceptual row of the FCIP entity table with information

about a particular FCIP entity. Once a row has been
created, it is non-volatile across agent restarts until it
is deleted.”

I NDEX { fcipEntityld }

c:={ fcipEntitylnstanceTable 1 }

Fci pEntityl nstanceEntry ::=

SEQUENCE {
fcipEntityld Fci pEntityld,
fci pEntityName SnnpAdmi nStri ng,
fci pEntityAddressType | net Addr essType,
fci pEntityAddress | net Addr ess,
fci pEntityTcpConnPort I net Por t Nunmber ,
fci pEntitySegNunm ap Tr ut hval ue,
fci pEntityPHBSupport Tr ut hval ue,
fci pEntityStatus RowsSt at us

}

fcipEntityld OBJECT- TYPE
SYNTAX Fci pEntityld
MAX- ACCESS not - accessi bl e
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STATUS current
DESCRI PTI ON
"The FCIP entity identifier."
REFERENCE
"RFC 3821, Section 7.1, FCI P Special Frane Format"
.= { fcipEntitylnstanceEntry 1 }

fci pEntityName  OBJECT- TYPE
SYNTAX SnnmpAdmi nString (SIZE (0..32))
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"An admi ni stratively-assigned nane for this FCIP entity."
c:={ fcipEntitylnstanceEntry 2 }

fci pEntityAddressType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The type of Internet address by which the entity is
reachable. Only address types |IPv4 and | Pv6 are supported.”
c:={ fcipEntitylnstanceEntry 3 }

fci pEntityAddress OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"The Internet address for the entity, if configured. The
format of this address is deternmined by the value of the
fci pEntityAddressType object."
c:={ fcipEntitylnstanceEntry 4 }

fci pEntityTcpConnPort OBJECT- TYPE
SYNTAX | net Por t Nunber
MAX- ACCESS r ead-create
STATUS current

DESCRI PTI ON
"A TCP port other than the FCI P Wl | -Known port on which the
FCIP entity listens for new TCP connection requests. It

contains the value zero(0) if the FCIP Entity only listens
on the Well-Known port."

DEFVAL { 0}

c:={ fcipEntitylnstanceEntry 5 }

fci pEntitySegNunm ap OBJECT- TYPE
SYNTAX Trut hVal ue
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MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"An indication of whether the FCIP Entity supports protection
agai nst sequence nunber wap."
REFERENCE
"The PAWS option is defined in RFC 1323."
c:={ fcipEntitylnstanceEntry 6 }

fci pEntityPHBSupport OBJECT- TYPE
SYNTAX Trut hVal ue
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"An indication of whether the FCIP Entity supports PHB | P
quality of service (QS)."
REFERENCE
"Per hop behavior is defined in RFC 2474, definition of the
Differentiated Services Field."
c:={ fcipEntitylnstanceEntry 7 }

fci pEntityStatus OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS  current
DESCRI PTI ON
"Thi s object specifies the operational status of the row

When a managenent station sets the status to active(l), then
the values for the objects fcipEntityNane,

fci pEntityAddressType, and fcipEntityAddress should be
supplied as part of the set request. The values of the

obj ects fcipEntityNanme, fcipEntityAddressType, and

fci pEntityAddress can be changed if the row status is in
active state. The object fcipEntityTcpConnPort takes the
default value zero(0), if no value is supplied at the tine
of row creation.

Setting the status to destroy(6) deletes the specified FCP
entity instance row fromthe table. It also deletes all the
rows corresponding to the specified FCIP entity fromthe
fci pLi nkTabl e and fci pTcpConnTabl e tables."

.= { fcipEntitylnstanceEntry 8 }
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EE R R R I R I R R I R R R I R I R I R R I R R R R I I R I R

-- The FCI P Link Tabl e

fci pLi nkTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Fci pLi nkEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"I nformati on about FCIP links that exist on this device."
:={ fcipConfig 5}

fci pLi nkEntry OBJECT- TYPE

SYNTAX Fci pLi nkEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A conceptual row of the FCIP |ink table containing

i nformati on about a particular FCIP link. The values of the
read-create objects in this table are persistent across
systemrestarts.”

I NDEX { fcipEntityld, fcipLinklndex }

::={ fcipLinkTable 1 }

Fci pLi nkEntry ::=

SEQUENCE {

f ci pLi nkl ndex Unsi gned32,
fci pLi nkl f 1 ndex I nt erfacel ndex,
fci pLi nkCost Unsi gned32,
fci pLi nkLocal Fci pEntityMde Fci pEnti t yMode,
fci pLi nkLocal Fci pEntityAddressType | net AddressType,
f ci pLi nkLocal Fci pEnti t yAddr ess | net Addr ess
f ci pLi nkRentfci pEnti t yWAN FcNanel dOr Zer o
fci pLi nkRenfci pEntityld Fci pEntityld
fci pLi nkRenfci pEntit yAddr essType I net Addr essType,
fci pLi nkRenfci pEnti t yAddr ess | net Addr ess,
fci pLi nkSt at us RowsSt at us,
f ci pLi nkCr eat eTi ne Ti meSt anp

}

f ci pLi nkl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"An arbitrary integer that uniquely identifies one FCIP |ink
within an FCIP entity."

::={ fcipLinkEntry 1 }
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fci pLi nkl f1 ndex OBJECT- TYPE
SYNTAX | nterfacel ndex
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON

February 2006

"The iflndex value of the virtual interface corresponding to

the FCI P Link running over TCP/IP."
c:={ fcipLinkEntry 2 }

fci pLi nkCost OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON

"The FSPF cost associated with this FC P Link."

DEFVAL { 0}
::={ fcipLinkEntry 3}

fci pLi nkLocal Fci pEntityMde OBJECT- TYPE
SYNTAX Fci pEntit yMode
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The node of the |ocal end of the FCIP link."

::={ fcipLinkEntry 4}

f ci pLi nkLocal Fci pEntit yAddr essType OBJECT- TYPE
SYNTAX | net Addr essType
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON

"The type of Internet address contained in the corresponding

i nstance of fcipLinkLocal Fci pEntityAddress.
types IPv4 and | Pv6 are supported.”
::={ fcipLinkEntry 5}

fci pLi nkLocal Fci pEntityAddress OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON

Only address

"The Internet address for the local end of this FC P Link.
The format of this object is determ ned by the value of the

fci pLi nkLocal Fci pEntityAddressType object."
::={ fcipLinkEntry 6 }

fci pLi nkRenfci pEntityWAWN  OBJECT- TYPE
SYNTAX FcNanel dOr Zer o
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MAX- ACCESS r ead- create
STATUS current
DESCRI PTI ON

"The Wrld Wde Name of the renpote FC Fabric Entity."
REFERENCE

"RFC 3821, Section 7.1, FCIP Special Frane Fornmat"
::={ fcipLinkEntry 7 }

f ci pLi nkRenfci pEntityld OBJECT- TYPE
SYNTAX Fci pEntityld
MAX- ACCESS r ead-create
STATUS current
DESCRI PTI ON
"The renote FCIP entity's identifier."
REFERENCE
"RFC 3821, Section 7.1, FCI P Special Frane Format"
::={ fcipLinkEntry 8 }

fci pLi nkRenfci pEntityAddressType OBJECT- TYPE

SYNTAX | net Addr essType

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The type of Internet address contained in the corresponding

i nstance of fcipLi nkRenfci pEntityAddress. Only address
types IPv4 and | Pv6 are supported.”

::={ fcipLinkEntry 9 }

fci pLi nkRenfci pEntit yAddr ess OBJECT- TYPE
SYNTAX | net Addr ess
MAX- ACCESS r ead- create
STATUS current
DESCRI PTI ON
"The Internet address for the renote end of this FCI P Link.
The format of this object is determ ned by the value of the
fci pLi nkRenfci pEnti t yAddr essType object."
::={ fcipLinkEntry 10 }

fci pLi nkSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"Thi s object specifies the operational status of the row

The val ues of objects fcipLinkLocal Fci pEntityAddressType,

fci pLi nkLocal Fci pEntityAddress, fcipLinkRentci pEntityWW,
fci pLi nkRenfci pEntityld, fcipLinkRenFcipEntityAddressType,
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and fci pLi nkRentci pEntityAddress can be changed if the row
is in active(l) state. The object fcipLinkCost is set to
the value zero(0) if no value is supplied at the time of row
creation.

Setting the status to destroy(6) deletes the specified FCIP

link fromthe table. It also deletes all rows corresponding

to the specified FOP Iink fromthe fcipTcpConnTable table."
c:={ fcipLinkEntry 11 }

fci pLi nkCr eat eTi ne OBJECT- TYPE

SYNTAX Ti neSt anp
MAX- ACCESS read-only
STATUS current
DESCRI PTI ON

"The val ue of sysUpTinme when this entry was | ast created.”
::={ fcipLinkEntry 12 }

EE I IR R R I Rk S R R I R R R R R R R R R I O I R

-- The TCP Connection Tabl e

fci pTcpConnTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Fci pTcpConnEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Informati on about existing TCP connections. Each FCIP |ink
within an FCIP entity nanages one or nore TCP connecti ons.
The FCIP entity enploys a Data Engine for each TCP
connection for handling FC frane encapsul ation
de-encapsul ation, and transm ssion of FCIP franmes on the
connection.”

:={ fcipConfig 6 }

fci pTcpConnEntry OBJECT- TYPE
SYNTAX Fci pTcpConnEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A conceptual row of the FCIP TCP Connection table containing
i nformati on about a particular TCP connection."
I NDEX { fcipEntityld,
f ci pLi nkl ndex,
fci pTcpConnLocal Port,
fci pTcpConnRenPort }
::={ fcipTcpConnTable 1 }
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Fci pTcpConnEntry :: =
SEQUENCE {
fci pTcpConnLocal Port I net Por t Nurnber ,
fci pTcpConnRenPor t I net Por t Nunber ,
fci pTcpConnRWGI ze Unsi gned32,
fci pTcpConnMsS Unsi gned32
}

fci pTcpConnLocal Port OBJECT- TYPE
SYNTAX | net Port Nunber
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The | ocal port nunber for this TCP connection."
c:={ fcipTcpConnEntry 1 }

fci pTcpConnRenPor t OBJECT- TYPE
SYNTAX | net Port Nunber
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"The renpte port nunber for this TCP connection.”
::={ fcipTcpConnEntry 2 }

fci pTcpConnRW&I ze OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The default maxi nrum TCP Recei ver W ndow size for this TCP
connection."
c:={ fcipTcpConnEntry 3}

fci pTcpConnMsS OBJECT- TYPE
SYNTAX Unsi gned32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The TCP Maxi mum Segnent Size (MSS) for this TCP connection.”
::={ fcipTcpConnEntry 4 }
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-- The Dynamic Route Table

f ci pDynam cRout eTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF Fci pDynam cRout eEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"Informati on about dynam cally discovered routing
informati on. The FCI P device may use the SLPv2 protocol in
conjunction with other protocols (say, FSPF) for dynamically
di scovering other FCIP entities and may popul ate this table
with FCP link information for each Destination Address
I dentifier."
:={ fcipConfig 7 }

fci pDynami cRout eEntry OBJECT- TYPE
SYNTAX Fci pDynam cRout eEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A conceptual row of the FCIP Dynam c Route Tabl e contai ning
i nformati on about a particular FCIP route.”
I NDEX { fcipEntityld, fcipDynani cRouteDID }
.= { fcipDynam cRouteTable 1 }

Fci pDynanmi cRout eEntry :: =
SEQUENCE {
f ci pDynam cRout eDI D Fci pDomai nl dl nCct et For m
f ci pDynam cRout eLi nkl ndex Unsi gned32
}

f ci pDynam cRout eDI D OBJECT- TYPE
SYNTAX Fci pDomai nl dl nCct et For m
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"8-bit IDof a Fibre Channel Domain that is reachable from
this FCI P device."
::={ fcipDynam cRouteEntry 1 }

f ci pDynam cRout eLi nkl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The FCIP Link used to reach the donmain specified by the
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correspondi ng i nstance of fcipDynani cRouteDI D. The |ink
identified by a value of this object is the same FCIP |ink
as identified by the sanme val ue of fcipLinklndex for the
same FCIP entity."

::={ fcipDynam cRouteEntry 2 }
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-- The Static Route Table

fci pStati cRout eTabl e OBJECT- TYPE
SYNTAX SEQUENCE OF FcipStati cRouteEntry
MAX- ACCESS not - accessi bl e
STATUS current

DESCRI PTI ON
"Informati on about static route entries configured by the
Network Admin. 1In the absence of dynanmic discovery of

renote FCIP entities, the Network Manager will figure out
all renote FCIP devices that are reachable fromthis device
and populate this table with FCIP link information for each
Domain ID. At any tine, both static and dynanic routing
can be active, and an entry in the static route table for a
given DI D takes precedence over the entry in the dynamc
route table for the same Donain ID."
c:={ fcipConfig 8 }

fci pStati cRouteEntry OBJECT- TYPE
SYNTAX Fci pSt ati cRout eEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A conceptual row of the FCIP Static Route Tabl e contai ni ng
i nformati on about a particular FCIP route. The val ues of
the read-create objects in this table are persistent across
systemrestarts."
I NDEX { fcipEntityld, fcipStaticRouteD D }
o= { fcipStati cRouteTable 1 }

Fci pStati cRouteEntry ::=

SEQUENCE {
fcipStati cRouteDI D Fci pDomai nl dl nCct et For m
fci pStati cRout eLi nkl ndex Unsi gned32,
fci pStati cRout eSt at us RowsSt at us
}

fci pStati cRouteDI D OBJECT- TYPE
SYNTAX Fci pDonai nl dl nCct et For m
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MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"8-bit IDof a Fibre Channel Dommin that is reachable from
this FCI P device."
.= { fcipStaticRouteEntry 1 }

fci pStati cRout eLi nkl ndex OBJECT- TYPE

SYNTAX Unsi gned32 (1..4294967295)

MAX- ACCESS read-create

STATUS current

DESCRI PTI ON

"The FCIP Link used to reach the donain specified by the

correspondi ng i nstance of fcipStaticRouteDID. The Iink
identified by a value of this object is the same FCIP |ink
as identified by the same val ue of fcipLinklndex for the
same FCIP entity."

.= { fcipStaticRouteEntry 2}

fci pStati cRout eSt at us OBJECT- TYPE
SYNTAX RowSt at us
MAX- ACCESS read-create
STATUS current
DESCRI PTI ON
"This object specifies the operational status of the row

Wien a managenent station sets the status to active(1l),
the values for the object fcipStaticRoutelLinklndex should be
supplied as part of the set request.

Setting the status to destroy(6) deletes the specified FCIP
static route entry fromthe table."
c:={ fcipStati cRouteEntry 3}
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-- The FCI P Discovery Domain Table

fci pDi scover yDomai nTabl e OBJECT- TYPE

SYNTAX SEQUENCE OF Fci pDi scoveryDomai nEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"Informati on about FCI P Di scovery Domains. Each FCI P

Di scovery Domain is associated with one or nore FCI P
entities.”

.= { fcipConfig 9 }
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fci pD scoveryDonai nEntry OBJECT- TYPE

SYNTAX Fci pDi scover yDonmai nEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON

"A conceptual row of the FCIP Discovery Donain Table

containing informati on about a particular FCI P Discovery
Domain that is associated with one or nore FCIP entities.
The val ues of the read-wite object fcipD scoveryDomai nName
are persistent across systemrestarts."

I NDEX { fcipEntityld, fcipD scoveryDomainlndex }

::={ fcipDi scoveryDonai nTable 1 }

Fci pDi scoveryDomai nEntry :: =
SEQUENCE {
fci pDi scover yDomai nl ndex Unsi gned32,
fci pDi scover yDomai nNane SnnpAdmi nStri ng
}

fci pD scover yDonai nl ndex OBJECT- TYPE
SYNTAX Unsi gned32 (1..4294967295)
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"An integer that uniquely identifies an FCI P Di scovery Donain
associated with this FCIP entity."
::={ fcipD scoverybomai nEntry 1 }

fci pDi scover yDomai nNane OBJECT- TYPE
SYNTAX SnnpAdni nString (SIZE (0..128))
MAX- ACCESS read-write
STATUS current
DESCRI PTI ON
"The name of this FCIP D scovery Donmain."
REFERENCE
"RFC 3822, Section 4.1.1, FCIP Discovery Donai ns"
::={ fcipDiscoveryDonai nEntry 2 }
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-- The FCIP Link Errors

fci pLi nkErrorsTabl e OBJECT- TYPE

SYNTAX SEQUENCE COF Fci pLi nkErrorsEntry

MAX- ACCESS not - accessi bl e

STATUS current

DESCRI PTI ON
"Alist of error counters for FCIP Links. Each counter
records the nunber of tinmes a particular error happened that
caused a TCP connection to cl ose down."

REFERENCE
"RFC 3821, Section 5.2, FCIP Link"

c:={ fcipConfig 10 }

fci pLi nkErrorsEntry OBJECT- TYPE
SYNTAX Fci pLi nkErrorsEntry
MAX- ACCESS not - accessi bl e
STATUS current
DESCRI PTI ON
"A conceptual row of the FCIP Link Errors Table containing
error counters for an FCI P Link."
I NDEX { fcipEntityld, fcipLinklndex }
::={ fcipLinkErrorsTable 1 }

Fci pLi nkErrorsEntry :: =

SEQUENCE {
f ci pLi nkFci pLossof FcSynchs Count er 32,
fci pLi nkFci pEncapErrors Count er 32,
fci pLi nkFci pNot Recei vedSf Resps Count er 32,
f ci pLi nkFci pSf RespM snat ches Count er 32,
f ci pLi nkFci pSf I nval i dNonces Count er 32,
fci pLi nkFci pRecei vedSf Dupl i cat es Count er 32,
fci pLi nkFci pSf | nval i dWANs Count er 32,
fci pLi nkFci pBB2LkaTi meQut s Count er 32,
fci pLi nkFci pSnt pExpi r edTi meSt anps Count er 32,
f ci pLi nkTcpTooManyErr ors Count er 32,
f ci pLi nkTcpExcessi veDr oppedDat agr anms  Count er 32,
fci pLi nkTcpSaPar anM smat ches Count er 32

}

fci pLi nkFci pLossof FcSynchs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON

"The nunber of tines FC synchronization was | ost on this FCI P
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Link. The last discontinuity of this counter is indicated
by fci pLi nkCreateTine."
c:={ fcipLinkErrorsEntry 1}

f ci pLi nkFci pEncapErrors OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON

"The nunber of FCIP frames received with encapsul ation errors
such as inproper header, format, or length. The |ast
di scontinuity of this counter is indicated by
fci pLi nkCreat eTi ne. "
::={ fcipLinkErrorsEntry 2}

f ci pLi nkFci pNot Recei vedSf Resps OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON

"The nunber of tines an FCI P Special Frane Response was
expected but not received on this FCIP Link. The |ast
di scontinuity of this counter is indicated by
fci pLi nkCreat eTi ne. "

::={ fcipLinkErrorsentry 3 }

fci pLi nkFci pSf RespM smat ches OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The nunber of tines FCIP Special Frane Bytes m snatch
happened on this FCIP Link. The last discontinuity of this

counter is indicated by fcipLinkCreateTine."
::={ fcipLinkErrorskEntry 4 }

fci pLi nkFci pSfl nval i dNonces OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON
"The nunber of tines FCIP Special Frame Invalid Connection
Nonce happened on this FCIP Link. The last discontinuity

of this counter is indicated by fcipLinkCreateTinme."
::={ fcipLinkErrorsentry 5}

fci pLi nkFci pRecei vedSf Dupl i cat es OBJECT- TYPE
SYNTAX Count er 32

Nat araj an & Ri j hsi nghani St andards Track [ Page 22]



RFC 4404 FCIP MB February 2006

MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The nunber of tines duplicate FCI P Special Frames were
received on this FCIP Link. The last discontinuity of this
counter is indicated by fcipLinkCreateTine."
::={ fcipLinkErrorsentry 6 }

f ci pLi nkFci pSf I nval i dWANs OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The nunber of tines FCIP Special Franmes with invalid

destination FC Fabric Entity WAN were received on this FCI P
Link. The last discontinuity of this counter is indicated
by fci pLi nkCreateTine."

::={ fcipLinkErrorsentry 7 }

f ci pLi nkFci pBB2LkaTi meQut s OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-onl y

STATUS current

DESCRI PTI ON

"The nunber of FC Keep Alive Tine-outs that occurred on

this FCIP Link. The last discontinuity of this counter
is indicated by fcipLinkCreateTine."

::={ fcipLinkErrorsEntry 8 }

fci pLi nkFci pSnt pExpi r edTi neSt anps OBJECT- TYPE

SYNTAX Count er 32

MAX- ACCESS r ead-only

STATUS current

DESCRI PTI ON

"The nunber of frames discarded due to an expired Sinple

Network Tinme Protocol (SNTP) tinestanp on this FCI P Link.
The | ast discontinuity of this counter is indicated by
fci pLi nkCreat eTi nme. "

::={ fcipLinkErrorsentry 9 }

fci pLi nkTcpTooManyErrors OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead- onl y
STATUS current
DESCRI PTI ON
"The nunber of TCP connections that closed down on this
FCIP Link due to too nmany errors on the connection. The
| ast discontinuity of this counter is indicated by

Nat araj an & Ri j hsi nghani St andards Track [ Page 23]



RFC 4404 FCIP MB February 2006

fci pLi nkCreat eTi ne. "
::={ fcipLinkErrorsEntry 10 }

fci pLi nkTcpExcessi veDr oppedDat agr ams OBJECT- TYPE

SYNTAX Count er 32
MAX- ACCESS r ead-onl y
STATUS current
DESCRI PTI ON

"The nunber of TCP connections that closed down on this

FCI P Link due to an excessive nunber of dropped FC P

packets. The last discontinuity of this counter is

i ndi cated by fcipLinkCreateTine."
::={ fcipLinkErrorsEntry 11 }

fci pLi nkTcpSaPar anM smat ches OBJECT- TYPE
SYNTAX Count er 32
MAX- ACCESS r ead-only
STATUS current
DESCRI PTI ON
"The nunber of tines TCP connections with Security
Associ ation paraneter nismatches were closed down on this
FCIP Link. The last discontinuity of this counter is
i ndi cated by fcipLi nkCreateTine."
REFERENCE
"RFC 3821, Section 9.4.2, TCP Connection Security
Associ ations (SAs)"
::={ fcipLinkErrorsEntry 12 }
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-- Conformance Statenents

fci pConpl i ances OBJECT | DENTI FI ER ::
f ci pG oups OBJECT | DENTI FI ER : :

{ fcipConformance 1 }
{ fcipConformance 2 }

fci pConpl i ance MODULE- COVPLI ANCE
STATUS current
DESCRI PTI ON
"Conpliance statenent for FCIP MB."
MODULE -- this nodul e
MANDATORY- GROUPS {
fci pEntityScal ar G oup,
fci pEntityl nstanceG oup,
f ci pLi nkG oup,
fci pTcpConnG oup,
fci pDi scover yDomai nG oup,
fci pLi nkError sG oup
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}
GROUP  fci pDynani cRout eG oup
DESCRI PTI ON
"This group is mandatory only for systens that do not
have these objects in any other FC MB. It nay be

i npl enented even in that case for convenience."

GROUP  fcipStati cRouteG oup

DESCRI PTI ON
"This group is mandatory only for systens that do not
have these objects in any other FC MB. It nay be

i npl enented even in that case for convenience."

OBJECT  fcipEntityAddressType

SYNTAX I NTEGER { ipv4(1l), ipv6e(2) }

DESCRI PTI ON
"Only IPv4 and | Pv6 address types need to be supported for
addressing FCIP entities."

OBJECT  fcipEntityAddress
SYNTAX I net Address (Sl ZE(4]16))
DESCRI PTI ON
"Size of FCIP entity’'s | P address depends on address type.
FCIP entity address size is four if the IP address is
| Pv4 and sixteen if the I P address type is |Pv6."

OBJECT  fci pLi nkLocal Fci pEntityAddressType

SYNTAX I NTEGER { ipv4(1l), ipv6(2) }

DESCRI PTI ON
"Only IPv4 and | Pv6 address types need to be supported for
addressing the local FCIP entities."

OBJECT  fci pLi nkLocal Fci pEntit yAddr ess
SYNTAX I net Address (Sl ZE(4]16))
DESCRI PTI ON
"Size of FCIP entity’'s | P address depends on address type.
FCIP entity address size is four if the IP address is
| Pv4 and sixteen if the I P address type is |Pv6."

OBJECT  fci pLi nkRenfci pEntit yAddr essType

SYNTAX I NTEGER { ipv4(1l), ipv6(2) }

DESCRI PTI ON
"Only IPv4 and | Pv6 address types need to be supported for
addressing the renote FCIP entities."

OBJECT  fci pLi nkRenfci pEntit yAddr ess
SYNTAX | net Address (Sl ZE(4| 16))
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DESCRI PTI ON
"Size of FCIP entity's |IP address depends on the address
type. FCIP entity address size is four if the |IP address
is IPv4d and sixteen if the I P address type is I Pv6."

.= { fcipConpliances 1}

fci pEntityScal ar G oup OBJECT- GROUP
OBJECTS { f ci pDynl pConf Type,
fci pDevi ceWN,
fci pEntitySACKOpti on

}
STATUS current
DESCRI PTI ON
"Col l ection of scalar objects applicable to all FCP
i nst ances."
c:={ fcipGoups 1}

fci pEntityl nstanceG oup OBJECT- GROUP
OBJECTS {

fci pEntityNane,
fci pEntityAddressType,
fci pEntityAddress,
fci pEntityTcpConnPort,
fci pEntitySegNunW ap,
fci pEntityPHBSupport,
fci pEntityStatus

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information about FC P
i nstances. "
o= { fcipGoups 2}

fci pLi nkG oup OBJECT- GROUP
OBJECTS {

fci pLi nkl f1 ndex,
f ci pLi nkCost
fci pLi nkLocal Fci pEnti t yMode,
fci pLi nkLocal Fci pEnti t yAddr essType,
fci pLi nkLocal Fci pEntit yAddr ess,
fci pLi nkRenfci pEnti t yWWN,
fci pLi nkRenfci pEntityld,
fci pLi nkRenfci pEnti t yAddr essType,
f ci pLi nkRentci pEntit yAddr ess,
fci pLi nkSt at us,
fci pLi nkCr eat eTi ne
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STATUS current
DESCRI PTI ON
"A collection of objects providing information about FC P
Li nks. "
:={ fcipGoups 3}

fci pTcpConnG oup OBJECT- GROUP
OBJECTS {
fci pTcpConnRWSi ze,
fci pTcpConnMsS

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information about FC P
TCP connections."
:={ fcipGoups 4}

fci pD scoveryDonmai nG oup OBJECT- GROUP
OBJECTS {
fci pDi scover yDomai nNane

}
STATUS current
DESCRI PTI ON
"A collection of objects providing informtion about FC P
Di scovery Domai ns. "
c:={ fcipGoups 51}

fci pLi nkError sG oup OBJECT- GROUP
OBJECTS {
fci pLi nkFci pLossof FcSynchs,
fci pLi nkFci pEncapErrors,
f ci pLi nkFci pNot Recei vedSf Resps,
f ci pLi nkFci pSf RespM snat ches,
f ci pLi nkFci pSf 1 nval i dNonces,
fci pLi nkFci pRecei vedSf Dupl i cat es,
fci pLi nkFci pSfl nval i dWANSs,
fci pLi nkFci pBB2LkaTi meQut s,
f ci pLi nkFci pSnt pExpi r edTi neSt anps,
f ci pLi nkTcpTooManyErr or s,
fci pLi nkTcpExcessi veDr oppedDat agr ans,
fci pLi nkTcpSaPar anM smat ches

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information about FC P
link errors.”
c:={ fcipGoups 6 }
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fci pDynam cRout eG oup OBJECT- GROUP
OBJECTS {
f ci pDynani cRout eLi nkl ndex

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information about FC P
dynanic routes."
c:={ fcipGoups 7}

fci pStati cRouteG oup OBJECT- GROUP
OBJECTS {
fci pStati cRout eLi nkl ndex,
fci pStati cRout eSt at us

}
STATUS current
DESCRI PTI ON
"A collection of objects providing information about FCI P
static routes."
c:={ fcipGoups 8}

END
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5.

Security Considerations

There are a nunber of nmanagenent objects defined in this MB that
have a MAX- ACCESS cl ause of read-wite and/or read-create. Such

obj ects nmay be considered sensitive or vulnerable in some network
environnents. The support for SET operations in a non-secure

envi ronnment wi t hout proper protection can have a negative effect on
network operations. |In particular, wite access to

fci pDi scover yDomai nNane and fci pEntityAddress can cause a | oss of
reachability to portions of the Fibre Channel fabric, while wite
access to fcipStati cRouteStatus can create incorrect routes to renote
devi ces.

There are a nunber of nanaged objects in this MB that contain what
coul d be considered as sensitive information. |In particular, the
obj ects which provide information on identification and network

t opol ogy:

fci pDevi ceWAN, fcipEntityName, fcipEntityAddress,

f ci pLi nkLocal Fci pEntit yAddress, fci pLinkRenFci pEntityWWN
and fci pLi nkRentci pEntit yAddr ess

-- information on identification

fci pD scover yDonai nName
-- information on discovery donains;

f ci pDynani cRout eLi nkl ndex
-- information on dynam c routes;

fci pStati cRout eLi nkl ndex and fci pStati cRouteSt at us
-- information on static routes

SNMP versions prior to SNVMPv3 did not include adequate security.

Even if the network itself is secure (for exanple by using I PSec),
even then, there is no control as to who on the secure network is

all owed to access and GET/ SET (read/change/create/del ete) the objects
in this MB nodul e.

It is RECOWENDED that inplenenters consider the security features as
provi ded by the SNWPv3 framework (see [ RFC3410], section 8),
including full support for the SNMPv3 crypt ographi c nechani sns (for
aut henti cation and privacy).

Further, deployment of SNWP versions prior to SNMPv3 is NOT
RECOMVENDED. Instead, it is RECOMWENDED to depl oy SNWPv3 and to
enabl e cryptographic security. It is then a customner/operator
responsibility to ensure that the SNWMP entity giving access to an
instance of this MB nodule is properly configured to give access to
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the objects only to those principals (users) that have legitinmate
rights to indeed GET or SET (change/create/ delete) them

6. | ANA Consi der ati ons

The | ANA has assigned a M B O D assignment under the transm ssion
branch. Specifically, { transmission 224 } for fcipMB since this
M B contains the nedi a-specific definitions that correspond to the
i f Type val ue of fcipLink(224).
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