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Copyright Notice
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| ESG Not e

The followi ng docunents (RFC 4405, RFC 4406, RFC 4407, and RFC 4408)
are published sinmultaneously as Experinental RFCs, although there is
no general technical consensus and efforts to reconcile the two
approaches have failed. As such, these docunents have not received
full 1ETF review and are published "AS-1S" to docunent the different
approaches as they were considered in the MARI D wor ki ng group.

The |1 ESG takes no position about which approach is to be preferred
and cautions the reader that there are serious open issues for each
approach and concerns about using themin tandem The | ESG believes
that docunmenting the different approaches does | ess harmthan not
docunenting t hem

Note that the Sender |ID experinment nmay use DNS records that nay have
been created for the current SPF experinent or earlier versions in
this set of experiments. Depending on the content of the record,
this may nean that Sender-1D heuristics would be applied incorrectly
to a nmessage. Depending on the actions associated by the recipient
with those heuristics, the nessage nmay not be delivered or nmay be

di scarded on receipt.

Participants relying on Sender |ID experinment DNS records are warned

that they may | ose valid nmessages in this set of circunstances.
Partici pants publishing SPF experinent DNS records shoul d consider
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the advice given in section 3.4 of RFC 4406 and nay wi sh to publish
both v=spfl and spf2.0 records to avoid the conflict.

Participants in the Sender-1D experinent need to be aware that the
way Resent-* header fields are used will result in failure to receive
legitimate email when interacting with standards-conpliant systens
(specifically automatic forwarders which conply with the standards by
not addi ng Resent-* headers, and systens which conply with RFC 822
but have not yet inplenmented RFC 2822 Resent-* senantics). It would
be i nappropriate to advance Sender-1D on the standards track w thout
resolving this interoperability problem

The conmunity is invited to observe the success or failure of the two
approaches during the two years follow ng publication, in order that
a conmunity consensus can be reached in the future.

Abstract
Internet mail suffers fromthe fact that nuch unwanted mail is sent
usi ng spoof ed addresses -- "spoofed" in this case neans that the

address is used without the perm ssion of the domain owner. This
docunent describes a famly of tests by which SMIP servers can
determ ne whether an e-mail address in a received nessage was used
with the perm ssion of the owner of the domain contained in that
e-mai | address.

Lyon & Wing Experi ment al [ Page 2]



RFC 4406 Sender I D Authenticating E-Mail April 2006

Tabl e of Contents

1

2.
3.

INtroduCti ON ... ... e 3
1.1. Conventions Used in This Docunment ............. ... 4
Probl em Stat ement ... ... .. e 4
SPF 2.0 ReCOrdS ... ot 5
3.1, Version and SCOPEe .. ..ttt e 5

3.1.1. MNor VersSiOon ... 6
3.2, Multiple Records ....... .. e 6
3.3. Positional Mdifiers ......... . . e 7
3.4, Compatibility ... .. 8
Deci sion Model ... ... 8
4. L. ArQUITEBNL S . o e e 9
4.2, ResUl t s .. . 9
4.3. Record LOOKUD ... ... 9
4.4, Record Selection ......... ... e 9
Actions Based on the DeCiSion .......... .. 10
5.1. Neutral, None, SoftFail, or PernError ..................... 11
B 2. PaSS .. 11
5. 3. Fai | 11
5.4, TenpError ... 11
Security Considerati ONS . ... ... .. e 11
6. 1. DNS Attacks ... ... e 12
6.2. TCP AttaCKsS .. .o 12
6.3. Forged Sender Attacks .......... ... e 12
6.4. Address Space Hijacking ........... ... 12
6.5. Malicious DNS Attacks on Third Parties .................... 13
Implenentation Quidance ......... ... .. 13
7.1. Sinple E-Mailers ... 14
7.2. E-Mail Forwarders ....... .. 14
7.3. Mailing List Servers ........... i, 15
7.4, Third-Party Mailers .. ... 15
7.5, MUA Inpl ement ers .. ... 15
ACKknowW edgenmBnt S .. ... 16
Ref €r ENCES . ... 17
9.1. Normative Ref erences ..........c. i 17
9.2. Informative References .......... ... 17

I nt roducti on

Today, a huge majority of unwanted e-nmail contains headers that lie
about the origin of the mail. This is true of nbst spam and
substantially all of the virus e-nail that is sent.

Thi s docunent describes a mechani smsuch that receiving Mail Transfer
Agents (MFAs), Mail Delivery Agents (MDAs), and/or Mail User Agents
(MJAs) can recognize mail in the above category and take appropriate
action. For exanple, an MIA might refuse to accept a nessage, an MDA
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m ght discard a nessage rather than placing it into a nmailbox, and an
MJUA might render that nmessage in some distinctive fashion

In order to avoid further fragnmentation of the Internet e-mail
system it is desirable that the Internet community as a whol e come
to a consensus as to what mail senders should do to nake their mai
appear non-spoofed, and how nmail receivers should deterni ne whether
mail is spoofed. On the other hand, it is not necessary to reach a
consensus regarding the actions that various parties take once a
nmessage has been determined to be spoofed. This can be done
unilaterally -- one agent m ght decide to discard a spoofed nmessage
wher eas anot her decides to add a discl ai ner.

This docunent defines a pair of closely-related tests. One validates
a nmessage’s Purported Responsi bl e Address (PRA) as defined in

[ RFC4407]. The other validates a nmessage’s Reverse-Path (al so known
as MAI L- FROM address) as defined in [ RFC4408].

An e-mail sender conplying with this specification SHOULD publi sh
information for both tests, and SHOULD arrange that any mail that is
sent will pass both tests. An e-mail receiver conplying with this
speci fication SHOULD perform at |east one of these tests.

1.1. Conventions Used in This Docunent

In this docunent, the key words "MJST", "MJST NOT", " REQUI RED"
"SHALL", "SHALL NOT", "SHOULD', "SHOULD NOT", "RECOWENDED', "MAY",
and "OPTIONAL" are to be interpreted as described in [ RFC2119].

2. Probl em St at enent

Briefly stated, the nechanisns of this document allow one to answer
the followi ng question

When a nmessage is transferred via SMIP between two unrel ated
parties, does the SMIP client host have permission to send nmail on
behal f of a mail box referenced by the nessage?

As seen fromthe question, this nechanismapplies to unrel ated
parties: 1t is useful at the point where a nessage passes across the
Internet fromone organization to another. It is beyond the scope of
this docunent to describe authentication nechani sns that can be

depl oyed within an organi zati on.

The PRA version of the test seeks to authenticate the nmail box
associated with the nost recent introduction of a nmessage into the
mai | delivery system In sinple cases, this is who the mail is from
However, in the case of a third-party mailer, a forwarder, or a
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mailing |list server, the address being authenticated is that of the
third party, the forwarder, or the mailing |list.

On the other hand, the MAIL-FROM version of the test seeks to

aut henticate the mail box that would receive Delivery Status
Notifications (DSNs, or bounces) for the nmessage. |n sinple cases,
this too is who the mail is from However, third-party mailers
forwarders, and mailing |ist servers MJUST specify an address under
their control, and SHOULD arrange that DSNs received at this address
are forwarded to the original bounce address.

In both cases, the domain associated with an e-nmail address is what
is authenticated; no attenpt is nade to authenticate the local-part.
A domai n owner gets to determi ne which SMIP clients speak on behal f
of addresses within the domain; a responsible domain owner should not
aut horize SMIP clients that will |ie about |ocal parts.

In the long run, once the domain of the sender is authenticated, it
will be possible to use that domain as part of a nechanismto
determine the likelihood that a given nessage is spam using, for
exanpl e, reputation and accreditation services. (These services are
not the subject of the present nechanism but it should enable them)

3. SPF 2.0 Records

Domai ns decl are which hosts are and are not authorized to transmt
e-mai | nmessages on their behal f by publishing Sender Policy Framework
(SPF) records in the Domain Name System |[RFC4408] defines a format
for these records identified by the version prefix "v=spf1". This
section defines an anended fornat, identified by the version prefix
"spf2.0", that allows sending domains to explicitly specify how their
records should be interpreted, and provides for additiona
extensibility. Sending domains MAY publish either or both formats

Since the two formats are identical in nost respects, the follow ng
subsections define the "spf2.0" format relative to [ RFC4408].

3.1. Version and Scope

Under Sender I D, receiving domains may performa check of either the
PRA identity or the MAIL-FROM identity. Sending domains therefore
require a nethod for declaring whether their published Iist of

aut hori zed outbound e-nmail servers can be used for the PRA check, the
MAl L- FROM check, or both.

This section replaces the definition of the version identifier in
Section 4.5 of [RFC4408] and adds the concept of SPF record scopes.
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SPF records begin with a version identifier and may al so i nclude a

scope:
record = version ternms *SP
version = "v=spf1" | ( "spf2." ver-mnor scope)
ver - m nor = 1*DIA T
scope ="/" scope-id *( "," scope-id)
scope-id = "mfronm / "pra" / nane

For exanple, the SPF record
spf2.0/nfrompra +nx +i p4:192.168.0.100 -al

defines an SPF record that can be used for either MAIL FROM or PRA
checks.

Thi s docunment only defines the existence of two scopes: "nfroni and
"pra". The details of these two scopes are defined in other
docunents: "nfrom' is defined in [ RFC4408]; "pra" is defined in

[ RFC4407] .

O her scopes may be defined by future docunents only. There is no
registry for scopes. A scope definition nust define what it
identifies as the sending mail box for a nessage, how to extract that
informati on froma nessage, how to deternmine the initial arguments
for the check_host() function, and what the conpliant responses to
the result are. This ensures that donmains with published records and
mai | receiver agree on the semantics of the scope.

A conpliant donmai n SHOULD publish authorizations for every defined
scope.

3.1.1. M nor Versi on

Al'l published records that use the "spf2" version identifier MJST
start with "spf2.0". This docunent only specifies records with a
m nor version of "0O"

Future versions of this docunent may define other minor versions to
be used.

3.2. Miltiple Records

A domai n MAY publish nultiple SPF 2.0 records, provided that each
scope appears in at nost one SPF 2.0 record. In addition, a domain
MAY al so publish an SPF record that uses the "v=spfl1l" version
identifier defined in [ RFC4408]. The selection rules in Section 4.4
define the precedence of these records.
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3.3. Positional Mdifiers

This section replaces Section 4.6.3 of [RFC4408] and adds the concept
of positional nodifiers.

Modi fiers are key/value pairs that affect the eval uation of the
check _host () function.

Modi fiers are either global or positional

d obal nodifiers MAY appear anywhere in the record, but SHOULD
appear at the end, after all nechani snms and positional nodifiers.

Positional nodifiers apply only to the nechanismthey follow It
is a syntax error for a positional nodifier to appear before the
first nmechani sm

Modi fiers of either type are also either singular or nultiple:

Singul ar nodifiers may appear only once in the record if they are
gl obal, or once after each nechanismif they are positional

Multiple nodifiers may appear nmultiple times in the record if they
are global, or multiple tines after each mechanismif they are
posi ti onal

A nodifier is not allowed to be defined as both gl obal and
posi ti onal

The nodifiers "redirect" and "exp" described in Section 6 of
[ RFC4408] are gl obal and singul ar.

O dering of nodifiers does not matter, except that:

1. positional nodifiers nust appear after the nechani smthey affect
and before any subsequent nechani sns; and

2. when a nmultiple nodifier appears nore than one tinme, the ordering
of the appearances may be significant to the nodifier

O her than these constraints, inplenentations MJIST treat different
orders of nodifiers the sane. An intended side effect of these rules
is that nodifiers cannot be defined that nodify other nodifiers.

These rules allow an inplenmentation to correctly pre-parse a record

Furthernmore, they are crafted to allow the parsing algorithmto be
stabl e, even when new nodifiers are introduced.
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Modi fiers that are unrecogni zed MJST be ignored. This allows ol der
i mpl ementations to handle records with nodifiers that were defined
after they were witten.

3.4. Conpatibility

Domai n adni nistrators conplying with this specification are required
to publish information in DNS regarding their authorized outbound
e-mail servers. [RFC4408] describes a format for this information
identified by the version prefix "v=spfl1". Many domai ns have
published information in DNS using this format. 1In order to provide
conpatibility for these donmi ns, Sender |ID inplenentations SHOULD
interpret the version prefix "v=spfl" as equivalent to
"spf2.0/nfrompra", provided no record starting with "spf2.0" exists.

Adm ni strators who have al ready published "v=spfl1l" records SHOULD
review these records to determ ne whether they are also valid for use
with PRA checks. If the information in a "v=spfl" record is not
correct for a PRA check, adm nistrators SHOULD publish either an
"spf2.0/pra" record with correct information or an "spf2.0/pra ?all"
record indicating that the result of a PRA check is explicitly

i nconcl usi ve.

4. Decision Mdel

Sender 1D enables receiving e-nmail systems to answer the follow ng
guesti on:

G ven an e-mail nmessage, and given an |IP address fromwhich it has
been (or will be) received, is the SMIP client at that |P address
aut horized to send that e-nmil nessage?

This question will usually be asked by an SMIP server as part of
deci di ng whet her to accept an incomng nmail nmessage. However, this
question could al so be asked later by a different party. An MJA for
exanpl e, could use the result of this question to deternine howto
file or present a nessage.

There are three steps to answering this question

1. Froman e-mail nessage, extract the address to verify. The PRA
variant of this test does so as specified in [ RFC4407], or
alternatively, using the subnmtter address as specified in
[ RFC4405]. The MAIL FROM variant of this test does so as
specified in [ RFC4408].

2. Extract the domain part of the address determined in step 1
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3. Call the check_host() function defined in [ RFC4408] and nodified
by the follow ng subsections.

If the Sender 1D check is being performed by an MIA as part of
receiving an e-mail nessage, and it cannot determ ne an address in
step 1 above (because the nessage or address is nalforned), then the
message SHOULD be rejected with error "550 5.7.1 M ssing Purported
Responsi bl e Address” or error "550 5.7.1 M ssing Reverse-Path
address".

4.1. Argunents

Sender I D nodifies the check _host() function by the addition of a
scope paraneter. Thus, for Sender |ID the check_host() function is
call ed passing the followi ng paraneters

a. A scope of "pra" (for the PRA variant of the test), or "nfront
(for the MAIL FROM variant of the test).

b. The I P address (either IPv4 or 1 Pv6) fromwhich the nessage is
bei ng or has been received.

c. The domain fromstep 2 above.

d. The address from step 1 above.

4.2. Results
The result of the check host() function is one of the val ues
"Neutral", "Pass", "Fail", "SoftFail", "None", "TenpError", or
"PernError". Section 5 describes how these results are used by MIAs
recei ving nessages. This specification inposes no requirenents on
parties performng this test in other environnents.

4.3. Record Lookup

SPF records are | ooked up in DNS in accordance with Section 4.4 of
[ RFC4408] .

When perform ng the PRA version of the test, if the DNS query returns
"non-exi stent domai n* (RCODE 3), then check _host() exits immediately
with the result "Fail".

4.4. Record Selection

This section replaces the record selection steps described in Section
4.5 of [RFC4408].

Starting with the set of records that were returned by the | ookup
record sel ection proceeds in these steps:
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1. If any records of type SPF are in the set, then all records of
type TXT are discarded

2. Records that do not begin with proper version and scope sections
are discarded. The version section for "spf2" records contains a
ver-mnor field that is for backward-conpatible future extensions.
This field nust be well forned for a record to be retained, but is
ot herw se ignored.

3. Records that use the "spf2" version identifier and do not have a
scope-id that matches <scope> are discarded. Note that this is a
conplete string match on the scope-id tokens: If <scope>is "pra"
then the record starting "spf2.0/nfromprattle, fubar” would be
di scarded, but a record starting "spf2.0/nfrompra, fubar" would be
retai ned.

4. If the |l ookup returned two records, one containing the "v=spfl"
version identifier and the other containing the "spf2" version
identifier, the "spf2" version takes precedence for the desired
scope-id. |If the "spf2" record does not contain the desired
scope-id, then the "v=spf1l" record is sel ected.

5. If an "spf2" record does not contain the desired scope-id and
there is no "v=spfl" record for the donmamin, then no record is
sel ect ed.

After the above steps, there should be one record renaining and
eval uation can proceed. |If there are two or nore records renmaining,
then check_host() exits imediately with the error "PernkError”

If there are no nmatching records remaining after the initial DNS
qguery or any subsequent optional DNS queries, then check _host() exits
i Mmediately with the result "None".

5. Actions Based on the Decision
When the Sender ID test is used by an SMIP server as part of
receiving a nessage, the server should take the actions described by
this section.

The check_host () function returns one of the following results. See
[ RFC4408] for the neaning of these results.
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5.1. Neutral, None, SoftFail, or PernError

An SMIP server receiving one of these results SHOULD NOT reject the
message for this reason al one, but MAY subject the nessage to
hei ght ened scrutiny by other measures, and MAY reject the nmessage as
a result of this heightened scrutiny.

Such additional security neasures MAY take into account that a
message for which the result is "SoftFail" is less likely to be
aut hentic than a nessage for which the result is "Neutral"

5.2. Pass
An SMTP server receiving this result SHOULD treat the message as
authentic. 1t may accept or reject the nessage dependi ng on ot her
poli ci es.

5.3. Fail

When performng the Sender ID test during an SMIP transaction, an MIA
that chooses to reject a nmessage receiving this result SHOULD rej ect
the message with a "550 5.7.1 Sender ID (xxx) yyy - zzz" SMIP error,
where "xxx" is replaced with "PRA" or "MAIL FROM', "yyy" is replaced
with the additional reason returned by the check host() function, and
"zzz" is replaced with the explanation string returned by the

check _host () function.

When performng the Sender ID test after accepting an e-mail nessage
for delivery, an MIA that chooses to reject a nmessage receiving this
result SHOULD NOT deliver the nessage. Instead, it should create a
DSN nessage, consistent with the usual rules for DSN nessages.

5.4. TenpError

An SMIP server receiving this result MAY reject the nessage with a
"450 4.4.3 Sender ID check is tenporarily unavail able" error code.
Al ternatively, an SMIP server receiving this result MAY accept a
message and optionally subject it to heightened scrutiny by other
anti - spam neasur es

6. Security Considerations

This entire docunent describes a new nechanismfor nitigating spoofed
e-mail, which is today a pervasive security problemin the Internet.

Assum ng that this nmechanismis w dely depl oyed, the foll ow ng

sections describe counter attacks that could be used to defeat this
nmechani sm
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6.1. DNS Attacks

The new nechanismis entirely dependent on DNS | ookups, and is
therefore only as secure as DNS. An attacker bent on spoofing
messages could attenpt to get his messages accepted by sending forged
answers to DNS queri es.

An MTA could largely defeat such an attack by using a properly
paranoid DNS resol ver. DNS Security (DNSSEC) nmay ultinately provide
a way to conpletely neutralize this class of attacks.

6.2. TCP Attacks

This mechanismis designed to be used in conjunction with SMIP over
TCP. A sufficiently resourceful attacker nmight be able to send TCP
packets with forged from addresses, and thus execute an entire SMIP
session that appears to conme from somewhere other than its true
origin.

Such an attack requires guessing what TCP sequence nunbers an SMIP
server will use. It also requires transnmitting conpletely in the
blind -- the attack will be unable to hear any of the server’s side
of the conversation.

Attacks of this sort can be aneliorated if |IP gateways refuse to
forward packets when the source address is clearly bogus.

6.3. Forged Sender Attacks

Thi s nechani sm chooses an address to validate either fromone of a
nunber of nessage headers or fromthe RFC 2821 MAIL command, and then
uses that address for validation. A nessage with a true Resent-From
header or Return-Path, but a forged From header, will be accepted
Since many MJAs do not display all of the headers of received
messages, the nessage will appear to be forged when displ ayed.

In order to neutralize this attack, MJAs will need to start

di splaying at |east the address that was verified. |In addition, MIAs
coul d subject nessages to hei ghtened scrutiny when the validated
address differs fromthe From header.

6.4. Address Space Hijacking

Thi s mechani sm assunes the integrity of |IP address space for

determ ning whether a given client is authorized to send nessages
froma given PRA. In addition to the TCP attack given in Section
6.2, a sufficiently resourceful attacker might be able to alter the
IP routing structure to permt two-way comunication using a
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specified I P address. It would then be possible to execute an SMIP
session that appears to conme froman authorized address, w thout the
need to guess TCP sequence nunbers or transmit in the blind.

Such an attack m ght occur if the attacker obtained access to a
router that participates in external BGP routing. Such a router
could advertise a nore specific route to a rogue SMIP client,
tenporarily overriding the legitinmte ower of the address.

6. 5. Mal i ci ous DNS Attacks on Third Parties

There is class of attacks in which an attacker A can entice a
participant P to send a nalicious nessage to a victimYV

These attacks are undertaken by A citing the address of V in the SMIP
MAI L FROM request and then by causing P to generate (or invoke the
generation of) a Delivery Status Notification ’'bounce’ nessage
(RFC3464), which is sent to the victimV

The attacker relies upon it being common practice to copy the
ori gi nal nessage into the 'bounce’ report, thereby causing the malice
to be sent onward to V.

This node of attack has the advantages (to the attacker) of
obfuscating the location of the host fromwhich the attack was

mount ed, and of possibly damaging the reputation of P by naking it
appear that P originated or was an active participant in the sending
of the malicious nessage.

In current practice, A causes P to cause the ’'bounce’ by addressing
the original nmessage to a nonexi stent recipient.

Sender | D enables a new variant of this attack.

In this variant, the attacker A sends a nmessage whose PRA (Section 4)
is selected by the attacker to be such that, when P undertakes the
Sender IDtest, a Fail will result (Section 5.3).

The message will be rejected (as the attacker intended) and a
mal i ci ous ' bounce’ nessage may be generated and sent to the victimV

7. I nplenentation CGuidance
This section describes the actions that certain nenbers of the

Internet e-mail ecosystem nust take to be conpliant with this
speci fication.
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7.1. Sinple E-Milers

A domain that injects original e-mail into the Internet, using its
own nane in From headers, need do nothing to be conpliant. However,
such domai ns SHOULD publish records in DNS as defined by [ RFC4408]
and this specification.

In the majority of cases, the domain's published information will be
the same for both the PRA and MAIL FROM variants of this test. In
this case, domains SHOULD publish their information using an SPF
record with the prefix "v=spfl1l". Doing so will render their
publ i shed information usable by the ol der SPF protocol, too. (See

[ RFC4408] for information on the SPF protocol.)

7.2. E-Miil Forwarders

In order to pass the PRA variant of the test, a programthat forwards
received mail to other addresses MJUST add an appropriate header that
contains an e-nmail address that it is authorized to use. Such
progranms SHOULD use the Resent-From header for this purpose

In order to pass the MAIL FROM variant of the test, a programthat
forwards received mail to other addresses MJST alter the MAIL FROM
address to an address under its control. Should that address
eventually receive a DSN relating to the original nessage, that DSN
SHOULD be forwarded to the original MAIL FROM address. However, if
this altered address receives any nessages other than DSNs related to
the original nessage, these nmessages MUST NOT be forwarded to the
original MAIL FROM address; they SHOULD be refused during an SMIP
transacti on.

In addition, e-mail forwarders SHOULD publish Sender |ID records for
their domains, and SHOULD use MIAs for which the Sender |D check
yields a "pass" result.

Sonme of today's forwarders already add an appropri ate header
(al though nany of them use Sender rather than Resent-From) Most of
them do not performthe address-rewiting specified above.

Note that an e-mail forwarder m ght receive a single nmessage for two
or nore recipients, each of whomrequests forwarding to a new
address. In this case, the forwarder’s MIA SHOULD transnit the
message to each new recipient individually, with each copy of the
message containing a different newy inserted Resent-From header
field.
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7.3. Miling List Servers

In order to pass the PRA variant of the test, a mailing list server
MUST add an appropriate header that contains an e-mail address that
it is authorized to use. Such prograns SHOULD use the Resent-From
header for this purpose.

In order to pass the MAIL FROM variant of the test, a mailing |list
server MJST alter the MAIL FROM address to an address under its
contr ol

In addition, mailing list servers SHOULD publish Sender |ID records
for their domains, and SHOULD use MIAs for which the Sender |D check
yields a "pass" result.

Most of today’s mailing list software already adds an appropriate
header (although nost of them use Sender rather than Resent-From,
and nost of themalready alter the MAIL FROM address

7.4. Third-Party Milers

In order to pass the PRA variant of this test, a programthat sends
mai | on behal f of another user MJUST add an appropriate header that
contains an e-nmail address that it is authorized to use. Such
prograns SHOULD use the Sender header for this purpose.

In order to pass the MAIL FROM variant of this test, a programthat
sends mail on behal f of another user MJST use a MAIL FROM address

that is under its control. Defining what the program does with any
mai | received at that address is beyond the scope of this docunent.

In addition, third-party nailers, servers SHOULD publish Sender |ID
records for their domains, and SHOULD use MrAs for which the Sender
I D check yields a "pass" result.

Many, but not all, of today' s third-party nailers are already
compliant with the PRA variant of the test. The extent to which

mail ers are already conpliant with the MAIL FROM variant of this test
i s unknown.

7.5. MJA Inplenmenters
When di spl aying a received nessage, an MJA SHOULD di spl ay the
purported responsi bl e address as defined by this docunent whenever

that address differs fromthe RFC 2822 From address. This display
SHOULD be in addition to the RFC 2822 From addr ess.
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When a received nessage contains nmultiple headers that m ght be used
for the purported responsi bl e address deternination, an MJA shoul d
consi der displaying all of them That is, if a nessage contains
several Resent-Fromis, a Sender, and a From an MJA shoul d consi der
di splaying all of them

Sender ID al so does not validate the display nane that nmay be
transmitted along with an e-mail address. The display nane is also
vul nerable to spoofing and other fornms of attacks. |In order to
reduce the occurrence and effectiveness of such attacks, MJA

i npl ement ers shoul d consi der methods to safeguard the display nane.
This could include the foll ow ng:

* Not presenting the display nane to the user at all, or not
presenting the display name unless the corresponding e-nail address
is listed in the user’s address book

* Treating as suspicious any e-mail where the display nanme is itself
in the formof an e-nail address, especially when it differs from
the actual e-mail address in the header

* Making it clear to users that the e-mail address has been checked
rat her than the display nane.
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Ful I Copyright Statenent
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This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.
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