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Abstract

Thi s docunent defines a new DNS resource record, called the DNSSEC
Lookasi de Validation (DLV) RR, for publishing DNSSEC trust anchors
out side of the DNS del egation chain.

1. I nt roducti on

DNSSEC [ 1] [2] [3] authenticates DNS data by building public-key
signature chains along the DNS del egation chain froma trust anchor
ideally a trust anchor for the DNS root.

Thi s docunent defines a new resource record for publishing such trust
anchors outside of the DNS's normal del egation chain. Use of these
records by DNSSEC validators is outside the scope of this docunent,
but it is expected that these records will help resolvers validate
DNSSEC- si gned data from zones whose ancestors either aren't signed or
refuse to publish del egation signer (DS) records for their children

2. DLV Resource Record

The DLV resource record has exactly the sane wire and presentation
formats as the DS resource record, defined in RFC 4034, Section 5.
It uses the same | ANA-assigned values in the algorithm and digest
type fields as the DS record. (Those |IANA registries are known as
the "DNS Security Al gorithm Nunbers” and "DS RR Type Al gorithm
Nunmbers" registries.)
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The DLV record is a normal DNS record type w thout any specia
processing requirements. |n particular, the DLV record does not

i nherit any of the special processing or handling requirements of the
DS record type (described in Section 3.1.4.1 of RFC 4035). Unlike
the DS record, the DLV record may not appear on the parent’s side of
a zone cut. A DLV record nmay, however, appear at the apex of a zone.

3. Security Considerations

For authoritative servers and resolvers that do not attenpt to use
DLV RRs as part of DNSSEC validation, there are no particul ar
security concerns -- DLV RRs are just |like any other DNS data.

Sof tware using DLV RRs as part of DNSSEC validation wll al nost
certainly want to inpose constraints on their use, but those
constraints are best left to be described by the docunments that nore
fully describe the particulars of howthe records are used. At a
mnimm it would be unwise to use the records without sone sort of
cryptographi c authentication. More likely than not, DNSSEC itself
will be used to authenticate the DLV RRs. Depending on how a DLV RR
is used, failure to properly authenticate it could lead to
significant additional security problens including failure to detect
spoof ed DNS dat a.

RFC 4034, Section 8, describes security considerations specific to
the DS RR. Those considerations are equally applicable to DLV RRs.
O particular note, the key tag field is used to hel p sel ect DNSKEY
RRs efficiently, but it does not uniquely identify a single DNSKEY
RR. It is possible for two distinct DNSKEY RRs to have the sane
owner nane, the sane algorithmtype, and the sane key tag. An

i mpl enentation that uses only the key tag to select a DNSKEY RR m ght
sel ect the wong public key in sone circunstances.

For further discussion of the security inplications of DNSSEC, see
RFC 4033, RFC 4034, and RFC 4035.

4. | ANA Consi derations

| ANA has assigned DNS type code 32769 to the DLV resource record from
the Specification Required portion of the DNS Resource Record Type
registry, as defined in [4].

The DLV resource record reuses the sane al gorithm and di gest type
registries already used for the DS resource record, currently known
as the "DNS Security Al gorithm Nunmbers” and "DS RR Type Al gorithm
Number s" registries.
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Ful I Copyright Statenent
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This docunment is subject to the rights, licenses and restrictions
contained in BCP 78, and except as set forth therein, the authors
retain all their rights

Thi s docunent and the information contained herein are provided on an
"AS | S" basis and THE CONTRI BUTOR, THE ORGAN ZATI ON HE/ SHE REPRESENTS
OR |'S SPONSCORED BY (I F ANY), THE | NTERNET SCCI ETY AND THE | NTERNET
ENG NEERI NG TASK FORCE DI SCLAI M ALL WARRANTI ES, EXPRESS CR | MPLI ED,

I NCLUDI NG BUT NOT LIM TED TO ANY WARRANTY THAT THE USE OF THE

I NFORMATI ON HEREI N W LL NOT | NFRI NGE ANY RI GHTS OR ANY | MPLI ED
WARRANTI ES OF MERCHANTABI LI TY OR FI TNESS FOR A PARTI CULAR PURPCSE.

Intell ectual Property

The | ETF takes no position regarding the validity or scope of any
Intellectual Property Rights or other rights that nmight be clained to
pertain to the inplenentation or use of the technol ogy described in
this docunent or the extent to which any |icense under such rights

m ght or might not be available; nor does it represent that it has
made any independent effort to identify any such rights. [Information
on the procedures with respect to rights in RFC docunents can be
found in BCP 78 and BCP 79.

Copi es of I PR disclosures nmade to the | ETF Secretariat and any
assurances of licenses to be nade available, or the result of an
attenpt nade to obtain a general |icense or permission for the use of
such proprietary rights by inplenenters or users of this
specification can be obtained fromthe | ETF on-line |IPR repository at
http://ww.ietf.org/ipr.

The 1ETF invites any interested party to bring to its attention any
copyrights, patents or patent applications, or other proprietary
rights that may cover technology that may be required to inpl enent
this standard. Please address the information to the |ETF at
ietf-ipr@etf.org.

Acknowl edgenent

Funding for the RFC Editor function is provided by the | ETF
Admini strative Support Activity (IASA)

Andrews & Wil er I nf or mat i onal [ Page 4]



