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Abst r act

This docunent is a conpilation of issues found during six
interoperability events and 5 years of experience with inplenenting,
testing, and using Stream Control Transm ssion Protocol (SCTP) al ong
with the suggested fixes. This docunent provides deltas to RFC 2960
and is organized in a tinme-based way. The issues are listed in the
order they were brought up. Because sone text is changed severa
times, the last delta in the text is the one that shoul d be appli ed.
In addition to the delta, a description of the problem and the
details of the solution are also provided.
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1. Introduction

Thi s docunent contains a conpilation of all defects found up unti
the publishing of this docunent for the Stream Control Transm ssion
Protocol (SCTP), RFC 2960 [5]. These defects nmay be of an editorial
or technical nature. This docunent nmay be thought of as a conpanion
docunent to be used in the inplenentation of SCTP to clarify errors
in the original SCTP docunent.

Thi s docunent provides a history of the changes that will be conpiled
into RFC 2960’ s [5] BIS docunent. Each error will be detailed within
this document in the form of

o the problemdescription

o the text quoted from RFC 2960 [5],

o the replacenent text that should be placed into the BI S docunent,
and

0 a description of the solution

This docunent is a historical record of sequential changes what have
been found necessary at various interop events and through discussion
on this list.

Not e that because sone text is changed several times, the last delta
for a text in the docunent is the erratumfor that text in RFC 2960

Stewart, et al. I nf or mat i onal [ Page 6]



RFC 4460 SCTP Errata April 2006

1.1. Conventions

The keywords MJUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMVENDED, NOT RECOMVENDED, MAY, and OPTI ONAL, when
they appear in this docunent, are to be interpreted as described in
RFC 2119 [2].

2. Corrections to RFC 2960
2.1. Incorrect Error Type During Chunk Processing.
2.1.1. Description of the Problem

A typo was discovered in RFC 2960 [5] that incorrectly specifies an
action to be taken when processing chunks of unknown identity.

2.1.2. Text changes to the docunent

ad text: (Section 3.2)

01 - Stop processing this SCTP packet and discard it, do not process
any further chunks within it, and report the unrecognized
paraneter in an 'Unrecogni zed Paraneter Type' (in either an
ERROR or in the INT ACK).

New text: (Section 3.2)

01 - Stop processing this SCTP packet and discard it, do not process
any further chunks within it, and report the unrecognized
chunk in an ' Unrecogni zed Chunk Type’
2.1.3. Solution Description
The receiver of an unrecogni zed chunk should not send a ’'paraneter’
error but instead should send the appropriate chunk error as
descri bed above.
2.2. Parameter Processing |ssue
2.2.1. Description of the Problem
A typographical error was introduced through an inproper cut and

paste in the use of the upper two bits to describe proper handling of
unknown paraneters.
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2.2.2. Text Changes to the Docunent

ad text: (Section 3.2.1)

00 - Stop processing this SCTP packet and discard it; do not process
any further chunks within it.

01 - Stop processing this SCTP packet and discard it, do not process
any further chunks within it, and report the unrecognized
paraneter in an 'Unrecogni zed Paraneter Type' (in either an
ERROR or in the INT ACK).

New text: (Section 3.2.1)

00 - Stop processing this SCTP chunk and discard it, do not process
any further parameters within this chunk.

01 - Stop processing this SCTP chunk and discard it, do not process
any further paranmeters within this chunk, and report the
unrecogni zed paraneter in an ’'Unrecogni zed Paraneter Type' (in
either an ERROR or in the INIT ACK).

2.2.3. Solution Description
It was always the intent to stop processing at the |level one was at
in an unknown chunk or paraneter with the upper bit set to 0. Thus,
if you are processing a chunk, you should drop the packet. |If you
are processing a paraneter, you should drop the chunk

2.3. Paddi ng Issues

2.3.1. Description of the Problem
A problemwas found when a Chunk ternminated in a TLV paraneter. |f
this last TLV was not on a 32-bit boundary (as required), there was

confusion as to whether the | ast padding was included in the chunk
| engt h.
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2.3.2. Text Changes to the Docunent

ad text: (Section 3.2)

Chunk Length: 16 bits (unsigned integer)

This value represents the size of the chunk in bytes including the
Chunk Type, Chunk Fl ags, Chunk Length, and Chunk Val ue fi el ds.
Therefore, if the Chunk Value field is zero-length, the Length
field will be set to 4. The Chunk Length field does not count any
paddi ng.

Chunk Val ue: variable length

The Chunk Value field contains the actual information to be
transferred in the chunk. The usage and format of this field is
dependent on the Chunk Type.

The total length of a chunk (including Type, Length and Val ue fi el ds)
MUST be a nultiple of 4 bytes. |If the length of the chunk is not a
multiple of 4 bytes, the sender MJUST pad the chunk with all zero
bytes and this padding is not included in the chunk I ength field.

The sender should never pad with nore than 3 bytes. The receiver
MUST i gnore the paddi ng bytes.

New text: (Section 3.2)

Chunk Length: 16 bits (unsigned integer)

This value represents the size of the chunk in bytes, including
the Chunk Type, Chunk Fl ags, Chunk Length, and Chunk Val ue fields.
Therefore, if the Chunk Value field is zero-length, the Length
field will be set to 4. The Chunk Length field does not count any
chunk paddi ng.

Chunks (including Type, Length, and Value fields) are padded out
by the sender with all zero bytes to be a multiple of 4 bytes
long. This padding MJUST NOT be nore than 3 bytes in total. The
Chunk Length val ue does not include terninating padding of the
chunk. However, it does include paddi ng of any variable-1ength
paraneter except the |l ast paraneter in the chunk. The receiver
MUST i gnore the paddi ng.
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Not e: A robust inplenentation should accept the Chunk whet her or
not the final padding has been included in the Chunk Length.

Chunk Val ue: variable length

The Chunk Value field contains the actual information to be
transferred in the chunk. The usage and format of this field is
dependent on the Chunk Type.

The total length of a chunk (including Type, Length, and Val ue
fields) MIST be a multiple of 4 bytes. |If the length of the chunk is
not a nmultiple of 4 bytes, the sender MJUST pad the chunk with al

zero bytes, and this padding is not included in the chunk |ength
field. The sender should never pad with nore than 3 bytes. The
recei ver MJST ignore the paddi ng bytes.

2.3.3. Solution Description

The above text nekes clear that the padding of the |ast paraneter is
not included in the Chunk Length field. It also clarifies that the
paddi ng of paraneters that are not the | ast one nmust be counted in
the Chunk Length field.

2.4. Parameter Types across Al Chunk Types
2.4.1. Description of the Problem

A problemwas noted when nmultiple errors are needed to be sent
regardi ng unknown or unrecogni zed paraneters. Since often the error
type does not hold the chunk type field, it nmay becone difficult to
tell which error was associated wi th which chunk

2.4.2. Text Changes to the Docunent

ad text: (Section 3.2.1)

The actual SCTP paraneters are defined in the specific SCTP chunk
sections. The rules for |ETF-defined paraneter extensions are
defined in Section 13. 2.

New text: (Section 3.2.1)

The actual SCTP paranmeters are defined in the specific SCTP chunk
sections. The rules for |ETF-defined paraneter extensions are
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defined in Section 13.2. Note that a paraneter type MJST be uni que
across all chunks. For exanple, the paraneter type '5 is used to
represent an |Pv4 address (see Section 3.3.2). The value '5 thenis
reserved across all chunks to represent an | Pv4 address and MJST NOT
be reused with a different nmeaning in any other chunk

ad text: (Section 13.2)

13.2 | ETF-defi ned Chunk Paraneter Extension

The assi gnnment of new chunk paraneter type codes is done through an
| ETF Consensus action as defined in [ RFC2434]. Docunentation of the
chunk paraneter MJST contain the follow ng information

a) Name of the paraneter type.

b) Detail ed description of the structure of the paraneter field.
This structure MJST conformto the general type-Iength-val ue
format described in Section 3.2.1.

c) Detailed definition of each conponent of the paraneter type.

d) Detailed description of the intended use of this paraneter type,
and an indication of whether and under what circunstances multiple
i nstances of this paranmeter type nay be found within the sane
chunk.

New text: (Section 13.2)

13.2. | ETF-defined Chunk Paraneter Extension

The assi gnnent of new chunk paraneter type codes is done through an

| ETF Consensus action, as defined in [RFC2434]. Docunentation of the

chunk paraneter MJST contain the follow ng information:

a) Nanme of the paraneter type

b) Detail ed description of the structure of the paraneter field.
This structure MJST conformto the general type-Iength-val ue
format described in Section 3.2.1.

c) Detailed definition of each conponent of the paraneter type.
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d) Detailed description of the intended use of this paraneter type,
and an indication of whether and under what circunstances multiple
i nstances of this paranmeter type nay be found within the sane
chunk.

e) Each paraneter type MJST be uni que across all chunks.

2.4.3. Solution Description
By having all paraneters unique across all chunk assignnents (the
current assignnent policy), no anbiguity exists as to what a
paraneter neans in different contexts. The trade-off for this is a
smal | er paraneter space, i.e., 65,536 paraneters versus 65,536 *
Number - of - chunks.

2.5. Stream Paraneter Carification

2.5.1. Description of the problem

A probl em was found where the specification is unclear on the
legality of an endpoint asking for nore streamresources than were

allowed in the MS value of the INNT. In particular, the value in
the INNT ACK requested in its OS value was larger than the M S val ue
received in the INIT chunk. This behavior is illegal, yet it was

unspecified in RFC 2960 [5]

2.5.2. Text Changes to the Docunent

ad text: (Section 3.3.3)

Nunber of Qutbound Streans (OS): 16 bits (unsigned integer)
Defi nes the nunber of outbound streans the sender of this INT ACK
chunk wi shes to create in this association. The value of 0 MJST
NOT be used.

Note: A receiver of an INNT ACK with the OS value set to 0 SHOULD
destroy the association discarding its TCB
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New text: (Section 3.3.3)

Number of Qutbound Streams (OS): 16 bits (unsigned integer)
Defines the nunber of outbound streans the sender of this INT ACK
chunk wi shes to create in this association. The value of 0 MJST
NOT be used, and the val ue MJST NOT be greater than the M S val ue
sent in the INT chunk.

Note: A receiver of an INNT ACK with the OS value set to 0 SHOULD
destroy the association, discarding its TCB

2.5.3. Solution Description
The change in wordi ng, above, changes it so that a responder to an
INIT chunk does not specify nore streans in its OS value than were
represented to it in the MS value, i.e., its nmaxinmm

2.6. Restarting Association Security Issue

2.6.1. Description of the Problem

A security problemwas found when a restart occurs. It is possible
for an intruder to send an INIT to an endpoint of an existing
association. In the INIT the intruder would list one or nore of the

current addresses of an association and its own. The nornal restart
procedures would then occur, and the intruder would have hijacked an
associ ati on.
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Text Changes to the Docunent

ext: (Section 3.3.10)

Val ue

QUOUoO~NOUITA,WNEF

-

Cause Code

Invalid Stream Identifier
M ssi ng Mandat ory Paraneter
Stal e Cookie Error

Qut of Resource

Unr esol vabl e Address

Unr ecogni zed Chunk Type

I nvalid Mandatory Paraneter
Unr ecogni zed Paraneters

No User Data

Cooki e Recei ved Whil e Shutting Down

Cause Length: 16 bits (unsigned integer)

Set to the size of the paraneter in bytes

Co

April 2006

i ncludi ng the Cause

de, Cause Length, and Cause-Specific Information fields

Cause-specific Information: variable |length

This field carries the details of the error condition

Sections 3.3.10.1 -

3.3.10. 10 define error causes for SCTP

Guidelines for the | ETF to define new error cause val ues are
di scussed in Section 13. 3.

Stewart,

et al.
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New text: (Section 3.3.10)

Val ue Cause Code

Invalid Stream |l dentifier

M ssi ng Mandat ory Paraneter

Stal e Cookie Error

Qut of Resource

Unr esol vabl e Addr ess

Unr ecogni zed Chunk Type

I nvalid Mandatory Paraneter

Unr ecogni zed Par aneters

No User Data

Cooki e Recei ved Whil e Shutting Down
Restart of an Association with New Addresses

POOO~NOUTRAWNPE

I

Cause Length: 16 bits (unsigned integer)

Set to the size of the paraneter in bytes, including the Cause
Code, Cause Length, and Cause-Specific Information fields.

Cause-specific Information: variable length
This field carries the details of the error condition

Sections 3.3.10.1 - 3.3.10.11 define error causes for SCTP.
Cui delines for the I|ETF to define new error cause val ues are
di scussed in Section 13. 3.

New text: (Note no old text, new error cause added in section 3.3.10)

3.3.10.11. Restart of an Association with New Addresses (11)

Cause of error

Restart of an association with new addresses: An INIT was received
on an existing association. But the INIT added addresses to the
association that were previously NOT part of the association. The
new addresses are listed in the error code. This ERRORis normally
sent as part of an ABORT refusing the INIT (see Section 5.2).
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| Cause Code=11 | Cause Lengt h=Vari abl e |
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/ New Address TLVs /
\ \
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Not e: Each New Address TLV is an exact copy of the TLV
that was found in the INT chunk that was new, including the
Paranmeter Type and the Parameter |ength.

ad text: (Section 5.2.1)

Upon receipt of an INIT in the COOKIE-WAI T or COXKI E- ECHOED state, an
endpoi nt MUST respond with an INIT ACK using the sane paraneters it
sent inits original INIT chunk (including its Initiation Tag,
unchanged). These original paraneters are conbined with those from
the newly received INNT chunk. The endpoint shall also generate a
State Cookie with the INNT ACK. The endpoint uses the paraneters
sent inits INNT to calculate the State Cookie.

New text: (Section 5.2.1)

Upon receipt of an INIT in the COOKIE-WAIT state, an endpoi nt MJST
respond with an INIT ACK using the sanme paraneters it sent in its
original INIT chunk (including its Initiation Tag, unchanged). Wen
respondi ng, the endpoint MJST send the INIT ACK back to the sane
address that the original INIT (sent by this endpoint) was sent to.

Upon receipt of an INIT in the COXKIE- ECHCED state, an endpoi nt MJST
respond with an INIT ACK using the sanme paraneters it sent in its
original INIT chunk (including its Initiation Tag, unchanged),

provi ded that no NEW address has been added to the formng
association. |If the INIT nessage indicates that a new address has
been added to the association, then the entire INNT MJUST be

di scarded, and NO changes should be made to the existing association.
An ABORT SHOULD be sent in response that MAY include the error
"Restart of an association with new addresses’. The error SHOULD
list the addresses that were added to the restarting associ ation.
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When responding in either state (COOKI E-WAI T or COOKI E-ECHOED) with
an INIT ACK, the original paraneters are conbined with those fromthe
newly received INNT chunk. The endpoint shall also generate a State
Cookie with the INNT ACK. The endpoint uses the paraneters sent in
its INIT to calculate the State Cooki e.

ad text: (Section 5.2.2)

5.2.2 Unexpected INIT in States O her than CLOSED, COCKI E- ECHOED
COOKI E-WAI T and SHUTDOWN- ACK- SENT

Unl ess ot herwi se stated, upon reception of an unexpected INIT for
this association, the endpoint shall generate an INNT ACK with a
State Cookie. In the outbound INIT ACK the endpoint MJST copy its
current Verification Tag and peer’s Verification Tag into a reserved
place within the state cookie. W shall refer to these |locations as
the Peer’s-Tie-Tag and the Local -Tie-Tag. The outbound SCTP packet
containing this INNT ACK MUST carry a Verification Tag val ue equal to
the Initiation Tag found in the unexpected INIT. And the INNT ACK
MUST contain a new Initiation Tag (random y generated see Section
5.3.1). Oher paraneters for the endpoint SHOULD be copied fromthe
exi sting paraneters of the association (e.g., nunber of outbound
streans) into the INIT ACK and cooki e.

After sending out the INNT ACK, the endpoint shall take no further
actions, i.e., the existing association, including its current state,
and the correspondi ng TCB MUST NOT be changed.

Note: Only when a TCB exists and the association is not in a COXI E-
WAIT state are the Tie-Tags populated. For a normal association INIT
(i.e., the endpoint is in a COXIE-WAIT state), the Tie-Tags MJST be
set to O (indicating that no previous TCB existed). The INIT ACK and
State Cookie are popul ated as specified in section 5.2.1.

New text: (Section 5.2.2)

5.2.2. Unexpected INIT in States O her Than CLOSED, COCKI E- ECHOED
COOXKI E-WAI' T, and SHUTDOWN- ACK- SENT

Unl ess ot herwi se stated, upon receipt of an unexpected INIT for this
associ ation, the endpoint shall generate an INNT ACK with a State
Cooki e. Before responding, the endpoint MJST check to see if the
unexpected I NI T adds new addresses to the association. If new
addresses are added to the association, the endpoint MJST respond
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with an ABORT, copying the 'Initiation Tag’ of the unexpected INIT
into the "Verification Tag’ of the outbound packet carrying the
ABORT. |In the ABORT response, the cause of error MAY be set to
"restart of an association with new addresses’. The error SHOULD
list the addresses that were added to the restarting association

If no new addresses are added, when responding to the INIT in the
out bound INIT ACK, the endpoint MJST copy its current Verification
Tag and peer’s Verification Tag into a reserved place within the
state cookie. W shall refer to these locations as the Peer’s-Tie-
Tag and the Local -Tie-Tag. The outbound SCTP packet containing this
INNT ACK MUST carry a Verification Tag value equal to the Initiation
Tag found in the unexpected INIT. And the INNT ACK MJST contain a
new Initiation Tag (randomy generated; see Section 5.3.1). Oher
paraneters for the endpoint SHOULD be copied fromthe existing
paraneters of the association (e.g., nunber of outbound streanms) into
the INIT ACK and cooki e.

After sending out the INIT ACK or ABORT, the endpoint shall take no
further actions; i.e., the existing association, including its
current state, and the correspondi ng TCB MJUST NOT be changed.

Note: Only when a TCB exists and the association is not in a COXI E-
WAI T or SHUTDOWN- ACK- SENT state are the Tie-Tags populated with a
val ue other than 0. For a normal association INIT (i.e., the
endpoint is in the CLOSED state), the Tie-Tags MJST be set to 0O
(indicating that no previous TCB existed).

2.6.3. Solution Description

A new error code is being added, along with specific instructions to
send back an ABORT to a new association in a restart case or

col lision case, where new addresses have been added. The error code
can be used by a legitimate restart to informthe endpoint that it
has made a software error in adding a new address. The endpoint then
can choose to wait until the OOIB ABORT tears down the old
association, or to restart w thout the new address.

Al so, the note at the end of Section 5.2.2 explaining the use of the

Ti e-Tags was nodified to properly explain the states in which the
Ti e- Tags should be set to a value different than O.

Stewart, et al. I nf or mat i onal [ Page 18]



RFC 4460 SCTP Errata April 2006

2.7. Inplicit Ability to Exceed cwnd by PMIU-1 Bytes
2.7.1. Description of the Problem

Some inplementations were having difficulty growing their cwnd. This
was due to an inproper enforcenent of the congestion control rules.
The rules, as witten, provided for a slop over of the cwnd val ue.
Wthout this slop over, the sender woul d appear NOT to be using its
full cwnd value and thus woul d never increase it.

2.7.2. Text Changes to the Docunent

ad text: (Section 6.1)

B) At any given tine, the sender MJUST NOT transnmit new data to a
given transport address if it has cwnd or nore bytes of data
outstanding to that transport address.

New text: (Section 6.1)

B) At any given tine, the sender MJUST NOT transnit new data to a
given transport address if it has cwnd or nore bytes of data
outstanding to that transport address. The sender nay exceed cwnd
by up to (PMIU-1) bytes on a new transmission if the cwnd is not
currently exceeded.

2.7.3. Solution Description

The text changes nmake clear the ability to go over the cwnd val ue by
no nore than (PMIU-1) bytes.

2.8. Issues with Fast Retransmt
2.8.1. Description of the Problem

Several problens were found in the current specification of fast
retransmt. The current wording did not require GAP ACK bl ocks to be
sent, even though they are essential to the workings of SCTP s
congestion control. The specification left unclear how to handl e the
fast retransmt cycle, having the inplenmentation wait on the cwnd to
retransmit a TSN that was marked for fast retransmit. No lint was
pl aced on how many times a TSN coul d be fast retransmtted. Fast
Recovery was not specified, causing the congestion w ndow to be
reduced drastically when there are multiple losses in a single RITT.
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2.8.2. Text Changes to the Docunent

ad text: (Section 6.2)

Acknowl edgenents MJST be sent in SACK chunks unl ess shutdown was
requested by the ULP in which case an endpoi nt MAY send an

acknow edgenent in the SHUTDOMAN chunk. A SACK chunk can acknow edge
the reception of multiple DATA chunks. See Section 3.3.4 for SACK
chunk format. |In particular, the SCTP endpoint MJST fill in the
Cumul ative TSN Ack field to indicate the | atest sequential TSN (of a
valid DATA chunk) it has received. Any received DATA chunks with TSN
greater than the value in the Cunul ative TSN Ack field SHOULD al so be
reported in the Gap Ack Bl ock fields.

New text: (Section 6.2)

Acknowl edegnments MUST be sent in SACK chunks unl ess shutdown was
requested by the ULP, in which case an endpoi nt MAY send an

acknow edgenent in the SHUTDOMN chunk. A SACK chunk can acknow edge
the reception of nmultiple DATA chunks. See Section 3.3.4 for SACK
chunk format. |In particular, the SCTP endpoint MJST fill in the
Cunul ative TSN Ack field to indicate the |atest sequential TSN (of a
val i d DATA chunk) it has received. Any received DATA chunks with
TSN greater than the value in the Curul ative TSN Ack field are
reported in the Gap Ack Block fields. The SCTP endpoi nt MJST

report as nany Gap Ack Blocks as can fit in a single SACK

chunk limted by the current path MIuU

ad text: (Section 6.2.1)

D) Any tinme a SACK arrives, the endpoint perforns the foll ow ng:

i) I'f Cunulative TSN Ack is less than the Cunul ative TSN Ack
Point, then drop the SACK. Since Curul ative TSN Ack is
nmonot oni cal Iy increasing, a SACK whose Cunul ative TSN Ack is
| ess than the Cunul ative TSN Ack Point indicates an out-of-
order SACK

ii) Set rwnd equal to the newly received a_rwnd nminus the

nunber of bytes still outstanding after processing the
Cumul ati ve TSN Ack and the Gap Ack Bl ocks.

Stewart, et al. I nf or mat i onal [ Page 20]



RFC 4460 SCTP Errata April 2006

iii) If the SACKis mssing a TSN that was previously

acknow edged via a Gap Ack Block (e.g., the data receiver
reneged on the data), then nark the correspondi ng DATA chunk
as available for retransmit: Mark it as missing for fast
retransmt as described in Section 7.2.4 and if no
retransmt timer is running for the destination address

to which the DATA chunk was originally transmtted, then
T3-rtx is started for that destination address.

New text: (Section 6.2.1)

D) Any tinme a SACK arrives, the endpoint perfornms the follow ng:

i) If Curmulative TSN Ack is less than the Cunul ative TSN Ack
Point, then drop the SACK. Since Curul ative TSN Ack is
nonot oni cal Iy increasing, a SACK whose Cunul ative TSN Ack is
| ess than the Cunul ative TSN Ack Poi nt indicates an out-of -
order SACK.

ii) Set rwnd equal to the newly received a_rwnd mnus the
nunber of bytes still outstanding after processing the
Cumul ative TSN Ack and the Gap Ack Bl ocks.

iii) If the SACKis mssing a TSN that was previously
acknow edged via a Gap Ack Block (e.g., the data receiver
reneged on the data), then consider the correspondi ng DATA
that m ght be possibly mssing: Count one m ss indication
towards fast retransmit as described in Section 7.2.4, and
if noretransmt tinmer is running for the destination
address to which the DATA chunk was originally transmtted,
then T3-rtx is started for that destination address.

iv) If the Cumul ative TSN Ack matches or exceeds the Fast
Recovery exitpoint (Section 7.2.4), Fast Recovery is exited.

ad text: (Section 7.2.4)

Whenever an endpoint receives a SACK that indicates sone TSN(s)
mssing, it SHOULD wait for 3 further miss indications (via
subsequent SACK' s) on the same TSN(s) before taking action wth
regard to Fast Retransmt.

When the TSN(s) is reported as missing in the fourth consecutive
SACK, the data sender shall:
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1) Mark the m ssing DATA chunk(s) for retransm ssion

2) Adjust the ssthresh and cwnd of the destination address(es) to
whi ch the m ssing DATA chunks were | ast sent, according to the
fornmula described in Section 7.2.3.

3) Determine how nany of the earliest (i.e., |lowest TSN) DATA chunks
marked for retransnission will fit into a single packet, subject
to constraint of the path MIU of the destination transport address
to which the packet is being sent. Call this value K. Retransmt
those K DATA chunks in a single packet.

4) Restart T3-rtx tinmer only if the last SACK acknow edged the | owest
out standi ng TSN nunber sent to that address, or the endpoint is
retransmitting the first outstanding DATA chunk sent to that
addr ess.

Not e: Before the above adjustnents, if the received SACK al so
acknow edges new DATA chunks and advances the Cunul ative TSN Ack
Point, the cwnd adjustnment rules defined in Sections 7.2.1 and 7.2.2
nmust be applied first.

A straightforward inplenentation of the above keeps a counter for
each TSN hole reported by a SACK. The counter increnments for each
consecutive SACK reporting the TSN hole. After reaching 4 and
starting the fast retransnit procedure, the counter resets to O.
Because cwnd in SCTP indirectly bounds the nunber of outstanding
TSN s, the effect of TCP fast-recovery is achieved automatically with
no adjustment to the congestion control w ndow size.

New text: (Section 7.2.4)

Whenever an endpoint receives a SACK that indicates that some TSNs
are mssing, it SHOULD wait for 3 further miss indications (via
subsequent SACKs) on the sane TSN(s) before taking action with
regard to Fast Retransmt.

M ss indications SHOULD foll ow the HTNA (H ghest TSN New y
Acknowl edged) algorithm For each incom ng SACK, niss

i ndi cations are increnmented only for missing TSNs prior to
t he hi ghest TSN newly acknowl edged in the SACK. A newy
acknow edged DATA chunk is one not previously acknow edged
ina SACK. If an endpoint is in Fast Recovery and a SACK
arrives that advances the Cunul ative TSN Ack Point, the

m ss indications are incremented for all TSNs reported

m ssing in the SACK
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When the fourth consecutive nmiss indication is received for a TSN(s),
the data sender shall do the follow ng:

1) Mark the DATA chunk(s) with four niss indications for
retransm ssion.

2) If not in Fast Recovery, adjust the ssthresh and cwnd of the
destination address(es) to which the missing DATA chunks were
| ast sent, according to the fornula described in Section 7.2.3.

3) Determine how nmany of the earliest (i.e., |lowest TSN) DATA chunks
mar ked for retransnmission will fit into a single packet, subject
to constraint of the path MIU of the destination transport address
to which the packet is being sent. Call this value K Retransmit
t hose K DATA chunks in a single packet. When a Fast Retransmit is
bei ng perforned, the sender SHOULD ignore the value of cwnd and
SHOULD NOT del ay retransm ssion for this single packet.

4) Restart T3-rtx tinmer only if the last SACK acknow edged the | owest
out standi ng TSN nunber sent to that address, or the endpoint is
retransmitting the first outstanding DATA chunk sent to that
addr ess.

5) Mark the DATA chunk(s) as being fast retransnitted and thus
ineligible for a subsequent fast retransnmit. Those TSNs narked
for retransmni ssion due to the Fast Retransmit al gorithmthat
did not fit in the sent datagramcarrying K other TSNs are al so
marked as ineligible for a subsequent fast retransmt. However,
as they are marked for retransmssion they will be retransmtted
later on as soon as cwnd al | ows.

6) If not in Fast Recovery, enter Fast Recovery and mark the highest
outstanding TSN as the Fast Recovery exit point. Wen a SACK
acknow edges all TSNs up to and including this exit point, Fast
Recovery is exited. Wile in Fast Recovery, the ssthresh and cwnd
SHOULD NOT change for any destinations due to a subsequent Fast
Recovery event (i.e., one SHOULD NOT reduce the cwnd further due
to a subsequent fast retransmit).

Not e: Before the above adjustnents, if the received SACK al so
acknow edges new DATA chunks and advances the Cunul ative TSN Ack
Point, the cwnd adjustnent rules defined in Sections 7.2.1 and 7.2.2
nmust be applied first.

2.8.3. Solution Description

The effect of the above wordi ng changes are as foll ows:
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o It requires with a MUST the sending of GAP Ack bl ocks instead of
the current RFC 2960 [5] SHOULD

o It allows a TSN being Fast Retransmitted (FR) to be sent only once
via FR

0o It ends the delay in waiting for the flight size to drop when a
TSN is identified as being ready to FR

o It changes the way chunks are marked during fast retransnit, so
that only new reports are counted.

o It introduces a Fast Recovery period to avoid nultiple congestion
wi ndow reductions when there are nultiple losses in a single RTT
(as shown by Caro et al. [3]).

These changes will effectively allow SCTP to follow a sim|ar node
as TCP+SACK in the handling of Fast Retransnit.

2.9. Mssing Statenent about partial bytes acked Update
2.9.1. Description of the Problem

SCTP uses four control variables to regulate its transm ssion rate:
rwnd, cwnd, ssthresh, and partial bytes acked. Upon detection of
packet | osses from SACK, or when the T3-rtx timer expires on an
address, cwnd and sst hresh shoul d be updated as stated in Section
7.2.3. However, that section should also clarify that

partial _bytes_acked nust be updated as well; it has to be reset to O.

2.9.2. Text Changes to the Docunent

ad text: (Section 7.2.3)

7.2.3 Congestion Control

Upon detection of packet |osses from SACK (see Section 7.2.4), An
endpoi nt should do the foll ow ng:

ssthresh = max(cwnd/ 2, 2*MIU)
cwnd = ssthresh

Basically, a packet |oss causes cwnd to be cut in half.

When the T3-rtx timer expires on an address, SCTP should perform sl ow
start by:
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ssthresh = max(cwnd/ 2, 2*MIU)
cwnd = 1*MIuU

New text: (Section 7.2.3)

7.2.3. Congestion Control

Upon detection of packet |osses from SACK (see Section 7.2.4), an
endpoi nt should do the following if not in Fast Recovery:

ssthresh = max(cwnd/ 2, 2*MIU)
cwnd = ssthresh
partial bytes _acked = 0
Basically, a packet |oss causes cwnd to be cut in half.

When the T3-rtx timer expires on an address, SCTP shoul d perform sl ow
start by

ssthresh = max(cwnd/ 2, 2*MIU)
cwnd = 1*MIuU
partial bytes acked = 0
2.9.3. Solution Description
The m ssing text added sol ves the doubts about what to do with
partial bytes acked in the situations stated in Section 7.2.3, making
clear that, along with ssthresh and cwnd, partial bytes acked shoul d
al so be updated by being reset to O.
2.10. Issues with Heartbeating and Failure Detection
2.10.1. Description of the Problem

Fi ve basic probl ens have been di scovered with the current heart beat
procedures:

0 The current specification does not specify that you should count a
fail ed heartbeat as an error against the overall association

0 The current specification is not specific as to when you start
sendi ng heartbeats and when you shoul d stop

0 The current specification is not specific as to when you should
respond to heartbeats.
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0 Wen responding to a Heartbeat, it is unclear what to do if nore
than a single TLV is present.

o The jitter applied to a heartbeat was neant to be a small variance
of the RTO and is currently a wi de variance, due to the default
delay tinme and incorrect wording within the RFC

2.10.2. Text Changes to the Docunent

ad text: (Section 8.1)

8.1 Endpoi nt Failure Detection

An endpoi nt shall keep a counter on the total nunber of consecutive
retransm ssions to its peer (including retransm ssions to all the
destination transport addresses of the peer if it is multi-honed).
If the value of this counter exceeds the linmit indicated in the
protocol paraneter ’'Association. Max. Retrans’, the endpoint shal
consi der the peer endpoint unreachable and shall stop transnmitting
any nore data to it (and thus the association enters the CLOSED
state). In addition, the endpoint shall report the failure to the
upper layer, and optionally report back all outstanding user data
remaining in its outbound queue. The association is automatically
cl osed when t he peer endpoi nt becones unreachabl e.

The counter shall be reset each tine a DATA chunk sent to that peer

endpoi nt is acknow edged (by the reception of a SACK), or a
HEARTBEAT- ACK i s received fromthe peer endpoint.
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New text: (Section 8.1)

8.1. Endpoint Failure Detection

An endpoi nt shall keep a counter on the total nunber of consecutive
retransmssions to its peer (this includes retransnissions to all the
destination transport addresses of the peer if it is multi-honed),

i ncl udi ng unacknowl edged HEARTBEAT Chunks. |If the value of this
counter exceeds the Iimt indicated in the protocol paraneter

" Associ ation. Max. Retrans’, the endpoint shall consider the peer
endpoi nt unreachabl e and shall stop transmtting any nore data to it
(and thus the association enters the CLOSED state). |In addition, the
endpoi nt MAY report the failure to the upper layer and optionally
report back all outstanding user data remaining in its outbound
queue. The association is automatically closed when the peer
endpoi nt becones unreachabl e.

The counter shall be reset each tine a DATA chunk sent to that peer
endpoi nt is acknow edged (by the reception of a SACK), or a
HEARTBEAT- ACK i s received fromthe peer endpoint.

ad text: (Section 8.3)

8.3 Path Heart beat

By default, an SCTP endpoint shall nonitor the reachability of the
idle destination transport address(es) of its peer by sending a
HEARTBEAT chunk periodically to the destination transport
address(es).

New text: (Section 8.3)

8.3 Path Heartbeat

By default, an SCTP endpoi nt SHOULD nonitor the reachability of the
idle destination transport address(es) of its peer by sending a
HEARTBEAT chunk periodically to the destination transport

address(es). HEARTBEAT sendi ng MAY begi n upon reaching the

ESTABLI SHED state and is discontinued after sending either SHUTDOAN
or SHUTDOAN- ACK. A receiver of a HEARTBEAT MJST respond to a
HEARTBEAT wi th a HEARTBEAT- ACK after entering the COOKI E- ECHOED state
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(INI'T sender) or the ESTABLISHED state (INIT receiver), up unti
reachi ng the SHUTDOMN SENT state (SHUTDOMN sender) or the SHUTDOM-
ACK- SENT state (SHUTDOMN receiver).

ad text: (Section 8.3)

The recei ver of the HEARTBEAT should i mredi ately respond with a
HEARTBEAT ACK that contains the Heartbeat Information field copied
fromthe recei ved HEARTBEAT chunk

New text: (Section 8.3)

The receiver of the HEARTBEAT should i nmedi ately respond with a
HEARTBEAT ACK that contains the Heartbeat Infornation TLV, together
with any other received TLVs, copied unchanged fromthe received
HEARTBEAT chunk

ad text: (Section 8.3)

On an idle destination address that is allowed to heartbeat, a
HEARTBEAT chunk is RECOMVENDED to be sent once per RTO of that
destination address plus the protocol paranmeter 'HB.interval’ , wth
jittering of +/- 50% and exponential back-off of the RTOif the
previ ous HEARTBEAT i s unanswered.

New text: (Section 8.3)

On an idle destination address that is allowed to heartbeat, it is
reconmended t hat a HEARTBEAT chunk is sent once per RTO of that
destination address plus the protocol parameter 'HB.interval’, with
jittering of +/- 50% of the RTO val ue, and exponential back-off of
the RTOif the previous HEARTBEAT i s unanswer ed.

2.10.3. Solution Description
The above text provides guidance as to howto respond to the five

i ssues nentioned in Section 2.10.1. In particular, the wording
changes provide gui dance as to when to start and stop heartbeating,
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how to respond to a heartbeat with extra paraneters, and it clarifies
the error counting procedures for the association

2.11. Security interactions with firewalls
2.11.1. Description of the Problem

Wien dealing with firewalls, it is advantageous for the firewall to
be able to properly determine the initial startup sequence of a
reliable transport protocol. Wth this in mnd, the follow ng text
is to be added to SCTP' s security section

2.11.2. Text Changes to the Docunent

New text: (no old text, new section added)

11.4 SCTP Interactions with Firewal | s

It is helpful for some firewalls if they can inspect

just the first fragnment of a fragnented SCTP packet and unanbi guously
determ ne whether it corresponds to an INIT chunk (for further

i nformati on, please refer to RFC1858). Accordingly, we

stress the requirenents, stated in 3.1, that (1) an INIT chunk MJST
NOT be bundl ed with any other chunk in a packet, and (2) a packet
containing an INIT chunk MJUST have a zero Verification Tag.
Furthernmore, we require that the receiver of an INT chunk MJST
enforce these rules by silently discarding an arriving packet with an
INIT chunk that is bundled with other chunks.

ad text: (Section 18)
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2.11.3. Solution Description

The above text, which adds a new subsection to the Security

Consi derati ons section of RFC 2960 [5] nekes clear that, to nmake
easier the interaction with firewalls, an INIT chunk nust not be
bundl ed in any case with any other chunk that will silently discard
the packets that do not followthis rule (this rule is enforced by
t he packet receiver).

2.12. Shutdown Anbiguity
2.12.1. Description of the Problem

Currently, there is an anbiguity between the statenents in Sections
6.2 and 9.2. Section 6.2 allows the sending of a SHUTDOWN chunk in
pl ace of a SACK when the sender is in the process of shutting down,
while section 9.2 requires that both a SHUTDOAN chunk and a SACK
chunk be sent.

Along with this anbiguity there is a problem wherein an errant
SHUTDOWN receiver may fail to stop accepting user data.

2.12.2. Text Changes to the Docunent

ad text: (Section 9.2)

If there are still outstandi ng DATA chunks left, the SHUTDOM

recei ver shall continue to follow normal data transm ssion procedures
defined in Section 6 until all outstandi ng DATA chunks are

acknow edged; however, the SHUTDOWN recei ver MJUST NOT accept new data
fromits SCTP user.

Whil e in SHUTDOMNN SENT state, the SHUTDOAWN sender MUST i nmedi ately
respond to each recei ved packet containing one or nore DATA chunk(s)
with a SACK, a SHUTDOMWN chunk, and restart the T2-shutdown timer. |f
it has no nore outstandi ng DATA chunks, the SHUTDOWN recei ver shall
send a SHUTDOM ACK and start a T2-shutdown tiner of its own,
entering the SHUTDOAN ACK- SENT state. |If the timer expires, the
endpoi nt nust re-send the SHUTDOMN ACK.
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New text: (Section 9.2)

If there are still outstandi ng DATA chunks left, the SHUTDOMN

recei ver MJUST continue to foll ow nornal data transmn ssion procedures
defined in Section 6, until all outstandi ng DATA chunks are

acknow edged; however, the SHUTDOM recei ver MJST NOT accept new data
fromits SCTP user.

VWil e in SHUTDOMNN- SENT state, the SHUTDOWN sender MUST i nmedi ately
respond to each received packet containing one or nore DATA chunks
with a SHUTDOM chunk and restart the T2-shutdown timer. |If a
SHUTDOWN chunk by itself cannot acknow edge all of the received DATA
chunks (i.e., there are TSNs that can be acknow edged that are |arger
than the cunul ative TSN, and thus gaps exist in the TSN sequence), or
i f duplicate TSNs have been received, then a SACK chunk MJST al so be
sent.

The sender of the SHUTDOAN MAY al so start an overall guard tiner

" T5- shut down-guard’ to bound the overall tine for shutdown sequence.
At the expiration of this timer, the sender SHOULD abort the

associ ation by sending an ABORT chunk. [If the ’T5-shutdown-guard’
timer is used, it SHOULD be set to the recommended value of 5 tinmes
" RTO Max’ .

If the receiver of the SHUTDOMWN has no nore outstandi ng DATA chunks,
t he SHUTDOMN recei ver MJUST send a SHUTDOAN ACK and start a
T2-shutdown tinmer of its own, entering the SHUTDOM ACK- SENT st at e.
If the tinmer expires, the endpoint nust re-send the SHUTDOMN ACK.
2.12.3. Solution Description
The above text clarifies the use of a SACK in conjunction with a
SHUTDOWN chunk. It also adds a guard tiner to the SCTP shut down
sequence to protect against errant receivers of SHUTDOAWN chunks.
2.13. Inconsistency in ABORT Processing
2.13.1. Description of the Problem

It was noted that the wording in Section 8.5.1 did not give proper
directions in the use of the "T bit’ with the Verification Tags.
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ad text: (Section 8.5.1)

B) Rul es for packet carrying ABORT:

- The endpoint shall always fill in the Verification Tag field
of the outbound packet with the destination endpoint’s tag
value if it is known.

- |If the ABORT is sent in response to an OOIB packet, the
endpoi nt MUST foll ow the procedure described in Section 8. 4.

- The receiver MIST accept the packet if the Verification Tag
mat ches either its own tag, ORthe tag of its peer. Oherw se,
the receiver MIST silently discard the packet and take no
further action.

New text: (Section 8.5.1)

B) Rul es for packet carrying ABORT:

- The endpoint MJST always fill in the Verification Tag field of
t he out bound packet with the destination endpoint’s tag val ue,
if it is known.

- |If the ABORT is sent in response to an OOIB packet, the
endpoi nt MUST foll ow the procedure described in Section 8. 4.

- The receiver of a ABORT MUST accept the packet if the
Verification Tag field of the packet matches its own tag OR i f
it is set toits peer’'s tag and the T bit is set in the Chunk
Flags. Oherwi se, the receiver MIST silently discard the
packet and take no further action.

2.13.3. Solution Description

The above text change clarifies that the T bit nust be set before an
i mpl enentation | ooks for the peer’s tag.
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2.14. Ownd Gated by Its Full Use
2.14.1. Description of the Problem

A problemwas found with the current specification of the growth and
decay of cwnd. The cwnd should only be increased if it is being
fully utilized, and after periods of underutilization, the cwnd

shoul d be decreased. In sonme sections, the current wording is weak
and is not clearly defined. Also, the current specification
unnecessarily introduces the need for special case code to ensure
cwnd degradation. Plus, the cwnd should not be increased during Fast
Recovery, since a full cwnd during Fast Recovery does not qualify the
cwnd as being fully utilized. Additionally, nmultiple | oss scenarios
in a single wi ndow nay cause the cwnd to grow nore rapidly as the
nunber of losses in a w ndow increases [3].

2.14.2. Text Changes to the Docunent

ad text: (Section 6.1)

D) Then, the sender can send out as many new DATA chunks as Rule A
and Rule B above all ow.

New text: (Section 6.1)

D) When the tinme cones for the sender to transmit new DATA chunks,
the protocol paranmeter Max.Burst SHOULD be used to linit the
number of packets sent. The linmt MAY be applied by adjusting
cwnd as foll ows:

if((flightsize + Max. Burst*MIU) < cwnd)
cwnd = flightsize + Max. Burst*MIU

O it MAY be applied by strictly linmting the nunber of packets
emtted by the output routine.

E) Then, the sender can send out as many new DATA chunks as Rule A
and Rule B al | ow.
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adtext: (Section 7.2.1)

0o Wien cwnd is less than or equal to ssthresh an SCTP endpoi nt MJST
use the slow start algorithmto increase cwnd (assum ng the
current congestion window is being fully utilized). |[If an
i ncom ng SACK advances the Cumul ative TSN Ack Point, cwnd MJST be
i ncreased by at nost the |lesser of 1) the total size of the
previ ously out standi ng DATA chunk(s) acknow edged, and 2) the
destination’s path MIU. This protects against the ACK-Splitting
attack outlined in [ SAVAGE99] .

New text: (Section 7.2.1)

0o Wien cwnd is less than or equal to ssthresh, an SCTP endpoi nt MJST
use the slow start algorithmto increase cwnd only if the current
congestion window is being fully utilized, an incom ng SACK
advances the Cunul ative TSN Ack Point, and the data sender is not
in Fast Recovery. Only when these three conditions are met can
the cwnd be increased; otherw se, the cwnd MJUST not be increased.
If these conditions are net, then cwnd MJST be increased by, at
nost, the lesser of 1) the total size of the previously
out st andi ng DATA chunk(s) acknow edged, and 2) the destination’'s
path MIU. This upper bound protects against the ACK-Splitting
attack outlined in [ SAVAGE99] .

ad text: (Section 14)

14. Suggested SCTP Protocol Paraneter Val ues

The followi ng protocol paraneters are RECOVMENDED:

RTO. I ni ti al - 3 seconds

RTO. M n - 1 second

RTO. Max - 60 seconds

RTO. Al pha - 1/8

RTO. Bet a - 1/4

Val i d. Cooki e. Life - 60 seconds

Associ ation. Max. Retrans - 10 attenpts

Pat h. Max. Ret r ans - 5 attenpts (per destination address)
Max.lnit.Retransmits - 8 attenpts

HB. i nt er val - 30 seconds
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New text: (Section 14)

14. Suggested SCTP Protocol Paraneter Val ues

The followi ng protocol paraneters are RECOVMENDED:

RTO. I ni ti al - 3 seconds
RTO. M n - 1 second
RTO. Max - 60 seconds
Max. Bur st - 4

RTO. Al pha - 1/8

RTO. Bet a - 1/4

Val i d. Cooki e. Life - 60 seconds
Associ ation. Max. Retrans - 10 attenpts
Pat h. Max. Ret r ans - 5 attenpts (per destination address)
Max.lnit.Retransnits - 8 attenpts
HB. | nt er val - 30 seconds

2.14.3. Solution Description

The above changes strengthen the rules and make it much nore apparent
as to the need to block cwnd growth when the full cwnd is not being
utilized. The changes al so apply cwnd degradati on without

i ntroduci ng the need for conpl ex special case code.

2.15. Wndow Probes in SCTP

2.15.1. Description of the Problem
Wien a receiver clanps its rwnd to O to flow control the peer, the
specification inplies that one must continue to accept data fromthe

renote peer. This is incorrect and needs clarification.

2.15.2. Text Changes to the Docunent

ad text: (Section 6.2)

The SCTP endpoi nt MJUST al ways acknow edge the recei pt of each valid
DATA chunk.
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New text: (Section 6.2)

The SCTP endpoi nt MJST al ways acknow edge the reception of each valid
DATA chunk when the DATA chunk received is inside its receive w ndow.

Wien the receiver’'s advertised windowis 0, the receiver MJST drop
any new i ncomi ng DATA chunk with a TSN | arger than the | argest TSN
received so far. |If the new incom ng DATA chunk hol ds a TSN val ue

| ess than the |largest TSN received so far, then the receiver SHOULD
drop the largest TSN held for reordering and accept the new i nconing
DATA chunk. In either case, if such a DATA chunk is dropped, the
recei ver MJST inmedi ately send back a SACK with the current receive
wi ndow showi ng only DATA chunks received and accepted so far. The
dropped DATA chunk(s) MJST NOT be included in the SACK, as they were
not accepted. The receiver MJST al so have an al gorithmfor
advertising its receive windowto avoid receiver silly w ndow
syndrone (SW5), as described in RFC 813. The al gorithm can be
simlar to the one described in Section 4.2.3.3 of RFC 1122.

ad text: (Section 6.1)

A) At any given tinme, the data sender MUST NOT transnmit new data to
any destination transport address if its peer’s rwnd indicates
that the peer has no buffer space (i.e., rwnd is 0, see Section
6.2.1). However, regardless of the value of rwnd (including if it
is 0), the data sender can al ways have one DATA chunk in flight to
the receiver if allowed by cwnd (see rule B below). This rule
all ows the sender to probe for a change in rwnd that the sender
m ssed due to the SACK having been lost in transit fromthe data
receiver to the data sender
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New text: (Section 6.1)

A) At any given tinme, the data sender MJST NOT transmit new data to
any destination transport address if its peer’s rwnd indicates
that the peer has no buffer space (i.e., rwnd is 0; see Section
6.2.1). However, regardless of the value of rwnd (including if it
is 0), the data sender can al ways have one DATA chunk in flight to
the receiver if allowed by cwnd (see rule B, below). This rule
all ows the sender to probe for a change in rwnd that the sender
m ssed due to the SACK s having been lost in transit fromthe data
receiver to the data sender.

When the receiver’s advertised window is zero, this probe is
called a zero wi ndow probe. Note that a zero w ndow probe
SHOULD only be sent when all outstandi ng DATA chunks have
been cunul ati vely acknowl edged and no DATA chunks are in
flight. Zero wi ndow probi ng MIST be support ed.

If the sender continues to receive new packets fromthe receiver
whi | e doi ng zero w ndow probi ng, the unacknow edged wi ndow probes
shoul d not increnment the error counter for the association or any
destination transport address. This is because the receiver MY
keep its window closed for an indefinite tine. Refer to

Section 6.2 on the receiver behavior when it advertises a zero

wi ndow. The sender SHOULD send the first zero wi ndow probe after
1 RTO when it detects that the receiver has closed its w ndow
and SHOULD i ncrease the probe interval exponentially afterwards.
Al'so note that the cwnd SHOULD be adjusted according to

Section 7.2.1. Zero w ndow probing does not affect the

cal cul ati on of cwnd.

The sender MUST al so have an al gorithm for sendi ng new DATA chunks
to avoid silly wi ndow syndrone (SW5) as described in RFC 813. The
algorithmcan be simlar to the one described in Section 4.2.3.4
of RFC 1122.

2.15.3. Solution Description

The above allows a receiver to drop new data that arrives and yet
still requires the receiver to send a SACK showi ng the conditions
unchanged (with the possible exception of a new a_rwnd) and the
dropped chunk as missing. This will allow the association to
continue until the rwnd condition clears.
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2.16. Fragnentation and Path MIU | ssues
2.16.1. Description of the Problem

The current wording of the Fragnentati on and Reassenbly forces an

i npl enentation that supports fragnentation to always fragnent. This
prohibits an inplenentation fromoffering its users an option to

di sabl e sends that exceed the SCTP fragnentation point.

The restriction in RFC 2960 [5], Section 6.9, was never neant to
restrict an inplenentations APl fromthis behavior

2.16.2. Text Changes to the Docunent

ad text: (Section 6.1)

6.9 Fragnentation and Reassenbly

An endpoi nt MAY support fragmentation when sendi ng DATA chunks, but
MUST support reassenbly when receiving DATA chunks. |f an endpoint
supports fragnmentation, it MJST fragnment a user nessage if the size
of the user nessage to be sent causes the outbound SCTP packet size
to exceed the current MIU. |If an inplenmentation does not support
fragmentati on of outbound user nessages, the endpoint mnmust return an
error to its upper layer and not attenpt to send the user nessage.

| MPLEMENTATI ON NOTE: In this error case, the Send primtive
di scussed in Section 10.1 would need to return an error to the upper
| ayer.

New text: (Section 6.1)

6.9. Fragnentation and Reassenbly

An endpoi nt MAY support fragmentation when sendi ng DATA chunks, but
it MJST support reassenbly when receiving DATA chunks. [|f an
endpoi nt supports fragnentation, it MJST fragnent a user nessage if
the size of the user nessage to be sent causes the outbound SCTP
packet size to exceed the current MIU. |f an inplenentation does not
support fragnentati on of outbound user nessages, the endpoint MJST
return an error to its upper layer and not attenpt to send the user
nessage
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Note: If an inplenentation that supports fragnentati on nakes
available to its upper layer a nmechanismto turn off fragmentation it
may do so. However, in so doing, it MJST react just like an

i npl ement ation that does NOT support fragnentation, i.e., it MJIST
reject sends that exceed the current P-MIU

| MPLEMENTATI ON NOTE: I n this error case, the Send primtive
di scussed in Section 10.1 would need to return an error to the upper
| ayer.

2.16.3. Solution Description

The above wording will allow an inplenentation to offer the option of
rejecting sends that exceed the P-MIU size even when the
i mpl enent ati on supports fragnentation.

2.17. Initial Value of the Cumul ati ve TSN Ack
2.17.1. Description of the Problem

The current description of the SACK chunk within the RFC does not
clearly state the value that would be put within a SACK when no DATA
chunk has been received.

2.17.2. Text Changes to the Docunent

ad text: (Section 3.3.4)

Cumul ative TSN Ack: 32 bits (unsigned integer)

This paraneter contains the TSN of the |ast DATA chunk received in
sequence before a gap.

New text: (Section 3.3.4)

Cumul ative TSN Ack: 32 bits (unsigned integer)

This paranmeter contains the TSN of the |ast DATA chunk received in

sequence before a gap. In the case where no DATA chunk has
been received, this value is set to the peer’s Initial TSN m nus
one.
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2.17.3. Sol ution Description

This change clearly states what the initial value will be for a SACK
sender.

2.18. Handling of Address Paraneters within the INIT or I NI T- ACK
2.18.1. Description of the Problem

The current description on handling address paraneters contai ned
within the INIT and I NI T- ACK does not fully describe a requirenent
for their handling.

2.18.2. Text Changes to the Docunent

ad text: (Section 5.1.2)

C) If there are only | Pv4/1Pv6 addresses present in the received INIT
or INNT ACK chunk, the receiver shall derive and record all the
transport address(es) fromthe received chunk AND t he source IP
address that sent the INNT or INNT ACK. The transport address(es)
are derived by the conbination of SCTP source port (fromthe
common header) and the I P address paraneter(s) carried in the INT
or INIT ACK chunk and the source |IP address of the |IP datagram
The receiver should use only these transport addresses as
destination transport addresses when sendi ng subsequent packets to
its peer.

New text: (Section 5.1.2)

C) If there are only |IPv4/1Pv6 addresses present in the received INIT
or INIT ACK chunk, the receiver MJST derive and record all the
transport addresses fromthe received chunk AND t he source I P
address that sent the INNT or INNT ACK. The transport addresses
are derived by the conbination of SCTP source port (fromthe
common header) and the I P address paraneter(s) carried in the INT
or INIT ACK chunk and the source |IP address of the |IP datagram
The receiver should use only these transport addresses as
destination transport addresses when sendi ng subsequent packets to
its peer.
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D) An INIT or INIT ACK chunk MUST be treated as bel ongi ng
to an already established association (or one in the
process of being established) if the use of any of the
valid address paraneters contai ned within the chunk
woul d identify an existing TCB.

2.18.3. Solution description

This new text clearly specifies to an inplenmentor the need to | ook
within the INNT or INNT ACK.  Any inplenentation that does not do
this may (for exanple) not be able to recognize an INIT chunk coni ng
froman al ready established association that adds new addresses (see
Section 2.6) or an incomng INIT ACK chunk sent froma source address
different fromthe destination address used to send the I NI T chunk.

2.19. Handling of Stream Shortages
2.19.1. Description of the Problem

The current wording in the RFC places the choice of sending an ABORT
upon the SCTP stack when a stream shortage occurs. This decision
shoul d really be nade by the upper |ayer, not the SCTP stack.

2.19.2. Text Changes to the Docunent

5.1.1 Handl e Stream Paraneters

In the INIT and INIT ACK chunks, the sender of the chunk shall

i ndi cate the nunber of outbound streams (OS) it w shes to have in
the association, as well as the nmaxi muminbound streans (MS) it
wi |l accept fromthe other endpoint.

After receiving the streamconfiguration information fromthe other
side, each endpoint shall performthe follow ng check: |f the peer’s
MS is less than the endpoint’s OS, nmeaning that the peer is

i ncapabl e of supporting all the outbound streans the endpoint wants
to configure, the endpoint MJST either use MS outbound streans, or
abort the association and report to its upper |ayer the resources
shortage at its peer.
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New text: (Section 5.1.2)

5.1.1. Handl e Stream Paraneters

In the INIT and INIT ACK chunks, the sender of the chunk MJST

i ndi cate the nunber of outbound streanms (OS) it w shes to have in
the association, as well as the maxi muminbound streans (MS) it wll
accept fromthe other endpoint.

After receiving the streamconfiguration information fromthe other
si de, each endpoint MJST performthe follow ng check: |f the peer’s
MS is less than the endpoint’s OS, neaning that the peer is

i ncapabl e of supporting all the outbound streans the endpoint wants
to configure, the endpoint MJUST use MS outbound streams and MAY
report any shortage to the upper |layer. The upper |ayer can then
choose to abort the association if the resource shortage

i s unaccept abl e.

2.19.3. Solution Description

The above changes take the decision to ABORT out of the real mof the
SCTP stack and place it into the user’s hands.

2.20. Indefinite Postponenent

2.20.1. Description of the Problem
The current RFC does not provide any gui dance on the assignnment of
TSN sequence nunbers to outbound nessages nor reception of these

nmessages. This could lead to a possible indefinite postponenent.

2.20.2. Text Changes to the Docunent

ad text: (Section 6.1)

Not e: The data sender SHOULD NOT use a TSN that is nore than 2**31 -
1 above the beginning TSN of the current send w ndow.

6.2 Acknow edgenment on Reception of DATA Chunks
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New text: (Section 6.1)

Not e: The data sender SHOULD NOT use a TSN that is nore than 2**31 -
1 above the beginning TSN of the current send w ndow.

The al gorithm by which an inplenmentation assigns sequential TSNs to
nmessages on a particul ar associati on MJST ensure that no user
nmessage that has been accepted by SCTP is indefinitely postponed
frombeing assigned a TSN. Acceptable algorithns for assigning TSNs
i ncl ude

(a) assigning TSNs in round-robin order over all streans wth
pendi ng data; and

(b) preserving the linear order in which the user nessages were
submitted to the SCTP association

When an upper |ayer requests to read data on an SCTP associ ation
the SCTP recei ver SHOULD choose the nmessage with the [ owest TSN from
anong all deliverable nessages. 1In SCTP inplenentations that allow a
user to request data on a specific stream this operati on SHOULD NOT
block if data is not available, since this can lead to a deadl ock
under certain conditions.
6.2. Acknow edgenment on Recei pt of DATA Chunks

2.20.3. Solution Description

The above wording clarifies how TSNs SHOULD be assigned by the
sender.

2.21. User-Initiated Abort of an Association

2.21.1. Description of the Problem
It is not possible for an upper layer to abort the association and
provide the peer with an indication of why the association is
abort ed.

2.21.2. Text changes to the docunent

Sone of the changes given here already include changes suggested in
Section 2.6 of this docunent.
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ad text: (Section 3.3.10)

Cause Code
Val ue Cause Code
1 Invalid Stream ldentifier
2 M ssi ng Mandatory Paraneter
3 Stal e Cookie Error
4 Qut of Resource
5 Unr esol vabl e Address
6 Unr ecogni zed Chunk Type
7 I nvalid Mandatory Paraneter
8 Unr ecogni zed Paraneters
9 No User Data
10 Cooki e Recei ved Whil e Shutting Down

Cause Length: 16 bits (unsigned integer)

Set to the size of the paraneter in bytes, including the Cause
Code, Cause Length, and Cause-Specific Information fields

Cause-specific Information: variable length
This field carries the details of the error condition
Sections 3.3.10.1 - 3.3.10.10 define error causes for SCTP

Guidelines for the | ETF to define new error cause val ues are
di scussed in Section 13. 3.
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New text: (Section 3.3.10)

Cause Code
Val ue Cause Code

1 Invalid Stream | dentifier

2 M ssi ng Mandatory Paraneter

3 Stal e Cookie Error

4 Qut of Resource

5 Unr esol vabl e Addr ess

6 Unr ecogni zed Chunk Type

7 I nvalid Mandatory Paraneter

8 Unr ecogni zed Par aneters

9 No User Data

10 Cooki e Recei ved Whil e Shutting Down
11 Restart of an Association with New Addresses
12 User-lnitiated Abort

Cause Length: 16 bits (unsigned integer)

Set to the size of the paraneter in bytes, including the Cause
Code, Cause Length, and Cause-Specific Information fields

Cause-specific Information: variable |length
This field carries the details of the error condition

Sections 3.3.10.1 - 3.3.10.12 define error causes for SCTP.
Cui delines for the |ETF to define new error cause val ues are
di scussed in Section 13. 3.

New text: (Note: no old text, new error added in Section 3.3.10)

3.3.10.12. User-Initiated Abort (12)

Cause of error

This error cause MAY be included in ABORT chunks that are sent
because of an upper |ayer request. The upper |ayer can specify
an Upper Layer Abort Reason that is transported by SCTP
transparently and MAY be delivered to the upper |ayer protoco
at the peer.
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ad text: (Section 9.1)

9.1 Abort of an Association

When an endpoi nt decides to abort an existing association, it
shall send an ABORT chunk to its peer endpoint. The sender MJST
fill in the peer’s Verification Tag in the outbound packet and
MUST NOT bundl e any DATA chunk with the ABORT

An endpoi nt MJUST NOT respond to any received packet that contains
an ABORT chunk (al so see Section 8.4).

An endpoi nt receiving an ABORT shall apply the special
Verification Tag check rul es described in Section 8.5.1.

After checking the Verification Tag, the receiving endpoint shal
remove the association fromits record and shall report the
termnation to its upper |ayer

New text: (Section 9.1)

9.1. Abort of an Association

When an endpoi nt decides to abort an existing association, it MJST
send an ABORT chunk to its peer endpoint. The sender MJST fill in
the peer’s Verification Tag in the outbound packet and MJUST NOT
bundl e any DATA chunk with the ABORT. |If the association is
aborted on request of the upper layer, a User-Initiated Abort
error cause (see 3.3.10.12) SHOULD be present in the ABORT chunk

An endpoi nt MJUST NOT respond to any received packet that contains
an ABORT chunk (al so see Section 8.4).

An endpoi nt receiving an ABORT MJUST apply the special Verification
Tag check rul es described in Section 8.5.1.

After checking the Verification Tag, the receiving endpoint MJST
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renove the association fromits record and SHOULD report the
termnation to its upper layer. |If a User-Initiated Abort error
cause is present in the ABORT chunk, the Upper Layer Abort Reason
SHOULD be made avail able to the upper |ayer.

ad text: (Section 10.1)

D) Abort

Format: ABORT(association id [, cause code])
-> result

Ungracefully cl oses an association. Any l|locally queued user
data will be discarded and an ABORT chunk is sent to the peer.
A success code will be returned on successful abortion of the
association. |If attenpting to abort the association results
ina failure, an error code shall be returned.

Mandatory attri butes:

0o association id - local handle to the SCTP associ ation
Optional attributes:

0 cause code - reason of the abort to be passed to the peer.

New text: (Section 10.1)

D) Abort

Format: ABORT(association id [, Upper Layer Abort Reason])
-> result

Ungracefully cl oses an association. Any l|locally queued user
data will be discarded, and an ABORT chunk is sent to the peer.
A success code will be returned on successful abortion of the
association. |If attenpting to abort the association results
ina failure, an error code shall be returned.

Mandatory attri butes:

0o association id - Local handle to the SCTP associ ati on.
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Optional attributes:

o Upper Layer Abort Reason - Reason of the abort to be passed
to the peer.

None.

ad text: (Section 10.2)

E) COVMUNI CATI ON LOST notification

Wien SCTP | oses conmuni cation to an endpoint conpletely (e.g., via

Heartbeats) or detects that the endpoint has performed an abort

operation, it shall invoke this notification on the ULP

The followi ng shall be passed with the notification

0 association id - local handle to the SCTP associ ation

0 status - This indicates what type of event has occurred; The
status may indicate a failure OR a nornal termnation
event occurred in response to a shutdown or abort
request.

The following may be passed with the notification

o data retrieval id - an identification used to retrieve
unsent and unacknow edged dat a.

o last-acked - the TSN | ast acked by that peer endpoint;

o last-sent - the TSN |l ast sent to that peer endpoint;

New text: (Section 10.2)

E) COVMUNI CATI ON LOST notification

When SCTP | oses comunication to an endpoint conpletely (e.g., via
Heartbeats) or detects that the endpoint has perforned an abort
operation, it shall invoke this notification on the ULP

The follow ng shall be passed with the notification

o0 association id - Local handle to the SCTP associ ati on
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0 status - This indicates what type of event has occurred; The
status may indicate that a failure OR a nornal
term nation event occurred in response to a shutdown
or abort request.

The following nmay be passed with the notification

o data retrieval id - An identification used to retrieve unsent
and unacknow edged dat a.

o last-acked - The TSN | ast acked by that peer endpoint.
o last-sent - The TSN | ast sent to that peer endpoint.

o Upper Layer Abort Reason - The abort reason specified in
case of a user-initiated abort.

2.21.3. Solution Description

The above all ows an upper layer to provide its peer with an
i ndi cation of why the association was aborted. Therefore, an
addition error cause was introduced.

2.22. Handling of Invalid Initiate Tag of I N T-ACK
2.22.1. Description of the Problem

RFC 2960 requires that the receiver of an INNT-ACK with the Initiate
Tag set to zero handles this as an error and sends back an ABORT

But the sender of the INIT-ACK nornmally has no TCB, and thus the
ABORT i s usel ess.

2.22.2. Text Changes to the Docunent

ad text: (Section 3.3.3)

Initiate Tag: 32 bits (unsigned integer)

The receiver of the INIT ACK records the value of the
Initiate Tag paraneter. This value MJST be placed into
the Verification Tag field of every SCTP packet that the
INIT ACK receiver transmts within this association.

The Initiate Tag MUST NOT take the value 0. See Section 5.3.1
for more on the selection of the Initiate Tag val ue.
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If the value of the Initiate Tag in a received INNT ACK chunk
is found to be 0, the receiver MIST treat it as an error and
cl ose the association by transnmitting an ABORT.

New text: (Section 3.3.3)

Initiate Tag: 32 bits (unsigned integer)

The receiver of the INIT ACK records the value of the
Initiate Tag paraneter. This value MJST be placed into
the Verification Tag field of every SCTP packet that the
INIT ACK receiver transmits within this association.

The Initiate Tag MUST NOT take the value 0. See Section 5.3.1
for more on the selection of the Initiate Tag val ue.

If the value of the Initiate Tag in a received INNT ACK
chunk is found to be 0, the receiver MJST destroy the
association discarding its TCB. The receiver MAY send an
ABORT for debuggi ng purpose.

2.22.3. Solution Description

The new text does not require that the receiver of the invalid I N T-
ACK send the ABORT. This behavior is in tune with the error case of
invalid stream nunbers in the NI T-ACK. However, sending an ABORT
for debuggi ng purposes is all owed.

2.23. Sending an ABORT in Response to an INIT
2.23.1. Description of the Problem

Whenever the receiver of an INIT chunk has to send an ABORT chunk in
response, for whatever reason, it is not stated clearly which
Verification Tag and val ue of the T-bit should be used.

2.23.2. Text Changes to the Docunent

ad text: (Section 8.4)

3) If the packet contains an INIT chunk with a Verification Tag
set to 'O, process it as described in Section 5. 1.
O herw se,
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New text: (Section 8.4)

3) If the packet contains an INIT chunk with a Verification Tag
set to '0’, process it as described in Section 5.1. If, for
what ever reason, the INIT cannot be processed nornally and
an ABORT has to be sent in response, the Verification Tag
of the packet containing the ABORT chunk MJST be the
Initiate tag of the received INIT chunk, and the T-Bit of
the ABORT chunk has to be set to 0, indicating that
a TCB was destroyed. O herwi se

2.23.3. Solution Description

The new text stated clearly which value of the Verification Tag and
T-bit have to be used.

2.24. Stream Sequence Nunber (SSN) Initialization
2.24.1. Description of the Problem

RFC 2960 does not describe the fact that the SSN has to be
initialized to 0, as required by RFC 2119.

2.24.2. Text Changes to the Docunent

ad text: (Section 6.5)

The stream sequence nunber in all the streams shall start fromO
when the association is established. Al so, when the stream
sequence nunmber reaches the val ue 65535 the next stream sequence
nunber shall be set to O.

New text: (Section 6.5)

The stream sequence nunber in all the streanms MJST start fromO
when the association is established. Al so, when the stream
sequence nunber reaches the val ue 65535 the next stream sequence
number MJUST be set to O.

Stewart, et al. I nf or mat i onal [ Page 52]



RFC 4460 SCTP Errata April 2006

2.24.3. Solution Description

The "shall’ in the text is replaced by a "MIST' to clearly state the
requi red behavi or.

2.25. SACK Packet For nat
2.25.1. Description of the Problem

It is not clear in RFC 2960 whet her a SACK nust contain the fields
Number of Gap Ack Bl ocks and Nunber of Duplicate TSNs.

2.25.2. Text Changes to the Docunent

ad text: (Section 3.3.4)

The SACK MJST contain the Curul ative TSN Ack and
Advertised Receiver Wndow Credit (a_rwnd) paraneters.

New text: (Section 3.3.4)

The SACK MJST contain the Curul ative TSN Ack,
Advertised Receiver Wndow Credit (a_rwnd), Nunber
of Gap Ack Bl ocks, and Nunber of Duplicate TSNs fi el ds.

2.25.3. Solution Description

The text has been nodified. It is now clear that a SACK al ways
contains the fields Nunber of Gap Ack Bl ocks and Nunber of Duplicate
TSNs.

2.26. Protocol Violation Error Cause
2.26.1. Description of the Problem

There are many situations where an SCTP endpoint may detect that its
peer violates the protocol. The result of such detection often
results in the association being destroyed by the sending of an
ABORT. Currently, there are only sone error causes that could be
used to indicate the reason for the abort, but these do not cover al
cases.
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2.26.2. Text Changes to the Docunent

Sone of the changes given here already include changes suggested in
Section 2.6 and 2.21 of this docunent.

ad text: (Section 3.3.10)

Cause Code
Val ue Cause Code
1 Invalid Stream Identifier
2 M ssi ng Mandatory Paraneter
3 Stal e Cookie Error
4 Qut of Resource
5 Unr esol vabl e Address
6 Unr ecogni zed Chunk Type
7 I nvalid Mandat ory Paraneter
8 Unr ecogni zed Paraneters
9 No User Data
10 Cooki e Recei ved Whil e Shutting Down

Cause Length: 16 bits (unsigned integer)

Set to the size of the paraneter in bytes, including the Cause
Code, Cause Length, and Cause-Specific Information fields

Cause-specific Information: variable |length
This field carries the details of the error condition
Sections 3.3.10.1 - 3.3.10.10 define error causes for SCTP.

Guidelines for the | ETF to define new error cause val ues are
di scussed in Section 13. 3.
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New text: (Section 3.3.10)

Cause Code
Val ue Cause Code

1 Invalid Stream | dentifier

2 M ssi ng Mandatory Paraneter

3 Stal e Cookie Error

4 Qut of Resource

5 Unr esol vabl e Addr ess

6 Unr ecogni zed Chunk Type

7 I nvalid Mandatory Paraneter

8 Unr ecogni zed Par aneters

9 No User Data

10 Cooki e Recei ved Whil e Shutting Down
11 Restart of an Association with New Addresses
12 User Initiated Abort

13 Prot ocol Violation

Cause Length: 16 bits (unsigned integer)

Set to the size of the paraneter in bytes, including the Cause
Code, Cause Length, and Cause-Specific Information fields

Cause-specific Information: variable |length
This field carries the details of the error condition

Sections 3.3.10.1 - 3.3.10.13 define error causes for SCTP.
Guidelines for the | ETF to define new error cause val ues are
di scussed in Section 13. 3.

New text: (Note: no old text; new error added in section 3.3.10)

3.3.10.13. Protocol Violation (13)

Cause of error

This error cause MAY be included in ABORT chunks that are sent
because an SCTP endpoint detects a protocol violation of the peer
that is not covered by the error causes described in 3.3.10.1 to
3.3.10.12. An inplenentation MAY provide additional information
speci fyi ng what kind of protocol violation has been detect ed.
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26.3. Solution Description

An additional error cause has been defined that can be used by an
endpoint to indicate a protocol violation of the peer

27. Reporting of Unrecogni zed Paraneters
27.1. Description of the Problem

It is not stated clearly in RFC 2960 [5] how unrecogni zed paraneters
shoul d be reported. Unrecognized paraneters in an INT chunk could
be reported in the I NI T-ACK chunk or in a separate ERROR chunk, which
can get lost. Unrecognized paraneters in an I N T-ACK chunk have to
be reported in an ERROR-chunk. This can be bundled with the COXIE-
ERROR chunk or sent separately. |If it is sent separately and

recei ved before the COXIE-ECHO, it will be handl ed as an OOTB
packet, resulting in sending out an ABORT chunk. Therefore, the
associ ati on woul d not be established.

27.2. Text Changes to the Docunent

Some of the changes given here already include changes suggested in
Section 2.2 of this docunent.

ad text: (Section 3.2.1)

00 - Stop processing this SCTP packet and discard it, do not process
any further chunks within it.

01 - Stop processing this SCTP packet and discard it, do not process
any further chunks within it, and report the unrecogni zed
paraneter in an 'Unrecogni zed Parameter Type’ (in either an
ERROR or in the INT ACK).

10 - Skip this paraneter and continue processing.
11 - Skip this paraneter and continue processing but report the

unrecogni zed paraneter in an ’'Unrecogni zed Paraneter Type' (in
either an ERROR or in the INIT ACK).
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New text: (Section 3.2.1)

00 - Stop processing this SCTP chunk and discard it; do not process
any further paranmeters within this chunk.

01 - Stop processing this SCTP chunk and discard it, do not process
any further paranmeters within this chunk, and report the
unrecogni zed paraneter in an ’'Unrecogni zed Paraneter Type', as
described in 3.2.2.

10 - Skip this paraneter and continue processing.

11 - Skip this paraneter and continue processing but report the
unrecogni zed paraneter in an ’'Unrecogni zed Paraneter Type', as
described in 3.2.2.

New text: (Note: no old text; clarification added in Section 3.2)

3.2.2. Reporting of Unrecognized Paraneters

If the receiver of an INIT chunk detects unrecogni zed paraneters
and has to report themaccording to Section 3.2.1, it MJST put
the ' Unrecogni zed Paranmeter’ paraneter(s) in the I N T- ACK chunk
sent in response to the INIT-chunk. Note that if the receiver
of the INIT chunk is NOT going to establish an association (e.g.
due to lack of resources), then no report would be sent back

If the receiver of an I NI T-ACK chunk detects unrecognized
paraneters and has to report them according to Section 3.2.1,
it SHOULD bundl e the ERROR chunk containing the
"Unrecogni zed Paraneter’ error cause with the COXKI E- ECHO
chunk sent in response to the INIT-ACK chunk. [If the
receiver of the I NI T-ACK cannot bundl e the COOKI E- ECHO chunk
with the ERROR chunk, the ERROR chunk MAY be sent separately
but not before the COOKIE-ACK has been received.

Note: Any tinme a COOKIE-ECHO is sent in a packet, it MJST be the
first chunk.

2.27.3. Solution Description

The procedure of reporting unrecogni zed paraneters has been descri bed
clearly.
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2.28. Handling of IP Address Paraneters
2.28.1. Description of the Problem

It is not stated clearly in RFC 2960 [5] how an SCTP endpoi nt that
supports either | Pv4 addresses or | Pv6 addresses should respond if
| Pv4 and | Pv6 addresses are presented by the peer in the INIT or

I NI T- ACK chunk.

2.28.2. Text Changes to the Docunent

ad text: (Section 5.1.2)

| MPLEMENTATI ON NOTE: In the case that the receiver of an INNT ACK
fails to resolve the address paranmeter due to an unsupported type,
it can abort the initiation process and then attenpt a
re-initiation by using a 'Supported Address Types' paraneter in
the new INIT to indicate what types of address it prefers.

New text: (Section 5.1.2)

| MPLEMENTATI ON NOTE: In the case that the receiver of an INNT ACK
fails to resolve the address paranmeter due to an unsupported type,
it can abort the initiation process and then attenpt a re-
initiation by using a ' Supported Address Types’ paraneter in the
new INIT to indicate what types of address it prefers.

| MPLEMENTATI ON NOTE: | f an SCTP endpoint that only supports either
| Pv4 or 1 Pv6 receives |IPv4 and | Pv6 addresses in an INIT or INT-
ACK chunk fromits peer, it MJST use all the addresses bel ongi ng
to the supported address fanmly. The other addresses MAY be

i gnored. The endpoint SHOULD NOT respond with any kind of error

i ndi cati on.

2.28.3. Solution Description

The procedure of handling | P address paraneters has been descri bed
clearly.
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2.29. Handling of COKIE ECHO Chunks When a TCB Exists
2.29.1. Description of the Problem

The description of the behavior in RFC 2960 [5] when a COOKI E ECHO

chunk and a TCB exist could be msunderstood. Wen a COXIE ECHO i s
received, a TCB exists and the local tag and peer’s tag match, it is
stated that the endpoint should enter the ESTABLISHED state if it has

not al ready done so and send a COOKIE ACK. It was not clear that, in
the case the endpoint has already |eft the ESTABLI SHED st ate again,
then it should not go back to established. |In case D, the endpoint

can only enter state ESTABLI SHED from COOKI E- ECHOED because in state
CLOSED it has no TCB and in state COOKIE-WAIT it has a TCB but knows
not hi ng about the peer’s tag, which is requested to match in this
case.

2.29.2. Text Changes to the Docunent

ad text: (Section 5.2.4)

D) When both |l ocal and renote tags match the endpoint shoul d
al ways enter the ESTABLI SHED state, if it has not already
done so. It should stop any init or cookie tiners that may
be running and send a COXI E ACK

New text: (Section 5.2.4)

D) When both | ocal and renote tags nmatch, the endpoint should
enter the ESTABLI SHED state, if it is in the COOKI E- ECHOED
state. It should stop any cookie tinmer that may
be running and send a COXI E ACK

2.29.3. Solution Description

The procedure of handling of COXKIE- ECHO chunks when a TCB exi sts has
been described clearly.

2.30. The Initial Congestion Wndow Size

2.30.1. Description of the Problem
RFC 2960 was published with the intention of having the sane
congestion control properties as TCP. Since the publication of RFC
2960, TCP' s initial congestion wi ndow size has been increased via RFC

3390. This sane update will be needed for SCTP to keep SCITP s
congestion control properties equivalent to that of TCP
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ad text: (Section 7.2.1)
o The initial cwnd before DATA transni ssion or after a
sufficiently long idle period MIUST be <= 2*MIU.

New text: (Section 7.2.1)
o The initial cwnd before DATA transmi ssion or after a
sufficiently long idle period MIUST be set to
m n(4*MrU, max (2*Mry, 4380 bytes)).

ad text: (Section 7.2.1)
0 Wien the endpoint does not transnmt data on a given transport
address, the cwnd of the transport address should be adjusted
to max(cwnd/ 2, 2*MIU) per RTO

New text: (Section 7.2.1)
0 Wien the endpoint does not transnmt data on a given transport
address, the cwnd of the transport address should be adjusted
to max(cwnd/ 2, 4*MIU) per RTO

ad text: (Section 7.2.2)
0 Sanme as in the slow start, when the sender does not transmt
DATA on a given transport address, the cwnd of the transport
address should be adjusted to max(cwnd / 2, 2*MIU) per RTO

New text: (Section 7.2.2)

0 Sanme as in the slow start, when the sender does not transmt
DATA on a given transport address, the cwnd of the transport
address should be adjusted to max(cwnd / 2, 4*MIU) per RTQO
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adtext: (Section 7.2.3)

7.2.3. Congestion Control

Upon detection of packet |osses from SACK (see Section 7.2.4), an
endpoi nt should do the follow ng:

ssthresh = max(cwnd/ 2, 2*MIU)
cwnd = ssthresh

Basically, a packet |oss causes cwnd to be cut in half.

Wien the T3-rtx timer expires on an address, SCTP should perform
sl ow start by

ssthresh = max(cwnd/ 2, 2*MIU)
cwnd = 1*MrU

New text: (Section 7.2.3)

7.2.3 Congestion Control

Upon detection of packet |osses from SACK (see Section 7.2.4), An
endpoi nt should do the foll ow ng:

ssthresh = max(cwnd/ 2, 4*MIU)
cwnd = ssthresh

Basically, a packet |oss causes cwnd to be cut in half.

When the T3-rtx timer expires on an address, SCTP should perform
sl ow start by:

ssthresh = max(cwnd/ 2, 4*MTU)
cwnd = 1*Mru

2.30.3. Solution Description

The change to SCTP's initial congestion windowwll allowit to
continue to maintain the sane congestion control properties as TCP.
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2.31. Stream Sequence Nunbers in Figures
2.31.1. Description of the Problem
In Section 2.24 of this docunent, it is clarified that the SSN are

initialized with 0. Two figures in RFC 2960 [5] illustrate that they
start with 1.
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ad text: (Section 7.2.1)

Endpoi nt A Endpoint Z
{app sets association with Z}
(build TCB)
INIT [I-Tag=Tag_A
& other info] ------ \
(Start T1-init tiner) \
(Enter COKIE-WAIT state) \---> (conpose tenp TCB and Cookie_Z)
/-- INIT ACK [Veri Tag=Tag_A,
/ | - Tag=Tag_Z,
(Cancel T1-init tinmer) <----- / Cookie_Z, & other info]
(destroy tenp TCB)
COKI E ECHO [ Cookie_Z] ------ \
(Start T1-init tiner) \
(Enter COOKI E- ECHOED st at e) \---> (build TCB enter ESTABLI SHED
state)
/---- COXKIE- ACK
/
(Cancel Ti1-init tiner, <----- /
Ent er ESTABLI SHED st at e)
{app sends 1st user data; strm 0}
DATA [TSN=initial TSN A
Strme0, Seq=1 & user data]--\
(Start T3-rtx timer) \
\->
[----- SACK [ TSN Ack=init
/ TSN_A, Bl ock=0]
(Cancel T3-rtx timer) <------ /
{app sends 2 nessages; strm 0}
/---- DATA
/ [TSN=init TSN Z
<--/ Strme0, Seq=1 & user data 1]
SACK [ TSN Ack=init TSN _Z, / ---- DATA
Bl ock=0]  -------- \ [TSNEinit TSN Z +1,
\/ Strme0, Seq=2 & user data 2]
<------ /\
\
\ - - - >

Figure 4: INITiati on Exanpl e
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New text: (Section 7.2.1)

Endpoi nt A Endpoint Z
{app sets association with Z}
(build TCB)
INNT [I-Tag=Tag_A
& other info] ------ \
(Start T1l-init tinmer) \

(Enter COKIE-WAIT state) \---> (conpose tenp TCB and Cookie_Z)
/-- INIT ACK [ Veri Tag=Tag_A,

/ | - Tag=Tag_Z,
(Cancel Ti1-init timer) <------ / Cooki e_Z, & other info]
(destroy tenp TCB)
COXI E ECHO [ Cookie_Z] ------ \
(Start T1-init tiner) \
(Ent er COKI E- ECHOED st at €) \---> (build TCB enter ESTABLI SHED
state)
/---- COXI E- ACK
/
(Cancel T1-init timer, <----- /
Ent er ESTABLI SHED st at e)
{app sends 1st user data; strm 0}
DATA [TSN=initial TSN A
Strme0, Seq=0 & user data]--\
(Start T3-rtx timer) \
\->
[----- SACK [ TSN Ack=ini t
/ TSN_A, Bl ock=0]
(Cancel T3-rtx timer) <------ /
{app sends 2 nessages; strm 0}
/---- DATA
/ [TSNEinit TSN _Z
<--/ Strme0, Seq=0 & user data 1]
SACK [ TSN Ack=init TSN Z, /---- DATA
Bl ock=0]  -------- \ [TSNEinit TSN Z +1,
\/ Strme0, Seq=1 & user data 2]
<------ /\
\
\ - - - - >

Figure 4: INTiation Exanple
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ad text: (Section 5.2.4.1)

Endpoi nt A Endpoint Z
S Association is established---------------------- >
Tag=Tag_A Tag=Tag_Z
T T N N .. >

{A crashes and restarts}
{app sets up a association with z}

(build TCB)
INNT [I-Tag=Tag_A
& other info] -------- \

(Start T1-init tinmer) \

(Enter COOKI E-WAIT state) \---> (find a existing TCB
conmpose tenp TCB and Cookie Z
with Tie-Tags to previous
associ ation)

/--- INNT ACK [Veri Tag=Tag A’,
/ | - Tag=Tag_Z',
(Cancel Ti1-init timer) <------ / Cooki e_Z[ Ti eTags=
Tag_A, Tag_Z

& ot her info]
(destroy tenp TCB, | eave ori gi nal
in place)
COOKI E ECHO [ Veri =Tag_Z',
Cookie_z
Ti e=Tag_A,
Tag_Z]---------- \
(Start T1-init tiner) \
(Ent er COKI E- ECHOED st at €) \---> (Find existing association,
Ti e- Tags match ol d tags,
Tags do not match i.e.,
case X X M M above,
Announce Restart to ULP
and reset association).
/---- COKI E- ACK
(Cancel Ti1-init tiner, <------ /
Ent er ESTABLI SHED st at e)
{app sends 1st user data; strm 0}
DATA [TSN=initial TSN A
Strme0, Seq=1 & user data]--\
(Start T3-rtx tinmner) \
\->
/--- SACK [ TSN Ack=init TSN_A, Bl ock=0]
(Cancel T3-rtx timer) <------ /

Figure 5: A Restart Exanple
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New text: (Section 5.2.4.1)

Endpoi nt A Endpoint Z
LR Association is established---------------------- >
Tag=Tag_A Tag=Tag_Z
T TR N N .. >

{A crashes and restarts}
{app sets up a association with z}

(build TCB)
INNT [I-Tag=Tag_A
& other info] -------- \

(Start T1-init tinmer) \

(Enter COOKI E-WAIT state) \---> (find a existing TCB
conmpose tenp TCB and Cookie Z
with Tie-Tags to previous
associ ation)

/--- INNT ACK [Veri Tag=Tag A’,
/ | - Tag=Tag_Z',
(Cancel Ti1-init timer) <------ / Cooki e_Z[ Ti eTags=
Tag_A, Tag_Z

& ot her info]
(destroy tenp TCB, | eave ori gi nal
in place)
COOKI E ECHO [ Veri =Tag_Z',
Cookie_z
Ti e=Tag_A,
Tag_Z]---------- \
(Start T1-init tiner) \
(Ent er COKI E- ECHOED st at €) \---> (Find existing association,
Ti e- Tags match ol d tags,
Tags do not match i.e.,
case X X M M above,
Announce Restart to ULP
and reset association).
/---- COKI E- ACK
(Cancel Ti1-init tiner, <------ /
Ent er ESTABLI SHED st at e)
{app sends 1st user data; strm 0}
DATA [TSN=initial TSN A
Strme0, Seq=0 & user data]--\
(Start T3-rtx tinmner) \
\->
/--- SACK [ TSN Ack=init TSN_A, Bl ock=0]
(Cancel T3-rtx timer) <------ /

Figure 5: A Restart Exanple

Stewart, et al. I nf or mat i onal [ Page 66]



RFC 4460 SCTP Errata April 2006

2.31.3. Solution description

Figure 4 and 5 were changed so that the SSN starts with O instead of
1

2.32. Unrecogni zed Paraneters

2.32.1. Description of the Problem
The RFC does not state clearly in Section 3.3.3.1 whether one or
mul ti pl e unrecogni zed paraneters are included in the *Unrecognized

Paranmeter’ paraneter.

2.32.2. Text Changes to the Docunent

ad text: (Section 3.3.3)

Vari abl e Paraneters St at us Type Val ue
State Cookie Mandat ory 7

| Pv4 Address (Note 1) Opt i onal 5

| Pv6 Address (Note 1) Opt i onal 6

Unr ecogni zed Paraneters Opt i onal 8

Reserved for ECN Capable (Note 2) Opt i onal 32768 (0x8000)
Host Name Address (Note 3) Opt i onal 11

New text: (Section 3.3.3)

Vari abl e Paraneters St at us Type Val ue
State Cookie Mandat ory 7

| Pv4 Address (Note 1) Opt i onal 5

| Pv6 Address (Note 1) Opt i onal 6

Unr ecogni zed Par anet er Opt i onal 8

Reserved for ECN Capable (Note 2) Opt i onal 32768 (0x8000)
Host Name Address (Note 3) Opt i onal 11

ad text: (Section 3.3.3.1)
Unr ecogni zed Paraneters:
Par anet er Type Value: 8

Paraneter Length: Variable Size.
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Par anet er Val ue:
This paranmeter is returned to the originator of the INIT
chunk when the INIT contains an unrecogni zed paraneter
whi ch has a value that indicates that it should be reported
to the sender. This paranmeter value field will contain
unrecogni zed paraneters copied fromthe INIT chunk conpl ete
with Paranmeter Type, Length and Val ue fields.

New text: (Section 3.3.3.1)
Unr ecogni zed Paraneter:
Par aneter Type Val ue: 8
Paraneter Length: Variable Size.
Par anet er Val ue:
This paranmeter is returned to the originator of the INIT
chunk when the INIT contains an unrecogni zed paraneter
that has a value that indicates that it should be reported
to the sender. This paranmeter value field will contain the
unrecogni zed paraneter copied fromthe INIT chunk conpl ete
with Paraneter Type, Length, and Val ue fields.
2.32.3. Solution Description

The new text states clearly that only one unrecogni zed paraneter is
reported per paraneter.

2.33. Handling of Unrecognized Paraneters

2.33.1. Description of the Problem
It is not stated clearly in RFC 2960 [5] how unrecogni zed paraneters
shoul d be handl ed. The problem cones up when an INIT contains an
unr ecogni zed paranmeter with highest bits 00. It was not clear
whet her an I NI T- ACK shoul d be sent.

2.33.2. Text Changes to the Docunent

Some of the changes given here already include changes suggested in
Section 2.27 of this docunent.
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adtext: (Section 3.2.1)

00 - Stop processing this SCTP packet and discard it, do not process
any further chunks within it.

01 - Stop processing this SCTP packet and discard it, do not process
any further chunks within it, and report the unrecognized
paraneter in an 'Unrecogni zed Parameter Type' (in either an
ERROR or in the INIT ACK).

10 - Skip this paraneter and continue processing.

11 - Skip this paraneter and continue processing but report the
unrecogni zed paraneter in an ’'Unrecogni zed Paraneter Type' (in
either an ERROR or in the INIT ACK).

New text: (Section 3.2.1)

00 - Stop processing this paraneter; do not process
any further paraneters within this chunk.

01 - Stop processing this paraneter, do not process
any further paranmeters within this chunk, and report the
unrecogni zed paranmeter in an ’'Unrecogni zed Paraneter Type', as
described in 3.2.2.

10 - Skip this paraneter and conti nue processing.

11 - Skip this paraneter and continue processing but report the
unrecogni zed paraneter in an ’'Unrecogni zed Paraneter Type', as
described in 3.2.2.

New text: (Note: no old text; clarification added in section 3.2)

3.2.2. Reporting of Unrecogni zed Paraneters

If the receiver of an INIT chunk detects unrecogni zed paraneters and
has to report themaccording to Section 3.2.1, it MJST put the
"Unrecogni zed Paraneter’ parameter(s) in the I NI T-ACK chunk sent in
response to the INIT-chunk. Note that if the receiver of the INT
chunk is NOT going to establish an association (e.g., due to |ack of
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resources), an 'Unrecogni zed Paraneter’ would NOT be included wth
any ABORT being sent to the sender of the INT.

If the receiver of an I N T- ACK chunk detects unrecogni zed paraneters
and has to report them according to Section 3.2.1, it SHOULD bundl e
the ERROR chunk containing the "Unrecogni zed Paraneter’ error cause
with the COOKI E- ECHO chunk sent in response to the I NI T- ACK chunk

If the receiver of the INIT-ACK cannot bundl e the COOKI E- ECHO chunk
wi th the ERROR chunk, the ERROR chunk MAY be sent separately but not
bef ore the COOKI E- ACK has been received.

Note: Any tinme a COXIE-ECHO is sent in a packet, it MJST be the
first chunk.

2.33.3. Solution Description

The procedure of handling unrecogni zed paraneters has been descri bed
clearly.

2.34. Tie Tags
2.34.1. Description of the Problem

RFC 2960 requires that Tie-Tags be included in the COXIE. The
cooki e may not be encrypted. An attacker could discover the val ue of
the Verification Tags by anal yzi ng cooki es received after sending an
INIT.

2.34.2. Text Changes to the Docunent

ad text: (Section 1.4)

o Tie-Tags: Verification Tags froma previous association. These
Tags are used within a State Cookie so that the newy
restarting association can be linked to the origina
association within the endpoint that did not restart.

New text: (Section 1.4)

0 Tie-Tags: Two 32-bit random nunbers that together nake a 64-
bit nonce. These Tags are used within a State Cookie and TCB
so that a newly restarting association can be linked to the
original association within the endpoint that did not restart
and yet not reveal the true Verification Tags of an existing
associ ati on.
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adtext: (Section 5.2.1)

For an endpoint that is in the COOKIE-ECHOED state it MJST
popul ate its Tie-Tags with the Tag information of itself and
its peer (see Section 5.2.2 for a description of the Tie-Tags).

New text: (Section 5.2.1)

For an endpoint that is in the COXIE-ECHOED state it MJST
popul ate its Tie-Tags within both the association TCB and
inside the State Cookie (see section 5.2.2 for a description
of the Tie-Tags).

ad text: (Section 5.2.2)

Unl ess ot herwi se stated, upon reception of an unexpected INIT for
this association, the endpoint shall generate an INNT ACK with a
State Cookie. In the outbound INIT ACK the endpoint MJST copy its
current Verification Tag and peer’s Verification Tag into a
reserved place within the state cookie. W shall refer to these
| ocations as the Peer’s-Tie-Tag and the Local -Tie-Tag. The

out bound SCTP packet containing this INIT ACK MUST carry a
Verification Tag value equal to the Initiation Tag found in the
unexpected INIT. And the INNT ACK MIST contain a new Initiation
Tag (randomly generated see Section 5.3.1). Oher paraneters

for the endpoi nt SHOULD be copied fromthe existing paranmeters

of the association (e.g., nunmber of outbound streans) into the
INI'T ACK and cooki e.

New text: (Section 5.2.2)

Unl ess ot herwi se stated, upon receipt of an unexpected INIT for
this association, the endpoint MJST generate an INNT ACK with a
State Cookie. In the outbound INIT ACK, the endpoint MJST copy
its current Tie-Tags to a reserved place within the State Cookie
and the association’s TCB. W shall refer to these |ocations

i nside the cookie as the Peer’s-Tie-Tag and the Local -Tie-Tag. W
will refer to the copy within an association's TCB as the Loca

Tag and Peer’s Tag. The outbound SCTP packet containing this INIT
ACK MJST carry a Verification Tag value equal to the Initiation
Tag found in the unexpected INIT. And the INNT ACK MJST contain a
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new Initiation Tag (randomy generated; see Section 5.3.1). Oher
paraneters for the endpoint SHOULD be copied fromthe existing
paraneters of the association (e.g., nunber of outbound streans)
into the INIT ACK and cooki e.

2.34.3. Solution Description

The solution to this problemis not to use the real Verification Tags
within the State Cookie as tie-tags. Instead, two 32-bit random
nunbers are created to formone 64-bit nonce and stored both in the
State Cookie and the existing association TCB. This prevents
exposing the Verification Tags inadvertently.

2.35. Port Nunber Verification in the COXKI E- ECHO
2.35.1. Description of the Problem

The State Cookie sent by a |istening SCTP endpoi nt may not contain
the original port nunbers or the local Verification Tag. It is then
possi bl e that the endpoint, on receipt of the COXIE-ECHO, wll not
be able to verify that these values match the original values found
inthe INNT and I NI T-ACK that began the association setup.

2.35.2. Text Changes to the Docunent

ad text: (Section 5.1.5)

3) Conpare the creation timestanp in the State Cookie to the
current local time. |If the elapsed tine is |onger than the
lifespan carried in the State Cookie, then the packet,

i ncludi ng the COXXI E ECHO and any attached DATA chunks,
SHOULD be di scarded and the endpoint MJST transmit an ERROR
chunk with a "Stal e Cookie" error cause to the peer endpoint,

4) If the State Cookie is valid, create an association to the
sender of the COOKIE ECHO chunk with the information in the
TCB data carried in the COXIE ECHO, and enter the
ESTABLI SHED st at e,

5) Send a COOXI E ACK chunk to the peer acknow edgi ng reception
of the COCOKIE ECHO. The COOKIE ACK MAY be bundled with an
out bound DATA chunk or SACK chunk; however, the COOKI E ACK
MJUST be the first chunk in the SCTP packet.

6) I nmedi ately acknowl edge any DATA chunk bundled with the COXIE

ECHO wi th a SACK (subsequent DATA chunk acknow edgenent shoul d
follow the rules defined in Section 6.2). As nentioned in step
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5), if the SACK is bundled with the COOKIE ACK, the COXXIE ACK
MUST appear first in the SCTP packet.

New text: (Section 5.1.5)

3) Conpare the port nunbers and the Verification Tag contai ned
wi thin the COOKIE ECHO chunk to the actual port nunbers and the
Verification Tag within the SCTP common header of the received
packet. |If these values do not match, the packet MJST be
silently discarded.

4) Conpare the creation tinmestanp in the State Cookie to the
current local tinme. |If the elapsed tine is |longer than the
lifespan carried in the State Cookie, then the packet,

i ncluding the COOXIE ECHO and any attached DATA chunks,
SHOULD be di scarded, and the endpoint MJST transnit an
ERROR chunk with a "Stale Cookie" error cause to the peer
endpoi nt .

5) If the State Cookie is valid, create an association to the
sender of the COOKIE ECHO chunk with the information in the
TCB data carried in the COOKIE ECHO and enter the
ESTABLI SHED st at e.

6) Send a COXI E ACK chunk to the peer acknow edgi ng receipt of
the COOXIE ECHO  The COOKI E ACK MAY be bundled with an
out bound DATA chunk or SACK chunk; however, the COOKIE ACK
MUST be the first chunk in the SCTP packet.

7) Imredi ately acknow edge any DATA chunk bundl ed with the COXKIE
ECHO wi th a SACK (subsequent DATA chunk acknow edgenent should
follow the rules defined in Section 6.2). As nmentioned in step
5, if the SACK is bundled with the COXKIE ACK, the COXKIE ACK
MUST appear first in the SCTP packet.

2.35.3. Solution Description
By including both port nunbers and the |ocal Verification Tag within

the State Cookie and verifying these during COOKIE- ECHO processi ng,
this issue is resol ved.
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2.

2.

2.

36. Path Initialization
36.1. Description of the Problem

When an associ ation enters the ESTABLI SHED state, the endpoint has no
verification that all of the addresses presented by the peer do in
fact belong to the peer. This could cause various forns of denial of
servi ce attacks.

36.2. Text Changes to the Docunent

add text: None

New text: (Section 5.4)

5.4, Path Verification

During association establishment, the two peers exchange a list of
addresses. In the predom nant case, these lists accurately represent
t he addresses owned by each peer. However, it is possible that a

m sbehavi ng peer may supply addresses that it does not own. To
prevent this, the following rules are applied to all addresses of the
new associ ati on

1) Any address passed to the sender of the INIT by its upper layer is
automatically considered to be CONFI RVED

2) For the receiver of the COXKIE-ECHO the only CONFI RVED address is
the one that the I NI T-ACK was sent to.

3) Al other addresses not covered by rules 1 and 2 are consi dered
UNCONFI RVED and are subject to probing for verification

To probe an address for verification, an endpoint will send
HEARTBEATs i ncluding a 64-bit random nonce and a path indicator (to
identify the address that the HEARTBEAT is sent to) within the
HEARTBEAT par aneter.

Upon recei pt of the HEARTBEAT-ACK, a verification is nade that the
nonce included in the HEARTBEAT paraneter is the one sent to the
address indicated inside the HEARTBEAT paraneter. Wen this match
occurs, the address that the original HEARTBEAT was sent to i s now
consi dered CONFI RMED and avail able for nornmal data transfer.
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These probing procedures are started when an associ ation noves to the
ESTABLI SHED state and are ended when all paths are confirned.

Each RTO a probe nmay be sent on an active UNCONFI RVED path in an
attenpt to nove it to the CONFIRMED state. If during this probing
the path becones inactive, this rate is lowered to the nornal
HEARTBEAT rate. At the expiration of the RTO tiner, the error
counter of any path that was probed but not CONFIRMED is increnented
by one and subjected to path failure detection, as defined in section
8.2. \When probi ng UNCONFI RMED addr esses, however, the association
overall error count is NOT increnented.

The nunber of HEARTBEATS sent at each RTO SHOULD be linited by the
HB. Max. Burst paraneter. It is an inplenmentation decision as to how
to distribute HEARTBEATS to the peer’s addresses for path
verification.

Whenever a path is confirmed, an indication MAY be given to the upper
| ayer.

An endpoi nt MJUST NOT send any chunks to an UNCONFI RMED address, with
the foll owi ng exceptions:

- A HEARTBEAT i ncl udi ng a nonce MAY be sent to an UNCONFI RVED
addr ess.

- A HEARTBEAT- ACK MAY be sent to an UNCONFI RVMED addr ess.

- A COXI E- ACK MAY be sent to an UNCONFI RVED address, but it MJIST be
bundl ed with a HEARTBEAT including a nonce. An inplenentation that
does NOT support bundling MJST NOT send a COOKI E-ACK to an
UNCONFI RVED addr ess.

- A COOKE- ECHO MAY be sent to an UNCONFI RVED address, but it MJST be
bundl ed wit h a HEARTBEAT i ncl udi ng a nonce, and the packet MJST NOT
exceed the path MITU. If the inplenentation does NOT support
bundling or if the bundl ed COOKI E- ECHO pl us HEARTBEAT (i ncl udi ng
nonce) woul d exceed the path MIU, then the inplenmentation MJST NOT
send a COOKI E- ECHO t o an UNCONFI RVED addr ess.

ad text: (Section 14)

14. Suggested SCTP Protocol Paraneter Values

The followi ng protocol paraneters are RECOVMVENDED:
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RTO. I niti al - 3 seconds

RTO. M n - 1 second

RTO. Max - 60 seconds

RTO. Al pha - 1/8

RTO. Bet a - 1/4

Val i d. Cookie. Life - 60 seconds

Associ ation. Max. Retrans - 10 attenpts

Pat h. Max. Ret rans - 5 attenpts (per destination address)
Max.lnit.Retransnits - 8 attenpts

HB. i nt er val - 30 seconds

New text: (Section 14)

14. Suggested SCTP Protocol Paraneter Val ues

The followi ng protocol paraneters are RECOVMENDED:

RTO. I ni ti al - 3 seconds
RTO. M n - 1 second
RTO. Max - 60 seconds
Max. Bur st - 4

RTO. Al pha - 1/8

RTO. Bet a - 1/4

Val i d. Cooki e. Life - 60 seconds
Associ ation. Max. Retrans - 10 attenpts
Pat h. Max. Ret r ans - 5 attenpts (per destination address)
Max.lnit.Retransnmits - 8 attenpts
HB. | nt er val - 30 seconds
HB. Max. Bur st -1

2.36.3. Solution Description
By properly setting up initial path state and accel erated probing via
HEARTBEAT' s, a new associ ation can verify that all addresses
presented by a peer belong to that peer.

2.37. |1 CWP Handling Procedures

2.37.1. Description of the Problem

RFC 2960 does not describe how | CVWP nessages shoul d be processed by
an SCTP endpoi nt.
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11.5. Protection of Non-SCTP Capabl e Hosts

To provide a non-SCTP capabl e host with the same | evel of protection
agai nst attacks as for SCTP-capabl e ones, all SCTP stacks MJST
i mpl emrent the | CVWP handl i ng described in Appendi x C.

When an SCTP stack receives a packet containing nultiple control or
DATA chunks and t he processing of the packet requires the sendi ng of
mul tiple chunks in response, the sender of the response chunk(s) MJST

NOT send nore than one packet. [If bundling is supported, multiple
response chunks that fit into a single packet MAY be bundl ed together
into one single response packet. |If bundling is not supported, then

the sender MUST NOT send nore than one response chunk and MJST
discard all other responses. Note that this rule does NOT apply to a
SACK chunk, since a SACK chunk is, in itself, a response to DATA and
a SACK does not require a response of nore DATA

An SCTP i npl ementati on SHOULD abort the association if it receives a
SACK acknow edging a TSN t hat has not been sent.

An SCTP i npl enentation that receives an INT that would require a

| arge packet in response, due to the inclusion of multiple ERROR
paraneters, MAY (at its discretion) elect to onmit sonme or all of the
ERROR paraneters to reduce the size of the INNT-ACK. Due to a

conbi nation of the size of the COXIE paraneter and the nunber of
addresses a receiver of an INNT may be indicating to a peer, it is
al ways possible that the INNT-ACK will be larger than the origina
INIT. An SCTP inplenentati on SHOULD attenpt to nake the I N T- ACK as
smal | as possible to reduce the possibility of byte anplification
attacks.

add text: None
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New text: (Appendix C

Appendi x C | CVMP Handl i ng

Whenever an | CVP nessage i s received by an SCTP endpoi nt the
foll owi ng procedures MIST be followed to ensure proper utilization of
the informati on bei ng provided by |ayer 3.

| CVP1)

| OVP2)

| CVP3)

| CVP4)

| CVP5)

| CVP6)

| CVP7)

| CVP8)

Stewart,

An inmpl enentation MAY ignore all |1 CWPv4 nessages where the
type field is not set to "Destination Unreachabl e"

An inplementation MAY ignore all | CMPv6 nessages where the
type field is not "Destination Unreachable, "Paraneter
Probl em or "Packet Too Big".

An i npl enentation MAY ignore any | CMPv4 nessages where the
code does not indicate "Protocol Unreachable" or
"Fragment ati on Needed"

An i npl enentation MAY ignore all |1 CWv6 nessages of type
"Parameter Probleni if the code is not "Unrecogni zed next
header type encountered"

An i nmpl enentation MJST use the payload of the | CvWP nessage (V4
or V6) to locate the association that sent the nmessage that
ICVMP is responding to. |If the association cannot be found, an
i npl ement ati on SHOULD i gnore the | CMP nessage.

An i nmpl enentation MJST validate that the Verification Tag
contained in the | CMP nessage natches the verification tag of
the peer. |If the Verification Tag is not 0 and does NOT

mat ch, discard the |CW nessage. If it is 0 and the | CW
message contai ns enough bytes to verify that the chunk type is
an INIT chunk and that the initiate tag matches the tag of the
peer, continue with ICWP7. If the |CVMP nessage is too short
or the chunk type or the initiate tag does not match, silently
di scard the packet.

If the ICMP nessage is either a V6 "Packet Too Big" or a V4
"Fragnent ati on Needed", an inplenmentation MAY process this
i nformati on as defined for PATH MIU di scovery.

If the ICMP code is a "Unrecogni zed next header type

encountered" or a "Protocol Unreachable", an inplenentation
MUST treat this nessage as an abort with the T bit set if it
does not contain an INIT chunk. [If it does contain an INT
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chunk and the association is in COXIE-WAIT state, handle the
| CMP nessage |i ke an ABORT.

ICMP9) If the I1CVWPv6 code is "Destination Unreachable", the
i npl ement ati on MAY mark the destination into the unreachabl e
state or alternatively increnent the path error counter

Note that these procedures differ fromRFC 1122 [1] and fromits
requi renents for processing of port-unreachabl e nmessages and the
requi renents that an inplenentati on MUST abort associations in
response to a "protocol unreachabl e" message. Port unreachable
nmessages are not processed, since an inplenmentation will send an
ABORT, not a port unreachable. The stricter handling of the
"protocol unreachabl e" nmessage is due to security concerns for hosts
that do NOT support SCTP

2.37.3. Solution Description

The new appendi x now descri bes proper handling of | CVWP nessages in
conjunction wth SCTP.

2.38. Checksum
2.38.1. Description of the problem

RFC 3309 [6] changes the SCTP checksum due to weaknesses in the
original Adler 32 checksumfor small nmessages. This docunent, being
used as a guide for a cut and paste replacenent to update RFC 2960,
thus al so needs to incorporate the checksum changes. The idea is
that one could apply all changes found in this guide to a copy of RFC
2960 and have a "new' docunent that has ALL changes (including RFC
3309).

2.38.2. Text Changes to the Docunent

6.8 Adl er-32 Checksum Cal cul ati on
When sendi ng an SCTP packet, the endpoint MJST strengthen the data
integrity of the transm ssion by including the Adl er-32 checksum
val ue cal cul ated on the packet, as described bel ow.

After the packet is constructed (containing the SCTP conmon header
and one or nore control or DATA chunks), the transmitter shall:
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1) Fill in the proper Verification Tag in the SCTP commpn header
and initialize the checksumfield to 0's.

2) Calculate the Adler-32 checksum of the whol e packet, including
the SCTP conmon header and all the chunks. Refer to
appendi x B for details of the Adler-32 algorithm And,

3) Put the resultant value into the checksumfield in the comon
header, and | eave the rest of the bits unchanged.

When an SCTP packet is received, the receiver MIST first check the
Adl er-32 checksum

1) Store the received Adl er-32 checksum val ue asi de,

2) Replace the 32 bits of the checksumfield in the received SCTP
packet with all '0's and cal cul ate an Adl er-32 checksum val ue
of the whol e received packet. And,

3) Verify that the cal cul ated Adler-32 checksumis the same as the
received Adl er-32 checksum |If not, the receiver MJST treat
t he packet as an invalid SCTP packet.

The default procedure for handling invalid SCTP packets is to
silently discard them

6.8 CRC-32c Checksum Cal cul ati on

Wien sendi ng an SCTP packet, the endpoint MJST strengthen the data
integrity of the transm ssion by including the CRC32c checksum
val ue cal cul ated on the packet, as described bel ow.

After the packet is constructed (containing the SCTP comon header
and one or nore control or DATA chunks), the transmitter MJST

1) fill in the proper Verification Tag in the SCTP commobn header
and initialize the checksumfield to '0's,

2) calculate the CRC32c checksum of the whol e packet, including
the SCTP common header and all the chunks (refer to
appendi x B for details of the CRC32c algorithnm; and

3) put the resultant value into the checksumfield in the comon
header, and | eave the rest of the bits unchanged.
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When an SCTP packet is received, the receiver MIST first check the
CRC32c¢c checksum as fol | ows:

1) Store the received CRC32c checksum val ue asi de

2) Replace the 32 bits of the checksumfield in the received SCTP
packet with all "0's and cal cul ate a CRC32c checksum val ue of
t he whol e recei ved packet.

3) Verify that the cal cul ated CRC32c checksumis the sane as the
recei ved CRC32c checksum If it is not, the receiver MJST
treat the packet as an invalid SCTP packet.

The default procedure for handling invalid SCTP packets is to
silently discard them

Any hardware inplenentati on SHOULD be done in a way that is
verifiable by the software.

Appendi x B Al der 32 bit checksum cal cul ation

The Adl er-32 checksum cal cul ation given in this appendix is
copi ed from [ RFC1950].

Adl er-32 is conposed of two suns accunul ated per byte: sl is the
sum of all bytes, s2 is the sumof all sl values. Both suns are
done nodul o 65521. sl is initialized to 1, s2 to zero. The

Adl er-32 checksumis stored as s2*65536 + sl in network byte
order.

The following C code conputes the Adler-32 checksum of a data
buffer. It is witten for clarity, not for speed. The sanple
code is in the ANSI C progranm ng | anguage. Non C users nay
find it easier to read with these hints:

& Bi twi se AND oper at or.

>> Bitwi se right shift operator. When applied to an
unsi gned quantity, as here, right shift inserts zero bit(s)
at the left.

<< Bitwise left shift operator. Left shift inserts zero
bit(s) at the right.

++ "n++" increments the variable n

% nodul o operator: a %b is the renainder of a divided by b
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#defi ne BASE 65521 /* largest prinme smaller than 65536 */

/*
Update a running Adler-32 checksumw th the bytes buf[0..len-1]
and return the updated checksum The Adl er-32 checksum shoul d
be initialized to 1

Usage exanpl e:
unsi gned long adler = 1L;

while (read_buffer(buffer, length) !'= ECF)
adl er = update_adl er32(adl er, buffer, length);
}
if (adler !'= original_adler) error();
*/
unsi gned | ong updat e_adl er32(unsi gned | ong adl er,
unsi gned char *buf, int |en)
{

unsigned long s1 = adler & Oxffff;
unsi gned long s2 = (adler >> 16) & Oxffff;

int n;

for (n =0; n < len; n++) {
sl = (sl + buf[n]) % BASE;
2 = (s2 + sl) % BASE;

return (s2 << 16) + sl

}

/* Return the adler32 of the bytes buf[0..len-1] */
unsi gned | ong adl er 32(unsi gned char *buf, int |en)

{
return update_adl er32(1L, buf, len);

Appendi x B CRC32c Checksum Cal cul ati on

We define a "reflected value’ as one that is the opposite of the
normal bit order of the machine. The 32-bit CRC is calculated as
described for CRC-32c and uses the pol ynom al code Ox11EDC6F41
(Castagnol i 93) or x"32+x"28+x"27+x"26+x"25

+XN23+X N 22+X N 204X N L9 +X N 18 +X N 14+X N L 3+X N L1+X N 10+X A 9+X A 8+X A 6+X M0

The CRC is conputed using a procedure sinmlar to ETHERNET CRC
[1TU32], nodified to reflect transport |evel usage.
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CRC conput ation uses polynom al division. A nessage
bit-string Mis transfornmed to a polynonial, MX), and the CRC
is calculated from M X) using polynonial arithnetic [PETERSON 72].

When CRCs are used at the link layer, the polynom al is derived
fromon-the-wire bit ordering: the first bit 'on the wire’ is the
hi gh-order coefficient. Since SCTP is a transport-I|evel protocol
it cannot know the actual serial-nmedia bit ordering. Moreover,
different links in the path between SCTP endpoi nts nay use
different link-level bit orders.

A convention nust therefore be established for mappi ng SCTP
transport nessages to polynonials for purposes of CRC conputation
The bit-ordering for mappi ng SCTP nessages to polynomals is that
bytes are taken nost-significant first; but within each byte, bits
are taken least-significant first. The first byte of the message
provi des the eight highest coefficients. Wthin each byte,

the | east-significant SCTP bit gives the nost significant

pol ynomi al coefficient within that byte, and the nost-significant
SCTP bit is the least significant polynom al coefficient in that
byte. (This bit ordering is sonetinmes called 'nmirrored or
"reflected” [WLLIAMS93].) CRC polynomials are to be transforned
back into SCTP transport-|evel byte values, using a consistent

mappi ng.

The SCTP transport-1evel CRC value should be calcul ated as
fol | ows:

- CRCinput data are assigned to a byte stream nunbered from
0 to N1.

- The transport-level byte-streamis napped to a polynonia
value. An N-byte PDUwith j bytes nunbered 0 to N1 is
consi dered as coefficients of a polynonmial Mx) of order
8N-1, with bit O of byte j being coefficient x*(8(Nj)-8),
and bit 7 of byte j being coefficient x"(8(N-j)-1).

- The CRC renuminder register is initialized with all 1s and
the CRC is conputed with an algorithmthat sinultaneously
multiplies by x*32 and divides by the CRC pol ynom al

- The polynomal is multiplied by x*32 and di vided by Qx),
t he generator pol ynonial, producing a renainder R(x) of
degree less than or equal to 31.

- The coefficients of R(x) are considered a 32-bit sequence.
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- The bit sequence is conplenented. The result is the CRC
pol ynomi al

- The CRC polynonial is nmapped back into SCTP transport-|evel
bytes. The coefficient of x*31 gives the value of bit 7 of
SCTP byte 0, and the coefficient of x"24 gives the val ue of
bit 0 of byte 0. The coefficient of x*7 gives bit 7 of
byte 3, and the coefficient of x*0 gives bit 0 of byte 3.
The resulting four-byte transport-Ilevel sequence is the
32-bit SCTP checksum val ue.

| MPLEMENTATI ON NOTE: St andards docunents, textbooks, and vendor
literature on CRCs often follow an alternative formulation, in
whi ch the register used to hold the remai nder of the
long-division algorithmis initialized to zero rather than
all-1s, and instead the first 32 bits of the nessage are

compl enented. The | ong-division algorithmused in our
formulation is specified such that the initial

mul tiplication by 2732 and the | ong-division are conbined into
one sinultaneous operation. For such algorithns, and for
nmessages |l onger than 64 bits, the two specifications are

preci sely equivalent. That equivalence is the intent of

this docunent.

| mpl enentors of SCTP are warned that both specifications are to be
found in the literature, sonetinmes with no restriction on the

| ong-division algorithm The choice of fornulation in this
docunent is to permt non-SCTP usage, where the same CRC

al gorithm may be used to protect nessages shorter than 64 bits.

There nay be a conputational advantage in validating the

Associ ation against the Verification Tag, prior to performng a
checksum as invalid tags will result in the sane action as a bad
checksumin nost cases. The exceptions for this techni que would
be INIT and sonme SHUTDOWN- COVPLETE exchanges, as well as a stale
COXI E- ECHO. These speci al case exchanges nust represent snal
packets and will minimze the effect of the checksum cal cul ati on.

ad text: (Section 18)

18. Bi bl i ography

[ ALLMAN99] Allrman, M and Paxson, V., "On Estimating End-to-End
Net work Path Properties”, Proc. SIGCOW 99, 1999.
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[ FALL96] Fall, K and Floyd, S., Sinulation-based Conparisons of
Tahoe, Reno, and SACK TCP, Conputer Communi cations Revi ew,
V. 26 N. 3, July 1996, pp. 5-21.

[ RFC1750] Eastlake, D. (ed.), "Randommess Recommendations for
Security", RFC 1750, Decenber 1994.

[ RFC1950] Deutsch P. and J. Gailly, "ZLIB Conpressed Data Format
Specification version 3.3", RFC 1950, My 1996.

[ RFC2104] Krawczyk, H, Bellare, M and R Canetti, "HVAC. Keyed-
Hashi ng for Message Authentication", RFC 2104, March 1997.

[ RFC2196] Fraser, B., "Site Security Handbook", FYI 8, RFC 2196,
Sept enber 1997.

[ RFC2522] Karn, P. and W Sinpson, "Photuris: Session-Key Managenent
Protocol ", RFC 2522, March 1999.

[ SAVAGE99] Savage, S., Cardwell, N., Wetherall, D., and Anderson, T.,
"TCP Congestion Control with a M sbehaving Receiver", ACM
Conmput er Comuni cation Review, 29(5), Cctober 1999.

New text: (Section 18, including changes from 2.11)

18. Bi bliography

[ ALLMAN99] Allman, M and Paxson, V., "On Estimating End-to-End
Net work Path Properties", Proc. SIGCOW 99, 1999.

[ FALL96] Fall, K and Floyd, S., Sinulation-based Conparisons of
Tahoe, Reno, and SACK TCP, Conputer Communi cations Revi ew,
V. 26 N 3, July 1996, pp. 5-21.

[1TU32] | TUT Recomendation V.42, "Error-correcting
procedures for DCEs using asynchronous-to-synchronous
conversion", Section 8.1.1.6.2, Cctober 1996.

[ PETERSON 1972] W W Peterson and E.J Wl don, Error Correcting
Codes, 2nd Edition, MT Press, Canbridge,
Massachusetts.

[ RFC1750] Eastl ake, D., Ed., "Randommess Recommendati ons for
Security", RFC 1750, Decenber 1994.
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[ RFC1858] Zienba, G, Reed, D. and Traina P., "Security
Consi derations for |IP Fragnent Filtering", RFC 1858,
Cct ober 1995.

[ RFC1950] Deutsch P. and J. Gailly, "ZLIB Conpressed Data Format
Specification version 3.3", RFC 1950, May 1996.

[ RFC2104] Krawczyk, H, Bellare, M and R Canetti, "HVAC. Keyed-
Hashi ng for Message Authentication", RFC 2104, March 1997.

[ RFC2196] Fraser, B., "Site Security Handbook", FYI 8, RFC 2196,
Sept enber 1997.

[ RFC2522] Karn, P. and W Sinpson, "Photuris: Session-Key Minagenent
Protocol ", RFC 2522, March 1999.

[ SAVAGE99] Savage, S., Cardwell, N, Wetherall, D., and Anderson, T.,
"TCP Congestion Control with a M shehavi ng Receiver", ACM
Conput er Comuni cation Review, 29(5), Cctober 1999.

[ WLLI AVMB93] Wlliams, R, "A PAINLESS GU DE TO CRC ERROR
DETECTI ON ALGORI THVMS" - Internet publication, August
1993,
http://ww. geocities.coniSiliconValley/Pines/
8659/ crc. htm

2.38.3. Solution Description

This change adds to the inplenentor’s guide the conplete set of
changes that, when conbined with RFC 2960 [5], enconpasses the
changes from RFC 3309 [ 6].

2.39. Retransm ssion Policy
2.39.1. Description of the Problem

The current retransnission policy (send all retransni ssions an
alternate destination) in the specification has performance issues
under certain loss conditions with multihomed endpoints. |nstead,
fast retransm ssions should be sent to the sane destination, and only
ti meout retransm ssions should be sent to an alternate destination

[4].
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ad text: (Section 6.4)

Furt hernmore, when its peer is multi-honed, an endpoint SHOULD try to
retransmt a chunk to an active destination transport address that is
different fromthe |ast destination address to which the DATA chunk
was sent.

New text: (Section 6.4)

Furt hermore, when its peer is multi-honmed, an endpoint SHOULD try to
retransmt a chunk that timed out to an active destination transport
address that is different fromthe | ast destination address to which
t he DATA chunk was sent.

ad text: (Section 6.4.1)

When retransnmitting data, if the endpoint is nmulti-honed, it should
consi der each source-destination address pair in its retransm ssion
selection policy. Wen retransnitting the endpoint should attenpt to
pi ck the nmost divergent source-destination pair fromthe origina
source-destination pair to which the packet was transmtted

New text: (Section 6.4.1)

When retransmtting data that tined out, if the endpoint is

mul ti-honmed, it should consider each source-destination address
pair in its retransnission selection policy. Wen retransnmitting
timed out data, the endpoint should attenpt to pick the nost

di vergent source-destination pair fromthe origina
source-destination pair to which the packet was transmitted

2.39.3. Solution Description

The above wordi ng changes clarify that only timeout retransni ssions
shoul d be sent to an alternate active destination
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2.40. Port Nunber O
2.40.1. Description of the Problem

The port nunber O has a special semantic in various APls. For
exanple, in the socket APl, if the user specifies 0, the SCTP
i mpl enent ati on chooses an appropriate port nunber for the user
Therefore, the port nunber O should not be used on the wire.

2.40.2. Text Changes to the Docunent

ad text: (Section 3.1)

Source Port Nunber: 16 bits (unsigned integer)

This is the SCTP sender’s port nunber. It can be used by the
receiver in conbination with the source | P address, the SCTP
destination port, and possibly the destination |IP address to
identify the association to which this packet bel ongs.

Destination Port Number: 16 bits (unsigned integer)

This is the SCTP port nunber to which this packet is destined.
The receiving host will use this port nunber to de-nultiplex
the SCTP packet to the correct receiving endpoint/application

New text: (Section 3.1)

Source Port Nunber: 16 bits (unsigned integer)

This is the SCTP sender’s port nunber. It can be used by the
receiver in conbination with the source | P address, the SCTP
destination port and possibly the destination |IP address to
identify the association to which this packet bel ongs.

The port nunber 0 MUST NOT be used.

Destination Port Number: 16 bits (unsigned integer)
This is the SCTP port nunber to which this packet is destined.
The receiving host will use this port nunber to de-nultiplex

the SCTP packet to the correct receiving endpoint/application
The port nunber 0O MJUST NOT be used.

Stewart, et al. I nf or mat i onal [ Page 88]



RFC 4460 SCTP Errata April 2006

2.40.3. Solution Description

It is clearly stated that the port nunmber 0 is an invalid value on
the wire.

2.41. T Bit
2.41.1. Description of the Problem

The description of the T bit as the bit describing whether a TCB has
been destroyed is misleading. In addition, the procedure described
in Section 2.13 is not as precise as needed.

2.41.2. Text Changes to the Docunent

ad text: (Section 3.3.7)

T bit: 1 bit
The T bit is set to 0 if the sender had a TCB that it
destroyed. |If the sender did not have a TCB it shoul d set
this bit to 1.

New text: (Section 3.3.7)

Thbit: 1 bit
The T bit is set to 0 if the sender filled in the
Verification Tag expected by the peer. |If the Verification
Tag is reflected, the T bit MJST be set to 1. Reflecting neans
that the sent Verification Tag is the sane as the received
one.

ad text: (Section 3.3.13)

Thbit: 1 bit
The T bit is set to 0 if the sender had a TCB that it
destroyed. |If the sender did not have a TCB it shoul d set
this bit to 1.
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New text: (Section 3.3.13)

Thbit: 1 bit
The T bit is set to 0 if the sender filled in the
Verification Tag expected by the peer. |If the Verification
Tag is reflected, the T bit MJST be set to 1. Reflecting neans
that the sent Verification Tag is the sane as the received
one.

ad text: (Section 8.4)

3) If the packet contains an INIT chunk with a Verification Tag
set to '0’, process it as described in Section 5. 1.
O herwi se,

New text: (Section 8.4)

3) If the packet contains an INIT chunk with a Verification Tag
set to 'O, process it as described in Section 5.1. If, for
what ever reason, the INIT cannot be processed nornally and
an ABORT has to be sent in response, the Verification Tag of
t he packet containing the ABORT chunk MJST be the Initiate
tag of the received INIT chunk, and the T-Bit of the ABORT
chunk has to be set to 0, indicating that the Verification
Tag is NOT reflected.

ad text: (Section 8.4)

5) If the packet contains a SHUTDOMN ACK chunk, the receiver
shoul d respond to the sender of the OOIB packet with a
SHUTDOAN COWVPLETE. When sendi ng the SHUTDOAN COVPLETE, the
recei ver of the OOTB packet nust fill in the Verification
Tag field of the outbound packet with the Verification Tag
received in the SHUTDOM ACK and set the T-bit in the Chunk
Flags to indicate that no TCB was found. O herw se,
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New text: (Section 8.4)

5) If the packet contains a SHUTDOAN ACK chunk, the receiver
shoul d respond to the sender of the OOIB packet with a
SHUTDOWN COVPLETE. When sendi ng t he SHUTDOAN COVPLETE, the
recei ver of the OOTB packet nust fill in the Verification
Tag field of the outbound packet with the Verification Tag
received in the SHUTDOM ACK and set the T-bit in the
Chunk Flags to indicate that the Verification Tag is
reflected. O herw se,

ad text: (Section 8.4)

8) The receiver should respond to the sender of the OOIB packet
with an ABORT. Wien sending the ABORT, the receiver of the
OOTB packet MJST fill in the Verification Tag field of the
out bound packet with the value found in the Verification
Tag field of the OOIB packet and set the T-bit in the Chunk
Flags to indicate that no TCB was found. After sending this
ABORT, the receiver of the OOIB packet shall discard the
OOTB packet and take no further action.

New text: (Section 8.4)

8) The receiver should respond to the sender of the OOTB packet
with an ABORT. When sending the ABORT, the receiver of the
OOTB packet MUST fill in the Verification Tag field of the
out bound packet with the value found in the Verification Tag
field of the OOIB packet and set the T-bit in the Chunk Fl ags
to indicate that the Verification Tag is reflected. After
sending this ABORT, the receiver of the OOTB packet shall
di scard the OOIB packet and take no further action.

ad text: (Section 8.5.1)

B) Rul es for packet carrying ABORT:
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The endpoint shall always fill in the Verification Tag
field of the outbound packet with the destination
endpoint’s tag value if it is known.

If the ABORT is sent in response to an OOIB packet, the
endpoi nt MUST follow the procedure described in
Section 8. 4.

The recei ver MIST accept the packet if the Verification
Tag matches either its own tag, ORthe tag of its peer.

O herw se, the receiver MIST silently discard the packet
and take no further action.

(Section 8.5.1)

B) Rul es for packet carrying ABORT:

Stewart, et

The endpoint MJST always fill in the Verification Tag
field of the outbound packet with the destination
endpoint’s tag value, if it is known.

If the ABORT is sent in response to an OOIB packet, the
endpoi nt MUST fol |l ow the procedure described in
Section 8.4.

The receiver of an ABORT MJST accept the packet

if the Verification Tag field of the packet matches its
own tag and the T bit is not set

oR

if it is set toits peer’'s tag and the T bit is set in

t he Chunk FI ags.

O herwi se, the receiver MIST silently discard the packet
and take no further action.

(Section 8.5.1)

es for packet carryi ng SHUTDOMN COVPLETE:

When sendi ng a SHUTDOWN COVWPLETE, if the receiver of the
SHUTDOMWN ACK has a TCB then the destination endpoint’s
tag MJUST be used. Only where no TCB exists should the
sender use the Verification Tag fromthe SHUTDOMNN ACK
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- The receiver of a SHUTDOM COWLETE shall accept the
packet if the Verification Tag field of the packet natches
its own tag OR it is set toits peer’'s tag and the T bit
is set in the Chunk Flags. Oherw se, the receiver MJST
silently discard the packet and take no further action
An endpoi nt MJST ignore the SHUTDOAN COVPLETE if it is
not in the SHUTDOWN- ACK- SENT st at e

New text: (Section 8.5.1)

O Rules for packet carrying SHUTDOAN COVPLETE:

- When sending a SHUTDOANN COWPLETE, if the receiver of the
SHUTDOMN ACK has a TCB, then the destination endpoint’s tag
MUST be used, and the T-bit MJST NOT be set. Only where no
TCB exists should the sender use the Verification Tag from
the SHUTDOM ACK, and MUST set the T-bit.

- The receiver of a SHUTDOAN COVWPLETE shal |l accept the packet
if the Verification Tag field of the packet matches its own
tag and the T bit is not set

oR
if it is set toits peer’'s tag and the T bit is set in the
Chunk Fl ags.

O herwi se, the receiver MIST silently discard the packet
and take no further action. An endpoint MJST ignore the
SHUTDOAN COVPLETE if it is not in the SHUTDOMN\- ACK- SENT
st at e.

2.41.3. Solution Description

The description of the T bit now clearly describes the semantic of
the bit. The procedures for receiving the T bit have been clarified.

2.42. Unknown Paraneter Handling
2.42.1. Description of the Problem

The description given in Section 2.33 does not state clearly whether
an I NI T-ACK or COOKIE-ECHO i s sent.

2.42.2. Text Changes to the Docunent

The changes gi ven here already include changes suggested in Section
2.2, 2.27, and 2.33 of this docunent.

Stewart, et al. I nf or mat i onal [ Page 93]



RFC 4460

adt

11 -

New t

10 -

11 -

Pl eas
chunk

SCTP Errata Apri

ext: (Section 3.2.1)

Stop processing this SCTP packet and discard it do not proc
any further chunks within it.

Stop processing this SCTP packet and discard it, do not pro
any further chunks within it, and report the unrecognized
paraneter in an 'Unrecogni zed Parameter Type' (in either an
ERROR or in the INIT ACK).

Skip this paraneter and continue processing.

Skip this paraneter and continue processing but report the
unrecogni zed paraneter in an ’'Unrecogni zed Paraneter Type
either an ERROR or in the INIT ACK).

ext: (Section 3.2.1)

Stop processing this paraneter; do not process
any further paraneters within this chunk.

Stop processing this paraneter, do not process

any further paranmeters within this chunk, and report the
unrecogni zed paranmeter in an ’'Unrecogni zed Paraneter’, as
described in 3.2.2.

Skip this paraneter and continue processing.
Skip this paraneter and continue processing but report the
unrecogni zed paranmeter in an ’'Unrecogni zed Paraneter’, as

described in 3.2.2.

e note that in all four cases an I NI T- ACK or COOKI E- ECHO
is sent. In the 00 or 01 case the processing of the

paraneters after the unknown paraneter is cancel ed, but no

proce
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New text: (Note: no old text; clarification added in Section 3.2)

3.2.2. Reporting of Unrecognized Paraneters

If the receiver of an INIT chunk detects unrecogni zed paraneters
and has to report themaccording to Section 3.2.1, it MJST put

the ' Unrecogni zed Paranmeter’ paraneter(s) in the I N T- ACK chunk
sent in response to the INIT-chunk. Note that if the receiver

of the INIT chunk is NOT going to establish an association (e.g.
due to lack of resources), an ’Unrecogni zed Paraneter’ would NOT
be included with any ABORT being sent to the sender of the INT.

If the receiver of an I NI T- ACK chunk detects unrecognized
paraneters and has to report themaccording to Section 3.2.1, it
SHOULD bundl e the ERROR chunk containing the *Unrecognized
Paraneters’ error cause with the COXIE- ECHO chunk sent in
response to the INIT-ACK chunk. If the receiver of the IN T-ACK
cannot bundl e the COOKI E- ECHO chunk with the ERROR chunk, the
ERROR chunk MAY be sent separately but not before the COKIE-ACK
has been received.

Note: Any tinme a COXIE-ECHO is sent in a packet, it MJST be the
first chunk.

2.42.3. Solution Description

The new text clearly states that an I NI T- ACK or COXKI E- ECHO has to be
sent.

2.43. Cookie Echo Chunk
2.43.1. Description of the Problem

The description given in Section 3.3.11 of RFC 2960 [5] is unclear as
to how the COOKI E-ECHO i s conposed.

2.43.2. Text Changes to the Docunent

ad text: (Section 3.3.11)

Cooki e: variable size

This field nust contain the exact cookie received in the State
Cooki e paraneter fromthe previous INNT ACK
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An i npl enentati on SHOULD nmake the cookie as snall as possible
to insure interoperability.

New text: (Section 3.3.11)

Cooki e: vari abl e size

This field nmust contain the exact cookie received in the State
Cooki e paraneter fromthe previous INNT ACK

An i npl enentati on SHOULD nmake the cookie as snmall as possible
to ensure interoperability.

Not e: A Cooki e Echo does NOT contain a State Cookie
Paraneter; instead, the data within the State Cookie's

Par anet er Val ue becones the data within the Cookie Echo's
Chunk Value. This allows an inplenentation to change only
the first two bytes of the State Cookie paranmeter to becone
a Cooki e Echo Chunk

2.43.3. Solution Description

The new text adds a note that helps clarify that a Cookie Echo chunk
is nothing nore than the State Cookie paranmeter with only two bytes
nodi fi ed.

2.44. Partial Chunks
2.44.1. Description of the Problem

Section 6.10 of RFC 2960 [5] uses the notion of 'partial chunks
wi thout defining it.

2.44.2. Text Changes to the Docunent

ad text: (Section 6.10)

Partial chunks MJUST NOT be placed in an SCTP packet.

New text: (Section 6.10)

Partial chunks MJUST NOT be placed in an SCTP packet. A partial
chunk is a chunk that is not conpletely contained in the SCTP
packet; i.e., the SCTP packet is too short to contain all the bytes
of the chunk as indicated by the chunk | ength.
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2.44.3. Sol ution Description

The new text adds a definition of ’'partial chunks’
2.45. Non-uni cast Addresses
2.45.1. Description of the Problem

Section 8.4 of RFC 2960 [5] forces the OOTB handling to discard al
non-uni cast addresses. This |leaves future use of anycast addresses
in question. Wth the addition of the add-ip feature, SCTP should be
able to easily handle anycast INNT s that can be followed, after
association setup, with a delete of the anycast address fromthe
associ ati on.

2.45.2. Text Changes to the Docunent

ad text: (Section 8.4)

8.4 Handl e "Qut of the blue" Packets

An SCTP packet is called an "out of the blue" (OOIB) packet if
it is correctly forned, i.e., passed the receiver’'s Adler-32
check (see Section 6.8), but the receiver is not able to
identify the association to which this packet bel ongs.

The receiver of an OOIB packet MJUST do the foll ow ng:

1) If the OOIB packet is to or froma non-unicast address,
silently discard the packet. O herw se,

New text: (Section 8.4)

8.4. Handle "Qut of the Blue" Packets
An SCTP packet is called an "out of the blue" (OOIB) packet if
it is correctly fornmed (i.e., passed the receiver’s CRC32c
check; see Section 6.8), but the receiver is not able to identify
the association to which this packet bel ongs.
The receiver of an OOTB packet MJST do the follow ng:

1) If the OOIB packet is to or froma non-unicast address, a
recei ver SHOULD silently discard the packet. O herwi se,
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2.45.3. Sol ution Description

The | oosening of the wording to a SHOULD will now all ow future use of
anycast addresses. Note that no changes are made to Section
11.2.4.1, since responding to broadcast addresses could lead to
floodi ng attacks and i npl enentors should pay careful attention to

t hese words

2.46. Processing of ABORT Chunks
2.46.1. Description of the Problem

Section 3.3.7 of RFC 2960 [5] requires an SCTP endpoint to silently
di scard ABORT chunks received for associations that do not exist. It
is not clear what this neans in the COOKIE-WAIT state, for exanple.
Therefore, it was not clear whether an ABORT sent in response to an
INIT should be processed or silently discarded.

2.46.2. Text Changes to the Docunent

ad text: (Section 3.3.7)

I f an endpoint receives an ABORT with a format error or for an
associ ation that doesn't exist, it MJUST silently discard it.

New text: (Section 3.3.7)

I f an endpoint receives an ABORT with a format error or no
TCB is found, it MJST silently discard it.

2.46.3. Solution Description

It is nowclearly stated that an ABORT chunk shoul d be processed
whenever a TCB is found.
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2.47. Sendi ng of ABORT Chunks
2.47.1. Description of the Problem

Section 5.1 of RFC 2960 [5] requires that an ABORT chunk be sent in
response to an INIT chunk when there is no listening end point. To
make port scanni ng harder, soneone m ght not want these ABORTs to be
received by the sender of the INIT chunks. Currently, the only way
to enforce this is by using a firewall that discards the packets
containing the INIT chunks or the packets containing the ABORT
chunks. It is desirable that the same can be done without a mddle
box.

2.47.2. Text Changes to the Docunent

ad text: (Section 5.1)

If an endpoint receives an INIT, INNT ACK, or COXKIE ECHO chunk
but decides not to establish the new association due to nissing
mandat ory paraneters in the received INIT or INIT ACK, invalid
paraneter values, or lack of |ocal resources, it MJST respond wth
an ABORT chunk.

New text: (Section 5.1)

If an endpoint receives an INIT, INIT ACK, or COOKI E ECHO chunk
but decides not to establish the new association due to m ssing
mandat ory paranmeters in the received INIT or INIT ACK, invalid
paraneter values, or lack of local resources, it SHOULD respond
wi th an ABORT chunk.

2.47.3. Sol ution Description

The requirement of sending ABORT chunks is relaxed such that an
i mpl enent ati on can decide not to send ABORT chunks.

2.48. Handling of Supported Address Types Paraneter

2.48.1. Description of the Problem
The sender of the INIT chunk can include a ' Supported Address Types
paraneter to indicate which address fanmlies are supported. It is

uncl ear how an INIT chunk shoul d be processed where the source
address of the packet containing the INIT chunk or |isted addresses
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within the INIT chunk indicate that nore address types are supported
than those listed in the 'Supported Address Types' paraneter.

2.48.2. Text Changes to the Docunent

The changes gi ven here already include changes suggested in Section
2.28 of this docunent.

ad text: (Section 5.1.2)

| MPLEMENTATI ON NOTE: In the case that the receiver of an INNT ACK
fails to resolve the address paraneter due to an unsupported type,
it can abort the initiation process and then attenpt a
re-initiation by using a ’Supported Address Types' paraneter in
the new INIT to indicate what types of address it prefers.

New text: (Section 5.1.2)

| MPLEMENTATI ON NOTE: In the case that the receiver of an INNT ACK
fails to resolve the address paraneter due to an unsupported type,
it can abort the initiation process and then attenpt a re-
initiation by using a 'Supported Address Types' paraneter in the
new INIT to indicate what types of address it prefers.

| MPLEMENTATI ON NOTE: I f an SCTP endpoint that only supports either
| Pv4 or | Pv6 receives |IPv4 and | Pv6 addresses in an INIT or INT-
ACK chunk fromits peer, it MJST use all the addresses bel ongi ng
to the supported address fanily. The other addresses MAY be

i gnored. The endpoint SHOULD NOT respond with any kind of error

i ndi cati on.

| MPLEMENTATI ON NOTE: If an SCTP endpoint lists in the 'Supported
Address Types' paraneter either IPv4 or |Pv6, but uses the other
famly for sending the packet containing the INNT chunk, or if it
also lists addresses of the other fanmily in the INIT chunk, then
the address fanmily that is not listed in the ’'Supported Address
Types’ paraneter SHOULD al so be considered as supported by the
receiver of the INIT chunk. The receiver of the INIT chunk SHOULD
NOT respond with any kind of error indication

2.48.3. Solution Description

It is now clearly described how t hese Supported Address Types
paraneters with incorrect data should be handl ed.
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2.49. Handling of Unexpected Paraneters
2.49.1. Description of the Problem

RFC 2960 [5] clearly describes how unknown paraneters in the INT and
I NI T- ACK chunk shoul d be processed. But it is not described how
unexpect ed paraneters should be processed. A paraneter is unexpected
if it is known and is an optional paranmeter in either the INIT or

I NI T- ACK chunk but is received in the chunk for which it is not an
optional paraneter. For exanple, the ’'Supported Address Types
paraneter woul d be an unexpected paraneter if contained in an I N T-
ACK chunk.

2.49.2. Text Changes to the Docunent

ad text: (Section 3.3.2)

Note 4. This paraneter, when present, specifies all the address
types the sendi ng endpoi nt can support. The absence of this
paraneter indicates that the sending endpoi nt can support any
address type.

New text: (Section 3.3.2)

Note 4: This paraneter, when present, specifies all the address
types the sendi ng endpoi nt can support. The absence of this
paraneter indicates that the sending endpoi nt can support any
address type.

| MPLEMENTATI ON NOTE: If an INIT chunk is received with known
paraneters that are not optional paraneters of the INIT chunk
then the recei ver SHOULD process the INIT chunk and send back

an INIT-ACK. The receiver of the INIT chunk MAY bundl e an ERROR
chunk with the COOKIE- ACK chunk later. However, restrictive

i mpl erent ati ons MAY send back an ABORT chunk in response to

the INIT chunk.
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ad text: (Section 3.3.3)

| MPLEMENTATI ON NOTE: An i npl enent ati on MJUST be prepared to receive
a INTACK that is quite large (nore than 1500 bytes) due to the
vari abl e size of the state cookie AND the variable address |ist.
For exanple if a responder to the INIT has 1000 | Pv4 addresses

it wishes to send, it would need at |east 8,000 bytes to encode
this in the INNT ACK

New text: (Section 3.3.3)

| MPLEMENTATI ON NOTE: An i npl enent ati on MUST be prepared to receive
a INT ACK that is quite large (nore than 1500 bytes) due to the
vari abl e size of the state cookie AND the variable address |ist.
For exanple, if a responder to the INIT has 1000 | Pv4 addresses

it wishes to send, it would need at |east 8,000 bytes to encode
this in the INNT ACK

| MPLEMENTATI ON NOTE: If an I NI T-ACK chunk is received with known
paraneters that are not optional paraneters of the I N T-ACK
chunk, then the receiver SHOULD process the I NI T- ACK chunk and
send back a COXXI E-ECHO. The receiver of the I Nl T- ACK chunk

MAY bundl e an ERROR chunk with the COXI E- ECHO chunk. However,
restrictive inplenentations MAY send back an ABORT chunk in
response to the I NI T- ACK chunk

2.49.3. Solution Description

It is now stated how unexpected paraneters should be processed.
2.50. Payl oad Protocol ldentifier
2.50.1. Description of the Problem

The current description of the payload protocol identifier does NOT

highlight the fact that the field is NOT necessarily in network byte
order.

Stewart, et al. I nf or mat i onal [ Page 102]



RFC 4460 SCTP Errata April 2006

ad text: (Section 3.3.1)

Payl oad Protocol ldentifier: 32 bits (unsigned integer)

This value represents an application (or upper |ayer) specified
protocol identifier. This value is passed to SCTP by its upper
| ayer and sent to its peer. This identifier is not used by
SCTP but can be used by certain network entities as well as

the peer application to identify the type of infornation being
carried in this DATA chunk. This field nust be sent even in
fragment ed DATA chunks (to nmake sure it is available for agents
in the mddle of the network).

The value 0 indicates no application identifier is specified by
t he upper layer for this payl oad data.

New text: (Section 3.3.1)

Payl oad Protocol ldentifier: 32 bits (unsigned integer)

This value represents an application (or upper |ayer) specified
protocol identifier. This value is passed to SCTP by its upper
layer and sent to its peer. This identifier is not used by
SCTP but can be used by certain network entities, as well as by
the peer application, to identify the type of information being
carried in this DATA chunk. This field nust be sent even in
fragment ed DATA chunks (to nake sure it is available for agents
in the mddle of the network). Note that this field is NOT
touched by an SCTP i npl enentation, therefore its byte order is
NOT necessarily Big Endian. The upper layer is responsible

for any byte order conversions to this field.

The value 0 indicates that no application identifier is
specified by the upper layer for this payl oad data.

2.50.3. Solution Description

It is nowexplicitly stated that the upper layer is responsible for
the byte order of this field.
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2.51. Karn's Al gorithm
2.51.1. Description of the Problem

The current wording of the use of Karn’s algorithmis not descriptive
enough to ensure that an inplenentation in a nulti-honed association
does not incorrectly msneasure the RTT.

2.51.2. Text Changes to the Docunent

ad text: (Section 6.3.1)

C5) Karn's algorithm RTT nmeasurenents MJST NOT be nade using
packets that were retransmtted (and thus for which it is
anbi guous whether the reply was for the first instance of the
packet or a later instance)

New text: (Section 6.3.1)

C5) Karn's algorithm RTT neasurenments MJST NOT be nmade using
chunks that were retransmitted (and thus for which it is
anbi guous whether the reply was for the first instance of
the chunk or for a later instance)

| MPLEMENTATI ON NOTE: RTT measurenents should only be
made using a chunk with TSN r if no chunk
with TSN I ess than or equal tor is retransnmtted
sincer is first sent.

2.51.3. Solution Description

The above clarification adds an inplenentation note that will provide
addi ti onal guidance in the application of Karn's al gorithm

2.52. Fast Retransmit Al gorithm

2.52.1. Description of the Problem
The original SCTP specification is overly conservative in requiring 4
m ssing reports before fast retransmitting a segnent. TCP uses 3

m ssing reports or 4 acknow edgenents indicating that the same
segment was received
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7.2.4 Fast Retransnmit on Gap Reports

In the absence of data | oss, an endpoint perforns del ayed

acknow edgenment. However, whenever an endpoint notices a hole in
the arriving TSN sequence, it SHOULD start sending a SACK back
every tinme a packet arrives carrying data until the

hole is filled.

Whenever an endpoint receives a SACK that indicates some TSN(S)
mssing, it SHOULD wait for 3 further mss indications (via
subsequent SACK s) on the same TSN(s) before taking action wth
regard to Fast Retransmt.

7.2.4. Fast Retransnit on Gap Reports

In the absence of data | oss, an endpoint perforns del ayed

acknow edgenment. However, whenever an endpoint notices a hole in
the arriving TSN sequence, it SHOULD start sending a SACK back
every tinme a packet arrives carrying data until the

hole is filled.

Wienever an endpoint receives a SACK that indicates that sone
TSNs are missing, it SHOULD wait for 2 further mss indications
(via subsequent SACKs for a total of 3 missing reports) on the
same TSNs before taking action with regard to Fast Retransmit.

2.52.3. Solution Description
The above changes will make SCTP and TCP behave similarly in terms of
how fast they engage the Fast Retransm ssion al gorithm upon receiving
m ssing reports.

3. Security Considerations
Thi s docunent should add no additional security risks to SCTP and in

fact SHOULD correct some original security flaws within the origina
docunent once it is incorporated into a RFC 2960 [5] BIS docunent.
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