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Abstract

Thi s docunent describes the URLAUTH extension to the Internet Message
Access Protocol (IMAP) (RFC 3501) and the | MAP URL Schene (1 MAPURL)
(RFC 2192). This extension provides a neans by which an | MAP cli ent
can use URLs carrying authorization to access limted nessage data on
the | MAP server.

An | MAP server that supports this extension indicates this with a
capability nanme of "URLAUTH'.

1. I nt roducti on

In [ MAPURL], a URL of the formimap://fred@xanpl e.com | NBOX ; ui d=20
requires authorization as userid "fred". However, [IMAPURL] inplies
that it only supports authentication and confuses the concepts of

aut henti cati on and aut hori zati on.

The URLAUTH ext ensi on defines an authorizati on nechanismfor | MAP
URLs to replace [I MAPURL]'s authentication-only nechanism URLAUTH
conveys authorization in the URL string itself and reuses a portion
of the syntax of the [I MAPURL] authentication nechanismto convey the
aut hori zation identity (which also defines the default nanmespace in
[1 MAP]) .

The URLAUTH ext ensi on provides a neans by which an authorized user of

an | MAP server can create URLAUTH aut horized | MAP URLs. A URLAUTH
aut hori zed URL conveys aut horization (not authentication) to the data

Crispin St andards Track [ Page 1]



RFC 4467 | MAP - URLAUTH Ext ensi on May 2006

addressed by that URL. This URL can be used in another | MAP session
to access specific content on the | MAP server, wi thout otherwi se
provi ding aut horization to any other data (such as other data in the
mai | box specified in the URL) owned by the authorizing user.

Conceptual ly, a URLAUTH aut hori zed URL can be thought of as a "pawn
ticket" that carries no authentication infornation and can be
redeemed by whonever presents it. However, unlike a pawn ticket,
URLAUTH has optional mechanisnms to restrict the usage of a URLAUTH
aut horized URL. Using these mechani sms, URLAUTH aut horized URLs can
be usabl e by:

anonynous (the "pawn ticket" nodel)

aut henti cated users only

a specific authenticated user only

nmessage submi ssion acting on behalf of a specific user only

There is al so a nechanismfor expiration

A URLAUTH aut hori zed URL can be used in the argunent to the BURL
conmand i n nmessage conposition, as described in [BURL], for such
purposes as allowing a client (with limted nenory or other

resources) to submt a nessage forward or to resend from an | MAP
mai | box without requiring the client to fetch that nessage data.

The URLAUTH i s generated using an authorization mechani sm name and an
aut hori zati on token, which is generated using a secret nail box access
key. An IMAP client can request that the server generate and assign
a new nmai |l box access key (thus effectively revoking all current URLs
usi ng URLAUTH with the old nmil box access key) but cannot set the
mai | box access key to a key of its own choosing.

1.1. Conventions Used in this Docunent

The key words "MJST", "MJST NOT', "SHOULD', "SHOULD NOT", and "MAY
in this docunent are to be interpreted as defined in [ KEYWORDS] .

The formal syntax uses the Augnented Backus-Naur Form (ABNF) notation
including the core rules defined in Appendi x A of [ABNF].

In examples, "C:" and "S:" indicate |lines sent by the client and
server, respectively. |If a single "C" or "S:" |abel applies to
multiple lines, then the |line breaks between those |lines are for
editorial clarity only and are not part of the actual protoco
exchange.
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2. Concepts
2.1. URLAUTH

The URLAUTH i s a conponent, appended at the end of a URL, that
conveys authorization to access the data addressed by that URL. It
contains an authorized access identifier, an authorization mechani sm
nane, and an authorization token. The authorization token is
generated fromthe URL, the authorized access identifier, the

aut hori zati on nechani sm nane, and a mmil box access key.

2.2. Mailbox Access Key

The mai |l box access key is a randomstring with at |east 128 bits of
entropy. It is generated by software (not by the human user) and
MUST be unpredi ct abl e.

Each user has a table of mailboxes and an associ ated mail box access
key for each mail box. Consequently, the nail box access key is per-
user and per-nmail box. In other words, two users sharing the same
mai | box each have a different mail box access key for that nail box,
and each numil box accessed by a single user also has a different
mai | box access key.

2.3. Authorized Access ldentifier
The aut horized access identifier restricts use of the URLAUTH
authorized URL to certain users authorized on the server, as
descri bed in section 3.

2.4. Authorization Mechani sm

The aut hori zati on mechanismis the algorithm by which the URLAUTH is
generated and subsequently verified, using the mail box access key.

2.4.1. | NTERNAL Authori zati on Mechani sm

This specification defines the | NTERNAL mechani sm which uses a token
generation algorithmof the server’s choosing and does not involve
di scl osure of the mmil box access key to the client.

Not e: The token generation al gorithmchosen by the server

i mpl enent ati on should be nodern and reasonably secure. At the
time of the witing of this docunent, an [HMAC] such as HVAC- SHA1l
i s reconmmrended.
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If it becones necessary to change the token generation al gorithm
of the I NTERNAL nmechanism (e.g., because an attack agai nst the
current al gorithm has been discovered), all currently existing
URLAUTH aut hori zed URLs are invalidated by the change in
algorithm Since this would be an unpl easant surprise to
applications that depend upon the validity of a URLAUTH aut hori zed
URL, and there is no good way to do a bul k update of existing
deployed URLs, it is best to avoid this situation by using a
secure al gorithm as opposed to one that is "good enough".

Server inpl enentati ons SHOULD consider the possibility of changing
the algorithm In sone cases, it may be desirable to inplenent
the change of algorithmin a way that new y-generated tokens use
the new algorithm but that for a limted period of time tokens
using either the new or old algorithmcan be validated.
Consequently, the server SHOULD i ncorporate sone neans of
identifying the token generation algorithmw thin the token

Al though this specification is extensible for other mechani sms, none
are defined in this document. In addition to the nechani sm nane
itself, other mechani snms may have nmechani smspecific data, which is
to be interpreted according to the definition of that mechani sm

2.5. Authorization Token

The aut horization token is a determnistic string of at |east 128
bits that an entity with knowl edge of the secret nail box access key
and URL aut horizati on nechani smcan use to verify the URL.

3. | MAP URL Extensions

[ MAPURL] is extended by allow ng the addition of
" EXPl RE=<dat et i ne>" and "; URLAUTH=<access>: <nech>: <t oken>" to | MAP
URLs that refer to a specific nessage or nessage parts

The URLAUTH i s conprised of "; URLAUTH=<access>: <nech>: <t oken>" and
MJUST be at the end of the URL.

URLAUTH does not apply to, and MUST NOT be used with, any | MAP URL
that refers to an entire | MAP server, a list of mmilboxes, an entire
| MAP nmi | box, or | MAP search results

When "; EXPlI RE=<datetime>" is used, this indicates the | atest date and
time that the URL is valid. After that date and tine, the URL has

expired, and server inplenentations MJST reject the URL. |If
"; EXPl RE=<dat eti me>" is not used, the URL has no expiration, but
still can be revoked as discussed bel ow
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The URLAUTH takes the form"; URLAUTH=<access>: <mech>: <token>". It is
conposed of three parts. The <access> portion provides the

aut hori zed access identifiers, which may constrain the operations and
users that are pernmitted to use this URL. The <mech> portion

provi des the authorization nmechani smused by the | MAP server to
generate the authorization token that follows. The <token> portion
provi des the authorization token

The "submit+" access identifier prefix, followed by a userid,
indicates that only a userid authorized as a nessage submi ssion
entity on behalf of the specified userid is permtted to use this
URL. The | MAP server does not validate the specified userid but does
validate that the | MAP session has an authorization identity that is
aut hori zed as a nmessage subnission entity. The authorized nessage
subni ssion entity MJST validate the userid prior to contacting the

| MAP server.

The "user+" access identifier prefix, followed by a userid, indicates
that use of this URL is limted to | MAP sessions that are |ogged in
as the specified userid (that is, have authorization identity as that
userid).

Note: If a SASL nechani smthat provides both authorization and

aut hentication identifiers is used to authenticate to the | MAP
server, the "user+" access identifier MJST match the authorization
identifier.

The "aut huser" access identifier indicates that use of this URL is
limted to | MAP sessions that are | ogged in as an authorized user
(that is, have authorization identity as an authorized user) of that
| MAP server. Use of this URL is prohibited to anonynous | MAP

sessi ons.

The "anonynous" access identifier indicates that use of this URL is
not restricted by session authorization identity; that is, any | MAP
session in authenticated or selected state (as defined in [I MAP]),
i ncl udi ng anonynous sessions, may issue a URLFETCH using this URL.

The aut horization token is represented as an ASCl | - encoded
hexadeci mal string, which is used to authorize the URL. The length
and the cal culation of the authorization token depends upon the
mechani sm used; but, in all cases, the authorization token is at

| east 128 bits (and therefore at |east 32 hexadecinmal digits).
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4.

Di scussi on of URLAUTH Aut hori zati on | ssues
In [I MAPURL], the userid before the "@ in the URL has two purposes

1) It provides context for user-specific mailbox paths such as
"1 NBOX" .

2) It specifies that resolution of the URL requires logging in as
that user and limits use of that URL to only that user

An obvious limtation of using the sane field for both purposes is
that the URL can only be resol ved by the nmil box owner

URLAUTH overrides the second purpose of the userid in the | MAP URL
and by default pernmits the URL to be resolved by any user pernitted
by the access identifier.

The "user+<userid>" access identifier linmts resolution of that URL
to a particular userid, whereas the "subm t+<useri d>" access
identifier is nore general and sinply requires that the session be
aut hori zed by a user that has been granted a "subnmit" role within the
aut hentication system Use of either of these access identifiers
makes it inpossible for an attacker, spying on the session, to use
the sane URL, either directly or by subm ssion to a nessage

submi ssion entity.

The "aut huser" and "anonymous" access identifiers do not have this

| evel of protection and should be used with caution. These access
identifiers are primarily useful for public export of data from an

| MAP server, without requiring that it be copied to a web or
anonynous FTP server. Refer to the Security Considerations for nore
details.

Ceneration of URLAUTH Aut hori zed URLs
A URLAUTH aut horized URL is generated froman initial URL as foll ows:

An initial URL is built, ending with "; URLAUTH=<access>" but wi thout
the ": <mech>: <t oken>" conponents. An authorization mechanismis

sel ected and used to calculate the authorization token, with the
initial URL as the data and a secret known to the | MAP server as the
key. The URLAUTH authorized URL is generated by taking the initia
URL and appending ":", the URL authorization nmechani smnane, ":", and
the ASClI|-encoded hexadeci mal representation of the authorization

t oken.
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Not e: ASCl | - encoded hexadeci mal is used instead of BASE64 because
a BASE64 representation may have "=" paddi ng characters, which
woul d be problematic in a URL.

In the I NTERNAL nmechani sm the nmail box access key for that mailbox is
the secret known to the | MAP server, and a server-sel ected al gorithm
is used as described in section 2.4.1.

6. Validation of URLAUTH aut hori zed URLs
A URLAUTH aut hori zed URL is validated as foll ows:

The URL is split at the ":" that separates "<access>" from

"<mech>: <token>" in the "; URLAUTH=<access>: <mech>: <t oken>" portion of
the URL. The "<mech>: <token>" portion is first parsed and saved as
the aut horization mechani smand the authorization token. The URL is
truncated, discarding the ":" described above, to create a "runp URL"
(the URL minus the ":" and the "<nech>: <token>" portion). The runp
URL is then analyzed to identify the nail box.

If the mail box cannot be identified, an authorization token is

cal culated on the runp URL, using random "pl ausi bl e* keys (sel ected
by the server) as needed, before returning a validation failure.
This prevents timng attacks ainmed at identifying mail box nanes.

If the mailbox can be identified, the authorization token is
calculated on the runp URL and a secret known to the | MAP server
using the given URL authorization nmechanism Validation is
successful if, and only if, the cal cul ated authorization token for
t hat mechani sm nat ches the authorization token supplied in

"; URLAUTH=<access>: <mech>: <t oken>"

Renmoval of the ":<mech>: <token>" portion of the URL MIST be the only
operation applied to the URLAUTH aut horized URL to get the runp URL.
In particular, URL percent escape decoding and case-fol ding
(including to the domain part of the URL) MJST NOT occur

In the | NTERNAL nechani sm the nail box access key for that mailbox is
used as the secret known to the | MAP server, and the sanme server-

sel ected al gorithmused for generating URLs is used to calculate the
aut hori zati on token for verification.
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7.

Addi tional Conmands
These commuands are extensions to the [I MAP] base protocol
The section headi ngs of these conmands are intended to correspond

with where they would be located in the base protocol docunent if
they were part of that docunent.

BASE. 6. 3. RESETKEY. RESETKEY Command

Arguments: optional mail box nane
optional nechani sm nanme(s)

Responses: none other than in result

Resul t: K - RESETKEY conpl et ed, URLMECH cont ai ni ng new data
NO - RESETKEY error: can’t change key of that rmail box
BAD - conmand unknown or argunents invalid

The RESETKEY command has two forns.

The first formaccepts a mail box nane as an argunent and generates a
new mai | box access key for the given mailbox in the user’s mail box
access key table, replacing any previous nail box access key (and
revoki ng any URLs that were authorized with a URLAUTH usi ng that key)
in that table. By default, the nmil box access key is generated for
the | NTERNAL nmechani sm ot her nmechani snms can be specified with the
optional nechani sm ar gunent.

The second form wth no argunents, renoves all mail box access keys
in the user’s muail box access key table, revoking all URLs currently
aut hori zed usi ng URLAUTH by the user.

Any current | MAP session |logged in as the user that has the mail box
selected will receive an untagged OK response with the URLMECH st at us
response code (see section BASE. 7.1. URLMECH for nore details about
the URLMECH st atus response code).

Exanpl e:
C. a3l RESETKEY
S: a31 K All keys renoved
C. a32 RESETKEY | NBOX
S: a32 OK [ URLMECH | NTERNAL] nechs
C. a33 RESETKEY | NBOX XSAMPLE
S: a33 OK [ URLMECH | NTERNAL XSAMPLE=P340OKhO7VEKCbsi YY8r GEg==] done
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BASE. 6. 3. GENURLAUTH.  GENURLAUTH Conmand
Ar gunent : one or nore URL/mechani smpairs
Response: unt agged response: CGENURLAUTH

Resul t: OK - GENURLAUTH conpl et ed
NO - GENURLAUTH error: can't generate a URLAUTH
BAD - conmand unknown or argunents invalid

The GENURLAUTH command requests that the server generate a URLAUTH
aut horized URL for each of the given URLs using the given URL
aut hori zati on nechani sm

The server MUST validate each supplied URL as follows:

(1) The mail box conponent of the URL MJST refer to an existing
mai | box.

(2) The server conponent of the URL MUST contain a valid userid
that identifies the owner of the nail box access key table that
will be used to generate the URLAUTH aut horized URL. As a
consequence, the iserver rule of [IMAPURL] is nodified so that
i userauth is nmandatory.

Note: the server conponent of the URL is generally the

| ogged in userid and server. |If not, then the logged in
userid and server MJST have owner-type access to the
mai | box access key table owned by the userid and server

i ndi cated by the server conponent of the URL.

(3) There is a valid access identifier that, in the case of
"submi t+" and "user+", will contain a valid userid. This
userid is not necessarily the sanme as the owner userid
described in (2).

(4) The server MAY also verify that the iuid and/or isection
components (if present) are valid.

If any of the above checks fail, the server MJST return a tagged BAD
response with the follow ng exception. |If an invalid userid is
supplied as the mail box access key owner and/or as part of the access
identifier, the server MAY issue a tagged OK response with a
generated nail box key that always fails validation when used with a
URLFETCH conmmand. This exception prevents an attacker from

val i dati ng useri ds.
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If there is currently no nail box access key for the given nail box in
the owner’s mail box access key table, one is autonatically generated.
That is, it is not necessary to use RESETKEY prior to first-tinme use
of CGENURLAUTH.

If the command is successful, a GENURLAUTH response code is returned
listing the requested URLs as URLAUTH aut hori zed URLs.

Exanpl es:

C. a775 CGENURLAUTH "i map://j oe@xanpl e. con | NBOX/ ; ui d=20/
;section=1.2" | NTERNAL

a775 BAD missing access identifier in supplied URL

a776 GENURLAUTH "i map:// exanpl e. cont Shar ed/ ; ui d=20/

; section=1.2;url aut h=submit+fred" | NTERNAL

a776 BAD m ssing owner usernane in supplied URL

a777 GENURLAUTH "imap://joe@xanpl e. conl | NBOX/ ; ui d=20/
;section=1. 2;url aut h=submit +fred" | NTERNAL

* GENURLAUTH "i map: //j oe@xanpl e. coni | NBOX/ ; ui d=20/ ; secti on=1. 2
;urlaut h=subnit+fred:internal:91354a473744909de610943775f 92038"
a777 OK GENURLAUTH conpl et ed

w uw onw ow

BASE. 6. 3. URLFETCH. URLFETCH Comrand
Ar gunent : one or nore URLs
Response: unt agged response: URLFETCH

Resul t: K - urlfetch conpleted
NO - urlfetch failed due to server internal error
BAD - conmand unknown or argunents invalid

The URLFETCH command requests that the server return the text data
associated with the specified | MAP URLs, as described in [|MAPURL]
and extended by this docunent. The data is returned for al
val i dated URLs, regardl ess of whether or not the session would
otherwi se be able to access the mail box containing that data via
SELECT or EXAM NE

Not e: This conmand does not require that the URL refer to the

sel ected mail box; nor does it require that any nail box be
selected. It also does not in any way interfere with any sel ected
mai | box.
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The URLFETCH command effectively executes with the access of the
userid in the server conponent of the URL (which is generally the
userid that issued the GENURLAUTH). By itself, the URLAUTH does NOT
grant access to the data; once validated, it grants whatever access
to the data is held by the userid in the server conponent of the URL.
That access nmay have changed since the GENURLAUTH was done.

The URLFETCH command MUST return an untagged URLFETCH response and a
tagged OK response to any URLFETCH conmand that is syntactically
valid. A NO response indicates a server internal failure that may be
resolved on later retry.

Note: The possibility of a NO response is to accomuodate

i mpl ement ations that would ot herwi se have to i ssue an untagged BYE
with a fatal error due to an inability to respond to a valid
request. In an ideal world, a server SHOULD NOT issue a NO
response.

The server MUST return NIL for any I MAP URL that references an entire
| MAP server, a list of mailboxes, an entire | MAP nail box, or | MAP
search results.

Exanpl e:

Note: For clarity, this exanple uses the LOG N comand, which
SHOULD NOT be used over a non-encrypted comunication path.

This exanple is of a subnmit server, obtaining a nessage segment
for a nessage that it has already validated was submtted by
"fred".

S: * OK [CAPABI LI TY | MAPAREV1 URLAUTH] exanpl e.com | MAP server
C. a001 LOA N submitserver secret
S: a001 K submitserver |ogged in
C. a002 URLFETCH "imap://joe@xanpl e. com | NBOX/ ; ui d=20/
;section=1. 2;urlauth=subnit+fred:interna
: 91354a473744909de610943775f 92038"
S: * URLFETCH "i map://joe@xanpl e. conl | NBOX/ ; ui d=20/; secti on=1. 2
yurlauth=subnit+fred:interna
: 91354a473744909de610943775f 92038" {28}
Si vis pacem para bellum

wuw

a002 OK URLFETCH conpl et ed
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8.

Addi ti onal Responses
These responses are extensions to the [|I MAP] base protocol
The section headi ngs of these responses are intended to correspond

with where they would be located in the base protocol docunent if
they were part of that docunent.

BASE. 7. 1. URLMECH. URLMECH St at us Response Code

The URLMECH status response code is followed by a list of URL

aut hori zati on nechani sm nanes. Mechani sm nanes ot her than | NTERNAL
may be appended with an "=" and BASE64- encoded form of nechani sm
speci fic data.

This status response code is returned in an untagged OK response in
response to a RESETKEY, SELECT, or EXAM NE command. |n the case of
t he RESETKEY conmmand, this status response code can be sent in the
tagged OK response instead of requiring a separate untagged OK
response.

Exanpl e:

C. a33 RESETKEY | NBOX XSAMPLE
S: a33 OK [ URLMECH | NTERNAL XSAMPLE=P34OKhO7VEkKCbsi YY8r GEg==] done

In this exanple, the server supports the | NTERNAL nechani sm and an
experinmental mechani smcall ed XSAVMPLE, which al so hol ds sone
mechani smspecific data (the name "XSAMPLE" is for illustrative
pur poses only).

BASE. 7. 4. GENURLAUTH. CGENURLAUTH Response

Cont ent s: One or nore URLs

The GENURLAUTH response returns the URLAUTH- aut hori zed URL(S)
requested by a GENURLAUTH conmand.

Exanpl e:

C. a777 CGENURLAUTH "i map://joe@xanpl e. con | NBOX/ ; ui d=20/
;section=1.2; url aut h=submni t +f red" | NTERNAL

S * GENURLAUTH "i map://joe@xanpl e. conl | NBOX/ ; ui d=20/ ; secti on=1. 2
;urlaut h=subnit+fred:internal:91354a473744909de610943775f 92038"

S: a777 OK GENURLAUTH conpl et ed
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BASE. 7. 4. URLFETCH. URLFETCH Response
Cont ent s: One or nore URL/nstring pairs

The URLFETCH response returns the nessage text data associated with
one or nore | MAP URLs, as described in [I MAPURL] and extended by this
docunent. This response occurs as the result of a URLFETCH conmand

The returned data string is NIL if the URL is invalid for any reason
(including validation failure). |If the URL is valid, but the |IMAP
fetch of the body part returned NIL (this should not happen), the
returned data string should be the enpty string ("") and not NI L.

Not e: This conmand does not require that the URL refer to the

sel ected mai |l box; nor does it require that any mail box be
selected. It also does not in any way interfere with any sel ected
mai | box.

Exanpl e:

C. a002 URLFETCH "imap://joe@xanpl e. com | NBOX/ ; ui d=20/
;section=1. 2;url auth=submit+fred:interna
:91354a473744909de610943775f 92038"

S: * URLFETCH "i map://joe@xanpl e. coni | NBOX/ ; ui d=20/ ; secti on=1. 2
yurlauth=subnmit+fred:interna
: 91354a473744909de610943775f 92038" {28}

S: Si vis pacem para bellum

S

S: a002 OK URLFETCH conpl et ed

9. Fornmal Syntax

The foll owi ng syntax specification uses the Augnented Backus- Naur
Form (ABNF) notation as specified in [ ABNF].

The following nodifications are nade to the Formal Syntax in [|MAP]:

reset key = "RESETKEY" [SP nuail box *(SP nechani snj]
capability =/ "URLAUTH'
conmand- aut h =/ resetkey / genurlauth / urlfetch

resp-text-code =/ "URLMECH' SP "INTERNAL" *(SP nmechanism|["=" base64])

genurl auth " GENURLAUTH" 1*(SP url-runp SP mechani sm

genurlauth-data = "*" SP "GENURLAUTH' 1*(SP url-full)
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url-full = astring
; contains authimapurlfull as defined bel ow

url -runp = astring
; contains authi mapurlrunp as defined bel ow

urlfetch = "URLFETCH' 1*(SP url-full)
url fetch-data = "*" SP "URLFETCH' 1*(SP url-full SP nstring)
The followi ng extensions are made to the Formal Syntax in [IMAPURL]:
aut hi mapur | = "ingp://" enc-user [iauth] "@ hostport "/"
i messagepart

; replaces "imapurl" and "iserver" rules for
; URLAUTH aut hori zed URLs

aut hi mapurl ful | aut hi mapur!l iurlauth

aut hi mapurl runmp = aut hi mapurl iurlauth-runp
enc-urlauth = 32*HEXDI G

enc- user = l1*achar
; same as "enc_user" in RFC 2192

iurlauth = jurlauth-runmp ":" nmechanism":" enc-urlauth
i urlaut h-runp = [expire] "; URLAUTH=" access
access = ("submt+" enc-user) / ("user+" enc-user) /

"aut huser" / "anonynous"

expire = "; EXPI RE=" date-tine
; date-time defined in [ DATETI ME]

nmechani sm = "INTERNAL" / 1*(ALPHA/ DIGT / "-" [ ".")

; case-insensitive
; new mechani sms MUST be registered with | ANA
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10.

Security Considerations
Security considerations are discussed throughout this neno.

The mai |l box access key SHOULD have at |east 128 bits of entropy
(refer to [RANDOM for nore details) and MUST be unpredictabl e.

The server inplenmentation of the I NTERNAL nechani sm SHOULD consi der
the possibility of needing to change the token generation al gorithm
and SHOULD i ncorporate sone neans of identifying the token generation
al gorithmw thin the token.

The URLMECH status response code nay expose sensitive data in the
mechani sm specific data for nechani sns other than | NTERNAL. A server
i mpl enent ati on MUST i nplenent a configuration that will not return a
URLMECH st at us response code unl ess sonme mechani smis provided that
protects the session from snooping, such as a TLS or SASL security

| ayer that provides confidentiality protection

The cal cul ation of an authorization token with a "plausible" key if
the mail box can not be identified is necessary to avoid attacks in
which the server is probed to see if a particular mail box exists on
the server by neasuring the anount of tine taken to reject a known
bad nane versus some other nane.

To protect against a conputational denial-of-service attack, a server
MAY i npose progressively longer delays on nmultiple URL requests that
fail wvalidation.

The decision to use the "aut huser" access identifier should be nade
with caution. An "authuser" access identifier can be used by any
aut hori zed user of the | MAP server; therefore, use of this access
identifier should be linited to content that nmay be di sclosed to any
aut hori zed user of the | MAP server.

The decision to use the "anonynous" access identifier should be nade
with extrene caution. An "anonynous" access identifier can be used
by anyone; therefore, use of this access identifier should be limted
to content that nmay be disclosed to anyone. Many | MAP servers do not
permt anonynous access; in this case, the "anonynous" access
identifier is equivalent to "authuser”, but this MJST NOT be relied
upon.

Al t hough this specification does not prohibit the theoretica
capability to generate a URL with a server conponent other than the
| ogged in userid and server, this capability should only be provided
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when the logged in userid/server has been authorized as equivalent to
the server conponent userid/server, or otherw se has access to that
useri d/ server mail box access key table.

11. | ANA Consi derati ons

Thi s docunent constitutes registration of the URLAUTH capability in
the imap4-capabilities registry.

URLAUTH aut hori zati on mechani sns are regi stered by publishing a
standards track or | ESG approved experinmental RFC. The registry is
currently |l ocated at:

http://ww. i ana. org/ assi gnnent s/ url aut h-aut hori zati on- nechani smregi stry

This registry is case-insensitive.

This docunent constitutes registration of the | NTERNAL URLAUTH
aut hori zati on nechani sm

| MAP URLAUTH Aut hori zati on Mechani sm Regi stry

Mechani sm Nane Ref er ence

| NTERNAL [ RFC4467]
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attenpt nade to obtain a general |icense or permission for the use of
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copyrights, patents or patent applications, or other proprietary
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