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Abstract
Thi s docunent describes two nethods for deriving the canonically-
ordered predecessor and successor of a DNS nane. These nethods nay
be used for dynanmic NSEC resource record synthesis, enabling
security-aware nane servers to provide authenticated denial of
exi stence w t hout disclosing other owner nanes in a DNSSEC secured
zone.
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1. Introduction

One of the proposals for avoiding the exposure of zone information
during the depl oynent DNSSEC i s dynam ¢ NSEC resource record (RR)
synthesis. This technique is described in [ DNSSEC- TRANS] and

[ RFC4470], and involves the generation of NSEC RRs that just span the
query nane for non-existent owner nanmes. |n order to do this, the
DNS names that woul d occur just prior to and just followi ng a given
gquery name nmust be calculated in real tine, as maintaining a list of
all possible owner nanmes that m ght occur in a zone would be

i npracticabl e.

Section 6.1 of [RFC4034] defines canonical DNS name order. This
docunent does not anend or nodify this definition. However, the
derivation of inmediate predecessor and successor, although trivial
i s non-obvious. Accordingly, several nethods are described here as
an aid to inplementors and a reference to other interested parties.

Thi s docunent describes two net hods:

1. An "absolute nethod", which returns the i medi ate predecessor or
successor of a domain nanme such that no valid DNS name coul d
exi st between that DNS nane and the predecessor or successor

2. A "nodified nmethod", which returns a predecessor and successor
that are nore econonical in size and conputation. This nethod is
restricted to use with zones consisting exclusively of owner
nanes that contain no nore than one | abel nore than the owner
nane of the apex, where the | ongest possible owner nane (i.e.
one with a maxi mumlength left-nost |abel) would not exceed the
maxi mum DNS nane |l ength. This is, however, the type of zone for
whi ch the technique of online signing is nost likely to be used.
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2. Notational Conventions

The followi ng notational conventions are used in this docunment for
econony of expression

N: An unspecified DNS nane.

P(N): I medi ate predecessor to N (absol ute nethod).

S(N): Inredi ate successor to N (absol ute nethod).

P (N): Predecessor to N (nodified nethod).

S (N): Successor to N (nodified nethod).

3. Derivations

These derivations assune that all uppercase US-ASCI| letters in N

have al ready been replaced by their correspondi ng | owercase

equi val ents. Unless otherw se specified, processing stops after the
first step in which a condition is net.

The derivations nmake reference to maxi mum | abel [ength and maxi num

DNS name length; these are defined in Section 3.1 of [RFCL034] to be

63 and 255 octets, respectively.

3.1. Absolute Method
3.1.1. Derivation of DNS Nane Predecessor

To derive P(N)

1. If Nis the sane as the owner nane of the zone apex, prepend N
repeatedly with | abels of the maxi num | ength possible consisting
of octets of the maxi mum sort value (e.g., Oxff) until Nis the
maxi mum | engt h possi bl e; otherwi se proceed to the next step

2. If the least significant (left-nbst) |abel of N consists of a
single octet of the minimmsort value (e.g., 0x00), renove that
| abel ; otherw se proceed to the next step.

3. If the least significant (right-nost) octet in the |east
significant (left-nost) label of Nis the mninmmsort val ue,
renove the | east significant octet and proceed to step 5.

4. Decrenment the value of the least significant (right-nost) octet

of the least significant (left-nost) |abel, skipping any val ues
that correspond to uppercase US-ASCI| letters, and then append
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3.

3.

the | east significant (left-nost) label with as nmany octets as
possi bl e of the maxi num sort value. Proceed to the next step

5. Prepend N repeatedly with | abels of as long a length as possible
consi sting of octets of the maxi mumsort value until Nis the
maxi mum | engt h possi bl e.

1.2. Derivation of DNS Nane Successor
To derive S(N)

1. If Nis two or nore octets shorter than the maxi mum DNS nane
I ength, prepend Nwith a |abel containing a single octet of the
m ni mum sort value (e.g., 0x00); otherw se proceed to the next
st ep.

2. If Nis one octet shorter than the maxi num DNS nanme | ength and
the | east significant (left-nost) label is one or nore octets
shorter than the nmaxi nrum | abel |ength, append an octet of the
m ni mum sort value to the | east significant |abel; otherw se
proceed to the next step.

3. Increnent the value of the least significant (right-nbst) octet
in the least significant (left-nost) label that is less than the
maxi mum sort value (e.g., Oxff), skipping any val ues that
correspond to uppercase US-ASCI| letters, and then renbve any
octets to the right of that one. |If all octets in the |label are
the maxi num sort val ue, then proceed to the next step

4. Renove the least significant (left-nost) label. Unless Nis now
the sane as the owner nane of the zone apex (this will occur only
if N was the maxi mum possible nanme in canonical DNS name order
and thus has wapped to the owner name of zone apex), repeat
starting at step 2.

2. Modified Method

This method is for use with zones consisting only of single-Iabel
owner names where an owner nanme consisting of |abel of nmaxi mumlength
woul d not result in a DNS nane that exceeded the nmaxi mum DNS nane
length. This nmethod is conputationally sinpler and returns val ues
that are nore econonmical in size than the absolute nmethod. It
differs fromthe absolute nethod detailed above in the follow ng
ways:

1. Step 1 of the derivation P(N) has been onmitted as the existence
of the owner name of the zone apex never requires denial
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3. 2.

1

A new step 1 has been introduced that renbves unnecessary | abels.

Step 4 of the derivation P(N) has been omitted as it is only
necessary for zones contai ni ng owner nanmes consisting of nore
than one label. This om ssion generally results in a significant
reduction of the length of derived predecessors.

Step 1 of the derivation S(N) had been omitted as it is only
necessary for zones containi ng owner nanmes consisting of nore
than one label. This omission results in a tiny reduction of the
| ength of derived successors, and maintains consistency with the
nodi fication of step 4 of the derivation P(N) described above.

Steps 2 and 4 of the derivation S(N) have been nodified to
elimnate checks for maxi nrum DNS nane | ength, as it is an
assunption of this method that no DNS nane in the zone can exceed
t he maxi num DNS nane | engt h.

Derivation of DNS Nane Predecessor

To derive P (N)

1

If Nis two or nore |abels |onger than the owner nane of the
apex, repeatedly renove the | east significant (left-nost) |abel
until N is only one | abel |onger than the owner name of the apex;
ot herwi se proceed to the next step

If the least significant (left-nost) [abel of N consists of a
single octet of the mnimmsort value (e.g., 0x00), renove that

| abel ; otherwi se proceed to the next step. (If this condition is
met, P (N is the owner nane of the apex.)

If the least significant (right-nost) octet in the |east
significant (left-nost) |label of Nis the mninmmsort val ue,
renove the | east significant octet.

Decrenent the value of the |east significant (right-nbst) octet,
ski ppi ng any val ues that correspond to uppercase US-ASCl
letters, and then append the | abel with as many octets as
possi bl e of the maxi num sort val ue.
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3.2.2. Derivation of DNS Nane Successor
To derive S (N

1. If Nis two or nore |abels Ionger than the owner name of the
apex, repeatedly renove the least significant (left-nost) |abel
until N is only one | abel |onger than the owner name of the apex.
Proceed to the next step.

2. If the least significant (left-nost) |abel of Nis one or nore
octets shorter than the maxi num | abel |ength, append an octet of
the m ninmum sort value to the | east significant |abel; otherw se
proceed to the next step.

3. Increnent the value of the least significant (right-nopst) octet
in the least significant (left-nost) |label that is less than the
maxi mum sort value (e.g., Oxff), skipping any val ues that
correspond to uppercase US-ASCI| letters, and then renove any
octets to the right of that one. |If all octets in the |label are
the maxi num sort val ue, then proceed to the next step

4. Renove the least significant (left-nmost) label. (This will occur
only if the least significant |abel is the nmaxi mumlabel |ength
and consists entirely of octets of the nmaxi numsort val ue, and
thus has wrapped to the owner nane of the zone apex.)

4. Not es
4.1. Test for Existence

Before using the result of P(N) or P (N) as the owner name of an NSEC
RR in a DNS response, a name server should test to see whether the
name exists. |If it does, either a standard non-synthesi sed NSEC RR
shoul d be used, or the synthesised NSEC RR should reflect the RRset
types that exist at the NSEC RR s owner nane in the Type Bit Mp
field as specified by Section 4.1.2 of [RFC4034]. Inplenmentors wll
likely find it sinpler to use a non-synthesised NSEC RR  For further
details, see Section 2 of [RFC4470].
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4.2. Case Considerations

Section 3.5 of [RFC1034] specifies that "while upper and | ower case
letters are allowed in nanes, no significance is attached to the
case". Additionally, Section 6.1 of [RFC4034] states that when

det erm ni ng canoni cal DNS name order, "uppercase US-ASClI| letters are
treated as if they were |owercase US-ASCI| letters". Consequently,
val ues corresponding to US-ASCI| uppercase letters nmust be skipped
when decrenenting and i ncrementing octets in the derivations
described in Section 3.

The foll owi ng pseudo-code is illustrative:

Decrenent the value of an octet:

if (octet =="1") /1 [’ is just after uppercase 'Z
octet = @; /1 '@ is just prior to uppercase 'A
el se
octet--;

I ncrenent the value of an octet:

if (octet =="'@) /l '@ is just prior to uppercase 'A
octet = "["; /1 "[" is just after uppercase 'Z

el se
oct et ++;

4.3. Choice of Range

[ RFC2181] nmkes the clarification that "any binary string whatever
can be used as the | abel of any resource record". Consequently, the
m ni mum sort val ue nmay be set as 0x00 and the nmaxi num sort val ue as
Oxff, and the range of possible values will be any DNS nane that
contains octets of any val ue other than those corresponding to
uppercase US-ASCI| letters.

However, if all owner nanes in a zone are in the letter-digit-hyphen
or LDH, format specified in [ RFC1034], it nmay be desirable to
restrict the range of possible values to DNS nanes containing only
LDH val ues. This has the effect of

1. nmaking the output of tools such as ‘dig’ and ‘nsl ookup’ |ess
subj ect to confusion,

2. mnimsing the inmpact that NSEC RRs containing DNS names with

non- LDH val ues (or non-printable values) m ght have on faulty DNS
resol ver inplenentations, and
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3. preventing the possibility of results that are wildcard DNS nanes
(see Section 4.4).

This may be acconplished by using a mininumsort value of Ox1f (US-
ASCI| character ‘-') and a maxi mum sort value of Ox7a (US-ASCl
character |lowercase ‘z’'), and then skipping non-LDH, non-I|owercase
val ues when increnenting or decrenmenting octets.

4.4, WIld Card Considerations

Nei t her derivation avoids the possibility that the result may be a
DNS name containing a wildcard label, i.e., a label containing a
single octet with the value 0x2a (US-ASCI| character ‘*'). Wth
additional tests, wldcard DNS nanes may be explicitly avoi ded
alternatively, if the range of octet values can be restricted to
those corresponding to letter-digit-hyphen, or LDH, characters (see
Section 4.3), such DNS nanes will not occur.

Note that it is inprobable that a result that is a wildcard DNS name
will occur unintentionally; even if one does occur either as the
owner name of, or in the RDATA of an NSEC RR, it is treated as a
literal DNS name with no special neaning.

4.5. Possible Mdifications
4.5.1. Restriction of Effective Maxi num DNS Nane Length

[ RFC1034] specifies that "the total number of octets that represent a
nane (i.e., the sumof all l|abel octets and | abel lengths) is limted
to 255", including the null (zero-length) |abel that represents the
root. For the purpose of deriving predecessors and successors during
NSEC RR synt hesi s, the maxi mum DNS nanme | ength nay be effectively
restricted to the Iength of the longest DNS nane in the zone. This
will mnimse the size of responses containing synthesi sed NSEC RRs
but, especially in the case of the nodified nethod, may result in
sonme additional conputational conplexity.

Note that this nodification will have the effect of revealing

i nformation about the |ongest name in the zone. Moreover, when the
contents of the zone changes, e.g., during dynam c updates and zone
transfers, care nust be taken to ensure that the effective nmaxi num
DNS name | ength agrees with the new contents.

4.5.2. Use of Modified Method with Zones Containing SRV RRs
Normal Iy, the nodified nethod cannot be used in zones that contain

Service Record (SRV) RRs [RFC2782], as SRV RRs have owner nanes that
contain nmultiple | abels. However, the use of SRV RRs can be
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acconmodat ed by various techniques. There are at |east four possible
ways to do this:

1. Use conventional NSEC RRs for the region of the zone that
contains first-level |abels beginning with the underscore (*_’)
character. For the purposes of generating these NSEC RRs, the
exi stence of (possibly fictional) ownernames ‘9{63}’' and ‘a
coul d be assunmed, providing a | ower and upper bound for this
region. Then all queries where the QNAME does not exist but
contains a first-level |abel beginning with an underscore could
be handl ed using the normal DNSSEC pr ot ocol

Thi s approach woul d nake it possible to enunerate all DNS nanes
in the zone containing a first-level |abel beginning with
underscore, including all SRV RRs, but this may be of less a
concern to the zone adm nistrator than incurring the overhead of
the absolute nmethod or of the follow ng variants of the nodified
net hod.

2. The absolute nethod could be used for synthesising NSEC RRs for
all queries where the QNAVE contains a | eadi ng underscore.
However, this re-introduces the susceptibility of the absolute
met hod to denial of service activity, as an attacker could send
queries for an effectively inexhaustible supply of domain nanes
begi nning with a | eadi ng underscore.

3. Avariant of the nodified nethod could be used for synthesising
NSEC RRs for all queries where the QNAME contains a | eading
underscore. This variant would assune that all predecessors and
successors to queries where the QNAME contains a | eading
underscore nmay consist of two |abels rather than only one. This
introduces a little additional conplexity w thout incurring the
full increase in response size and conputational conplexity as
t he absol ute met hod.

4. Finally, a variant of the nodified nethod that assunes that all
owner names in the zone consist of one or two |abels could be
used. However, this negates much of the reduction in response
size of the nodified method and may be nearly as conputationally
conpl ex as the absol ute met hod.

5. Exanpl es
In the foll owi ng exanpl es,

t he owner name of the zone apex is "exanple.com",
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the range of octet values is 0x00 - Oxff excluding val ues
correspondi ng to uppercase US-ASCI| letters, and

non-printable octet values are expressed as three-digit decinal
nunbers preceded by a backslash (as specified in Section 5.1 of
[ RFC1035]) .

5.1. Exanples of Inmediate Predecessors Using Absol ute Method
Exanpl e of a typical case
P(foo. exanpl e.com) =

\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255, \ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255

\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255. \ 255\ 255\ 255\ 255\ 255\ 255

\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255. f on\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255. exanpl e. com

or, in alternate notation
\ 255{49} .\ 255{63}.\ 255{63}. f on\ 255{ 60} . exanpl e. com
where {n} represents the nunber of repetitions of an octet.

Exanpl e where |l east significant (left-nost) |abel of DNS nane
consists of a single octet of the mininumsort val ue:

P(\ 000. f 0o. exanpl e.com ) = foo0. exanpl e. com
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Exanpl e where | east significant (right-npst) octet of |east
significant (left-nost) |abel has the m ni num sort val ue:

P(f oo\ 000. exanpl e.com) =

\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255. \ 255\ 255

\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255. \ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255

\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255. \ 255\ 255\ 255\ 255\ 255\ 255

\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255. f 0o. exanpl e. com

or, in alternate notation

\ 255{ 45} .\ 255{ 63} .\ 255{ 63} .\ 255{ 63} . f 00. exanpl e. com
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Exanpl e where DNS nanme contains an octet that nust be decrenented by
ski ppi ng val ues corresponding to US-ASCI| uppercase letters:

P(fo\[.exanple.com) =

\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255. \ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255

\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255. \ 255\ 255\ 255\ 255\ 255\ 255

\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255. f o\ @ 255

\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255. exanpl e. com

or, in alternate notation:
\ 255{49} .\ 255{ 63} .\ 255{63}. f o\ @ 255{ 60} . exanpl e. com

where {n} represents the nunber of repetitions of an octet.
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Exanpl e where DNS nane is the owner nane of the zone apex, and
consequently waps to the DNS nanme with the maxi num possi bl e sort
order in the zone:

P(exanpl e.com) =

\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255. \ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255

\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255. \ 255\ 255\ 255\ 255\ 255\ 255

\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255. \ 255\ 255

\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255. exanpl e. com

or, in alternate notation

\ 255{49} .\ 255{63}.\ 255{63}.\ 255{63}. exanpl e. com
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5.2. Exanples of |Imediate Successors Using Absol ute Mt hod
Exanpl e of typical case
S(f oo. exanpl e. com) = \000. f oo. exanpl e. com

Exanpl e where DNS nane is one octet short of the maxi nrum DNS nane

| engt h:

N = f00000000000000000000000000000000000000000000000
. 00000000000000000000000000000000000000000000000
0000000000000000. 0000000000000000000000000000000
00000000000000000000000000000000. 000000000000000
000000000000000000000000000000000000000000000000. exanpl e. com

or, in alternate notation
fo{47}.0{63}. 0{63}.0{63}. exanpl e. com

S(N) =

f 00000000000000000000000000000000000000000000000
\ 000. 0000000000000000000000000000000000000000000
00000000000000000000. 000000000000000000000000000
000000000000000000000000000000000000. 00000000000
000000000000000000000000000000000000000000000000
0000. exanpl e. com

or, in alternate notation

fo{47}\000. o{ 63}.0{63}. 0{63}. exanpl e. com
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Exanpl e where DNS nane is the nmaxi num DNS nane | engt h:

N = f00000000000000000000000000000000000000000000000
0. 0000000000000000000000000000000000000000000000
00000000000000000. 000000000000000000000000000000
000000000000000000000000000000000. 00000000000000
000000000000000000000000000000000000000000000000
0. exanpl e. com

or, in alternate notation
fo{48}.0{63}.0{63}.0{63}. exanpl e.com

S(N) =
f 00000000000000000000000000000000000000000000000
p. 0000000000000000000000000000000000000000000000
00000000000000000. 000000000000000000000000000000
000000000000000000000000000000000. 00000000000000
000000000000000000000000000000000000000000000000
0. exanpl e. com

or, in alternate notation

fo{47}p. o{63}.0{63}.0{63}. exanpl e. com
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Exanpl e where DNS nanme is the nmaxi num DNS nane | ength and the | east
significant (left-nost) |abel has the naxi num sort val ue:

N = \ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255. 0000000000000000000000000000000000000000000
00000000000000000000. 000000000000000000000000000
000000000000000000000000000000000000. 00000000000
000000000000000000000000000000000000000000000000
0000. exanpl e. com

n al ternate notation

or,
\ 255{49}. 0{63}. 0{ 63}. 0{ 63} . exanpl e. com

S(N) =
000000000000000000000000000000000000000000000000
00000000000000pP. 00000000000000000000000000000000
0000000000000000000000000000000. 0000000000000000

00000000000000000000000000000000000000000000000.
exanpl e. com

n al ternate notation

or,

0{ 62} p. 0{63}.0{63}. exanpl e. com
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Exanpl e where DNS nanme is the nmaxi num DNS nane | ength and t he ei ght
| east significant (right-nost) octets of the |least significant
(left-nost) |abel have the maxi nrum sort val ue:

N = f0000000000000000000000000000000000000000\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255. 0000000000000000000
00000000000000000000000000000000000000000000. 000
000000000000000000000000000000000000000000000000
000000000000. 00000000000000000000000000000000000
0000000000000000000000000000. exanpl e. com

n alternate notation

or,

fo{40}\ 255{8}. 0{63}.0{63}. 0{63}. exanpl e. com

S(N)

fOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOOp.OOOOOO
000000000000000000000000000000000000000000000000
000000000. 00000000000000000000000000000000000000
0000000000000000000000000. OOO0O0O0O0O0O0O0OO0O0OO0OOO0OOO0OO
ooooooooooooooooooooooooooooooooooooooooo.exanple.com

or, in alternate notation

fo{39}p. 0o{63}. 0{63}.0{63}. exanpl e. com
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Exanpl e where DNS nanme is the nmaxi num DNS nane | ength and contains an
octet that nmust be incremented by skipping val ues corresponding to
US- ASCl | uppercase letters:

N = f00000000000000000000000000000000000000000000000
\ @ 000000000000000000000000000000000000000000000
000000000000000000. 00000000000000000000000000000
0000000000000000000000000000000000. 0000000000000
000000000000000000000000000000000000000000000000
00. exanpl e. com

n alternate notation

or,

fo{47}\ @0{63}.0{63}. 0{63}. exanpl e. com

S(N)

f 00000000000000000000000000000000000000000000000
\[. 000000000000000000000000000000000000000000000
000000000000000000. 00000000000000000000000000000
0000000000000000000000000000000000. 0000000000000
000000000000000000000000000000000000000000000000
00. exanpl e. com

or, in alternate notation

fo{47}\[.0{63}.0{63}.0{63}. exanpl e. com
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Exanpl e where DNS nane has the maxi mum possible sort order in the
zone, and consequently waps to the owner name of the zone apex:

N = \ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255. \ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255. \ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255. \ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255. exanpl e. com

n al ternate notation

or,
\ 255{49} .\ 255{63} .\ 255{63}.\ 255{63}. exanpl e. com
S(N) = exanpl e. com
5.3. Exanpl es of Predecessors Using Mdified Method
Exanpl e of a typical case
P (foo. exanple.com) =
f on\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255. exanpl e. com

or, in alternate notation

fon\ 255{ 60} . exanpl e. com

Si sson & Laurie Experi ment al [ Page 19]



RFC 4471 DNS Name Predecessor and Successor Sept ember 2006
Exanpl e where DNS nane contains nore |abels than DNS nanes in the
zone:

P’ (bar. foo. exanpl e.com) = foo0. exanpl e. com

Exanpl e where | east significant (right-nopst) octet of |east
significant (left-nost) |abel has the nminimum sort val ue:

P’ (f oo\ 000. exanpl e.com ) = foo0. exanpl e. com

Exanpl e where | east significant (left-nost) |abel has the m ni num
sort val ue:

P (A 000. exanpl e.com) = exanpl e.com
Exanpl e where DNS nane is the owner nane of the zone apex, and
consequently waps to the DNS nanme with the maxi num possi bl e sort
order in the zone:
P (example.com) =
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255. exanpl e. com
or, in alternate notation
\ 255{ 63} . exanpl e. com
5.4. Exanples of Successors Using Mdified Method
Exanpl e of a typical case

S (foo. exanple.com) = foo\000. exanpl e. com

Exanpl e where DNS nane contains nore |abels than DNS nanes in the
zone:

S (bar. foo. exanpl e.com) = foo\000. exanpl e. com

Exanpl e where | east significant (left-nost) |abel has the maxi num
sort val ue, and consequently waps to the owner name of the zone
apex:
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N = \ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255\ 255
\ 255\ 255\ 255. exanpl e. com

or, in alternate notation
\ 255{ 63} . exanpl e. com
S (N) = exanpl e.com
6. Security Considerations
The derivation of some predecessors/successors requires the testing
of nore conditions than others. Consequently, the effectiveness of a
deni al -of -service attack nay be enhanced by sendi ng queries that
require nore conditions to be tested. The nodified nethod invol ves
the testing of fewer conditions than the absol ute nethod and
consequently is somewhat |ess susceptible to this exposure.
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